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Hs  1m m

I
default 2 3 4
[ U= Notifizations

| Mame

wE
’ Crmail \
Wotification
beep
flash
log to events
log to syslog
popup

<

Notifizatiomns:
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e

Cancel
Apply
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T TANETGK - Device

Device

General | Polling | Services  Outages  =ump |His.1::urj,r Tonls

B

>
Z

-Snmp

Interface |I1:| Route Arp Brdge Fdb  Storage  Cpu | Wireless Sfation  Eegistration Table  Simple Quene | Dhep Lease

—

ik
Ix

Cancel

@@ — =
|I'Iam3 i | Type |MTT_T ® Rate |Rx Eate \ -
Control Plane In...  other I} 0 bpz 0 bps
EOBCOA (1043 1500 140 kbps 200 kbps
FastEthemeta?l ... ethemet-camacd 1500 031 kbps 380 kbps
X FaztEthemetW10... | ethemet-camacd 1500 0 bps 0bps
FastEthermet11 ... ethemet-camacd 15000 187 Mbpe 495 Mbps
X FastEthemet12 . |ethermet-camand 1500 0 bps 0 bps
i FazstEthemet2/1 3. |ethermet-camand 1500 0 bpz 0 bpz
i FaztEthemet214 .. |ethermet-camand 1500 0 bpz [ bpsz
FaztEthemetd/15... ethemet-camacd 1500 238 kbpz 100 kbps
% FasEthermet/16.. sthemetcsmacd | 1500 0bps 0bps
FastBEthemet0/17 ... ethemet-camacd 1500 169 kbpz 109 kbps
FastBthernstf18 . ethernet-csmacd 1500 0 bps 0 bps
FazstEthemnetd19 .. ethermnet-camand 1500 0 bps 0 bps
FastEthemnetdf2 . ethermetcemacd 1500y  1.08 Mbps 219 kbps Fecomnnect
FazstEthemet2/20 ... ethermnet-camacd 1500y 193 Mbpz 122 Mbps
FaztEthemetdf21 .. ethermnet-camacd 1500 16 Mhpz 01 kbps
FazstEthemet22 .. ethermet-camacd 1500 107 kbpz 16 bpz
FostEthemetf23... ethermet-camacd 1500 0 bps 0 bpz
FastEthemet22d . ethermet-camacd 1500f  1.20 Mbps 502 kbps
i FastEthemet5 . | | ethemet-camacd 1500 0 bp= 0 bpz
FastEthermnet2/f26. . ethermnet-camand 1500 \ 429 Mhps 335 khpsy ;JI
. -
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Creneral Image
Twpe:

Ttern Tape:

| wInsert Varisble || InsertOid || Functions . |

N
Label: I,[C[%?Ta:ifgid{??%]ﬁ.l.4.1.9.9.109.1.1.1.1.8.1"}] _I -
=
detault
Label Refresh Interval: [B0R & — 71— 11—
default 5s 15= 1m 5m 15m 1h 3h 12h
Mnknown: | |A
Op:
Do Partial:
Diown Complete:
Acked:
Shape: IElrectangle j -
o ven o S =10 2] 6]
Font: -

Sample Text
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jg'?r

AT
\3]% F"

+ Ping ~ Traceroute

NTU = —. |
==
X ?; Py 3 128 1%0 6553 EiE |
=1edl & Traceroute R, mja Ej

BERE @ Snmpwalk e 16 25 28 3o @ " 5124 4 2
FEESE Q Scan —
a xm = Winbox L (=4
- un Teminal NE: 3 &% I S 1
EIEEFLY & Remote Connection 80 140.112.1.154 Stelnway =1 ms 32 252
¢ Torch |90 140.112.1.154 Steinway <] ms 32 252
: Q1 140.112.1.154 Stetnway <] ms 32 292
. Ba“d“"ldth Test o2 140.112.1154 Steinway <l ms % 05
S PR SET |93 140.112.1.154 Steinway <l ms 2 252
B Telnet | 94 140.112.1.154 Stetnway <] ms 32 252
O web |03 140.112.1.154 Stetnway <] ms 32 202
m [ 06 140.112.1.154 Steinway <] ms 32 23z
O Dbud |97 140.112.1.154 Steinway <] ms 32 232
: ”ne |98 140.112.1.154 Steinway <] ms 32 252
O =8SE(Telnet) 00 140.112.1.154 Stetnway <1 ms 32 252
O web 100 140.112.1.154 Steinway <] ms 32 252 =
< - 101 140.112.1.154 Steinway <l ms 32 252 E
102 140.112.1.154 Stetnway <] ms 32 202
103 140.112.1.154 Stetnway <] ms 32 252
104 140.112.1,154 Steinway <] ms 32 252 i

LIRS Nl =N

"W

|113 transmitted, il i@]lﬁ- iﬁ%a’j, ﬁ%;]‘-ﬁﬁﬁfﬂ—jﬁ 0/0.0/0 ms

L '- 2



¥ O* R4 121 K -Snmpwalk

& Snmp Walk 140.112.1.3

From: |s:enfer jl;l
To: [T40.1121 3 &)
Profile: |ntua jl;l

Type: © all * subteee { zpecific oid
0ad: |is::u:u.|:is-:|:|Iv:[g;mt.u:is::u::P1'|:u:essft~-:[IEl.n:i;s»-:|:|P1'|:u:esslviIEIO]::jeu:t«;.u:mePT_T.|:1:|1T1CPT_TTu:uteanaaLl:ule.|:1:|1T1CPT.TT-:utalEntr;-.r.u:mePT_TTu:utaa]ﬁn’:jfv

List Tree | Table

Ciad # | Walne
E[=ECR
B[] org- 2
E[]dod-6
=[] internet - 1
[=1 (] private - 4
=[] enterprizes - 1
E [ cisen - 9
=[] ciseobgmt - 9
=[] ciseoProceshIE - 109
= [ ciscoProcest{IBObjects - 1
=[] cpmCPT -1
= ] crmCPUTotalTable - 1
= ] epmCFI TotelEnty - 1
£l i@ cpmCPT Totalbinin - &

1 2
2 13
3 11
4 28
] k]
] 22

+ iso.org.dod.internet.private.enterprises.cisco.ciscoMgmt.ciscoProcessMIB.ciscoProcessMIBOb
jects.cpmCPU.cpmCPUTotalTable.cpmCPUTotalEntry.cpmCPUTotalsmin

s = NIV



Cisco MIB download

+ Show version

ware (s72033_rp-IPSERVICESKS_WAN-M), |Wersion 12.2(33)SXI4a, RELEASE SOFTWARE (fc2)
chsupport

Combiléd Fri 16-Jul-1@ 19:51 by pﬁbd_rel_team

+ Cisco IOS MIB Locator
+ http://tools.cisco.com/ITDIT/MIBS/MainServlet

+ MIBs Supported by Product

+ http://www.cisco.com/public/sw-
center/netmgmt/cmtk/mibs.shtml

Y : S8



Cisco MIB download

+ Download CISCO-PROCESS-MIB

#2 Cisco 108 MIB Locator - Internet Explorer 10| =l

6‘&; - I@ hittp:#tools ciseo com/ T }Dj |E| =8 Ciswo 108 MIE Locator X | | I 5.7 to3

12

FF REE WA SENsEW TAM  SHEH

- B - e - HEE - EEHE - TR0 @- N W

= TN

')
l'lll'l'l
CISCO MIB Locator

Make Selections to get to a Specific Cisco 105 Release:
Release

Flatform Family

| CATEDOO-SUPT20/MSFC3

Feature Set

|IP SERVICES

MNew Search

Download all V1 ,V2 MIBs

Image Information

57 2033-ipservices_wan-mz.122-33.5X14a bin Get list of features for this image from Cisco Feature Mavigator
MIBES Supported in this Image Details Download MIB

ATM-MIB V1 W2

EGP4-MIB V1 W2

ERIDGE-MIB V1 W2
CISCO-AAA-SESSION-MIB W1 w2
CISCO-AALS-MIB W1 w2
CISCO-ACCESS-ENVMON-MIB W1 w2
CISCO-ADMISSION-POLICY-MIB

CISCO-ATM-EXT-MIE W1 w2
CISCO-ATM-PVC-MIB V1 w2 W
CISCN-ATM-PUNTRAP.FY TH-MIR W1 W2

EE TR



Files - Upload MIB file

= davisyou@140.112.36.163 - The Dude 4 Obeta3

| Preferences ||ﬂ Local Server || Help |

|Cu:-ntents ; |

MG |

] Address Lists
A Adwmdis
E] Leents

] Charts

Diawia

(% Files

] Historr Actions
] Links
= ] Logs
S
EPITR
P EETE
[E Action
=P Debug
[=f Event
£ Sydog
] Mib Nodes
= ] Network Maps

s

w
4l | Packages  Tramsfers

#] = (] )& w

|I'Iame Type s [Bize

bz directory

/ & LGENTH-MIE b b 1?.1%
& ALVARION-Bl4_28MIE_SNMP _bansger b b 1268 kB
& ATMEL-MIB tt imib 262kE
& AVANTCOM-EXP-80211-MIB bt mib 3381E
& BEIDGE-MIE ta mib nIkE
& CANOPY-3VE-MIB ot mib 148 kR
& CERLGON-MIE ta rmib 2701 kE
@ CIRCO-ALL-REERION-MIB-T18MI i b 85kBE
& CIRCO-PROCERS-MIB-T18MI tt b 762 kB
& CIRCO-3MI-VIEMI bt b 94 kB
& CIRCO-TC-VI1SMItt imib 127 kB
& CIECO-WIRELESS-DOCE-EXT-MIB tat mib 224 R
& CIBCO-WIRELESS-DOCSE-IF-MIB tat mib g0.8 kB
& CIECO-WIRELESE-EXP-MIE tat mib I28kE
& CIECO-WIRELEZE-IF-MIE £ rmib 1627 kB
& CIRCO-WIRELESE-PIMP-LINE-METRICE-MIE b4 mib ?3.4y

37



& Server Confignration

Syslog Server

=10l x|

General SNMP  Polling | Server Agents Syslog |]:v:[a1:| Chart  Feport Disover FoutenDE  Mise

v Enahle

]

Cancel

Fort: |514

)

|S|:|1J.'rc:e Add... |Regexp

#|| =] ][] ] (08|55 o]

|Ac1:i1:un

Notification

|I'I|:|tes

|
1

accept

log to syslog

Apply

Reset

i

dmin@127.0.0.1 - The Dude 4 Obeta3

| Preferences ||C} Local Berver || Help |
= e
0[] | setines | || |48 |G em| E e

|Cnntents 2 | — —

] Address Lists |Ti.me / |Address + |Ewent

& Admdns / 100624 14011215 213751779 Dec 5 10:06:22 ROC: %08FF3-5-ADJCH: Frocess 1650, Nbr 102.192.0.117 on Vianl§

£ Lgents ! 10:06:24 14011215 «13=751780: Dec 5 10:06:22 ROC: OEPF3-5-LDJCHT: Process 1659, Nbr 192 1920117 an Vla.nlﬂ‘

£ Chats 10:06:24 140112.1.5 «13:751781: Dec 5 10:06:22 ROC: ®OEPF3-5-LDJCHG: Process 1659, Nbr 192.192.0.117 on ¥lanl0

£ Devices 10:06:24 14011218 «13=751782: Dec 5 10:06:22 ROC: %OEPF3-5-ADJCHG: Process 1659, Nby 1921920117 an Vlanl0

[ Files 10:06:24 140112.1.5 «13:751783: Dec 5 10:06:22 ROC: ®OEPF3-5-4DJCHG: Process 1659, Nbr 192.192.0.117 on ¥lanl0

] Funections 10:06:24 14011218 «13=751784: Dec 5 10:06:22 ROC: %OEPF3-5-ADJCHG: Process 1659, Nby 1921920117 an Vlanl0

£ History Actions 10:06:25 140.112.1.5 213751785 Dec 5 10:06:23 ROC: ®OEPF3-5-ADJCHG: Process 1659, Nbr 192.192.0.114 on Vianle

£ Links 10:06:27 14011218 «13=751786: Dec 5 10:06:26 ROC: %OEPF3-5-ADJCHG: Process 1659, Nby 1921920114 an Vlanl6

= Lag 10:06:27 140.112.1.5 213:751787: Dec 5 10:06:26 ROC: ®OEPF3-5-ADJCHG: Process 1659, Nbr 192.192.0.114 on Vianls

G Action 10:06:27 14011218 «13=T751788: Dec 5 10:06:26 ROC: %OEPF3-5-ADJCHG: Process 1659, Nbr 1921920114 an Vlanl6

Debug 10:06:27 140.112.1.5 213751789 Dec 5 10:06:26 ROC: ®OEPF3-5-ADJCHG: Process 1659, Nbr 192.192.0.101 on Vil

Lal Buant 10:06:27 14011218 «13=751700: Dec 5 10:06:26 ROC: %OEPF3-5-ADJCHG: Process 1659, Nbr 1921920114 an Vlanl6

l =] dvslo 10:06:27 140.112.1.5 213751791 Dec 5 10:06:26 ROC: ®OEPF3-5-ADJCHG: Process 1659, Nbr 192.192.0.114 on Vianls

£ Mib Hodes 10:06:28 14011218 «13=T751702: Dec 5 10:06:26 ROC: %OEPF3-5-ADJCHG: Process 1659, Nbr 1921920114 an Vlanl6

= ] Wetwork Maps 10:06:20 140112.1.5 213751793 Dec 5 10:06:27 ROC: ®OEPF3-5-4DJCHG: Process 1659, Nbr 192.192.0.101 on Vianl0

£ Local 10:06:29 14011215 213=751704: Dec 5 10:06:28 ROC: ®OEFF3-5-ADJCHG: Process 1659, Nbr 1921920101 on ¥lanl0

£ Netwarks 10:06:20 140112.1.5 213751795 Dec 5 10:06:28 ROC: ®OEFF3-5-4DJCHG: Process 1659, Nbr 192.192.0.101 on Vlanl0

£ Notifications 10:06:29 14011215 213=751706: Dec 5 10:06:28 ROC: ®OEFF3-5-ADJCHG: Process 1659, by 1921920101 on ¥lanl0

= ] Panels 10:06:29 140.112.1.5 213:751797: Dec 5 10:06:28 ROC: ®OEFF3-5-ADJCHG: Process 1659, Nbr 192.192.0.114 on Vianl0

£ admin 127.00.1 10:06:29 14011215 213=751708: Dec 5 10:06:28 ROC: ®OEFF3-5-ADJCHG: Process 1659, Nbr 192,192 0,101 on ¥lanl0

£ Probes 10:06:30 140112.1.5 213751799 Dec 5 10:06:28 ROC: ®OEPF3-5-ADJCHG: Process 1659, Nbr 192.192.0.101 on Vlanl0

£ Services 10:06:30 14011215 213=751800: Dec 5 10:06:28 ROC: ®OEFF3-5-LDJCHG: Process 1659, Nbr 192,192 0,101 on ¥lanl0

B Toaks 10:06:30 140.112.1.5 213=751801: Dec 5 10:06:28 ROC: ®OSPF3-5-ADJCHG: Process 1659, Nbr 192.192.0.117 on Vianle

10:06:39 14011215 213=T751802: Dec 5 10:06:37 ROC: ROEPF3-5-ADJCHG: Frocess 1659, Nbr 1921920117 on Vianl
R 14011215 213751803 Dec 5 10:06:37 ROC: ®OSPF3-5-ADJCHG: Process 1659, Nbr 192.192.0.117 on Vigpdo
ﬂ 14011215 213=751804: Dec 5 10:06:37 ROC: ROEPF 3-5-ADJCHG: Frocess 1659, Nbr 1921920117 16
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¥ admin@140.112.3.91 - The Dude 4.{}het33.
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% Files
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Cisco-SNMPEx * (1/2)

+ (config)# snmp-server community public snmp-
acl

+ (config)# ip access-list standard snmp-acl
+ (config-std-nacl)# permit 140.112.0.0 0.0.255.255

o ;%*" - E



Cisco-SNMPEx * (2/2)

+ Sh snmp group

{aﬁfﬁ VA 4 NTU



Windows -SNMP £z * (1/2)

E AEEENE

BEE BTW RES HAH
&% 7= H
5 AR —— =
g e 3
=l Em EE E— T RTE LT AR SR _E FAERIThEEAR AR R e =R ERR ThRE -
® {4 Bitigiies k=g
[ () BEE
o BETHES — R
s 3 ThiElhE [ mhacim= s
H 22 TFRY
- ~ ThiE: BRg a1 5, SFHEThEE ]
i, FERETHEE =3
gEthiEEE
~E B
LS
BT EE AR {ARSS TR -
B THHE(E):
R F [ | NET Framework 2.5.1 ThEE = il 38 ST
i E] BifLocker TSR ﬁ%}? SHME HEIS% SHMP WMI 28
[ BranchCache
[ Directbccess BB S
[ Intemet Storage Name Server
[| LPR iEiStRRAE
[] BPC over HTTF Prowy
[] sal Fel S

D SHMPHEﬁ
[V] SHMP WHI $2{H2

!
N o NTU
i O] Tebet RS




N
Windows -SNMP £x* (2/2)
YT
BEE  RITA WERT  RAHE
e |FlEc= HE »u 1 p
. BBTE (hi) £ - | ik [4r8s | EEntER) | BABH I
L)1 Shell Hardware Detecti.. S BERMERTEEEHIREEA] - ERweh  Hiah Local Systermn
S AR RN TS THOTE - MEEEREESLE - EEEES.. FEh Local Service
F8h

] e

L) Boftware Protection Network Service
CSpecbl Mministntion. - _gp | | prg | pameEsh| s TR |dErmi | B ore s
ule BTV ICE

e ) SPP Hotification Servic
N v EEEE A

€ Smart Card iz
é 5 Simat Card Remval . JL S RS0 F BT R0RE Kibloa iﬁ?fﬁﬂ%ﬁﬁ -

SHHP Senrit:e AE SR

S aaipy, 1 S,
[ F5ie il
public s

gwD). | wE|E. | sRe) |

" TR A HEER SNME H#EC)

— % T TFIEHEES SNMP #E(T)
l ‘140.112.35.252

|
g, | wmED. | iEmen |

AT BE SNME

e
== | T I =mams |




Linux - SNMP £z * (1/2)

+ Vi /etc/snmp/snmpd.conf

FHF#
# First, map the monity nane "public

into s rity name"

ity
public




Linux - SNMP £z * (2/2)

+ service snmpd restart

s -
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