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1. 網路危機  

 網路病毒/ 蠕蟲/ Botnet 

• 作業系統 弱點   

• 應用軟體 弱點 

 網路使用習慣 

• Unsecure  password 

• Unsecure share folder 

• Without latest secure update 

• Without anti-virus software 

 社交工程 

• Virus mail 

– Clicking url  

• Unsecure  software sharing 
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             “Peer-to-Peer Botnets for Beginners “ 
                                     ( 轉載自  malwaretec.com) 

   Botnet 
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             “Peer-to-Peer Botnets for Beginners “ 
                                     ( 轉載自  malwaretec.com) 

   Botnet 
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賽門鐵克：防毒軟體已死 改被動防守策略 

【聯合新聞網／記者楊又肇／報導】  (2014/05/08)  

    

賽門鐵克資訊安全部門資深副總Brian Dye 近期受訪表示 

         目前防毒軟體最多僅能阻擋一半以下的病毒攻擊 

         透過防毒軟體完全阻擋的時代已經消逝 

         未來將以減少因攻擊造成損失比例為目標 
 

 

 

1. 網路危機  

http://blog.udn.com/waterwhale
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2. 網路異常流量偵測 

 Spam email 

 PortScan  

worm/botnet spreading,  password cracking 

 DDoS Attack 

Network service, bandwidth, sessions 

 Flooding Traffic 

Networking  resource 

• tcp, udp, icmp  
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2. 網路異常流量偵測(cont.) 

NetFlow data 

•  5-tuple record 

–   srcIP               dstIP               prot     sPort   dPort  oct  pkt  

– ------------------------------------------------- 

– 96.244.49.242  140.135.230.123   6        3618   445    64     1 

96.244.49.242  140.135.59.95       6        3619   445   64      1 

96.244.49.242  140.135.148.61     6        3772   445   64      1 
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2. 網路異常流量偵測(cont.) 
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桃園區網提供的異常偵測協助 

IPS資源應用量監看 

• http://kscore.tyc.edu.tw/Kscore 

– CPU load :  management /  data plane 

– Session Rate, Temperature 

– Monitoring Session, Packet, Traffic of IPS  

Botnet 紀錄與自動通報 

• DB: {id, conf, botIP, rule, mgt, email, created} 

– Extarct email content   

– Query  Mgt, Contact_Email  (IP addr) 

– Automatically  notification 
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2. 網路異常流量偵測(cont.) 

http://kscore.tyc.edu.tw/Kscore
http://kscore.tyc.edu.tw/Kscore
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桃園區網提供的異常偵測協助 (cont.) 

Asoc 資安事件紀錄與自動通報 

• 收TWCERT email, Extarct email content  

• Query  Mgt, Contact_Email , Automatically  notification 

異常流量偵測 /監看 

• http://hadoop.tyc.edu.tw/Fdns 

– TopN 流量, Top UDP 流量 (10-minute, hour, day) 

» Udp Flooding 

– PortScan 流量 

– Top Connections , Top Packets 

»  Pandora 異常流量 
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2. 網路異常流量偵測(cont.) 

http://hadoop.tyc.edu.tw/Fdns
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IPS資源應用量監看 
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IPS資源應用量監看系統 架構 
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JFreechart
lib 

Main_Ips.java

Ips.java

IpsDAO.java

Main_Ips-Png.java

SNMP4J
 lib 

Ips.zul 
(web interface) 

Morphia
Mongo db

Zk

png 
圖檔

連網設備資源應用監看系統架構 
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Botnet 通告紀錄查詢 網頁 

http://kscore.tyc.edu.tw/Kscore/searchAsocMvc.zul 

http://kscore.tyc.edu.tw/Kscore/searchAsocMvc.zul
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Botnet 自動通告 處理程序 
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Asoc 資安通報紀錄查詢 網頁  
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3. Cloud Computing 

 Hadoop 

 javac  (compile) 

 java jar   (execution) 

 Hadoop + Maven 

 Input/output to text files 

 Hadoop + MongoDB + Maven 

 Input/output to mongoDB ** 
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    provides a framework for large scale parallel processing  

 distributed file system 

 map-reduce programming paradigm.   

 

 Open source project 

 Written by Java 

 Runs on 

 Linux,  Mac OS/X,  

 Windows, Solaris 

 Commodity hardware  

Cluster of Machines 

Cloud applications 

HDFS Map Reduce HBase 

22 

3. Cloud Computing (cont.) 

http://hadoop.apache.org/
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Secondary 
Name Node Client 

HDFS Architecture 

Name Node 

Data Nodes 

Cluster Membership 

Cluster Membership 

NameNode : Maps a file to a file-id and list of MapNodes 
 

DataNode  : Maps a block-id to a physical location on disk 
 
SecondaryNameNode: Periodic merge of Transaction log 

23 



© 2012  Computer Center, National Central University. 2014/10/14 24 

• MapReduce framework consists of 

– master JobTracker 

– slave TaskTracker per cluster node. 

• JobTracker is responsible for 

– scheduling the jobs' component tasks on the slaves 

– monitoring them and re-executing the failed tasks. 

• TaskTrackers execute the tasks 
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Hadoop installation 

 Hadoop tutorial  
• http://trac.nchc.org.tw/cloud/wiki/Hadoop_Lab1 

 cd /opt 

 yum -y install openssh rsync 
• vim /etc/ssh/ssh_config 

• ssh-keygen -t rsa -f ~/.ssh/id_rsa -P "“ 

• cp ~/.ssh/id_rsa.pub ~/.ssh/authorized_keys 

 wget http://apache.mesi.com.ar/hadoop/common/hadoop-1.2.1/hadoop-1.2.1.tar.gz 

 tar zxvf hadoop-1.2.1.tar.gz 

 mv  hadoop-1.2.1 hadoop 

 /opt/hadoop/conf 
• core-site.xml, hadoop-env.sh, mapred-site.xml 

 hadoop namenode –format 
• Hadoop dfsadmin –safemode leave 

 /opt/hadoop/bin 
• start-all.sh, stop-all.sh 

 

3. Cloud Computing (cont.) 

http://apache.mesi.com.ar/hadoop/common/hadoop-1.2.1/hadoop-1.2.1.tar.g
http://apache.mesi.com.ar/hadoop/common/hadoop-1.2.1/hadoop-1.2.1.tar.g
http://apache.mesi.com.ar/hadoop/common/hadoop-1.2.1/hadoop-1.2.1.tar.g
http://apache.mesi.com.ar/hadoop/common/hadoop-1.2.1/hadoop-1.2.1.tar.g
http://apache.mesi.com.ar/hadoop/common/hadoop-1.2.1/hadoop-1.2.1.tar.g
http://apache.mesi.com.ar/hadoop/common/hadoop-1.2.1/hadoop-1.2.1.tar.g
http://apache.mesi.com.ar/hadoop/common/hadoop-1.2.1/hadoop-1.2.1.tar.g
http://apache.mesi.com.ar/hadoop/common/hadoop-1.2.1/hadoop-1.2.1.tar.g
http://apache.mesi.com.ar/hadoop/common/hadoop-1.2.1/hadoop-1.2.1.tar.g
http://apache.mesi.com.ar/hadoop/common/hadoop-1.2.1/hadoop-1.2.1.tar.g
http://apache.mesi.com.ar/hadoop/common/hadoop-1.2.1/hadoop-1.2.1.tar.g
http://apache.mesi.com.ar/hadoop/common/hadoop-1.2.1/hadoop-1.2.1.tar.g
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• # /opt/hadoop/bin/start-all.sh 
– starting namenode, logging to /opt/hadoop/logs/hadoop-yang-namenode-centos-2-

31.out 

– 140.115.2.31: starting datanode, logging to /opt/hadoop/logs/hadoop-root-datanode-centos-
2-31.out 

– 140.115.2.31: starting secondarynamenode, logging to /opt/hadoop/logs/hadoop-root-
secondarynamenode-centos-2-31.out 

– starting jobtracker, logging to /opt/hadoop/logs/hadoop-yang-jobtracker-centos-2-31.out 

– 140.115.2.31: starting tasktracker, logging to /opt/hadoop/logs/hadoop-root-tasktracker-
centos-2-31.out 

• # jps 
– 28844 DataNode 
– 28974 SecondaryNameNode 
– 27588 NameNode 
– 29193 TaskTracker 
– 29272 Jps 
– 27936 JobTracker 
– 24521 Bootstrap 

• # /opt/hadoop/bin/stop-all.sh 
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Execution flow of a MapReduce 
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3. Cloud Computing (cont.) 

 Hadoop 

Mapreduce 程式 

• Compile 

– javac  -classpath /opt/hadoop/hadoop-core-

1.0.1.jar:/opt/hadoop/hadoop-tools-1.0.1.jar -d flood_min 

flood_min.java 

– jar  -cvf  flood_min.jar -C flood_min/ . 

• Execute 

– hadoop  jar  flood_min.jar  flood_min  input_dir  output_dir 
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3. Cloud Computing (cont.) 

 Hadoop + Maven  

Mapreduce 程式 

• Compile 

– mvn  clean  compile  package 

» target/project_name.war 

• Execute 

– run_job.sh 

» org.apache.hadoop.util.Tool; 

» org.apache.hadoop.util.ToolRunner; 
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#!/bin/sh 

source /etc/profile 

mday=`/bin/date '+%m%d'` 

min=$(date --date='10 minute ago' +%H%M) 

 

export HADOOP_HOME="/opt/hadoop" 

JARNAME="tyrc_hadoop-1.0.jar" 

 

HERE="$( cd "$( dirname "${BASH_SOURCE[0]}" )" && pwd )" 

 

declare -a job_args 

job_args=("jar" "$HERE/target/$JARNAME") 

 

# INPUT SOURCE - 

job_args=(${job_args[@]}  "flood.flood_min") 

job_args=(${job_args[@]}  "flow_min") 

job_args=(${job_args[@]}  "output_flood")  

 

$HADOOP_HOME/bin/hadoop "${job_args[@]}" 

 

cd  /home2/tyrc/Data/flood 

hadoop  fs –get  output_flood/part-r-00000  $mday$min 

 

run_job.sh 
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3. Cloud Computing (cont.) 

 Hadoop + MongoDB + Maven  

 Install Hadoop  

 Install Hadoop Mongo Connector   

• lib 

Modify pom.xml 

•  <resource> 

•       <directory>${basedir}/lib</directory> 

•   </resource> 

 run_job.sh 
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… 

<build> 

 <plugins> 

  <plugin> 

    <groupId>com.googlecode.addjars-maven-plugin</groupId> 

    <artifactId>addjars-maven-plugin</artifactId> 

    <version>1.0.5</version> 

     <executions> 

         <execution> 

             <goals> 

                 <goal>add-jars</goal> 

             </goals> 

             <configuration> 

                 <resources> 

                    <resource> 

                        <directory>${basedir}/lib</directory> 

                    </resource> 

                 </resources> 

              </configuration> 

           </execution> 

        </executions> 

    </plugin> 

  </plugins> 

</build> 

… 

 

pom.xml  
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public class FloodDayMapper  extends Mapper<Object, BSONObject, Text, Text  > { 

    @Override 

    public void map(final Object pKey, final BSONObject pValue, final Context pContext) 

                 throws IOException, InterruptedException { 

        final String hostip = (String) pValue.get("hostip"); 

        final long sum_in = ((Number) pValue.get("sum_in")).longValue(); 

        final long sum_out = ((Number) pValue.get("sum_out")).longValue(); 

        final int cnt_in = ((Number) pValue.get("cnt_in")).intValue(); 

        final int cnt_out = ((Number) pValue.get("cnt_out")).intValue(); 

        final long pkt_in = ((Number) pValue.get("pkt_in")).longValue(); 

        final long pkt_out = ((Number) pValue.get("pkt_out")).longValue(); 

        final int sum_dur = ((Number) pValue.get("sum_dur")).intValue(); 

        final String created =  (String) pValue.get("created"); 

      if ( (sum_in >= (100000 * cur_hour) || sum_out>= (100000 * cur_hour) )  && created.contains(today) ) { 

          String keyOut = hostip; 

          String valueOut = String.valueOf(sum_in) + ":" +  String.valueOf(sum_out) +  ":" +   

                          String.valueOf(cnt_in) + ":" +  String.valueOf(cnt_out) +  ":" + 

                          String.valueOf(pkt_in) + ":" +  String.valueOf(pkt_out)  + ":" +  String.valueOf(sum_dur); 

        pContext.write(new Text(keyOut), new Text(valueOut)); 

      } 

   } 

} 

 

 

FloodDayMapper.java 
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public class FloodDayReducer   extends Reducer<Text, Text, Text, BSONWritable> { 

    @Override 

    public void reduce(final Text pKey, final Iterable<Text> pValues, final Context pContext) 

           throws IOException, InterruptedException { 

        for (final Text value : pValues)    { 
                String[] token = value.toString().split(":"); 

                sum_in += Long.parseLong(token[0]); 

                sum_out += Long.parseLong(token[1]); 

                cnt_in += Integer.parseInt(token[2]); 

                cnt_out += Integer.parseInt(token[3]); 

                pkt_in += Long.parseLong(token[4]); 

                pkt_out += Long.parseLong(token[5]); 

                sum_dur += Integer.parseInt(token[6]); 

                if ( pkt_in >0 )   psz_in = sum_in / pkt_in; 

                if ( pkt_out >0 )  psz_out = sum_out / pkt_out; 

               } 

          if ( sum_in >= (50000 * sum_dur) || sum_out>= (50000 * sum_dur)  ) { 

           BSONObject outDoc = BasicDBObjectBuilder.start() 

                  .add("sum_in", sum_in).add("sum_out", sum_out).add("cnt_in", cnt_in).add("cnt_out", cnt_out) 

                                            .add("pkt_in", pkt_in).add("pkt_out", pkt_out).add("sum_dur", sum_dur) 

                                            .add("psz_in", psz_in).add("psz_out", psz_out).add("created", today).get(); 

           BSONWritable pvalueOut = new BSONWritable(outDoc); 

           pContext.write(pKey,pvalueOut); 

        } 

   } 

} 

 

FloodDayReducer.java 
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package tyrc; 

 

import com.mongodb.hadoop.util.MongoTool; 

import org.apache.hadoop.conf.*; 

import org.apache.hadoop.conf.Configuration; 

import org.apache.hadoop.util.ToolRunner; 

 

public class FloodDayXMLConfig extends MongoTool { 

 

/* 

    static { 

        Configuration.addDefaultResource("src/examples/hadoop-local.xml"); 

        Configuration.addDefaultResource("src/examples/mongo-defaults.xml"); 

    } 

*/ 

 

    public static void main(final String[] pArgs) throws Exception { 

          System.exit(ToolRunner.run(new  FloodDayXMLConfig(), pArgs)); 

    } 

} 

 

FloodDayXMLConfig.java 
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#!/bin/sh 

cd /home2/tyrc/mongo_hadoop. 

export HADOOP_HOME="/opt/hadoop" 

INPUT_URI="mongodb://localhost:27017/fdns.flood_hour" 

OUTPUT_URI="mongodb://localhost:27017/fdns.flood_day" 

JARNAME="mongo_hadoop-1.0.jar" 

HERE="$( cd "$( dirname "${BASH_SOURCE[0]}" )" && pwd )" 

declare -a job_args 

job_args=("jar" "$HERE/target/$JARNAME") 

job_args=(${job_args[@]} "tyrc.FloodDayXMLConfig") 

job_args=(${job_args[@]} "-D" "mongo.job.verbose=true") 

job_args=(${job_args[@]} "-D" "mongo.job.input.format=com.mongodb.hadoop.MongoInputFormat") 

job_args=(${job_args[@]} "-D" "mongo.input.uri=$INPUT_URI") 

job_args=(${job_args[@]} "-D" "mongo.input.split_size=8") 

job_args=(${job_args[@]} "-D" "mongo.job.mapper=tyrc.FloodDayMapper") 

job_args=(${job_args[@]} "-D" "mongo.job.reducer=tyrc.FloodDayReducer") 

job_args=(${job_args[@]} "-D" "mongo.job.output.key=org.apache.hadoop.io.Text") 

job_args=(${job_args[@]} "-D" "mongo.job.output.value=com.mongodb.hadoop.io.BSONWritable") 

job_args=(${job_args[@]} "-D" "mongo.job.mapper.output.key=org.apache.hadoop.io.Text") 

job_args=(${job_args[@]} "-D" "mongo.job.mapper.output.value=org.apache.hadoop.io.Text") 

job_args=(${job_args[@]} "-D" "mongo.output.uri=$OUTPUT_URI") 

job_args=(${job_args[@]} "-D" "mongo.job.output.format=com.mongodb.hadoop.MongoOutputFormat") 

echo "${job_args[@]}" "$1" 

$HADOOP_HOME/bin/hadoop "${job_args[@]}"  "$1" 

run_mongo_job.sh 
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4. Cloud-based異常流量偵測 

 Cloud-based異常流量偵測系統 

桃園區網 FDNS (舊) 

– TopN 流量排行 , Top 連結 排行 (file) 

– Top UDP 排行 (mysql DB) 

– Kscore 異常監看  (mysql DB) 

桃園區網 FDNS (新) 

• http://hadoop.tyc.edu.tw 

– Mongo DB Collections 

» flood_day, flood_hour 

» TopN, Pscan, UdpN, TopC, TopP, pwCrack 

– SEARCH 功能 
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TopN 流量排行 查詢  
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Udp Flooding 流量異常 查詢  
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Fdns 架構 (Pscan_min 例) 
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srcIP@srcPort

  Protocol : tcp (6) 

dstIP@dstPort

www.ncu.edu.tw
140.115.17.37@80

  Protocol: udp (17)  

...
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Target UDP Flooding  
 appServ  flooding (per-10-minute) 

– Output Packet Size ~= 1500 B/pkt 

– Output flow count > 10000 

 Bandwidth Flooding 
– Output Udp Traffic  >  5 GB  

 Resource Flooding 
– Output Packet Size < 80 B/pkt 

– Output flow count > 100000 

 Connection Flooding 
– Output flow count > 100000 

 Packet  Flooding 
– Output packet count > 1000000 

 

 

4. UDP Flooding 流量偵測 
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public  static List<Udp_min>  getAllKscore() throws 

UnknownHostException { 

        // Datastore ds = getDatastore(); 

        Query<Udp_min>  q= ds.createQuery(Udp_min.class); 

         q.or( 

             q.and( 

                  q.criteria("psz_out").greaterThan(1495), 

                  q.criteria("cnt_out").greaterThan(`10000) 

                ), 

              q.and( 

                  q.criteria("cnt_out").greaterThan(10000), 

                  q.criteria("psz_in").lessThanOrEq(80), 

                  q.criteria("psz_out").lessThanOrEq(80) 

               ), 

              q.criteria("sum_out").greaterThan(5000), 

              q.criteria("cnt_out").greaterThan(100000) 

           ); 

      return q.asList(); 

    } 

Mongo/Morphia 篩選規則例  
       (10-minute Udp Traffic) 
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5. Pandora異常流量 

KMPlayer 安裝 

未 unmask “Pandora tv” 選項 

Malwarebytes starts blocking 111.111.111.111 

about every 60 seconds.   

hook up with something called Pandora 

The player has added a directory, 

•  Pandora TV 

•  KMPlayerservice.exe 

Uninstall “Pandora tv”  
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6. Zone Protection  

2014/10/14 61 

區網 IPS 

Protect Range 最大 

精確 target  許多 worm, vulnerability, DDos 

attack  

Active block connection / drop packet 

區網  Traffic 特色 

Volume 

Dirty 

Creative attack behavior 
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6. Zone Protection (cont.) 
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 維持 IPS 不被攻垮 (2014-06-19) 

CPU load (data plane) 

CPU load (management plane) 

 Session rate    

Packets limitation 

 SYN packets 

UDP Packets 

 ICMP packets, ICMPv6 packets 

Other Packet  
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7. 結語 

校園網路  (中央大學例) 

• Resource 耗損 

– IPS/Router/Firewall Overload 

• 連線速度超級慢 

– BW, Connections,  

• 校內主機  大量 crack 成群主機 accounts 

區域聯防 

連線 機關/學校 

外部攻擊(非 tw. Domian) 

• 即時攔阻 Blocking, 自動開單 Notification  
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6. 結語 (cont.) 
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6. 結語 (cont.) 

TANET整體 布局 

TANET 出國連網 *** 

• IPS/Router/Firewall  Resource 耗損 

• 連線速度超級慢 

• 外部超量攻擊 攔阻 (非 tw. Domian) 

主要 區網/縣網中心 

• Mongo DB cluster  

– Shard_tyrc, shard_moe, ..... 

• Data Mining  

– 即時攔阻 Blocking, 自動開單 Notification   
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6. 結語 (cont.) 

• Cloud-based FDS 

–提供具體的flooding  attack  records 

• 參考  Netflow  原始紀錄  

• 調整 IPS  protection 機制 之依據  

• IPS protection 
• Vulnerability limitation 

• 不斷進化的攻擊 traffic 

• Packet limitation 

• Zone Protection  
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Thank You! 


