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J 3. Apache Hadoop (Cloud Computing)
» Hadoop, Hadoop Mongo Connector

4. Cloud-based 2 ¥ /& 2]
» TopN, TopC, PortScan, UDP Flooding /i &
5. Pandora® % /= &
1 6. Zone Protection
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s WY
« Unsecure password
e Unsecure share folder
« Without latest secure update
e Without anti-virus software

» AR AR
e Virus mail
- Clicking url
e« Unsecure software sharing

©2012 Computer Center, National Central University.



Computers within a network that have
weak passwords and without latest
security updatefanti-virus softwares are

infected with the worm.

/,//’-Cu’nmuters that have unsecured/open

shared folders without latest security
> update/anti-virus softwares are infected
with the worm.

o .

fr Computer without a strong password,
s secured shared folder, latest security
S update or anti-virus software is infected

- with the worm.
: Wf

Computer with stron? password,
secured shared folder, latest security
update and anti-virus software is
protected from the worm.

2014/10/14 ©2012 Computer Center, National Central University. 4



“Peer-to-Peer Botnets for Beginners “
Botnet (E#E malwaretec.com)

Server i How P2P botnets are often
-E' Jl incorrectly represented

I

! ==

(" domain.com )
-
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Bothet

“Peer-to-Peer Botnets for Beginners “
(E#E,E malwaretec.com)

Bots behind NAT/Firewall

acting as server

connect to nodes which are hots

2014/10/14
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[ Bots connect to multiple |
nodes

[ Nodes connect to other |
nodes

e
-

]
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http://blog.udn.com/waterwhale

] Spam email
] PortScan

» worm/botnet spreading, password cracking

1 DDoS Attack

» Network service, bandwidth, sessions

 Flooding Traffic

» Networking resource
 tcp, udp, icmp

2014/10/14 ©2012 Computer Center, National Central University.



2. R ¥ i iRl(cont.)

@ dstIP@dstPort
0O |[]
= Protocol : top ()
@2} —— rotocol : tep —] 0O
= O
srcIP@srcPort
140.115.17.yv@R0

» NetFlow data

e 5-tuple record
- srclP dstIP prot sPort dPort oct pkt

- 96.244.49.242 140.135.230.123 6 3618 445 64 1
96.244.49.242 140.135.59.95 6 3619 445 64 1
96.244.49.242 140.135.148.61 6 3772 445 64 1

2014/10/14 ©2012 Computer Center, National Central University. 9



2. % B ¥ 2 g 1 pl(cont.)

dstIP@dstPort
——————— Protocol : tep (6) >
= g3
ase 14011517 vy@25
srcIP @dstPort

&3

O Protocol: udp (6)
O Protocol: udp (6)
Ot Protocol: udp (6)

- ::_] 0 Q
é})% Oy Protocol: udp (6) | ' @'D

srcIP@srcPort

&5

&%
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@ hadoop.tyc.edu.tw/Fdn:

€ = C [) hadoop.tyc.edu.tw/Fdns/ Qs =
uERER [)esng [HESIR% [\ #5285 (D) MapReduceSeco.. X downlaod [2) Invaice - Sampleln.. () (Part 1) Configuin... [ Spring Hiemate ] jazoon.comphistor.. {) TextFiletoJPGille... () gotoaloerto/mang.. # Hadoop 10+ Mo.. [JZK » (JEHES

§ %2 coogle Chome g2 EE? |g92E | ||

TonhEEEEN

TANet t [zl 4 TopN

Ny
JIL

I=NToN
E%ﬁ\,ﬁ\” BEPEHY URTGHE) (P NRTGHE] [ Links SBtgtinkiesd) (BT [+ M%) INCU EETHISERE] NCU

TopN 7 Ml
TopN iEHT

TopN 78 (/1\)

Top EEEIEFHT
Pscan EH{EH

Pscan 22 R ESFT
Pscan 27 E (1)
Pscan E¥HE (1058)
UDP A= EE
UDP i E57

Udp i E (/1NE)

Udp 78 (10538)

UDP Flooding % 2E:%&
UDP Flooding ;7 &

TCP BHRERN

EEEA R
Pandora 7 (111.111.111.111)

Pscan ELH
Keyword:
Oid

1

Hostip
163.25.34.254@443
21060.0 2@443
219.139.57 206@3389
123.125.99.101@1433
120.124.115.200@80
120.125.11.230@443
163.25.34.254@80
21060.0.2@80
182.93.14.100@3369
120.125.11.230@80
210.59.42 253@443
192.192.21.28@443
192.192.21.27@443
210.59.40.2@443
192.83.196.115@0

192.192.21.23@443

Cnt

747393

665567

651743

569026

533173

517474

499702

464763

449407

421661

413273

329103

312565

310826

306292

303565

Cnt_in Cnt_out Sum (B) Psz_in Psz_out Sum_dur (Hour)
230277 517116 10374 1122 230 5 =
292393 373174 31881 1264 259 12

567717 84026 366687 1151 85 12

419218 149808 151 65 18 12

162609 370564 3520 808 312 12

277808 239666 17018 1038 585 8

146854 362848 41868 1443 @5 5

205529 279234 29786 1425 68 12

449407 0 A 1221 0 -

243610 178051 47149 1453 T 8

121818 291458 7906 1158 281 5

160781 168322 10271 1216 182 5

163196 149369 9375 1172 146 5

101762 209064 9204 1275 119 4

306292 0 27 75 0 12

156309 147256 9855 1176 405 5

EirtA S EEd

iﬁiz-ﬁ TW 14 ©2012 Computer Center, National Central University. 11
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[ hadoop tyc edutw/Fdn: x

o=
€ = € [} hadoap.tycedu.tw/Fdns/ aw @ =
wERES [ esngy [ #2188 [) £5288% (@) MapReduceSeco.. X downlaod () Invoice - Sampleln.. ) (Part1) Configurin.. (] Spring Hibernate  [] jazoon.comyhistor..  {) TextFileto JPGile... () gotoalberio/mong... # Hadoop10+Mo.. [1ZK » (] ENEE

§ 52 Google Chrome %285 ? |z || x

TA N et ﬂ E @ é TO p N j)zrﬁ[‘_ % % jE” GBS VRTGAE] [PvE VRTGHE] [ Links EiMiiie]] MEETHE] [ARTHRELE] NCU AR HERELE)

TNCIL Tonhl ZE4e80

Pscan 25
TopN S B
i Keyword: @25
= EHE
TOPN’“EEHT Oid | Hostip Cnt Cnt_in Cnt_out Sum(B) Psz_in Psz_out Sum_dur (Hour)
TopN i (155) M 120425120115@25 190787 45847 144940 49 79 61 3
Top EEHEFHT -
s 80 20371.23410@25 97508 3560 93948 12 85 54 2
Pscan EE{HH
120 140115.71.94@25 75803 6353 69450 101 75 218 6
Pscan EEHEHT
ﬁﬁ?taﬁﬁj 322 1401152515@25 24738 119 24619 14 86 112 3
Pscan %78 (/1)
s . 330 1091351221@25 22813 G395 16418 1 46 46 1
Pscan Z2¥7E (1078) ¢
N 371 18422136.101@25 16683 11028 5655 7 79 50 2
UDP A= ER
UDP fAEHET
Udp 7& (/1&5)
Udp & (107:2)

UDP Flooding % 2%
UDP Flooding i &
TCP EXN={EH

BEEHRE
Pandora & (111.111.111.111)

EirpRRE ERRG

2014/10/14 ©2012 Computer Center, National Central University. 12



2. R ¥ i iRl(cont.)

¥ B % e ik Bocn R ¥ BRI RS B

> IPSF AT £E4
e http://kscore.tyc.edu.tw/Kscore
- CPU load : management / data plane
- Session Rate, Temperature
- Monitoring Session, Packet, Traffic of IPS

> Botnet % 4% p ¥ 30 3F
e DB: {id, conf, botlP, rule, mgt, email, created}
- Extarct email content

- Query Mgt, Contact_Email (IP addr)
- Automatically notification

2014/10/14 ©2012 Computer Center, National Central University. 13


http://kscore.tyc.edu.tw/Kscore
http://kscore.tyc.edu.tw/Kscore

2. R ¥ i iRl(cont.)

¥ F % 42 & eh R ¥ BRI e (cont.)
»AsoCc FEX ¥ R edr p il 3
o JzTWCERT email, Extarct email content
e Query Mgt, Contact_Email , Automatically notification

FRE¥ALURI/E S
e http://hadoop.tyc.edu.tw/Fdns
- TopN 7= &, Top UDP /=& (10-minute, hour, day)
» Udp Flooding
- PortScan 7+ &
- Top Connections , Top Packets
> Pandora £ ¥ ;=&

2014/10/14 ©2012 Computer Center, National Central University. 14


http://hadoop.tyc.edu.tw/Fdns

IPSTRAE* £5 7

—cpu EfAZFE (mgt) —cpu EHAF (data) Session FAEX FHR KA

2014/10/14 ©2012 Computer Center, National Central University.



2014/10/14

IPSTRE* LEF

Ips.zul

(web interface)

Zk

Main_Ips.java

Main_Ips-Png.java

IpsDAOQO.java
SNMP4] JFreechart
lib Tos. i Morphia lib
bs.java Mongo db

png
B A%

HEHREREAEERNRE

©2012 Computer Center, National Central University.
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Botnet FELC#LEH FH

http://kscore.tyc.edu.tw/Kscore/searchAsocMvc.zul

EARs [ =snEs (& #ETRE

C' | [ kscore.tyc.edu.tw/Kscore/Demo.zul

[ EE#AEE (@ Map Reduce Seco...

9( downlacd B Invoice - Sample In... B (Part 1) Configurin...

BT PEEEFE T

(3 Spring Hibernate jazoon.com/histor...

) Text File to JPG file ...

»

e =
0 =nEs

s E IR

Cisco 6509 Router
PaloAlta 5060 IPS
EREE RERE

IPS {5 EH}

HREER S

Asoc HF@EGHAES

Asoc BHHREIIEENR
Asoc BrHRE DI

HEIRL 1 B AR

Rwhois IP E3Ee
SEEREAY SEIEARAR

HEEN &ERERNARR
HEEM KSCORE D353
thhi & B EAARE

HEEEA (aAR T 1T
e AR E1EE

HEERE Botnet EA0iRE 0
Keyword:
Botnet_{=FF Botnet IP
4 140.115.20.48
4 140.115.43.92
4 140.115.231.108
4 120.124.62.204
4 140.115.230.9
4 140.11553.122
4 140.115.219.57
4 140.13531.2
4 140.115.66.145
4 140.135.26.155
4 140.138.225.90

Botnet H Rk bE

vsys1 Repeatedly visited (54) the same
malicious URL \secure-conteni-delivery.com/

vsys1 Repeatedly visited (24) the same
malicious URL \secure-content-delivery.com/

vsys1 Repeatedly visited (54) the same
malicious URL
‘\api.idown.org/apifupdate_server.php\

vsys1 Repeatedly visited (30) the same
malicious URL
‘\server.mobogenie.com/client/pbidrive/devicel

vsys1 Repeatedly visited (32) the same
malicious URL
‘\server.mobogenie.com/client/pbidrive/devicel

vsys1 Repeatedly visited (30) the same
malicious URL
\semver.mobogenie.com/client/pb/drive/devical

vsys1 Repeatedly visited (28) the same
malicious URL \api.luckyleap.neth

vsys1 Repeatedly visited (20) the same
malicious URL \api.luckyleap.neth

vsys1 Repeatedly visited (22) the same
malicious URL \api.webconnect.co/rs\

vsys1 Repeatedly visited (33) the same
malicious URL \secure-content-delivery.comi

vsys1 Repeatedly visited (32) the same
malicious URL
wnanar s earchtn krinesiintrn_nrac nhnl

ExipaR2 |EERL

Botnet B & Eamil

hsuhm@cc.ncu.edu.tw,wangcy@ce.ncu.eduty

gracelin@ncu.edu.tw,hhtsai@cc.ncu.edu.tw

centerd@cc.ncu.edu.tw

tychiu@mailvnu.edu.tw,cysung@mailvnu.edu

centerd@cc.ncu.edu.tw

jihuang@cc.neu.edu tw wiwang@csie ncu.edt

centerd@@cc.ncu.edu.tw

yeh@cycu.edu.tw,wenhan@cycu.edu.tw,anpin

opowl@ncu.edu.tw tlyveh@cc.ncu.edu.tw,howa

yeh@cycu.edu.tw,wenhan@cycu.edu.tw,anpin

joejoe@s aturn.yzu.edu.tw,c7ht@s aturn.yzu.ed

#iEAM

2013-10-24 00:00:00

2013-10-23 00:00:00

2013-10-23 00:00:00

2013-10-23 00:00:00

2013-10-23 00:00:00

2013-10-22 00:00:00

2013-10-22 00:00:00

2013-10-22 00:00:00

2013-10-22 00:00:00

2013-10-21 00:00:00

2013-10-21 00:00:00

2014/10/14

©2012 Computer Center, National Central University.
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http://kscore.tyc.edu.tw/Kscore/searchAsocMvc.zul

ExtPalo.java

javax.mail.*

2014/10/14

Botnet HEhilESE BEERF

Y
pdf file

Rwhoik Server

, L txt file

— ExtBotnet.java T

com. itextpdf. ¥ L
BotnetDB.java | BotnetWhois.java
java.net.*

[ 3

©2012 Computer Center, National Central University. 18



Asoc BZ BTN FH

|/ [3]163.25.251.55/Kscore/D. x
€« C | [ 163.25.251.55/Kscore/Demo.zul T = -
it mres [lEmeEs [& #2188 [ £E5558= @ MapReduce Seco.. X downlaod [E) Invoice - SampleIn.. [E) (Part 1) Configurin.. (] Spring Hibemate ] jazoon.com/histor... ) Text File to JPG file ... » [ ZtHhEE
=2 A vy, =T & ™
é S22 hr4aes PkEEL
& Asoc AbusefnfR Tz
R - F AR Keyword:
Cisco 6509 Router Asoc_ID IP School AbuseType Date
PaloAlto 5080 IPS AISAC-28522 192.192.250.155 BRI AR E bt 2013-10-23 11:16:31 -
B BERE AISAC-28283 140.135.198.35 PEALEED $ohma 2013-10-2108:56:54
IPS {520 AISAC-28251 210.60.0.2 Bl iR R HWREM B 2013-10-21 08:26:22
ASOC-EWA-201310-0645  140.135.25.08 R 0 ; 2013-10-17 16:02:10
B 2 Bolnel 2 E FRREEETL S
BRER A AISAC-28124 192.83.181.124 s E A FAEEH 2013-10-16 22°26:26
AISAC-28110 192.192.250.94 [t Eik e 5T 2013-10-16 17.36:05
Asoc B irE S
LEs Ciie AISAC-27968 140.115.71.237 PRAPEE B TE 2013-10-15 14:27:02
Asoc BHESAIREN AISAC-27966 140.115.152.210 PR i 2013-10-15 14:26:58 =
PSR AISAC-27875 140.1155.32 PSS EE Hih T 2013-10-12 22:36:32
AR | ST AISAC-27855 140.115.65.65 o s 2013-10-11 11:56:30
] ERT 4 -1 -
s e AISAC-27789 140.115.185 82 WS $15} T 2013-10-08 15:26:05
sESaEy SR AISAC-27641 21060.02 Bl MR E R (Bot) 2013-10-03 14:56:32
— AISAC-27470 140.135.24.101 hEA Erghee 2013-09-28 13:46:17
REREES )
AISAC-27339 120.124.129.31 TR #7118 2013-09-25 08:36:27
HEER R EHREEART AISAC-27294 140.13550.72 P EAE HRER (Dot 2013-09-24 13:53:05
4 KSCORE £2§325%
UEES CRE AISAC-26791 14013556.124 hERE $71 TR 2013-09-09 17:48:01
i & RN EEA RS
AISAC-26599 140.138.31.199 TR HREMBot) 2013-09-05 10:27:26
{alfg 23 s he AISAC-26458 140115 65.65 oh R ST 2013-09-03 09:28:42
HEIRS A T EJUTE:J 4SOC'E""\"A'201308' 120.12474.210 HARHE A TERES 2013-08-30 11:40.55
thh & {3 HR T HEEE
AISAC-2R247 14N 1154091 h th— e i 3w 45} TR 2013-N8-27 1R°R7-33
Euph RS \EERL
e —

S =TT =vr =T ©ZU1Z tompurter tenter, National Central University. i



ry Bookmarks Tools Help
@ htp://kscor...u.tw/Kscore/ %

('7@kscore.tyc.edu.M/Kscore/ m | nv Vahoo P * B8 34 A Ig., ‘

Most Visited @ Getting Started

B TES PRE AL

Senvice Usage Statistics

SRR e

PaloAlto 5060 IPS

7 i

& Asoc EXFHAHE

PaloAlto Sessions.

iR B
Cisco 6509 Router
RETREY

BERR R sk

PS HRERREES

PS Session [EHERIET
PSiBRETE NRTG

IPS {5iREH Asoc HHELE
B{R Botnet BEBATE
{BE7 Botnet AN

Bif Asoc HEFHEATE
Asoc SHBSARED
{BRERAT

BEERR | EEER
Rwhois P 3fl&:

R BRI
AEREEE

HERR BXRBEIRE
hRkE BHRBIEIAE
kSR RE
DR AR
PRk ERTHE

ErAAE BEPL

2014/10/14 ©2012 Computer Center, National Central University. 20
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3. Cloud Computing

- Hadoop
> javac (compile)
» java jar (execution)
- Hadoop + Maven
» Input/output to text files

J Hadoop + MongoDB + Maven
» Input/output to mongoDB **

2014/10/14 ©2012 Computer Center, National Central University. 21



3. Cloud Computing (cont.)

ClErbED

2  provides a framework for large scale parallel processing

» distributed file system
» map-reduce programming paradigm.

1 Open source project 4 )
J Written by Java Cloud applications

J Runs on N )

» Linux, Mac OS/X, 4 A

» Windows, Solaris Map Reduce HBase HDFS

» Commodity hardware _ Y

4 I
Cluster of Machines

. J

22

©2012 Computer Center, National Central University.


http://hadoop.apache.org/

» HDFS Architecture

Secondary
Name Node

Cluster Membership

Cluster Membershi

o

Y

NameNode : Maps a file to a file-id and list of MapNodes Data NOdeS

DataNode : Maps a block-id to a physical location on disk

SecondaryNameNode: Periodic merge of Transaction log
23

©2012 Computer Center, National Central University.



3. Cloud Computing (cont.)

 MapReduce framework consists of
— master JobTracker
— slave TaskTracker per cluster node.
e JobTracker is responsible for
— scheduling the jobs' component tasks on the slaves
— monitoring them and re-executing the failed tasks.

e TaskTrackers execute the tasks

DN | DataNode

TT | TaskTracker

2014/10/14 ©2012 Computer Center, National Central University. 24



3. Cloud Computing (cont.)

JHadoop installation

» Hadoop tutorial

e http://trac.nchc.org.tw/cloud/wiki/Hadoop_Lab1
» cd /opt

yum -y install openssh rsync
vim /etc/ssh/ssh_config
ssh-keygen -t rsa -f ~/.ssh/id_rsa -P "
cp ~/.ssh/id_rsa.pub ~/.ssh/authorized_keys

wget http://apache.mesi.com.ar/hadoop/common/hadoop-1.2.1/hadoop-1.2.1.tar.gz
tar zxvf hadoop-1.2.1.tar.gz

mv hadoop-1.2.1 hadoop

/opt/hadoop/conf

o core-site.xml, hadoop-env.sh, mapred-site.xml

hadoop namenode -format
» Hadoop dfsadmin -safemode leave

» [opt/hadoop/bin
» start-all.sh, stop-all.sh

A\

YV V V V

Y

©2012 Computer Center, National Central University.


http://apache.mesi.com.ar/hadoop/common/hadoop-1.2.1/hadoop-1.2.1.tar.g
http://apache.mesi.com.ar/hadoop/common/hadoop-1.2.1/hadoop-1.2.1.tar.g
http://apache.mesi.com.ar/hadoop/common/hadoop-1.2.1/hadoop-1.2.1.tar.g
http://apache.mesi.com.ar/hadoop/common/hadoop-1.2.1/hadoop-1.2.1.tar.g
http://apache.mesi.com.ar/hadoop/common/hadoop-1.2.1/hadoop-1.2.1.tar.g
http://apache.mesi.com.ar/hadoop/common/hadoop-1.2.1/hadoop-1.2.1.tar.g
http://apache.mesi.com.ar/hadoop/common/hadoop-1.2.1/hadoop-1.2.1.tar.g
http://apache.mesi.com.ar/hadoop/common/hadoop-1.2.1/hadoop-1.2.1.tar.g
http://apache.mesi.com.ar/hadoop/common/hadoop-1.2.1/hadoop-1.2.1.tar.g
http://apache.mesi.com.ar/hadoop/common/hadoop-1.2.1/hadoop-1.2.1.tar.g
http://apache.mesi.com.ar/hadoop/common/hadoop-1.2.1/hadoop-1.2.1.tar.g
http://apache.mesi.com.ar/hadoop/common/hadoop-1.2.1/hadoop-1.2.1.tar.g

- # [opt/hadoop/bin/start-all.sh

starting Nnamenode, logging to /opt/hadoop/logs/hadoop-yang-namenode-centos-2-
31.out

140.115.2.31: starting datanode, logging to /opt/hadoop/logs/hadoop-root-datanode-centos-
2-31.out

140.115.2.31: starting secondarynamenode, logging to /opt/hadoop/logs/hadoop-root-
secondarynamenode-centos-2-31.out

starting jobtracker, logging to /opt/hadoop/logs/hadoop-yang-jobtracker-centos-2-31.out

140.115.2.31: starting tasktracker, logging to /opt/hadoop/logs/hadoop-root-tasktracker-
centos-2-31.out

- #jps

28844 DataNode

28974 SecondaryNameNode
27588 NameNode

29193 TaskTracker

29272 Jps

27936 JobTracker

24521 Bootstrap

. #/opt/hadoop/bln/stop all.sh

2014/10/14 ©2012 Computer Center, National Central University. 26



| Map Task | I | Map Task 2 | : Map Task 3

[ Lo b

[ o L

| o Lo

[ o b

| o b

[ o b

| klvklv k2o | I k3 v kd o kdvksv |l | klv k3n
| Partitioning Function | | Partitioning Function | | Partitioning Function

Sort and Graup Sort and Group
kd vy

[
| | I
| | klwvwvwvyv ] k3va I
| | I
| | I
| | I
I | I
I I I
I | |
I Reduce Task | | '

————————————————
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3. Cloud Computing (cont.)

J Hadoop

> Mapreduce #% ;"
e Compile

- javac -classpath /opt/hadoop/hadoop-core-
1.0.1.jar:/opt/hadoop/hadoop-tools-1.0.1.jar -d flood_min
flood_min.java

- jar -cvf flood_min.jar -C flood_min/ .
e Execute

- hadoop jar flood_min.jar flood_min input_dir output_dir

2014/10/14 ©2012 Computer Center, National Central University. 28



3. Cloud Computing (cont.)

 Hadoop + Maven

» Mapreduce ## ;¢

2014/10/14

o Compile
- mvn clean compile package
» target/project_name.war
» Execute
- run_job.sh
» org.apache.hadoop.util.Tool;
» org.apache.hadoop.util.ToolRunner;

©2012 Computer Center, National Central University.
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run_job.sh

Reducer.java

HDES

2014/10/14

L —

QOutput Files Input files

©2012 Computer Center, National Central University.
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#!/bin/sh ru n_j()b_sh
source /etc/profile

mday="/bin/date.+%m%d..

min=%$(date --date="10 minute ago' +%H%M)

export HADOOP_HOME="/opt/hadoop"
JARNAME="tyrc_hadoop-1.0.jar"

HERE="$( cd "$( dirname "${BASH_SOURCE[0]}" )" && pwd )"

declare -a job _args
job_args=("jar" "$HERE/target/$JARNAME")

# INPUT SOURCE -

job args=(${job_args[@]} "flood.flood_min")
job_args=(${job_args[@]} "flow_min")
job_args=(${job_args[@]} "output flood")
$HADOOP_ HOME/bin/hadoop "${job_args[@]}"

cd /home2/tyrc/Data/flood
hadoop fs —get output_flood/part-r-00000 $mday$min

2014/10/14 ©2012 Computer Center, National Central University.
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3. Cloud Computing (cont.)

 Hadoop + MongoDB + Maven
» Install Hadoop

> Install Hadoop Mongo Connector
e lib
» Modify pom.xml

e <resource>
. <directory>S{basedir}/lib</directory>
e </resource>

» run_job.sh

2014/10/14 ©2012 Computer Center, National Central University.
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run_FloodDay.sh

FloodDayReducer.java

Hadoop_Mongo
Connector

fdns.flood_day fdns.flood_hour

2014/10/14 ©2012 Computer Center, National Central University. 33



pom.xm|

<plugins>

<plugin>
<groupld>com.googlecode.addjars-maven-plugin</groupld>
<artifactld>addjars-maven-plugin</artifactld>
<version>1.0.5</version>
<executions>
<execution>
<goals>
<goal>add-jars</goal>
</goals>
<configuration>
<resources>
<resource>
<directory>%${basedir}/lib</directory>
</resource>
</resources>
</configuration>
</execution>
</executions>
</plugin>
</plugins>
</build>
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FloodDayMapper.java

public class FloodDayMapper extends Mapper<Object, BSONODbject, Text, Text > {
@Override
public void map(final Object pKey, final BSONODbject pValue, final Context pContext)
throws IOException, InterruptedException {
final String hostip = (String) pValue.get("hostip");
final long sum_in = ((Number) pValue.get("sum_in")).longValue();
final long sum_out = ((Number) pValue.get("sum_out")).longValue();
final int cnt_in = ((Number) pValue.get("cnt_in")).intValue();
final int cnt_out = ((Number) pValue.get("cnt_out")).intValue();
final long pkt_in = ((Number) pValue.get("pkt_in")).longValue();
final long pkt_out = ((Number) pValue.get("pkt_out")).longValue();
final int sum_dur = ((Number) pValue.get("sum_dur")).intValue();
final String created = (String) pValue.get("created");
if ((sum_in >= (100000 * cur_hour) || sum_out>= (100000 * cur_hour) ) && created.contains(today) ) {
String keyOut = hostip;
String valueOut = String.valueOf(sum_in) + ":" + String.valueOf(sum_out) + ":" +
String.valueOf(cnt_in) + ™" + String.valueOf(cnt_out) + " +
String.valueOf(pkt_in) + ":" + String.valueOf(pkt_out) +":" + String.valueOf(sum_dur);
pContext.write(new Text(keyOut), new Text(valueOut));

}
}
}
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FloodDayReducer.java

public class FloodDayReducer extends Reducer<Text, Text, Text, BSONWritable> {
@Override
public void reduce(final Text pKey, final Iterable<Text> pValues, final Context pContext)
throws IOException, InterruptedException {
for (final Text value : pValues) {

String[] token = value.toString().split(":");
sum_in += Long.parseLong(token[0]);
sum_out += Long.parseLong(token[1]);
cnt_in += Integer.parselnt(token[2]);
cnt_out += Integer.parselnt(token[3]);
pkt_in += Long.parseLong(token[4]);
pkt_out += Long.parseLong(token[5]);
sum_dur += Integer.parselnt(token[6]);
if (pkt_in>0) psz_in=sum_in/ pkt_in;
if ( pkt_out>0) psz_out =sum_out/ pkt_out;
}

if (sum_in >= (50000 * sum_dur) || sum_out>= (50000 * sum_dur) ){

BSONODbject outDoc = BasicDBODbjectBuilder.start()

.add("sum_in", sum_in).add("sum_out", sum_out).add("cnt_in", cnt_in).add("cnt_out", cnt_out)
.add("pkt_in", pkt_in).add("pkt_out", pkt_out).add("sum_dur", sum_dur)
.add("psz_in", psz_in).add("psz_out", psz_out).add("created", today).get();
BSONWritable pvalueOut = new BSONW ritable(outDoc);
pContext.write(pKey,pvalueOut);

}
}

}
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FloodDayXMLConfig.java

package tyrc;

import com.mongodb.hadoop.util.MongoTool,
import org.apache.hadoop.contf.*;

import org.apache.hadoop.conf.Configuration;
import org.apache.hadoop.util. ToolRunner;

public class FloodDayXMLConfig extends MongoTool {

/*
static {
Configuration.addDefaultResource("src/examples/hadoop-local.xml");
Configuration.addDefaultResource("'src/examples/mongo-defaults.xml”);

}
*

public static void main(final String[] pArgs) throws Exception {
System.exit(ToolRunner.run(new FloodDayXMLConfig(), pArgs));

}
}
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run_mongo_job.sh

#!/bin/sh
cd /home2/tyrc/mongo_hadoop.

export HADOOP_ HOME="/opt/hadoop"
INPUT_URI="mongodb://localhost:27017/fdns.flood_hour"

OUTPUT_URI="mongodb://I

ocalhost:27017/fdns.flood_day"

JARNAME="mongo_hadoop-1.0.jar"
HERE="$( cd "$( dirname "${BASH_SOURCE]0]}" )" && pwd )"

declare -a job_args

job_args=("jar" "$HERE/target/$JARNAME")
job_args=(${job_args[@]} "tyrc.FloodDayXMLConfig")

job_args=(${job_args[@]} "-D

job_args=(${job_args[@]} "-D" "
job_args=(${job_args[@]} "-D"
job_args=(${job_args[@]} "-D" "
job_args=(${job_args[@]} "-D" "
job_args=(${job_args[@]} "-D" "
job_args=(${job_args[@]} "-D" "
job_args=(${job_args[@]} "-D" "
job_args=(${job_args[@]} "-D" "
job_args=(${job_args[@]} "-D" "
job_args=(${job_args[@1]} "-D"
job_args=(${job_args[@]} "-D" "

echo "${job_args[@]}" "$1"
$HADOOP_HOME/bin/hadoo

2014/10/14

" "mongo.job.verbose=true")
mongo.job.input.format=com.mongodb.hadoop.MongolnputFormat")
"mongo.input.uri=$INPUT_URI")

mongo.input.split_size=8")

mongo.job.mapper=tyrc.FloodDayMapper")
mongo.job.reducer=tyrc.FloodDayReducer")
mongo.job.output.key=org.apache.hadoop.io.Text")
mongo.job.output.value=com.mongodb.hadoop.io.BSONWritable")
mongo.job.mapper.output.key=org.apache.hadoop.io.Text")
mongo.job.mapper.output.value=org.apache.hadoop.io.Text")
"mongo.output.uri=5OUTPUT_URI")
mongo.job.output.format=com.mongodb.hadoop.MongoOutputFormat")

p "${job_args[@]}" "$1"
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4. UDP Flooding ;& 1 /|

JdTarget UDP Flooding

» appServ flooding (per-10-minute)
- Output Packet Size ~= 1500 B/pkt
- Output flow count > 10000

» Bandwidth Flooding
- Qutput Udp Traffic > 5 GB

» Resource Flooding
- Output Packet Size < 80 B/pkt
- Output flow count > 100000

» Connection Flooding
- QOutput flow count > 100000

» Packet Flooding
- Output packet count > 1000000
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Mongo/Morphia & :iE 3R] &
(10-minute Udp Traffic)

public static List<Udp_min> getAllKscore() throws
UnknownHostException {
/[ Datastore ds = getDatastore();
Query<Udp_min> = ds.createQuery(Udp_min.class);
g.or(
g.and(
g.criteria("psz_out").greaterThan(1495),
g.criteria("cnt_out").greaterThan("10000)
),
g.and(
g.criteria("cnt_out").greaterThan(10000),
g.criteria("psz_in").lessThanOrEQq(80),
g.criteria("psz_out").lessThanOrEq(80)
),
g.criteria("sum_out").greaterThan(5000),
g.criteria("cnt_out").greaterThan(100000)
);

return g.asList();

}
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5. Pandora® ¥~ &
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JdUninstall “Pandora tv”
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6. Zone Protection
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J % 3 Traffic $9
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6. Zone Protection (cont.)

O a4 IPS % 45235 (2014-06-19)
» CPU load (data plane)
» CPU load (management plane)

» Session rate

JPackets limitation
» SYN packets
» UDP Packets
» ICMP packets, ICMPv6 packets
» Other Packet
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