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AENZEEN PN N

BB KRR RS 100M EES St i

System: Router in

Maintainer: Z531(8

1P: 140,131 .21 xoex ~ 140.131.30.xxx

Max Speed: 500 Mbps

EIrEEREEREER 2011 A 26 H ¥ #— 8:20,

R4 TR 'TANET_NTU_C6K.ntu.edu.tw' » SIEfEEFIEI(UPTIME): 415 days, 2:05:47.

®H @& C 26 F19)
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e
v
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o

0N

0 2 4 6 8 10 12 14 16 18 20 22 0 2 4 6 ©
BX ¥ HM
PMB ARG AMNI0OMME > JLEES. 351 MW 00%) 144 MW 00%)  3675.7kbE (0.0%)

:l.ﬁhﬁ - ﬁxN&KQQX‘ﬁI(DNm: S82MuER (OU%) 194 MLEP (00%)  6063.2 kuEd (00%)

M AR IEEERESOOMERS Ji &

System: Router in

Maintainer: -0

IP: 140.131 .21 xxx ~ 140.131.30.xx

Max Speed: 1000.0 Mbps

AR EISEL 2013 £ +—H 18 H 8= 15:10,

B {8578 'TANET_NTU_C6K.ntu.edu.tw' » EEEEFEI(UPTIME): 185 days, 4:37:04.

EH M= S 78 F19)

Bits per Second

6 8 10 12 14 16 18 20 22 0 2 4 6 B 10 12 14

L ZN R Hol
SEBBECRPERN0OMTERS - LEES:  WAMLE @4%) 14 MU (14%)  206MuED 21%)
HTEES > SRVBHXPPERM0OMER: 1928 MuF2 (193%)  S2IMEP 64%)  I1IMLEY (02%)
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Quota b= gl b JEREE F TOFN LR =] * b oz IP-MacddfEsS IP;E E:Ea_éFF

EEREL [EI8E : 144] , [groupEIEE : 0] , [VLANEIEE : 0], [IPEIEE : 0] , [ETEEEEESE (0{1]

B || xe|] IR ] | =& ] |
A | mac]| J[vian]] ~|email]] |
= |

Hs

TEEVENRE 12197 =
HF12208 BEHT VB
VLAN 1P e ——

||Z|| s sp 7o 0 MB 2015-04-24 13:43

EREER 0 MB 2015-04-23 17:46
2= it

|@||ﬁﬁﬁ1‘%i¥a R 0 MB 2015-04-23 14:21

7z @ll B et 22 A 0 MB 2015-04-23 13:31

BEE —soex o MB 2015-04-23 10:32

2z @|| BEEE 5120 MB 2015-04-23 08:23

@ —F 5120 MB| 2015-04-22 23:11

|@||ﬁﬁ%f§i¥§ﬁ§+$% 0 MB 2015-04-22 15:58

2z @|| [Tk 0 mMB 2015-04-22 14:33
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7

%

ol Type: VLAN: B At i
015 v|E |4 v/ Bl v|H ‘
[Tepll v| E v| 100 | (A< v Bk
58 [0V [0V
WEEV|E[FE V| A[EEV| | HEE Vv E[FEV| E [EE Y Type: VLAN: EE v P B4 ez
H H HE v [ v 00 | P18t v| e
A
=% TopN HHTiE
e P - > ¥ Fim <->Ft
HEa ip VLAN flow | pkts |size(Kbyte)| flow | pkts |size(Kbyte) flow | pkts |size(Kbyte)
1 23,035]1,545,943|1,972,033.49|23,091|1,188,317] 58,084.61| 46,126)2,734,260)2,030,118.10
2 861J1,104,483]1,591,968.67] 1,217] 635,792 45,035.85] 2,078|1,740,275]1,637,004.52
3 2,829 936,371|1,195,093.22] 2,372| 685,271| 384,596.23] 5,201]1,621,642]|1,579,6890.46
4 1,217| 609,855 610,664.92| 1,241] 673,103 555,186.74] 2,458|1,283,048|1,165,851.65
3 158/2,411,599|1,091,238.21] 218§ 1,067 370.79 376)2,412,666(1,091,609.00
5] 5,692 837,541|1,039,049.74 7,326| 544,747 41,500.68] 13,018|1,382,288|1,080,550.42
7 1,005 715,121§1,031,198.93] 1,039 353,066 20,364.32] 2,0441,068,187]1,051,563.25
8 656| 595,556| 404,074.17 1,138] 716,313] 571,260.27] 1,7941,311,869 975,334.44
9 632| 435,441] 131,020.75 815 671,393] 835,063.89] 1,447|1,106,834 966,084.04
10| 189| 636,689 929,317.44 185] 244,879 13,031.82 374] 881,568] 942,349.26
11 2,014 685,219 883,087.86| 2,681| 365,632 32,360.10] 4,695|1,050,851] 916,347.96
12| 3,066 577,495 815,040.78] 3,117] 142,616 7,0609.43] 6,183] 720,111] 822,610.21
13 3,790 568,541| 792,141.95 3,664 337,968 25447.97] 7,454] 906,509 817,589.92
14 1,005 524,189 743,663.83 1,258 353,070 26,833.51] 2,353 877,250 770,407.34
15 1,219 530,583 747,735.21] 1,109 179,846 11,784.31] 2,328 710,429 759,519.52
16 1,770 512,376| 738,105.88| 1,897 268,624 14,654.71] 3,667 781,000 752,760.59
17 755 533,663 736,313.80] 596] 219,105 13,293.12] 1,351 752,768 749,607.01
18] 1,039 489,791 701,500.10| 1,180 452,915 209,285.28] 2,219 942,706 730,785.38 v
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1R IEFLOWH i R8T 5 17 5984

TOPN

BN L [EIEE : 147], [aroup=EE : 04u] , [VLANEIESE : 0] I [IPEEE : 0fy] , [EEEESEE (0]
ih

mm | Service Name P26 A B |Eidh 51 25 BH BY
Virus hd Ives vl no | W P s
protocol port pkt size AcEFHEN LR 5+ SPFHER _EER A1oB 1 _LER i ob = LER

> L C_ | ] | | Foe] | | ] [ no [

Pt 2B B Bf Lt B[Pkt Pa 25 B EIf 2k _ BR[Phct b 2BBHER | FR|Phtsh SFBRER 8 LBR| Pktia2B2 i FBR [Phtpaf 28t b BR|PKtsh 2P 2T | IR|PKt5H 252 A8 b BR[Flow TR
I | | I I L | I I I I | I no ~

g e Rl e ot ool [ ﬁqglﬂiﬁﬂ ﬂg}ﬂfﬁﬂ IthE%” ﬂfTEQE“ Pktﬁ:ﬁﬁﬂ ;}; Pkt%liigf-ﬁﬂ ;f; Pkt?_‘gﬁ%“ ﬁ PktIJ?_TI;:F%” ;}; ﬂqg]‘ﬂfﬁﬂ ﬂg;ﬁﬂ
Attack session ip 0 15000 15000| 1800 3000 of o of o of o of of wn N Fad
Scan PING_Welchia icmp 0 1000 1000 300 300 10000| 50 10000| 50 1000 1 1000 1] ¥ Y Fa
Virus Packet_A ip 0 0 0 0 0 200000 4 200000 4 200000, 2| 200000, 2| N Y Eal
Virus Packet_B ip 0 0 0 0 0 20000| 25 20000| 10 10000| 10 10000 10| N N had
Virus Packet_X ip 0 0 0 0 0 500000[ 2 soonool 2| 400000 2| 400000 2| N Y Fad
i i X
Others: 7518 _CERT_FTP tep 21 500 30 100 20 of o of o of o o o had
Others:# %1 | _CERT_SSH tcp 22 50 30 10 10 of o of o of o of of Y Fad
Others:#%8 | _CERT_TELMNET tcp 23 2000 200 30 30 of o of o of o Y Y Fad
ke
Attack DNS_DOS udp 53 0 0 0 0 400000[ 1 400000 1 100000f 1 1oooo0| 1| v ¥ had
Other%ﬁ%ﬁ _CERT._finger tcp 79 (2) (2) (1) (1) o o o o o o of of Y .
Virus Nimda_Like tcp 80 0 0 0 ¥ W 7
Others:s#%8 | _CERT_POP3 tep 110 100 60 20 10 0 0 0 Y ¥ Eal Vv
Virus Blaster tco 135 800 100 20 80 0 0 0 ¥ o I f‘fl
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BAFL [EEE

SEREH A E
ik Clear Quota Time[o | B
Quota Exceed O
2818
782k Quota(MB) |[s120
fA5% H Quota(MB)
0B (MB)
TG | U | | S || S| | SO S | S
2B5(MB) |[-1 1]-1 -1 -1 -1 -1 -1 |
26(MB) |[-1 11 I I ]2 || B -1 |
ST | T || O | | S | | U | | S | ST
CH T | S | | SO | | S | | SO S S S
S GL=0Y | S || S | | S | | SO | | S S|
=) | S | | SO | | ST | | U || SO SO S
GGV | ST || S | | SN | | S | | T | S E_
CLTCEN Y | T || S | | S | | SO | | S | ST |
TG0 Y | R | | S | | S || SO || S| S | | . v
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t8 38 = B, |%fﬁ El'lﬂ%%%

ﬁﬁﬂﬁﬁm KJE!FEIE‘EI T
FEIEHA 208 £ |, [BEFEHE 14 £ |, ET511F 194 £, ARP Spoof E#HF 0 £

FEEFE H =
g B &nBH BTES g "
RS 1P P R R 8RS fg R ¥Eﬂﬁﬁ i A |
2015-03- |SFEFRRE | WA
I 31 22:35 | BEERE | &% CERT SSH,
2012-01- | BERRGHE §§§
10 08:35 | P& EE i
2014-03- | FHBRE Eéﬁ
04 14:04 | BEEE ki [B1P]
2013-05- | FHEREHRE Egﬁ
27 09:53 | EEEE i
2013-12- |FFHREHRE Egﬁ
10 14:03 | BEEE b [{E1IP]
2015-04- | FEFHE | S0 i ‘
0o 08:30 | IBEIERE o [FEEFSMTPH A, HFHitTiEfhEEl, EEREBEFEINTEP.LEHE]
[ 2015-04- | B RME | nE
i 10 23:00 |kl CERT FTF,
2015-04-
24 12:30
[ 2015-04- (& i
i 15 10:05 | BEMHE | &% Nimda Like,
| 2015-04- |FELRE | K&
i 12 22:40 | WEWE | BH SPAM proxy?2,
2015-03- |FHERHRE | K2
31 14:45 | BEEHRE | A% Virus 445, W
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LS ERERARNERE

AEEHEBFHIP A i BEIh-EH R

05 v|F [ v Be v Bk o || w || #k

2015-4-14 0:00 - 2015-4-14 23:59 one day Quota TopN Statistics (EEfir : byte) ~
F ®8% |RZ| £ | P | "R 2 | neE | AFE | BrE |
|y BEmEE| [ [ I I [1,252470,731.00][8.010,765,318.00)
[ 2|Ruckus_Edae_ | | 0.00[5817,461,229.00)
E FERE | 0.00][:706,56,555.00]
[ 4][Ruckus_ERmEHE Ea| | 0.00][5,706,307,219.00]
El ] | 0.00]5 55 644,325.00]
[ 6|Ruckus_EE50E_ 22| | 0.00][549%,293,857.0)
[ 7|Ruckes_ B0 22| | 0005 45L,577652.00
| 8|[Ruckus_fmiEgs ) | 0.00][5435,669,562.00]
BE| GESEL | 0.00][5 425,590,569.00]
L 10] e | 0.00[5417,736,595.00)
| REmEE [ 150402,415.00]5.391 46,497.00)
| 12|Ruckus SRS 25| ‘ 0.00)[5,382,277,960.00)
E Z—| | 297027,500.00][5,381,311,351.00)
14 H—& | 0.00][5,363,773,102.00]
[ L5|Ruckus_fddEs 16 &) | 0.00]F,163,346,753.00] v
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55015 HE A EFLOW

0 B 1P 6 2 3 B

B IP-FLOW k Az A
10321FEH, HA11IE HEEAL V|E TtE ) AliEs[L_ |B ==
‘ FEENHF L W IW | ﬁFﬂ REIP PEEIRFEPort HEIP H MR PnrﬂProtocollpackets size Bfrdh s sl =1 B

S, hr min [ 1 65,336[106.10.150.171 25 6 (tcp) 6| 322j0a-28 14:59:56[04-28 14:50:56
[ 2 65,335[106.10.150.171 25| 6 (tcp) 6| 322J04-28 14:59:55{04-28 14:55:56
Error Flow: no v H BE 65,339]106.10.150.171 25| 6 (tcp) 6| 322j04-28 14:59:57/04-28 14:55:57
: 4 65,338[106.10.150.171 25| 6 [tcp) 6| 322j04-28 14:59:56{04-28 14:50:57
Profocal: ’_| ” s 65,341[106.10.150.171 25| 6 (tcp) 6f 322J04-28 14:59:57[04-28 14:55:57
FEIEP: [ 6 65,340[106.10.150.171 25 & (tcp) 6| 322jo4-28 14:59:57[04-28 14:50:57
2l i 7 65,345[106.10.150.171 25| 6 (tcp) 6| 322joa-28 14:59:58[04-28 14:50:58
Py B 65,346/106.10.150.171 25| 6 (tcp) 6f  322j04-28 14:59:58/04-28 14:59:58
B Aot ’_| [ 9 65,348[106.10.150.171 25 & (tcp) 6| 322j04-28 14:59:58/04-28 14:50:59
\ and V| | [ 10 65,351[106.10.150.171 25| 6 (tcp) 6| 322j0a-28 14:59:59f04-28 15:00:00
SIS [ 11 65,353[106.10.150.171 25| 6 (tcp) 6| 322J04-28 15:00:00f04-28 15:00:00
| lEx [ 12 65,357[106.10.150.171 25 & (tcp) 6| 322joa-28 15:00:00f04-28 15:00:01
. | 13 65,358/106.10.150.171 25| & (tcp) 6|  322j04-28 15:00:01]04-28 15:00:01
BHy fFport ’—| |14 65,360[106.10.150.171 25| 6 (tcp) 6| 322j04-28 15:00:01f04-28 15:00:01
’—| <padcels < ’—| | 15 65,361[106.10.150.171 25| & (tcp) 6| 322j0a-28 15:00:01f04-28 15:00:02
|16 65,362[106.10.150.171 25| 6 (tcp) 6f 322j04-28 15:00:0204-28 15:00:02
<size <l [ 17 65,364]106.10.150.171 25 & (tcp) 6| 322j04-28 15:00:02f04-28 15:00:02
5 100 = |18 65,363]106.10.150.171 25| & (tcp) 6|  322j04-28 15:00:0204-28 15:00:02
, |19 65,365[106.10.150.171 25| 6 (tcp) 6| 322j04-28 15:00:02f04-28 15:00:03
ey [ 20 65,352[106.10.150.171 25 & (tcp) 6| 322jo4-28 14:59:5904-28 15:00:00
[ 21 65,354[106.10.150.171 25| 6 (tcp) 6| 322joa-28 15:00:00f04-28 15:00:00
BE | | Ak [ 22 65,356/106.10.150.171 25| 6 (tcp) 6f 322jo4-28 15:00:00f04-28 15:00:01
| 23 65,359/106.10.150.171 25| 6 (tcp) 6|  322j04-28 15:00:01f04-28 15:00:01
| 24 65,366/106.10.150.171 25 6 [tcp) 6| 322j04-28 15:00:0304-28 15:00:03
25 65,367[106.10.150.171 25| 6 (tcp) 6| 322j04-28 15:00:0304-28 15:00:03

[ 26 65,269[106.10.150.171 25 & (tcp) 6| 322j0a-28 15:00:03f04-28 15:00:03 v
27 65,384]106.10.150.171 25l 6 (tep) 6l  322j04-28 15:00:07[04-28 15:00:08
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Miesd SMBRIEEER - BT REEEMER A 2

TANet 5B/ 8B ES[ 5G]

Circuat ID:
Max Speed: 4976 Mbits/s
EIERETEFESAE: 2015 4E TUH 29 H EHi= 16:40

=FH B3 S 208 1)

4.5 G
36 G - .Sy
2.45“::::::::::::::::

1.2 G T T .

Bits per Second

R S S - S S S S -

g 1G 12 14 16 13 EG 22 4] z d =] E 1G 12 14 15
= i Hai

4042 6 MBFEE (03 4% 38020 MbET (76.4%)  4536.9 MbFE 91.2%)

TAMet —> Internet 23669 MbBFEF (47.6%) 10850 MBFE (21.8%  1146.8 MbED (22.0%)




LEY Sk ot

\ EEAEMMERS-HIFTTB??

— -~ L RSERE (FTTB) RRWABR

B IEEER

&&= (Mbps) | 2M~10M | SOM~100M 1G
498 (8N 10,000 20,000 30,000
MBS (SR 10,000 20,000 30,000
SeigtEse AL=1T 2,300 5,000 6,000

i HEEEEEREE SRk [IEERERZEE] S HIFTHRERRRERTEE - iR [INEENERFEERBE
Bl Ftiz e

—~ i HPESER (FTTB) AR

B ST
mg@EE | 2m | am | sm 10M BREDERE(AE) s50M | 100M | 1G
<=10 59,500 96,300 438,700
H® 8,900| 15,500| 18,800| 32,800 >10~<=20 74,400{120,400| 548,400
>20 96,700|156,500] 712,900
19
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BEGEEP  —

Traffic Analysis for FTTB1 Traffic Analysis for FTTB2
g4.0 N T T T T T T e B GO0 M
= = orrosonor s nn : FEC g 8 8§ g8 &8 5 § & 8 ]
= H s 3 c
8 3.0 M 8 0.0 M
L L
Wl Wl
& 42,0 M & 40,0 M
j=3 j=3
@ 210 8 2000
5 i . &
0.0 M 0.0 M
O 2 4 6 5 10 12 14 16 18 20 22 0 2 4 6 8 O 2 4 6 5 10 12 14 16 18 20 22 0 2 4 6 8
Traffic Analysis for FTTB3 Traffic Analysis for FTTB4
96.0 M 85.0 M
= =
= =
8720 8 a6.0 M
L L
ol ol
& 45.0 M & 4d .0 M
j=3 j=3
B 24,0 M B o2z.on
& : : & :
0.0 M 0.0 M
0 2 4 [ 5 10 12 14 16 15 20 22 0 2 4 [ g 0 2 4 [ 5 10 12 14 16 15 20 22 0 2 4 [ g
Traffic Analysis for FTTBS Traffic Analysis for TANet
a0 N R S-S B s 160.0 M
= : : =
8 57.0 M 8 120.0 M
w w
Wl Wl
c o 38.0 M C o 80,0 M
j=3 j=3
B o19.0 M Bo40.0 N
& : &
0.0 M 0.0 M
0 2 4 [ 5 10 12 14 16 15 20 22 0 2 4 [ g 0 2 4 [ 5 10 12 14 16 15 20 22 0 2 4 [ g
Traffic Analysis for LAN
6d40.0 M
= :
= :
8 480.0 M 15
L
Wl
< 320.0 M
1= g
8 160.0 M 1
o ] i :
0.0 M -
8 10 12 14 16
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