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TANetIOT EZSEF

-Stream Content

9 /hi_cloudflare_guys. i_think_u_offer_best_protection_srsly_so_hard_to_fuck_it(HTTP/1.1
IMELTTUT,. T CTUSE

Host:

kie: _ cfduid=d151d269c05aebb056d00336240c692a51475885755; cf_clearance=h0ee8669d08d839542875ee39eedbebbff87796h-1475885759-900;
r-Agent: Tantric DDos fucked your server :)

Content-Length:

33640 H2addf3b il Hald b D Hald 3600 Hald 36 L0 Haddfa6 LD Hhaddfabdh fhaddtaath fhaddtath fhaddtdath thalitlath thald falhibald e b thall Ralh Balifaalbidal |

: : .10, T
Content-Type: text/html; charset=UTF-8
Transfer-Encoding: chunked
Connection: close

Cache-Control: max-age=15 ;E_ijﬁ\*ﬁ %j@?é ’ EEE?JGE-%-Q{EEAL%@*UH%
SZEIDDOSIE - i ER R E4F 35

Expires: sat, 08 oct 2016 00:17:12 avT
X-Fr ame—oEti Ons: SAMEQRIGIN

server: cloudflare-nginx

CF-RAY: 2ee’683161a90663-51C

10f3

:;[_)?(igpgth}rg]:;]} <htm] dass=”no—j5 ied old 1-)I %g% /\\\i‘ @ E-Z:, T*JE%E@?EE

<I--[1f IE 7]  <htm] dass=”no—]5 ie7 old
<!--[if IE 8]>  <html class="no-Js ie8 old
<!--[if gt IE B]»><!--»> <htm] class="no-js" 1

:‘??ﬁ:}ﬁ\ttenﬁon Required! | CloudFlare</tit 2.) *U% EECO ntent-lengthﬁ'ﬁﬂ 1ﬁ;§?ﬁ%t§ E"J

<meta charset="UTF-8" /= -
<meta http-equiv="Content-Type" content="te IQ 55
<meta http-equiv="X-UA-Compatible" content=" o
<meta name="robots" content="noindex, nofoll
<meta name="viewport" content="width=device-
<link rel="stylesheet" id="cf_styles-css" hr

E;B&[H-E IE 9]><1ink rel="stylesheet" id=" 3.) ﬁ/\\\ http%j@ |:|:| E;iﬁ iﬁ i&? % , %—E ltt’;ﬁ;ﬁﬂﬁ%%
1/scripts/jquery. min. js"»</scripts<! [endif]--»

<style t¥pe="text/c55”}body{margin:l}; padding
3cdn—cg1/5cr1pt5/zepto. min. j5"»</scripts<! --<! [endif]-->

<!--[if Ite IE 9]><script type="text/javascript” src="/cdn-c

<!--[if gte IE 10]><!--><script type="text/javascript” src="

<script type="text/javascript” src="/cdn-cgi/scripts/cf. common. js"></scripts

«/hears 26




TANetIOT &BZ

7

Begin web

urce/TransportServer.cpp, LINE -> &

Con=sole, address:

Ox&503708c

download

Web download ok

Begin web

download

n download ok

gin web downlo
Web download ok

331,

n web

IP:
IP:

download

y download ok

331,
331,

IP:
IP:
IP:
IP:
IP:

I Iransport:

CPacket Invalid
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TANetIOT EZ =5

-Stream Content

[eT /hi_cloudflare_guys. i_think_u_offer_best_protection_srsly_so_hard_to_fuck_it HTTP/1.1
Connection: close

Cookie: _ cfduid=d151d269c05aebh056d00336e40c692a51475885755; cf_clearance=h0ee8669d08d830542875ee39aedbebbff87796b-147 5885759-900;
|User-agent: Tantric DDoS fucked your server :)
Content-Length: 800000

1&&%&@&1{%&ﬂ%&@&&%&b&bﬂi&iﬂb&ﬁ%&@@ﬂb&ﬂ%&@@%&b&&ﬂi&iﬂb&ﬁ%&@&&%&b&bﬂi&i{v&b&ﬁ%&@@%&%ﬂ%&@&éﬂb&&ﬂi&iﬂb&ﬁ%&@&ﬁb&bﬂi@%&b@%&@@ﬂ%ﬂ%&%&b@w

Content-Type: text/html; charset=UTF-8
Transfer-encoding: chunked

Connection: close

Cache-control: max-age=135

Expires: sat, 08 oct 2016 00:17:12 aMT
x—Frame—Oﬁ:ti ons: SAMEORIGIN

Server: cloudflare-nginx

CF-RAY: Zee5683161a90663-51C

10f3 GET /en HTTP/1.1
<! DOCTYPE html=

<I--[1f 1t IE 7]> <htm] class="no-js ie6 oldie" lang="en-Us"> <![endi  User-Agent: <some string>
<!--[if IE 7]>  <html c1355="no—]5 ie7 oldie” lang="en-us"> <![end}
<!--[if IE 8]>  <html class="no-js ieB oldie"” lang="en-us"> <![end}
<I--[if gt IE 8]><!--» <htm] class="no-js" lang="en-Us"> <!--<![endif Host: example.com

Cookie: <some cookie»

{hgad} . . . Connection: close
<title-Attention Required! | CloudFlare</title>
<meta charset="UTF-8" /> Content-Length: 800200

<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />

<meta http-equiv="X-UA-Compatible" content="IE=Edge,chrome=1" />

<meta name="robots" content="noindex, nofollow" /> a[ ]=8b[]=8a[ ]|=&b[ | =&a[ |=&b[ |=&a[ |=&b[ ]=4a[ ]=&b[ ]=8a[ |=&b[]=...

<meta name="viewport" content="width=device-width,initial-scale=1, max N
<link rel="stylesheet" id="cf_styles-css" href="/cdn-cgi/styles/cf.er
<!--[if 1t IE 9]><link rel="stylesheet" id="cf_styles-le-css’ href="/cdn-cgi/styles/cf.errors.ie.css" type="text/css" media="screen,projection” /<!

F RiECloudflareZ (#IDDOSKEH YT I
METILEE - HERHEAMiraitiE

28



add_auth _entry("\x50\x4D\x4D\x56", "\x5A\x41\x11\x17\x134x13", 18);
add_auth_entry("\x50\x4D\x4D\x56", "\x54\x4B\x58\x5A\x54", 9);
add_auth _entry("\x50\x4D\x4D\x56", "\x43\x46\x4F\x4B\x4C", 8);
add_auth _entry("\x43\x46\x4F\x4B\x4C", "\x43\x46\x4F\x4B\x4C", 7);

add_auth_entry("\x58\x4D\x4D\x56",
add_auth_entry("\x50\x4D\x4D\x56",
add_auth _entry("\x50\x4D\x4D\x56",
add_auth _entry("\x50\x4D\x4D\x56",
add_auth_entry("\x50\x4D\x4D\x56", "\x13\x10\x11\x16\x17\x14", 5);

add_auth _entry("\x50\x4D\x4D\x56", "\x17\x164\x11\x10\x13", 5);

add _auth _entry("\x51\x57\x52\x52\x4D\x50\x56", "\x51\x57\x52\x52\x4D\ x50 \x56", 5);
add auth entry("\x58\x4D\x4D\x56", "", 4);

Mirai2—EFHCESRRVIERER - £
ZWEBRRAHBESE  AESHEERIR
RS - —BARKIIBIOIEBEREARE S
IZHI BRSBTS DDOSIE -

"\XLA\X1AN\XIA\XTA\XTAN\X1A", 6);
"\x5A\XAF\x4A\x46\x4B\x52\x41", 5);
"\x46\x47\x44\x43\x57\x4E\x56", 5);
"\x48\x57\x43\x4C\x56 \x47\x41\x4A", 5);

HatMirailRRRISEHRIFE LR - ALEHRE
WEFEKXIEKE -

/1l
//
//
//
/7
//
//
/1l
//
//
//
1/
//
//
/!
//
//
//
//
//
//

root xCc3511
root vizxv
root admin
admin admin
root 388888
root xmhdipc
root default
root juantech
root 123456
root 54321
support support
root (none)
admin password
root root
root 12345
user user
admin (none)
root pass
admin admini1234
root 1111
admin smcadmin
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IOT ARFETH

(1:31976) OS-OTHER Bash CGI environment variable
Injection attempt

alert tcp $EXTERNAL_NET any -> $HOME_NET $HTTP_PORTS (msg:"0OS-OTHER Bash
CGI environment variable injection attempt"; flow:to_server,established;

content:"() {";

fast_pattern:only; http_client_body; metadata:policy balanced-ips drop, policy max-
detect-ips drop, policy security-ips drop, ruleset community, service http;
reference:cve,2014-6271; reference:cve,2014-6277; reference:cve,2014-6278;
reference:cve,2014-7169; classtype:attempted-admin; sid:31976; rev:5; )

Shellshock ( CVE-2014-6271 )
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e E
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B8 8955
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1
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A T() {1 UE=es -

35



IOT ARFZESTMH

I CVE-2014-6271 B9 B3R B /105098
II\ III III er| a4z, 106,

H it oy B =B  ufR4Ess  HEHT 0 [6FES

JEEASOCTEShellshock HRAEAA MM EA A - ELEF
EE R L 1E8ShellshockfSRIEE - TANMNHETE
ME(TIRE - LB T B AP AY SR B SRS R RIS -

it FERGHASTUMEREENSE - RRIE
SHBNFELY - WBKHBEREN\FEWRRAEANE - 5
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