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i SDLC (Software Development Life Cycle)
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m OWASP — ASVS
« ASVS (Application Security Verification Standard)
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fIIV1: Architecture, design and threat modelling (1/2)

Description

Verify that all application components are identified and are known to be needed.

Verify that all components, such as libraries, modules, and external systems, that are not
part of the application but that the application relies on to operate are identified.

Verify that a high-level architecture for the application has been defined.

Verify that all application components are defined in terms of the business functions
and/or security functions they provide.

Verify that all components that are not part of the application but that the application
relies on to operate are defined in terms of the functions, and/or security functions, they

provide.

Verify that a threat model for the target application has been produced and covers off risks
associated with Spoofing, Tampering, Repudiation, Information Disclosure, Denial of
Service, and Elevation of privilege (STRIDE).

Verify all security controls (including libraries that call external security services) have a
centralized implementation.
Verify that components are segregated from each other via a defined security control, such

as network segmentation, firewall rules, or cloud based security groups.

Verify the application has a clear separation between the data layer, controller layer and

the display layer, such that security decisions can be enforced on trusted systems.

Verify that there is no sensitive business logic, secret keys or other proprietary information

in client side code.

Verify that all application components, libraries, modules, frameworks, platform, and
operating systems are free from known vulnerabilities.

Vo o Y wm e N go
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OWASP Top 10 ¥ BRI
Al - Injection ° ° REE S ELRE S PR
A2 - Broken Auth. & R *#E B R ﬁﬁ%
Session Management o ® 1 w:g 3 SRR B AT
B Ry =
A3 - Cross-Site Scriptin
(XSS) PHng L L REE L RE S PR
A4 - Insecure Object Ui RN - A
References * ® lmmrenaor o spem
A5 - Security , sz rs
Misconfiguration ¢ B RAL ~ S R2 BRI
A6 - Sensitive Data
AT - Missing Function Level BR s 2
Access Control * * lpmreiiiorrim
A8 - Cross Site Request o o o =R S ERN R NP3 | A
Forgery (CSRF) fRFm i
5 '_\,D};g]%\?qr]v}\
A9 - Using Components o o o ° £ /,,\;g;i N 3 AN
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EREE IEJ_
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m OWASP

 OWASP (Open Web Application Security Project)
OWASPH - BR4 %> B » EP o Fitfrad e
IR ARR e S

e J B >E X
— OWASPTop 10 (&= ~ gt & 3% >33 8L)
— OWASP Mobile Top 10 (- = ## 5% % % > 33 81)

— ASVS (Application Security Verification Standard)
(B* A2 % 2w EE)

— SAMM (Software Assurance Maturity Model )
(FREE 2 HAE)

TR %R ¢ http://www.owasp.org
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fif OWASP TOP 10 2013 £ 2017 RC1

OWASP Top 10 - 2013 OWASP Top 10 - 2017 RC1
Al - Injection Al - Injection
PERPNE = o RPN o
A2 — Broken Authentication and Session Management A2 — Broken Authentication and Session Management
ARTRES ARG 2 4TSRS R AE L
A3 — Cross-Site Scripting (XSS) A3 — Cross-Site Scripting (XSS)
B34k s B ur Ak s i
A4 — Insecure Direct Object References A4 — Broken Access Control
EET SR S 1 % st B ] B )
[ Merged with A7 A4 — Broken Access Control (Original [ Original category in 2003/2004 ]
category in 2003/2004) ]
A5 — Security Misconfiguration A5 — Security Misconfiguration
F R > ERK T ? R > ERK T
A6 — Sensitive Data Exposure A6 — Sensitive Data Exposure
AR THERA AR TR R B
AT — Missing Function Level Access Control AT — Insufficient Attack Protection
ERaF st IETERS AL AN R T
[ Merged with A4 ]
A8 — Cross-Site Request Forgery (CSRF) A8 — Cross-Site Request Forgery (CSRF)
Bih Lk Bk h faR
A9 — Using Components with Known Vulnerabilities A9 — Using Components with Known Vulnerabiities
% e arifF & % e arifF &
A10 — Unvalidated Redirects and Forwards A10 — Underprotected APIs
AL EFEOE TR g% A 5 %2 e API
[ Dropped ]
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BRI

, (i& * OWASP
Risk Rating
Methodology)

Injection

P S Attack ) BT Security @snssnnnshag Technical g .. k.9 Business
Threat Vectors Weakness Impacts Impacts

Agents
Application /
Business Specific

Prevalence Detectability
COMMON AVERAGE

Application Specific

Consider anyone Attacker sends Injection flaws occur when an application [ Injection can result | Consider the
who can send simple text-based sends untrusted data to an interpreter. in data loss or business value of

untrusted data to attacks that exploit [ Injection flaws are very prevalent, corruption, lack of Jthe affected data
the system, the syntax of the particularly in legacy code. They are often Jaccountability, or and the platform
including external targeted found in SQL, LDAP, Xpath, or NoSQL denial of access. running the
users, internal interpreter. Almost | queries; OS commands; XML parsers, Injection can interpreter. All data
users, and any source of data | SMTP Headers, program arguments, etc. sometimes lead to | could be stolen,
administrators. can be aninjection [ Injection flaws are easy to discover when [ complete host modified, or
vector, including examining code, but frequently hard to takeover, deleted. Could your
internal sources. discover via testing. Scanners and fuzzers reputation be

can help attackers find injection flaws. harmed?

Am | Vulnerable To Injection? How Do | Prevent Injection?

ek =
- ’} '—‘ . The best way to find out if an application is vulnerable to Preventing injection requires keeping untrusted data

injection is to verify that all use of interpreters clearly separate from commands and queries.
4 separates untrusted data from the command or query. For 1. The preferred option is to use a safe APl which avoids the
; SQL calls, this means using bind variables in all prepared use of the interpreter entirely or provides a

statements and stored procedures, and avoiding dynamic parameterized interface. Be careful with APIs, such as

queries. stored procedures, that are parameterized, but can still

_ || checking the code is a fast and accurate way to see if the introduce injection under the hood.

» application uses interpreters safely. Code analysis tools can 2. If a parameterized APIis not available, you should
help a security analyst find the use of interpreters and trace carefully escape special characters using the specific
the data flow through the application. Penetration testers can escape syntax for that interpreter. OWASP’s ESAPI
validate these issues by crafting exploits that confirm the provides many of these escaping routines.
vulnerability. 3. Positive or “white list” input validation is also
Automated dynamic scanning which exercises the application recommended, but is not a complete defense as many
may provide Insight into whether some exploitable injection applications require special characters in their input. If
flaws exist. Scanners cannot always reach interpreters and special :haracters are required, only ap’proaches 1.and 2.
have difficulty detecting whether an attack was successful. above f"”” rpake their use S?fe; OWASP's ESAPI hi’?a“
Poor error handling makes injection flaws easier to discover. extensible library of white list input validation routines.
Example Attack Scenarios References

I,{ ] % f}' . Scenario #1: The application uses untrusted data in the OWASP . _i" * sl
B construction of the following vulnerable SQL call: b F‘ /)

* OWASP SQL Injection Prevention Cheat Sheet
String query = "SELECT * FROM accounts WHERE -
custl%g"' +¥equest getParameter("id") + "'"; « OWASP Query Parameterization Cheat Sheet

Scenario #2: Similarly, an application’s blind trust in + OWASP Command Injection Article

frameworks may result in queries that are still vulnerable, « OWASP XML eXternal Entity (XXE) Reference Article
(e.g., Hibernate Query Language (HQL)):

a

* ASVS: Output Encoding/Escaping Requirements (V6)

Query HQLQuery = session.createQuery(“FROM accounts

WHERE custID="" + request.getParameter("id") + ""); * OWASP Testing Guide: Chapter on S5QL Injection Testing
In both cases, the attacker modifies the ‘id’ parameter value External
in her browser to send: 'or '1'="1. For example: « CWE Entry 77 on Command Injection
http://example.com/app/accountView?id=' or '1'='1 + CWE Entry 89 on SQL Injection
This changes the meaning of both queries to return all the « CWE Entry 564 on Hibernate Injection

records from the accounts table. More dangerous attacks
could modify data or even invoke stored procedures.

e — o = i N oo
FAL KR http://www.owasp.org — OWASP Top 10 2013 csTI BZRRTRIMN
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I S524FRE (Vulnerability Database) (1/5)
NVD R A S,

Standards and Technology

#GENERAL~ 3 VULNERABILITES~ & VULNERABILITY METRICS»  APRODUCTS~ [ CONFIGURATIONS (CCE) @INFO~ +OTHERSITES» Q SEARCH~

National Vulnerability Database

New Data Feeds

BETA JSON Vulnerability Feeds Now Available!

NVD Primary Resources Latest Scored Vulns

+ Vulner: Search Engine

Showing some of the latest 20 scored vulnerabilities from the NVD, updated once per hour.
+ Nationa am (Security

configuration guidance) Vuln ID & Summary 6 CVSS Severity <&

. SCAP CVE-2017-7032 — An Issue was discovered in certain Apple products. va:
macOS before 10.12 6 is affected. The issue involves the "kext tools" v2

sualizations compenent. It allows aftackers to execute arbitrary code in a privileged
. ds (CVE. CCE. GPE. CVSS, XGCDF, context or cause a denial of service (memory corruption) r
OVAL) Published: July 20, 2017; 12:29:01 PM -04:00

CVE-2017-9980 — In Green Packet DX-350 Firmware version v2.8.9.5- &8 9.3 CRITICAL
g1.4.8-atheeb, the "PING" (aka tag_ipPing) feature within the web v2

interface allows performing command injection, via the "pip" parameter.
Published: July 21, 2017; 02:29:00 AM -04:00

CVE-2017-9931 — Cross-Site Scripting (XSS) exists in Green Packet DX- V3
350 Firmware version v2.8.9.5-g1.4.8-atheeb, as demonstrated by the V2
action parameter to ajax.cgi

Published: July 21, 2017; 02:29:00 AM -04:00

CVE-2017-7069 — An Issue was discoversd In certain Apple products (I 75 HicH

Incident Response Assistance and Non-NVD NVD Primary Resources
Related Technical Cyber Security Questions:
ERT Security Operations Center
Email: soc@us-cert.gov

Subscribe to updates from NVD, SCAP, XCCDF
Vulnerability Search Engine Data Feeds and Emerging Specifications:
National Checklist Program Product Dictionary Announcement and Discussion Lists
SCAP Validated Tools Vulnerability Metrics
Visualizations Vulnerability Categories

Email: nvd@nist
Sponsored by CVSS V3 Calculator CVSS V2 Calculator mall: midgnistgov
DHS/NCCI

General Questions

Last Updated: 3/20/2017

Vo b A e A
7 kR ¢ https://nvd.nist.gov c=U c%;sz*ﬁ%ﬁi?’?ﬁ
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7 kL= 3 (DataValidation)

L1 FE3a5 5 —m'wz e 4] B o

;»
12&;:-3)4 #’ﬁ‘u;& Ié? ﬂﬁza,{-/ﬁ)\[{@’ ’ﬂﬁ%l)\?&‘} ‘;’K%Bt.l—ﬁm%pf—o

7
1.3&;;1% sas] CFREEERRE T

LAFsag » =~ % 2 i‘%%‘rl’# ~HTTP 2 245 % ks % o

2
ISR F R PR /Y ¢ 5 chE S chg = o

1.6 /sl sk E S 41 07 +*?’¢JPR$§,% 0

LT HEFHRBRLIEIF 2 o

18% & FHAEWHHAMANE 21 P AEL BTG L -

£ 4> 3238 (Authentication)

ﬁm
™

YR

QUIFEILATF NN B M K 2 A 2)F g E A R ks -

22FERATF AN B ehH U T 6o 1R R o

23FH* HTTP #2 2 me o A @B i 4 R TR 158
HTTPPOST = i i#:% -

240 REBHF RPN D2 LT 50 © 2 FRAFRRT X 25T

G

2OFERRE SRR € U 2 2 VB S R e p D N BE

20 AR A SRR A R A B G 3 Al RS

TR AR FRRR RS 2§ FEAPRT Y % D E B Azt 5]
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% > 4 F(Bug) & 4%

FAFlaw) ©

F23 i\.{; A _*‘? 5 5 A _*‘? OWASP ASVS

AR EFHMAER  BENATENRE
T g EHap P RFAR R

EE AT H e S i

BBELECN 3 Vo
3k Fiss 42 2 o

R RS e iR 33 BLIF u
Checkmarx ~ Acunetix ~ Nessus -~
Fortify SCA... Weblnspect... .
Y 7 Sehn ARRIEHRA
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S9Rn A S AL 1/3

Computer Security Resource Center

National Vulnerability Database

National Institute of
Standards and Technology

1S, Depariment of Commerce

GENERAL VULNERABILITY METRICS PRODUCTS CONFIGURATIONS (CCE) OTHER SITES

SEARCH

Vulnerabilities Search and Statistics Results

Search Results (refine search)

Sort results by:

Publish Date Descending v | ([EEH)

search Parameters:
- Results Type: Overview
- Search Type: Search All
= Keyword (text search): Adobe Flash Player

There are 1,018 matching records.
Displaying matches 1 through 20

Vuln ID

CVE-2017-3064

CVE-2017-3063

CVE-2017-3062

CVE-2017-3061

CVE-2017-3060

CVE-2017-3059

Summary
Adobe Flash Player versions 25.0.0.127 and earlier have an exploitable memory corruption vulnerability when parsing a shape outline. Successful exploitation could lead to
arbitrary code execution

Published: April 12, 2017; 10:59:03 AM -04:00

Adobe Flash Player versions 25.0.0.127 and earlier have an exploitable use after free vulnerability in the ActionScript2 NetStream class. Successful exploitation could lead to
arbitrary code execution

Published: April 12, 2017; 10:59:03 AM -04:00

Adobe Flash Player versions 25.0.0.127 and earlier have an exploitable use after free vulnerability in ActionScript2 when creating a getter/setter property. Successiul
exploitation could lead to arbitrary code execution.

Published: April 12, 2017; 10:59:03 AM -04:00

Adobe Flash Player versions 25.0.0.127 and earlier have an exploitable memory corruption vulnerability in the SWF parser. Successful exploitation could lead to arbitrary
code execution

Published: April 12, 2017; 10:59:03 AM -04:00

Adobe Flash Player versions 25.0.0.127 and earlier have an exploitable memory corruption vulnerability in the ActionScript2 code parser. Successful exploitation could lead
to arbitrary code execution

Published: April 12, 2017; 10:59:03 AM -04:00

Adobe Flash Player versions 25.0.0.127 and earlier have an exploitable use after free vulnerability in the internal script object Successful exploitation could lead to arbitrary
code execution,

CVSS Severity
va:
v2: S

e
v2 (I

va
vz KD

va:
v2: K

vz
v EREED

vz
v e

R R 733 87 L & (National Vulnerability Database )

THEBHABZATALEREEN T » ARFETIFEART o

https://nvd.nist.gov/
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woof| GERERRAzsERsEEEec RGN SAR  EXERENR  EERXBEERE  ERISERE  8HES

National Center for Cyber Security T

.

© [EF « EAENDEL] MAFAOMce Word EEZMIHEERRAOLE)ZESHERE A UETERNTEISEAE
04/11/2017

© S=ERREMicrosoft ISEIWebDAVERE EEEE E 555 E(CVE-2017-7269) » /5L

© =ERZEMoodleF&FEPHPI4EE A (Object Injection)35 25

(CVE-2017-2641) » 55
03/23/2017

© Cisco IOSEI0S XEREFHREEEBEFETH=RE(CVE-2017-3881) - EUWBIAERNTE EHE

HE  SEERILERESERE

03/23/2017
© HERRZFApache Struts 2 EAFNESERNTESERE ZRF(CVE-2017-5638) « g

03/08/2017
© NOSQLEHEEZEEESSEERE SNTETISESEUSHENE  TESFAEERESSFEZEE

02/18/2017
© Zend-MailFEAFUESERNTESEAS 2 RE(CVE-2016-10034) » EEZBERLIETIEE

01/06/2017
© SwitMallerEEAF KB EERNTESEAB 2R E(CVE-2016-10074) « BEEEILETISE

01/06/2017

FRIRFRFHE % > € F BRI < (NCCST) iHF 24
https://www.nccst.nat.gov.tw/Vulnerability
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Microsoft E:ZE A

g - JIEED CVE RSEiES HE KERITHEELAS
=3

mESERz2iE £

B - RERE AEETEER 2#E REFS
2017/3/14 MS17-023 4014329 Security Update for Adobe Flash Player EX
201773114 MS17-022 4010321 Security Update for Microsoft XML Core Services EE
2017/3/14 MS17-021 4010318 Security Update for Windows DirectShow EE
201773114 MS17-020 3208223 Security Update for Windows DVD Maker ES
201773114 MS17-019 4010320 Security Update for Active Directory Federation Services EE
201773714 MS17-018 4013083 Security Update for Windows Kernel-Mode Drivers S
201773114 MS17-017 4013081 Security Update for Windows Kernel EE
201773114 MS17-016 4013074 Security Update for Windows IS EE
201773114 MS17-015 4013242 Security Update for Microsoft Exchange Server EE
2017/3/14 MS17-014 4013241 Security Update for Microsoft Office EE
2017/3/14 ME17-013 4013075 Security Update for Microsoft Graphics Component EX
201773114 MS17-012 4013078 Security Update for Microsoft Windows EE
2017/3/14 MS17-011 4013076 Security Update for Microsoft Uniscribe EE

Microsoft F# % 2 22
https://technet.microsoft.com/zh-tw/security/bulletins/
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ORACLE’

Oracle Technology Network >

Embedded

Bl & Data Warshousing
NET

New 10 Java

Cloud Computing

Big Data

Security

Enterpriss Architecturs
Digital Experience

Service-Oriented Architecture

Topics >

Sign In/Register Help Country » Communities v |am a..

Products Solutions Downloads

Security

~ lwantto... v

Search

= 5 ll\\ﬁ

Q

Store Support Training Partners About

Critical Patch Updates, Security Alerts and Third Party Bulleting

This page lists announcements of security fixes made in Critical Patch
Critical Patch Update Advisories and Security Alerts are released. It is
‘explained in the page linked below. Security fixes in third party produc
Bulletin, whose purpose and location is explained below.

# Click here for instructions on how to configure email notifications.
*+ Click here to read the Technical White Paper, "Critical Patch Updati

This page contains the following sections:

Appendix - Oracle MySQL

=|

|OTN

Oracle My SQL Executive Summary

=&AL 4/4

Thig Critical Patch Update contains 40 new security fixes for Oracle MySQL. 11 of these vulnerabilities may be remotely exploitable without authentication, i.e., may be exploited
over a nefwork without requining user credentials. The English text form of this Risk Matrix can be found here.

Virtualization

Critical Patch Updates
Security Alerts

Third Party Bulletin

Oracle MySQL Risk Matrix
Mobile Gomputing

8;:32‘\-)&“;5;!??; 56 Buletn Remote CWSS VERSION 3.0 RISK (see Risk Matrix Definitions)
Sub- Exploit Supported Versions
;zﬁ\c\‘ce:u\nerabnmea Fixed CVE# Component component Protocol ithout | Base | Attack | Attack |Privs | User Scope Confid- | Inte- | Avail- Affected Notes
Reporting Security Vulnerabilities N-“h-? Score Vemr Cornp'ex Req'd l"teract entlalﬂy gnty ab.llw
References 3.1.6.8003 and
MySQL L ;

” - g N Monitoring: General | MySQL . . . earlier, 3.2.1132 and
Critical Patch Updates 7 CVE-2017-6638| Enterprise (Struts 2) Protocol | YeS | 100 |Networkl Low |None| Nonme |Changed High |Hign| Hioh |“C2i =25 o2
Critical Patch Updates are collections of security fixes for Oracle prodi Monitor and earlier
They are released on the Tuesday closest to the 17th day of January, !

- 18 July 2017 2 MySQL Workbench: Security: | MySQL Un- . . . .

+ 17 October 2017 (CVE-2016-6303 Workbench | Encryption (OpensSL) | Protocol Yes 98 [Metwork| Low |MNone| Mone changed High |High| High | 6.3.2 and earlier

+ 16 January 2018

« 17 April 2018
Starting with the Qctober 2013 Critical Patch Update, security fixes for MySQL MySQL . ~ . . -
schedule. (CVE-2017-3523 Connectars ConnectoriJ Erotocol Mo 8.5 [Network| High Low | Mone |Changed| High |High| High | 5.1.40 and eariler
A pre-release announcement will be published on the Thursday prece MYSQL 3.1.6.8003 and
The Crital Pateh Updates roloased o datoarelsec e flowna  |OVE-2017-3306| Enterprise | Monitoring: Server | SobCs | No | 83 [Networ Low | High [Required|Changed| High |High Low [S371e 321762 00
I Critical Patch Update Monitor and earlier
Critical Patch Update - April 2017 MySQL
Critical Patch Update - January 2017 [y . "

S - - Backup: ENTRBACK | MySQL Un- : 3.12.2 and earlier,
Critical Patch Update - Octaber 2016 CVE-2016-2176| Enterprise Yes | 8.2 |Network| Low |None| None Low [None| High =
Gritcal Batoh Update - July 2015 Backup (OpenssL) Pratocal changed 9| "4.01 and earlier
Critical Patch Update - April 2016

- g MySQL Workbench: Security: | MySQL Un- . .
[CVE-2016-2176 Workbench | Encryption (OpenSSL) | Protocol Yes 8.2 [Network| Low |None| MNone changed Low |None| High 6.3.7 and earlier

N\ 4

Oracle £ <= { # =4

https:IIWV\AN.oracle.com/technetwork/toplcs/secu rity/whatsnew/index.html
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m Secure Socket Layer (SSL)

 #H X DN
— Secure Sockets Layer (SSL) ¢ SSLv2 ~ SSLv3 # & 2>
— Transport Layer Security (TLS) :
e TLSv1O# % 2>
« TLSV114cTLSV1I2 M AFRE % 2 4E
° B CARERT
- https://W|k|.mozHIa.org/CA:IncludedCAs ( Mozilla)
—  https://support.apple.com/zh-tw/HT207177 ( Apple iOS 10)

SSLv3 MZEmEFEPEAKEEIST, - S92 ER5RE

Google: MR R FCNNICH B | CVE-2014-3566 (POODLE)

FHRECNNICHRE it&v ETREChrome NERBHNERAMR—HBH - B7
REFENES  BHNGo g! ﬁ*ﬁd_%z 5/ Chrome S &S BEAHICNNICE

THEEEREERMHRA(NIST) HNE RS ERE(NVD) R MBS ERECVE-2014-3566
(POODLE) [1-5] EBREABEUEERFRAEARFMEIEASSLVINEREEUESRFE
THEEANE  EEREEESIHTTPSHEERANAR  EEnARSIRETEE EMNERE

¥e have decided p— FEnEEEn S E%8E=H (cookies, and/or authorization header contents) -
that

the CNNIC Root
and EV CAswill no

longer be REFRFEEEN EEREESFEIEESCEsATES(LIrnEIREGERSE)MERS
SSLITLSHREEHN  ERFASSLVIZEEZEHLITLSVI 2EBIERE - U HF&FEETLS
MEEE®S  SEEEFEHESSUHEIREG -

recognized in
Google products.

%ET. St Bl
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https://wiki.mozilla.org/CA:IncludedCAs
https://support.apple.com/zh-tw/HT207177

m 4L SSL 222 4 al

@ QUALYS‘ SSL LABS Home  Projects Qualys.com  Contact

You are here: Home = Projects = SSL Server Test

SSL Server Test

This free online service performs a deep analysis of the configuration of any SSL web server on the public Internet. Please note that the

information you submit here is used only to provide you the service. We don’t use the domain names or the test results, and we never
will.

Hostname: H Submit |

! Do notshow the results on the boards

Qualys SSL LABS

https://www.ssllabs.com/ssltest/
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m SZERNKIR
¢« T AT >ER
FrRRRrFEEL >¢4
77z
http://www.nicst.ey.gov.tw/News Content.aspx?n=626B7A2643794AB0&sm
s=C43ECA251722A365&s=7167B7BF3097234D

%27 kB

A% > hte

(TR B RF L& D g WPTIRIE P o -F DI R AR, 5
https://www.nccst.nat.gov.tw/CommonsSpecification?lang=zh

OWASP ASVS 3.0.1

https://www.owasp.org/index.php/Category:OWASP_Application_Security V
erification_Standard_Project

SDL = ¥ ¢ % iz 45 %
https://www.microsoft.com/en-us/download/details.aspx?1d=1330

o

F A B T AR (FE R (1045
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11 SEENRKR
. OWASP Top 10

https://www.owasp.org/index.php/Category:OWASP_Top_Ten_Project

« CWE/SANS Top 25
http://cwe.mitre.org/top25/

« WASC Threat Classification
http://projects.webappsec.org/w/page/13246978/Threat%20Classification
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