
Copyright of STI

2018 / 8



Copyright of STI

(Fred.Weng) < fred.weng@sti.com.tw >

: - -

(1996 ~ )
(C++ ASP.NET C#):

–
CMMI 
SOC (Security Operation Center)
DLP (Data Loss Prevention)
APT (Advanced Persistent Threat)

(2007~Now)

CEH CISSP CSSLP CISM



Copyright of STI

M : 

C I A

–
–
– APT
–
–
– IoT



Copyright of STI
4https://cf-amod9fa3ka.zi.org.tw/wp-

content/uploads/2018/03/1520469219-
166ee4bb447113d6754c63b5fd73a44a.png



Copyright of STI

Hacker

https://zh.wikipedia.org/wiki/%E9%BB%91%E5%AE%A2

Cracker
Hacker

Script Kiddie
Cracker

5

http://www.isumu.jp/img/tc3522/a01-thumb.jpg



Copyright of STI

:

6
https://img.depo.ua/original/Feb2018/369682.jpg



Copyright of STI
7



Copyright of STI
8

https://tw.appledaily.com/headline/daily/20130716/35152583



Copyright of STI
9



Copyright of STI
10

2013 10 16



Copyright of STI
11

http://news.ltn.com.tw/news/society/paper/1117773



Copyright of STI
12

http://y3.ifengimg.com/e86
416e8b80ad6fe/2015/1015
/rdn_561ee397e3d4d.jpg

http://news.ltn.com.tw/news/society/paper/596802



Copyright of STI
13

http://www.cna.com.tw/news/aopl/2018053002
57-1.aspx



Copyright of STI
14

https://www.ettoday.net/news/20180
121/1097163.htm



Copyright of STI
15

http://asahichinese-f.com/society/11131156



Copyright of STI
16

https://www.setn.com/News.aspx?NewsID=361551



Copyright of STI
17

https://www.nownews.com/news/20140406/1179711



Copyright of STI

:

18

https://encrypted-
tbn0.gstatic.com/images?q=tbn:ANd9GcRkQ_C07MsZFOx8PS0
G4TUDmWUHjp4t93uJHkiJnUdwipwuRf6H



Copyright of STI
19



Copyright of STI
20



Copyright of STI
21



Copyright of STI
22



Copyright of STI
23

https://read01.com/zh-tw/2OaAzE.html#.W1F79dIza70

http://www.scs.k12.al.us/docs/_full_/building/4/reportca
rd.jpg?id=8964&thumbwidth=360&fullwidth=500



Copyright of STI
24

https://tw.appledaily.com/new/realtime/20180728/1400055/



Copyright of STI

:

25
http://imgs.ntdtv.com/pic/2017/1-6/p7930061a209830193.jpg



Copyright of STI
http://www.appledaily.com.tw/realtimenews/article/new/20131105/286916/

–

http://udn.com/news/story/6809/935362-
%E5%8C%97%E9%9F%93%E9%A7%AD%E5%AE%A2%E8%B6%85%E5%A8%81
%EF%BC%9F%E3%80%8C%E8%83%BD%E6%AE%BA%E4%BA%BA%E6%AF%8
0%E5%9F%8E%E3%80%8D



Copyright of STI
27

http://www.chinatimes.com/realtimenews/20170522000824-260408



Copyright of STI
28

https://newtalk.tw/news/view/2017-05-26/87681



Copyright of STI

61398 (2014/5/20)
– https://zh.wikipedia.org/wiki/%E4%B8%AD%E5%9C%8B%E4%BA%BA%E6%B0

%91%E8%A7%A3%E6%94%BE%E8%BB%8D61398%E9%83%A8%E9%9A%8A

29



Copyright of STI
30

https://www.crowdstrike.com/blog/meet-the-adversaries/
http://www.slideshare.net/CrowdStrike/crowdcasts-monthly-when-pandas-attack

2014.9



Copyright of STI
31

http://news.ltn.com.tw/news/society/breakingnews/2368309

http://news.ltn.com.tw/news/politics/breakingnews/2414965

http://news.ltn.com.tw/news/politics/breakingnews/2386684



Copyright of STI
32

http://fsp.youthwant.com/images/580_683623801734394.jpg



Copyright of STI
33

https://www.haber3.com/files/2017/7/20/4865216/saka-degil-gercek-tuvaletini-
yaparken-aslanlara-yem-oldu-jPv.jpg?v=aa1500533172



Copyright of STI
34

http://www.mtsc.com.tw/images/service/Network.gif

http://pic.pimg.tw/ckmia/1345818678-4234932945.jpg



Copyright of STI

DMZ 

35
http://www.gridgit.com/post_dmz-server-diagram_51598/



Copyright of STI

-
-
-
- -> SQL Injection, XSS..

Framework
- .NET, Java, 3rd party libraries

- backup files
- source code files
- config files

- SSL config
- HTTP config



Copyright of STI

Network vs. Application

37

https://www.edgescan.com/assets/docs/reports/edgescan-stats-report-2018.pdf



Copyright of STI
38

Apache (2011/8)

http://fvalinux.pixnet.net/blog/post/282
49663-
%E5%A5%BD%E9%82%AA%E6%83
%A1%E7%9A%84apache-killer



Copyright of STI

OS (2014/9)
https://www.ithome.com.tw/news/91143



Copyright of STI
40

http://devco.re/blog/2014/09/30/shellshock-CVE-2014-6271/



Copyright of STI
41



Copyright of STI
42

:



Copyright of STI
43



Copyright of STI

Openssl HeartBleed

44

OpenSSL
1.0.1g / 1.0.2-beta2

: http://xkcd.com/1354/

:

SSL (2014/4)



Copyright of STI
45



Copyright of STI
46

http://www.ithome.com.tw/news/101687



Copyright of STI
47



Copyright of STI
48

https://www.ithome.com.tw/news/112282



Copyright of STI
49

https://www.cirt.net/passwords



Copyright of STI

Tool : hydra

50

https://raw.githubusercontent.com/flywheelsports/
hydra/HEAD/hydra.png



Copyright of STI

: OWASP Top 10 (2013)

51

https://www.owasp.org/index.php/Top_10_2013-Top_10



Copyright of STI
52

SQL Injection ( :1998 ~ :?)

SQL 



Copyright of STI

SQL

53

•Bypass Authentication
•Error Based
•Union Based
•Update Based

•Blind
•Batch Queries
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