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AS-Path Length
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Six degrees of separation

+ all living things and everything else in the world are six or fewer
steps away from each other.

* a chain of "a friend of a friend" statements can be made to
connect any two people in a maximum of six steps.

+ Originally set out by Frigyes Karinthy in 1929 and popularized in
an eponymous 1990 play written by John Guare
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all living things and everything
in 2018/12

« HTEK A
+ 7,662,668,199 (76(%)
+ https://countrymeters.info/ct/World
+ Facebook monthly active users
+ 2,320,000,000 (23(%)
+ |Pv4 2585 (2732)
x+ 4,294,967,296 (42{8)
+ BGP Prefixes p&FHZEH]
x+ 784,801 (78H)
+ Autonomous System(AS) 2= &q
+ 63,400 (6,3F)
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How to Verify?

Six degrees of separation

* Facebook

« BT AEATALRIAREZERTA FB IRS?

* [race Route Max Hops

+ |IP Header: TTL max: 256(8-bit)

Operating System Time To Live
Linux (Kernel 2.4 and 2.6) 64
Google Linux 64
FreeBSD B4
Windows XP 128
Windows Vista and 7 (Server 2008) 128
i0S 12.4 (Cisco Routers) 255
Android/Apple 64
Juniper/F5 254

https://subinsb.com/default-device-ttl-valueg

Device f 05 Version Protocol TTL
AlX TCP &0
AlX uppP 30
AlX 3.2, 4.1 1ChMP 255
B5DI BSD/OS5 3.1 and 4.0 ICMP 255
Compa Trugd 5.0 ICMP 64
Cisco IChP 254
DEC Pathworks V5 TCP and UDP 30
Foundry IChMP 64
FreeBsD 2.1R TCP and UDP &4
FreeBsSD 3.4,4.0 1ChMP 255
FreeBSD 5 IChP 64
HP-UX 9.0x TCP and UDP 30

http://noahdavids.org/self published/TTL_values.html




How to Verify 6 degrees of separation?
Time to Live (TTL)

+ TTL: Internet to WAN (Z X 24 Hours)

@ Count 64 55 9 128-125: 3
- 128-116=12
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How to Verify 6 degrees of separation?
Time to Live (TTL)

+ TTL Counts: Internet to WAN (ZX 24 Hours)

Table: TTL
50th percentile of  Average Loewer Standard Deviation Upper Standard Deviation
netflow.xxl netflow.txl of netflow.txl of netflow.txl
10 11.631 -3.828 27.09
4,000,000

3,000,000
S 2,000,000

100 D00

a --.
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netflow ttl: Ascending
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How to Verify 6 degrees of separation?
BGP AS-Path

+ BGP AS-Path

RPAO/RSPO/CPUO :WAN 9904#sh ip bep
Network Next Hop Metric LocPrf Weight| Path
¥ 1.0.0.0/24 140,112.0.,34 150 Of 9264 4635 13335 1| AS-Path
* 140,112.0,38 10 Ol 9264 4635 13335 1
¥ 1.0.128.0/24 140.112.0.34 150 0 9264 4635 32040 23969 7
* 140.112.0.33 10 0 9264 4635 33040 23969 7
* 140, 112.0.70 150 0 1659 3462 4209 32040 23969 7
¥ 211,22 .226 202 200 0 3462 4809 38040 23969 7
¥ 1.0.129.0/24 140.112.0.34 150 0 9264 4651 23969 7
* 140.112.0,38 10 0 9264 4651 23969 7
* 140, 112.0.70 150 0 1659 3462 4209 32040 23969 7
¥ 211.22.226 202 200 0 3462 4809 32040 23969 7
<5 /AS: 4635)
AS 13335 (%)
# ]
Cloudglgrgu—z’
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IPv4 address exhaustion

IPv4 address exhaustion that occurred before 2011 and 2015 did not
slow down the speed of IPv4 table growth, instead it accelerated the
fragmentation of IPv4 space.

https://en.wikipedia.org/wiki/IPv4_address_exhaustion
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Total BGP AS counts
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* lotal Received BGP Prefixes: 116,902

IID Refc
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NTU WAN Router
Top 3 Max AS-Path Length

+ AS-Path Length: 34

+ 9264 4635 8359 29076 196691 196691 196691
196691 196691 196691 196691 196691 196691 196691
196691 196691 196691 196691 196691 196691 196691
196691 196691 196691 196691 196691 198130 198130
198130 198130 198130 198130 198130 198130 i

+ AS-Path Length: 32

x 92064 15412 12880 12880 12880 12880 12880 12880
12880 12880 12880 12880 12880 43754 202269
202269 202269 202269 202269 202269 202269 202269
202269 202269 202269 202269 202269 202269 202269
202269 202269 202269 |

+ AS-Path Length: 26

+ 9264 15412 45899 45557 45557 45557 45557 45557
45557 45557 45557 45557 45557 45557 45557 45557
45557 45557 45557 45557 45557 45557 45557 45557
45557 45557 i
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NTU WAN Router
BGP AS prepend

*+ Advertisement to TWGate
I‘:P H_RHPH {‘PUH ‘iHH Ga0¢ .'

AS Path

17716 177161
17716 177161
1??1h laalﬁi

17716 177161

18 From AS Path
14H 112.0.33 Local 177161
140.112.0.33 Local 177161
140.112. 3 Local 177161
140.112.0.33 Local 177161

20



AS-Path too long

Conclusion

» S Internet IREZH, ISP {i7 I A HAVIF IR EARES, ALk
AR A[gEsF A SR ASN 7R 4% 255 AS-Path I ez
HYTE L.

« H A TANet Fra BH5rES Has PG EERR H] AS Path & EEE.

+ Limit the number of AS path to prevent the
router from expending too much memory

when it stores a very long AS path
x (config)# router bgp 1659
+ (config-router)# maxas-limit 50

cT

[
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Threats of Border Gateway
Protocol



Threats of Border Gateway Protocol

+ BGP: antiquated design protocol

+ Lack of adoption of encryption or automatic
verification methods.

+ Common Problems
+ BGP Overage
+ BGP Hijacking
+ BGP Leaks

23



BGP Outages
« EEFEIRUGE] BGP B HTEE

* Ihe default advertisements
x 30 seconds for eBGP
x D seconds for iBGP.

24



BGP Hijacking

+ Partial BGP Hijacking

+ Two AS announce an identical IP prefix with the
same prefix length.

+ Complete BGP Hijacking

* An AS announces a more specific IP prefix than
the actual owner of the prefix.

25



BGP Leaks

* an announcement from an AS of a learned
BGP route to another AS.

+ [he propagation of routing announcements
beyond their intended scope.

* Leaks can be accidental or malicious but
most often arise from accidental
misconfigurations.

* Ref. RFC 7908 definition

26



No BGP Leaks
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BGP Leaks
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BGP Stream Web Site

+ https://bgpstream.com/

+ BGP Stream Is a free resource for receiving
alerts about hijacks, leaks, and outages in
the Border Gateway Protocol.

+ Monitor and compare the changes of AS-
Path from it’s collector peers.

+ |t can not cover 100% changes of AS-Path in
the world.

29



Outages

Eaurce: BGPStream

All Events for BGF '-trP am.

Start
Event Country time End time More
type ASH

WTC  UTQ Mo

2019-05-  2019-05- Mare
METCOMMECTWIFI-AS Net Connect Wifl Pt Ltd, 1N (A3 K) 0F 0 ﬂ F'-H_“

Q64400 0 Ih 4800 o

hare
detail

hlore
detail




BGP Outage



Event

type

Outage

Country

BGP Outage
ASN 18182 (SONET)

ASN

SONET-TW Sony Network Taiwan Limited, TW (AS 18182)

Start time
(UTC)

20181119
01:25:00

End time
(UTC)

2018-11-19
01:44:00

Beginning at 2018-11-19 01:29:00, we detected an outage for ASN 18182 (SONET-TW Sony Network
Taiwan Limited, TW).

Start time: 2018-11-19 01:29:00 UTC

End time: 20158-11-19 01:44:00 UTC

Number of Prefixes Affected: 73 (98%)

32

https://bgpstream.com/event/160356




ASN 18182

Before BGP Outage
' SO

Number of collector peers: 258
Selected RRCs: 0,1,3,4,5,5,7,10,11,12,12,14,15

Total number of events: 1335

Date and time: 2018-11-1% 01:15:00

m ( Collector peer :] ( Other ) Dynamic path Static path
_— £390 —— Prre—

IETRE 7385 | EELEY)
@ 23947
8283

2907 1738
59103 6939
12779 35280

S

T

d 1299
. 45796

. .
h 31027 2356

\\ v
*\ m 7349

-

\
b

I
™~

Period: 1 hours 25 mi %
- \ y N
AN E e N B RLRE
| "\\_ X J' i &
(RNl T NN RN NN ER R RN N A R R A R R R R R R R RN NN NN NN NN RN RN RN R RN NN RRRRRERRRRRRERRRRRNRRRRERREEENE
1sec M Initial state "1 Path Change B Announce B wWithdrawal =3
=5 = = =5 = = =% = = ] ] = = ] =5 = = =5 = = =% = = =% ] = = ] = >
1m 1m 1m 1m 1.m
27 = 3= 16 = 3= 52 = 36 = 27 = 30 = 40 = 1= 1= 1= 1= 1=




Type: A = pathchange Involving

ASN 18182
BGP Outage

1 219.84.0.0/18

Short description: The route 1285% 32537 1239 9505 18182 is changed to 1285% 2914 2914 2914 2914 3505 18182

Path: 12859, 2914, 9505, 18182,

Date and time: 2018-11-1% 01:39:32 Collected by: 00-213.136.1.132

59103
12779 35280

Ry

T

13237

98% prefixes disappear

m I: Collector peer ) ( Other

) Dynamic path Static path

—

£979D —
IETAE 7385 | EESEY

2907 1798
O & =

2?553

= (s
=

395
27357 ~ 43996 34279

—, 3549 ST

Period: 1 hours 25 minutes 0 seconds [133290 events]

6762 3102722356 B

—

Current instant: 2018-11-19 01:39:39

-— | S R _
IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII trrrrrrerrrerrrrrrrerrrrrrrrrrrrrrrrrrrrrrrrrrrel

< = =0 =0 = = = = = = CdeCD = = =
i5 Is 33s 30 s 48 5 16 s 12 s

16409

23947

7849

45796



ASN 18182
Recovery from BGP Outage

Type: W > withdrawal Involving: 219.84.0.0/18
Short description: The route 28788, 2914, 9505, 18182 has been withdrawn.

Date and time: 2018-11-19 01:44:45 Collected by: 00-62.133.192.15 Q@@

m (_Colllector peer ) (_ Other ) Dynamic path ""S‘;t-a-t;c-;)-a-til-"-

28788 7385 ) EEIEY g
R
2907 1798

[STAY.
r’ '\‘
f \
. / \
/

:
\.,‘
N
- 701
N ' (%] 33362
= e y

e SN—_— =

£99D

7922

/33604
—(20205]

’V /- (as00Y

Period: 1 hours 25 minutes 0 seconds [1229 events] Current instant: 2018-11-19 01:44:46 E

I
L)

-\ i
[
R R N R R N R R N R RN R R RN R R R RN NN R R RN RN R R RN RN R RN RN RN RR R RN NN R NN RN N RN RN RRNR RN RN ERNERNR

&=
< +l> <+ <@+ |, > s @ 2+ @ P
33s 30s 48 s 16 s 12 s A2 s 115 Ts 47 s




BGP Outage
ASN 9916 (NCTU)

Event Count Start time End time
type Y | asn (uTC) (uTC)
Outage NCTU-TW National Chiao Tung University, TW (AS 9916) ;g_’f_‘_%%u

Beginning at 2019-03-12 23:51:00, we detected an outage for ASN 9916 (NCTU-TW National Chiao Tung
University, TW).

Start time: 2019-03-12 23:51:00 UTC

MNumber of Prefixes Affected: 63 (96%)

https://bgpstream.com/event/197956
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Type: Initial state

ASN 9916 (NCTU)
Before BGP Outage

Selected RRCs: 0,1,3,4,5,6,7,10,11,12,13,14,15 QOQ
Total number of events: 55
Date and time: 2015-03-12 23:41:00

:’ Dynamic path Static path

T (Coector peer ) (Ot

Peried: 2 hours 10 minutes 0 seconds [69 events] Current instant: 2019-03-12 23:41:00 -

rerrrreeni ':III'/.:'..l"%i,fl%lél?%lIIIIIII%:%T%??IF??H?HIHHIII||||||||III|||||||| ‘\‘13030 ------ N

M Initial state [0 Path Change [ Announce W withdrawal

3 m = = = = = = = = = = = = =
13s 5s Is 4s Gs 5s 1s




ASN 9916 (NCTU)
e BGP Outage

Short description: The route 58473, 4826, 6939, 13536, 16384, 1351, 11537, 23855, 7660, 9264, 7539, 9916 has been withdrawn.

Date and time: 20159-03-12 23:52:56 Collected by: 00-103.28.72.8 @°®

QTS (Collectorpeer ) (___Other ) “pynamicpath  Static path

) (@) () €
= CORNC CEE (dizzs)
16384 [27208) (1es51)

Period: 2 hours 10 minutes 0 seconds [69 events] Current instant: 2019-03-12 23:53:27
| :

|||||||||||IIII.IIIIIII||||||I||||||||||||||||||||||||||||||||||||||||||||||||||||||||||
B Withdrawal



Prefix for ASN 9916

from dnsstuff.com

ASN 9916
Hame MCTU-TW
Description Mational Chiao Tung University, TW
# Peers 2
| # 1Pv4 Origin Ranges 1]
# IPvb Origin Ranges 1
Registrar APHIC
Allocation date Mar 28, 2000
Country Code ™

IP Ranges

W Show detailed IP ranges

Only one prefix

IP Range - Start IP Range - End
140.113.0.0 140.113.255.255
2001:0f18:0000:0000:0000:0000: 0000:0000 2001 :0F 1B feff: FAF o FAf AT A AT

https://tools.dnsstuff.com/#asninformation|type=asn&&value=9916

89



Prefix for ASN 9916

from he.net

Prefix

Description

120.106.0.0M18

Miniztry of Education Computer Center

140.113.0.0M186

120.106.64.0121

Miniztry of Education Computer Center

Taiwan Academic Metwork

140.126.0.0M86

120.108.72.0/21

Miniztry of Education Computer Center

163.159.0.016

120.106.80.0/20

Miniztry of Education Computer Center

imported inetnum object for MOEC

183.23.64.0424

120.106.96.0/20

Miniztry of Education Computer Center

imported inetnum object for MOEC

120106 112.0821

Miniztry of Education Computer Center

203,64 172.0/22

Taiwan Academic Metwork

120.106.120.0/24

Miniztry of Education Computer Center

203,64 176.0/21

Taiwan Academic Metwork

120.106.121.0024

Miniztry of Education Computer Center

203.64.154.0/22

Taiwan Academic Metwork

120.106.122.0024

Miniztry of Education Computer Center

203.63.172.0/22

Taiwan Academic Metwork

120.106.123.0024

Miniztry of Education Computer Center

205.71.213.0/24

Taiwan Network Information Center

120.106.124.0024

Miniztry of Education Computer Center

200.72.71.0:424

Taiwan MNetwork Information Center

120.106.125.0024

203.72.72.0424

Taiwan MNetwork Information Center

120.106.126.0024

Miniztry of Education Computer Center

210.60.55.0424

Taiwan Academic Metwork

120 106.128.0M18

Miniztry of Education Computer Center

210.60.166.0/23

Taiwan Academic Metwork

210.60.165.0/22

Taiwan Academic Metwork

120.106.192.0M8

SILSISISIEISISS S SSIS AN

Miniztry of Education Computer Center

210.240.200.0/23

LLSSSsssIElssE

2019/06/10
https://bgp.he.net/AS9916# prefixes

40



Number of prefixes History
* hitps://dnslytics.com/bgp/as9916 2019/06/10

Prefiues Pvd Prefives [Pve Peers [Pvg Peers IPvE Routing History

Mumber of prefixes and peers for the last 360 days.

Number of prefizes IPvd
75

-
50
28 2019-08-09
B #prefoees IPwvd: 3
D L
2018-D8-17 2HE-10-07 20M9-01-27 2048-05-19

— #prefoees [Pyvd

+ https://radar.qrator.net/as9916

AS9916 IPv4 Prefixes [y 2018-06-10 — 2019-06-10 ~

NCTU-TW

re—
Mational Chiao Tung University, @ / l’l
467th place in IPvd connectivity rating 100
| Last month: -9 positions &0
351st place in IPvE connectivity rating 60
t Last month: +76 positions an

Returning (91)




Partial BGP Hijacking
The same prefix



Partial BGP Hijack
The same prefix

Event Count Start time End time
type Y AsnN (UTC) (UTC)
FPossible Expected Origin AS: BCPL-5G BGPNET Global ASN, SG (AS 64050) 2019-04-25
Hijack Detected Origin AS- SEEDNET Digital United Inc_, TW (AS 4780) 04:40:19

Possible BGP hijack

Beginning at 2019-04-25 04:40:19 UTC, we detected a possible BGP hijack.
Prefix 1.32.216.0/24, is normally announced by AS64050 BCPL-SG BGPNET Global ASN, SG.

But beginning at 2019-04-25 04:40:19, the same prefix (1.32.216.0/24) was also announced by ASN 4780.

This was detected by 114 BGPMon peers.

Expected

Start time: 2019-04-25 04:40:19 UTC
Expected prefix: 1.32.216.0/24

Expected ASN- 64050 (BCPL-SG BGPNET Global ASN, 5G) | S ngapore

Event Details

Detected advertisement: 1.32.216.0/24

Detected Origin ASN 4780 (SEEDNET Digital United Inc., TW)

Detected AS Path 27257 6939 15412 4750
Detected by number of BGPMon peers: 114 httpS//bg pStream Com/event/202043



1.32.216.0/24
Before Hijacks

Type: 4 = announce Involving: 1.32.216.0/24
Short description: The new route 28824 16186 6939 4766 64050 has been announced

Path: 28824, 16186, 6939, 4766, 64050,
Date and time: 2019-04-25 04:32:50 Collected by: 00-213.179.56.20

T (Collecior peer) (

Other bl Dynamic path

Period: 2 hours 15 minutes 0 seconds [234 events] Current instant: 2019-04-25 04:36:22
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W Initial state B Annource [7] Path Change
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1.32.216.0/24
Hijacks

@Y Collector peer ) ( Other ) T Dynamic path Static path

lyoosal

rPeriod: 2 hours 15 minutes 0 seconds [234 events] Current instant: 2019-04-25 04:41:18 E
[

27715

-
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1.32.216.0/24

Query from other looking glass
+ https://bgp.he.net/ip/1.32.216.0

_|IP Info| [Whois| [DNS| |RBL
1.32.216.0 2019/05/05

Announced By

Origin AS| Announcement Description
AS64050 |1.32.216.0/24 [ || BGP CONSULTANCY PTELTD
AS4780 |1.32.216.0/24 BGP CONSULTANCY PTE LTD

|IP Info| |\Whois| [DNS| |RBL |
1.32.216.0 2019/06/10

Announced By

Origin AS| Announcement Description
AS64050 [1.32.192.0/18 [ || RACKIP CONSULTANCY PTE. LTD.
AS64050 |1.32.216.0/24 | |BGP CONSULTANCY PTELTD

40




BGP Hijack: 1.32.216.0/24
Query from NTU

ok Inf) Out) Up/Down | St/PixzRcd
11 4780 308 11 b 19H8482! 0 0 41wid 44732
1 4780 120 1 1 ' 0 0 41whd 4472

Status cedes: s suppressed, d damped, h history, * valid, > best
i - internal, r RIB-failure, S stale, N Nexthop-discard

- BEGP, 7 - incomplete ]
Metric LocPrf Weight Path

Origin codes: 1 - IGP, e

) thWUIL

_—
(T T
1

0. 145
.59.145
9.145 ) 4780 7
G.145 0 4780 |
G145 0 4780 7532
5145 0 4780 7532 |
.59.145 0 4780 |

). 1¢ 0 4780 i

110
]
L=

LT " O O L T
nil_nl_n
— % b

Lo L

lﬁ4 (. ﬁ 16

+ AogiH R Route

P/O/RPO/CPUD : TANe t -NTU-ASRSG12-01#s5h bep neipghbor 139.175.5%.145 routes | in 1.32.216.0

hn May 2 08:53:41.057 CST




Complete BGP Hijacking
a more specific route



Event

type

Possible
Hijack

Complete BGP Hijack

a more specific route from AS 263422

Country ASN

Expected Origin AS: AMAZON-02 - Amazon.com, Inc., US (AS 16509)
Detected Origin AS: AXES SERVICOS DE COMUNICACAD LTDA., BR (AS 263422)

Possible BGP hijack

Beginning at 2018-12-29 11:21:58, we detected a possible BGP hijack.
Prefix 52.67.0.0/16, Normally announced by AS16509 AMAZON-02 - Amazon.com, Inc., US

Start time
(UTC)

2018-12-29
11:21:58

End time
(UTC)

2018-12-29
11:28:52

Starting at 2018-12-29 11:21:58, a more specific route (52.67.162.156/32) was announced by ASN 263422,

This was detected by 3 BGPMon peers.

Expected

Start time: 2018-12-29 11:21:58 UTC

Expected prefix 52.67.0.0M16

Expected ASN: 16509 (AMAZON-02 - Amazon.com, Ing, US)

Event Details

Detected advertisement: 52.67.162.156/32

Detected Origin ASN 263422 [E] (AXES SERVICOS DE COMUNICACAO LTDA., BR)

Detected AS Path 28646 4230 263422

https://bgpstream.com/event/172435

NMatortaed By nnrmmibaer of B2 dmn mnaorc- 2




52.67.162.156/32
Before Hijack

m 'i Collector peer :' ':- Other :' Dynamic path -“-S'-I;;:EE;J-;&L““

40191
B @
7738 28646

Period: 2 hours 15 minutes 0 seconds [7 events] Current instant: 2018-12-29 11:07:05

NRNRRRRRERRNRRRRRR R RN NN R AR R RN RN RN RN RN RN RN RN RN NN NN RN R RN R AR RR AR R RN RN R AR AR NRNE
— 1 sec B Announce B withdrawal || Path Change
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45 11s 21 s gs 10 = &8s 14 s 1s
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52.67.162.156/32
| ] Hijacks

Short description: The new route 264166 263566 8167 4230 263422 has been announced
Path: 2564166, 263566, B167, 4220, 263422,

Date and time: 2018-12-2% 11:22:13 Collected by: 00-138.54.150.1

m l: Collector peer :I f: Other

) Dynamic path Static path

Why 2528 AS 155/ D72
Ans. K GHAEET 132 K&
1R824 Router ~NUg

40191

Period: 2 hours 15 minutes 0 seconds [7 events] Current instant: 2018-12-20 11:22:13

— 1 sec B Annouhce Bl Withdrawal [l Path Change
> sls M. oM 22 S e ol @
45 1M1s s &s 10 s s 14 s




tH[a] AS 263422

ABIFEL /32 /24 S=E 7 AS

Event : " Start time
et county o Partial BGP Hijack e
Possible Expected Origin AS: T20E-1 - TAKE-TWO INTERACTIVE SOFTWARE, INC_, US (AS 46555) 2019-03-04
Hijack Detected Crigin AS: AXES SERVICOS DE COMUNICACAO LTDA., BR (AS 263422) 18:42:43

Possible BGP hijack

Beginning at 2019-03-04 18:42:43 UTC, we detected a possible BGP hijack.
Prefix 104.255.105.0/24, is normally announced by AS46555 T20E-1 - TAKE-TWO INTERACTIVE SOFTWARE, INC., US.

But beginning at 2019-03-04 13:42:43, the same prefix (104.255.105.0/24) was also announced by ASN 263422
This was detected by 39 BGPMon peers.

Expected

Start time: 2019-03-04 15:42:43 UTC

Expected prefix: 104.255.105.0/24

Expected ASN: 46555 (TZ0E-1 - TAKE-TWO INTERACTIVE SOFTWARE, INC., US)

Event Details

Detected advertisement: 104.255.105.0/24

Detected Origin ASN 263422 (AXES SERVICOS DE COMUNICACAO LTDA., BR)

Detected AS Path 41405 29075 6762 4230 263422

Detected by number of BGPMon peers: 39

End time
(UTC)



104.255.105.0/24
Before Hijack

Type: Initial state
Number of ASes: 104

Number of collector peers: 59

Selected RRCs: 0,1,3,4,5,6,7,10,11,12,13,14,15
Total number of events: 103

Date and time: 2013-03-04 18:27:43

@YD (Collector peer) (_Other ) ~Gynamic path

(Y (Y
ARRER A AR RN RRRR AR RN RN R RENAR R RRRRRRRRERRRRNRR RRRRRRRRRRRRNNR RRRRRRRRRRRRNRRRRRRRRRRRRRRRNRRRRRRR R AR RN RNRRRRRRR R AR RRRRNRRRRRRRRRRRRRRRRRRRRRRARE
["] Path Change Il Withdrawal [ Prepending

[ Initial state B Announce
CDﬁmCD s =0 = = =0 = = e s =0 = = =0 = = e s =0 = = =0 = =
1s 3s 45 3s 1s 25 1s ds is 1s 1s



HE
Type: & > announce Involving: 104.255.105.0/24
Short description: The new route 52694 3549 4230 262422 has bean Fing|
Path: 52654, 3549, 4230, 263422,

Date and time: 2013-03-04 18:43:07 Collected by: 00-177.73.36.1

) Dynamic path Static path

(29075

4k 124
e AS TR

[
) S N . .
Lrrrrrrrrrrrrrrrrrrimrrrrrrrrrrrrrrrrrrrrerrrrrrrrrrrrrrrrerrrerrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrerrrrrrrrrrrrrrrrrrrrrrrre

[ Initial state M Announce [[l Path Change [l Withdrawal | Prepending

Cb'lﬁl'l'l'::) = = = = = = = = = = = = = = = = = = = = = = = = =
1s Is ds Is 1s 2s 1s 45 is 1 1s 1s




Event

type

Possible
Hijack
Possible
Hijack
Possible

Hijack

Possible
Hijack

Country

BGP Hijacks by AS 2588

ASN

Expected Crigin AS: DIGITALOCEAR
Detected Origin AS: LATNET-AS, LV

Expected Crigin AS: ERX-CERNET-BKE China

Detected Origin AS. LATNET-AS, LY

Expected Crigin AS: COGENT-174 -
Detected Origin AS. LATNET-AS, LV

Expected Origin AS: LEASEWEB-DE

(AS 2588)i
(As 2588)|

(As 2588)|

-FRA-10, [

Detecfed Origin AS: LATNET-AS, LV

(s 2588)

italOcean, LLC, US (AS 14061)
146.185.149.7/32

Fducation and Research Network Center, CN (AS 4538)

222.204.244.240/32

Cogent Conmunications, US (AS 174)

62.73.3.105/32

E (AS 28753)

91.109.16.24/32

AS number
QOrganization

Country

2588 (A52388 f ASN2588)
SIA Latnet

Latvia (LV) o

Allocation da

te

1993-06-18 by RIPE

Number of IPv4 addresses 119,808

ASRank (based on number of IPs) 1,792

Number of IP prefixes

AS has bogon prefixes

11 o

5 (Pvd) 1 (IPv6)

Mo

Start time
(UTC)

2019-03-07
01:04:46

2019-03-07
01:04:46

2019-03-07
01:04:46

2019-03-07
01:04:456

End time
(UTC)




Web site: energieverde.org
True or Fake?

GC} gle site:energieverde.org Q,

£&0 BR HE el | B =IE I8

1 EEF (BSREE 034 )

Domains on 146.185.149.7 coone B

= # A Google Search Console

www.google.comiwebmasters/

Domain Tools #22 energieverde.org 378 A =18 ? 1 Google SENBMEAIES I AFSERIEL |
energieverde.org Free Lesotho PDF -
energieverde org/lesotho.pdf - BIZZEERE

Lesotho List Of Countries Whose Citizens Require Visas 2015 list of countries whose citizens

https //d nSIytICS r Com/| p/146 : 185 . 149 . 7 require/do not require visas to enter the kingdom of lesotho 1. the.

fEEe 2019/52 EHEREE -

Free The Burmese Kitchen Recipes From The Golden Land PDF
energieverde.org/ithe_burmese_kitchen _recipes _from_the golden_land. ... - BIEEEEH#ES
READ The Burmese Kitchen Recipes From The Golden Land pdf. Download The Burmese. Kitchen
Recipes From The Golden Land pdf. Ebocks The Burmese ...

Free Lady Friday PDF - Book library

energieverde.orgflady_friday pdf - BlEEEEEE

[ebook Download] The Keys To The Kingdom 5 Lady Friday the keys to the kingdom & lady friday
full download full download the keys to the kingdom 5 lady.

(WA



146.185.149.7/32
Before Hijack

Other ) “Dynamic path  Static path

@I (Coliesorpear) (

18103

Period: 2 hours 15 minutes 0 seconds [77 events] Current instant: 2019-03-07 00:49:46

) A ||'|"
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— 1 gec M Announce W Withdrawal
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146.185.149.7/32
i HIJack

Short description: The new route 43515 197595 9002 2588 has bean anncunced
Path: 43515, 197595, 9002, 2588,
Date and time: 2013-03-07 01:06:42 Collected by: 00-188.55.33.235

m ( Collector peer } ( Other } Dynamic path ---T'.S‘-i;‘-l:;;;:l-a-t-h----

i

-L 43634
-

[42317) [ENJEBP . f’_‘*.nu,

Period: 2 hours 15 minutes 0 seconds [77 events] Current instant: 2019-03-07 01:12:20 E
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4= M Withdrawal
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Prevention for Complete BGP Hijacks

+ Accept only Prefixes with Length /24 and
Less

ip prefix-list filter_in
seq 10 permit 0.0.0.0/0 le 24
router bgp 1659
neighbor 200.1.1.1 prefix-list filter_in in

59



BGP Leaks



BGP Leaks
23.212.60.0/24

Event Count Start time End time
type vy ASN (UTC) (UTC)
BGP Leak Origin AS: TFN-TW Taiwan Fixed Network, Telco and Network Service Provider., TW (AS 9924) 2018-12-06 2018-12-06
Leaker AS: RTCOMM-AS, RU (AS 3342) 05:47:25 08:01:26
BGP Leak

Beginning at 2018-12-06 05:47:25 UTC, we detected a possible BGP Leak
Prefix 23.212.60.0/24, Normally announced by AS9924 TEN-TW Taiwan Fixed Network, Telco and Network Service Provider., TW
Leaked by AS8342 RTCOMM-AS, RU

This was detected by 7 BGPMon peers.

Leak Details

Start time: 2018-12-06 05:47:25 UTC

Leaked prefix: 23.212.60.0/24 (A59924 TFN-TW Taiwan Fixed Network, Telco and Network Service Provider., TW)
Leaked By: AS8342 fmd (RTCOMM-AS, RU)

Leaked To:
199728 (DATA-LINE-KHB, RU)

Example AS path: 206886 12715 3356 3216 199726 8342 8342 8342 6342 6342 12389 3491 9924 9924

Number of BGPMon peers that saw it: 7 https://bgpstream.com/event/163798



23.212.60.0/24

Before BGP Leaks
@(>)e»)

Type: Initizal state
Number of ASes: 125

Number of collector peers: 71

Selected RRCs: 0,1,3,4,5,5,7,10,11,12,13,14,15

Total number of events: 258
Date and time: 2018-12-06 05:32:25

Other ) Dynamic path

originas  JETITT Y0

Leaked by

Leaked to
(oa7) (11164
¥

Pariod: 2 hours 15 minutes 0 seconds [298 avents] Current instant: 2018-12-06 05:32:25
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Type: & > announce Involving: 23.212.60.0/24

Path: 48200, 1293, 3491, 9924,

23.212.60.0/24
BGP Leaks

Short description: The new route 48200 1292 3491 9924 3224 has been announced

Date and time: 2018-12-06 035:3%:43 Collected by: 00-1594.62.23.254
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Period: 2 hours 15 minutes 0 seconds [298 events] Current instant: 2018-12-06 05:20:45
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Prevention for BGP Hijacks & Leaks

+ BGP Hijacks

+ One BGP Neighbor 4 F1A Internet GESEFE B &
45

+ BGP Leaks
+ One BGP Neighbor 5 F1A Internet 28518 E F
ERERE gl
+ How to prevent?

+ Limit Maximum-Prefix
(config)# router bgp 1659
(config-router)# neighbor ip-address maximum-prefix 3000
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N & A A
BGP Prefix

g ISP U

3
B Hiat

+ http://www.tplrc.edu.tw/mrtg/bgp_prefix.ntml

1 139.175.59.145

{2 139.175.59.149

7 4800 7 4800
2 360.0 9 360.0
oy oy
f 2400 f 2400
o 120.0 £ 120.0
-+ -+
& 0.0 & 0.0
) B 10 12 14 16 18 20 22 0 2 4 6 @ 10 12 14 ) B 10 12 14 16 18 20 22 0 2 4 6 @ 10 12 14
EEES 211.78.221.25 th R 203.133.92.65
giznu.a ; 280.0
2 an0,0 2 210.0
o wl
f 6000 f 140.0
% 300.0 g 70.0
- -+
'%‘ 0.0 Q 0.0
B B 10 12 14 46 18 20 22 0 2 4 & 8 40 12 414 ) B 40 12 44 45 18 20 22 0 2 4 6 @8 40 17 14
EEAE{E 203.79.255.205 HINET 220.128.33.18
12400 4.4 k
E Q30.0 E 3.3 k
£ B20.0 £ 2.2k
= o
& 3100 o g1k
- 4
@ 4.0 & g0k
B 10 12 14 46 18 20 22 0 2 4 5 4 10 12 14 ’ B 10 42 14 16 18 20 22 0 2 4 6 8 10 1Z 14
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Hinet BGP prefix

+ http://www.tplrc.edu.tw/mrtg/bgp_220.128.33.18.html
51 EE 2 /NF i)

= 44k
E 3.3k
b .

£ 2.2k
[ =8

§ 14k
]

& 0.0 k

Besk 14 Wesk 15 Wesk 16 Wesk 17

mA FB H#i
BGPF Prefoe: 42164 446 #  4050#
BGF Pefoes 42164 4M6#  4050#

B4 B{FR (1 X )

o 8.2 k 3 £ 5 E

- : i : H

£ d.6k

[ =8

b 23k

=

& 0.0 k

) Apr Mad  Jun Jul Aug Sep Oct Now Dec  Jan Feb Mar  Apr

=X FB H#i1
BGP Pefoes 95920# 4404 4190#
BGP Pefoes 0030# 4404 4190#%
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