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Agenda 

 從中華電信2018/11/19 網路大當機談起 

 Six degrees of separation 

 Time To Live 

 AS-Path Length 

 Threats of Border Gateway Protocol 

 BGP Outages 

 BGP Hijacking 

 BGP Leaks 

 Prevention for BGP Hijacks & Leaks  
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2018/11/19 中華電信網路大當機 

 

 

 

 

 

 

 

 

 

 

 

 

 https://tw.appledaily.com/new/realtime/20181119/1468986/ 
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某網路業者因設定有誤，可影響其他業者之連外線路？ 



中華電信網路大當機 

Trace Route 
 From 中華電信光世代 To 臺北市網 

 發生異常時: 

 

 

 

 

 恢復正常後: 
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AS-Path Length 
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資工系老師 

詢問 BGP AS-Path 長度限制 
 ISP會丟掉AS路徑長度超過某個門檻值(比如255)
的BGP更新訊息嗎? 

 如果會的話： 
 為什麼您決定要丟掉這些AS路徑過長的訊息呢？有什麼特定的原
因嗎？像是硬體的限制、資源運用的考量、或是避免潛在的相關
攻擊等等 

 目前AS路徑長度的上限門檻是多少呢？有哪些理由驅使您選擇這
個門檻值呢？ 

 調高路徑長度門檻是可行的嗎？為什麼？那如果調高門檻可以增
進整體BGP Protocol的安全性，您會考慮做出這個調整嗎？ 

 如果不會的話： 
 目前有任何遭遇到的攻擊或遇到的問題與BGP更新訊息內的異常
路徑長度有關嗎？如果有的話，那是如何因應的呢？ 

 關於上面的問題或攻擊，忽略/丟棄那些異常路徑長度的BGP封包
會是好的解法嗎？那您會考慮採用這種解法嗎？ 
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Six degrees of separation  
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https://en.wikipedia.org/wiki/Six_degrees_of_separation 

 all living things and everything else in the world are six or fewer 
steps away from each other. 

 a chain of "a friend of a friend" statements can be made to 
connect any two people in a maximum of six steps. 

 Originally set out by Frigyes Karinthy in 1929 and popularized in 
an eponymous 1990 play written by John Guare 



all living things and everything 

in 2018/12 
 地球人口 

 7,662,668,199 (76億) 

 https://countrymeters.info/ct/World 

 Facebook monthly active users  
 2,320,000,000 (23億) 

 IPv4 總數(2^32) 
 4,294,967,296 (42億) 

 BGP Prefixes 路由筆數 
 784,801 (78萬) 

 Autonomous System(AS) 總數 
 63,400 (6萬3千) 
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How to Verify? 

Six degrees of separation 
 Facebook 

 至多僅需五個朋友即可關連所有 FB 帳戶? 

 Trace Route Max Hops 

 IP Header: TTL max: 256(8-bit) 
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https://subinsb.com/default-device-ttl-values 

http://noahdavids.org/self_published/TTL_values.html 

Android/Apple                   64 

Juniper/F5         254 



How to Verify 6 degrees of separation? 

Time to Live (TTL) 

 TTL: Internet to WAN (臺大 24 Hours) 
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 55 125 

64-55= 9 

128-116=12 

116 

128-125= 3 

校外連線裝置:  

  Linux/Android/Apple: 55% 

  Windows:  36% 

  網路設備: 9% 



How to Verify 6 degrees of separation? 

Time to Live (TTL) 

 TTL Counts: Internet to WAN (臺大 24 Hours) 
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How to Verify 6 degrees of separation? 

BGP AS-Path 

 BGP AS-Path 
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AS: 17716 AS: 9264 

AS: 4635 AS: 13335 

HKIX 

AS-Path 

NTU 

Cloudflare 

中研院 



Total BGP Routing Table(Prefixes) 
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https://www.cidr-report.org/as2.0/ 

BGP Table Size 

80萬 



IPv4 address exhaustion 
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 IPv4 address exhaustion that occurred before 2011 and 2015 did not 

slow down the speed of IPv4 table growth, instead it accelerated the 

fragmentation of IPv4 space. 

 https://en.wikipedia.org/wiki/IPv4_address_exhaustion 



Total BGP AS counts 
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7萬 

https://www.cidr-report.org/as2.0/ 

AS count 



臺大對外網路架構圖 
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IPS/DPI 

Mirror 

國家高速
網路中心 

國際專線 

邊界路由器 

中研院 

HiNet 

TANet 

核心路由器 

10G  

20G  

10G  

1G  

2G  

TPIX 

1G  



NTU WAN Router 

 Total Received BGP Prefixes: 116,902 

 

 

 

 

 Total different AS-Paths: 35,157 
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Export to Excel 

Total AS: 50% 

Total Prefix: 15% 



NTU WAN Router 

AS-Path Length 統計 

Average 5.4 

Median 5 
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AS-Path Length Counts 

1 45 

2 523 

3 5214 

4 9045 

5 7050 

6 5417 

7 3838 

8 1477 

9 877 

10 471 

11 283 

12 185 

13 135 

14 181 

15 225 

16 53 

17 36 

18 18 

19 37 

20 33 

22 3 

26 3 

32 3 

34 3 

恰好符合: 6 degrees of separation 



NTU WAN Router 

Top 3 Max AS-Path Length 
 AS-Path Length: 34 

    9264 4635 8359 29076 196691 196691 196691

 196691 196691 196691 196691 196691 196691 196691

 196691 196691 196691 196691 196691 196691 196691

 196691 196691 196691 196691 196691 198130 198130

 198130 198130 198130 198130 198130 198130 i 

 AS-Path Length: 32 

 9264 15412 12880 12880 12880 12880 12880 12880

 12880 12880 12880 12880 12880 43754 202269

 202269 202269 202269 202269 202269 202269 202269

 202269 202269 202269 202269 202269 202269 202269

 202269 202269 202269 i   

 AS-Path Length: 26 

 9264 15412 45899 45557 45557 45557 45557 45557

 45557 45557 45557 45557 45557 45557 45557 45557

 45557 45557 45557 45557 45557 45557 45557 45557

 45557 45557 i 
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NTU WAN Router 

BGP AS prepend 
 Advertisement to TWGate 

 

 

 

 Advertisement to 中研院 
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AS-Path too long 

Conclusion 
 現今 Internet 環境中, ISP 彼此互連的情況非常頻繁, 因此
不大可能發生到達某  ASN 需超過 255 AS-Path 才能抵達
的情況. 

 目前 TANet 所有骨幹路由器中並無限制 AS Path長度設定. 

 Limit the number of AS path to prevent the 

router from expending too much memory 

when it stores a very long AS path 

 (config)# router bgp 1659 

 (config-router)# maxas-limit 50 
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Threats of Border Gateway 

Protocol 
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Threats of Border Gateway Protocol 

 BGP: antiquated design protocol 

 Lack of adoption of encryption or automatic 

verification methods. 

 Common Problems 

 BGP Overage 

 BGP Hijacking 

 BGP Leaks 
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BGP Outages 

 超過時間未收到 BGP 更新訊息 

 The default advertisements 

 30 seconds for eBGP 

 5 seconds for iBGP. 
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BGP Hijacking 

 Partial BGP Hijacking 

 Two AS announce an identical IP prefix with the 

same prefix length. 

 Complete BGP Hijacking 

 An AS announces a more specific IP prefix than 

the actual owner of the prefix. 
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BGP Leaks 

 an announcement from an AS of a learned 

BGP route to another AS. 

 The propagation of routing announcements 

beyond their intended scope. 

 Leaks can be accidental or malicious but 

most often arise from accidental 

misconfigurations. 

 Ref. RFC 7908 definition 
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No BGP Leaks 
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AS: 17716 

AS: 3462 AS: 4780 

AS: … 

AS: … 

臺大區網 

遠傳電信 中華電信 



BGP Leaks 
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AS: 17716 

AS: 3462 AS: 3462 

AS: … 

AS: … 

臺大區網 

中華電信 遠傳電信 



BGP Stream Web Site 

 https://bgpstream.com/ 

 BGP Stream is a free resource for receiving 

alerts about hijacks, leaks, and outages in 

the Border Gateway Protocol. 

 Monitor and compare the changes of AS-

Path from it’s collector peers. 

 It can not cover 100% changes of AS-Path in 

the world. 
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Web Site: BGP Stream 
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BGP Outage 
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BGP Outage 

ASN 18182 (SONET)  
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https://bgpstream.com/event/160356 
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ASN 18182 

Before BGP Outage 

事件發生 事件恢復 



ASN 18182 

BGP Outage 
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98% prefixes disappear 



ASN 18182 

Recovery from BGP Outage 
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BGP Outage 

ASN 9916 (NCTU) 
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https://bgpstream.com/event/197956 



ASN 9916 (NCTU) 

Before BGP Outage 
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事件發生       無恢復時間  



ASN 9916 (NCTU) 

BGP Outage 
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Prefix for ASN 9916 

from dnsstuff.com  
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https://tools.dnsstuff.com/#asnInformation|type=asn&&value=9916 

Only one prefix 



Prefix for ASN 9916 

from he.net 
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2019/06/10 

https://bgp.he.net/AS9916#_prefixes 



Number of prefixes History 
 https://dnslytics.com/bgp/as9916 

 

 

 

 

 

 https://radar.qrator.net/as9916 
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2019/06/10 



Partial BGP Hijacking 

The same prefix 
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Partial BGP Hijack 

The same prefix 
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https://bgpstream.com/event/202043 

Singapore 



1.32.216.0/24 

Before Hijacks 
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1.32.216.0/24 

Hijacks 
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Partial Hijacks 



1.32.216.0/24 

Query from other looking glass 

 https://bgp.he.net/ip/1.32.216.0 
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2019/05/05 

2019/06/10 



BGP Hijack: 1.32.216.0/24 

Query from NTU 
 sh ip bgp sum 

 

 sh bgp neighbor 139.175.59.145 routes 

 

 

 

 

 

 未發現此筆 Route 

 

 
47 



Complete BGP Hijacking 

a more specific route 
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Complete BGP Hijack 

a more specific route from AS 263422 
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https://bgpstream.com/event/172435 



52.67.162.156/32 

Before Hijack 
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52.67.162.156/32  

Hijacks 
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Why  受影響 AS 這麼少? 

Ans. 因為網段 /32 太長 

很多 Router 不收 



相同 AS 263422 

不同網段 /32 /24 受影響之 AS 
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Partial BGP Hijack 
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104.255.105.0/24 

Before Hijack 
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網段 /24  

受影響 AS 很多 

104.255.105.0/24 

Hijacks 



BGP Hijacks by AS 2588 
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146.185.149.7/32 

 

222.204.244.240/32 

 

62.73.3.105/32 

 

91.109.16.24/32 



Web site: energieverde.org 

True or Fake? 
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https://dnslytics.com/ip/146.185.149.7 



146.185.149.7/32 

Before Hijack 
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146.185.149.7/32 

Hijack 



Prevention for Complete BGP Hijacks  

 Accept only Prefixes with Length /24 and 

Less 

ip prefix-list filter_in  

  seq 10 permit 0.0.0.0/0 le 24 

router bgp 1659 

  neighbor 200.1.1.1 prefix-list filter_in in 
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BGP Leaks 
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BGP Leaks 

23.212.60.0/24 

61 https://bgpstream.com/event/163798 



23.212.60.0/24 

Before BGP Leaks 

62 

Leaked by 

Leaked to 



23.212.60.0/24 

BGP Leaks 
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Leaked by 

Leaked to 



Prevention for BGP Hijacks & Leaks  

 BGP Hijacks 

 One BGP Neighbor 宣告所有 Internet 網段都在它身
上 

 BGP Leaks 

 One BGP Neighbor 宣告所有 Internet 網段經過它為
最佳路徑 

 How to prevent? 

 Limit Maximum-Prefix 

(config)# router bgp 1659 

(config-router)# neighbor ip-address maximum-prefix 3000 
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臺大區網不同 ISP 收到之 

 BGP Prefix 筆數統計 
 http://www.tp1rc.edu.tw/mrtg/bgp_prefix.html 
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Hinet BGP prefix 

 http://www.tp1rc.edu.tw/mrtg/bgp_220.128.33.18.html 
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簡報完畢 

謝謝 
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