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The search engine for Buildings

Create a Free Account Getting Started

Explore the Internet of Things See the Big Picture

Websites are just one part of the Internet. There are power plants, Smart TVs,
refrigerators and much more that can be found with Shodan!

Use Shodan to discover which of your devices are connected to the Internet,
where they are located and who is using them

Monitor Network Security @ Get a Competitive Advantage

Keep track of all the computers on your network that are directly accessible Who is using your product? Where are they located? Use Shodan to perform
from the Internet. Shodan lets you understand your digital footprint. empirical market intelligence.

1l =

56% of Fortune 100 1,000+ Universities

& 5 AJE - https://iwww.shodan.io/
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Shodan Developers Monitor View All...

’. SHODAN _ o} Explore Pricing Enterprise Access lew to Shoda Login or Register

The search engine for Webcams

Shodan is the world's first search engine for Internet-connected devices.

Create a Free Account Getting Started

L)

Explore the Internet of Things
Use Shodan to discover which of your devices are connected to the Internet, Websites are just one part of the Internet. There are power plants, Smart TVs,

where they are located and who is using them. refrigerators and much more that can be found with Shodan!

See the Big Picture




Shodan Developer Book

®% SHODAN | Account | Register

Create Account

Username

Password

Confirm Password

Email

|:| Subscribe to the newsletter

By creating an account you are agreeing 1o our Privacy Policy and Terms of Usg

CREATE




Shodan Account Activation . N

° Shodan <no-reply@shodan.io>

[

7 09:26

e

Click on the link below to activate your Shodan account.

URL: https://account.shodan.io/activate/ed8dce2d49da46da939a375a70a97483

If you have any problems activating your account or have questions about Shodan, please

o — F 15 FEFFEILT

Welcome to Shodan

e Shodan <no-reply@shodan.io>

E509:27
oM e oS

Hi
You've successfully created an account on Shodan! Below you will find all important

[

account information to login, make sure to keep this email in your archive for later.

Account Information
URL: https://account.shodan.io

Username: ETLtestforshodan

Not sure where to get started? Check out the following to get familiar with Shodan:

Discover Shared Searches
Complete Guide to Shodan book
Short Videos for common tasks

Help Center

. . . .

If you have any questions or suggestions let us know - we're here to help!
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oV = %‘,ﬁi%l 18 A3 9K 3 (B14e @ Webcam ~ MySQL server...)

«‘ SHODAN Q @« Explore Downloads Reports Pricing Enterprise Access

*% Exploits %% Maps %% Images oy Like 137 & Download Results Ll Create Report

TOTAL RESULTS

oo svooan NN - 5201

New Service: Keep track of what you have connected to the Internet. Check out Shodan Monitor

Lo, LTI R 24.18.117.70 &'

S HTTP/1.1 4@1 Unauthorized
Comcast Cable

Content-Length: @

E United Sta‘eg, Renl(;n 7 WWW-Authenticate: Digest qop="auth”, realm="IP Webcam”, nonce="1557711307"
i ) 124.51.101.9C
’ S United States 1,023 b ; ” g
g Powercomm HTTP/1.1 401 Unauthorize
orea, Republic o 1 1
HODAN Nvebcam Q Korea, Republic of 495
o Content-Length: @
Germany 480 ®. Korea, Republic of, Changwon N .
WWW-Authenticate: Digest realm="IP Webcam”, nonce="1557711793", qop="auth”
Romania 319
Poland 304

TOP SERVICES

188.27.111.199 (&'
HTTP (8080) 1,751 sne HTTP/1.1 401 Unauthorized
8081 855 RCS & RQS Residential . Content-Length: @
HTTP 219 ll Romania, Bucuresti WWW-Authenticate: Digest qop="auth”, realm="IP Webcam”, nonce="1557711583"

HTTPS 209
8083 114
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G~ & A AR LAERE o T e ig B(filter) 0 & M OTOR AT

©
OEEET U S AEFR T > Hl4o® 35 F (1)IPcam (2)F i B ik F o B
'fj%l ~ ¢ |Pcam isp: TANet

@ IPcam isp:TANet-Shod: X [IEg

< ¢ @

Reports Pricing Ente

New Service: Keep track of what you have connected to the Internet. Check out Shodan Monitor

" . }ni?n}czagelﬁfl}ew%oemeﬂkmt) Information
e SHODAN IPcam isp:TANet Q MBS, o Center ,
! Bl Taiwan, VChiayi
<?xml version="1.8" encoding="UTF-8"7>

<SOAP-ENV:Envelope xmlns:SOAP-ENV="http://www.w3.0rg/2083/85/soap-envelope” xmlns:SOAP-ENC="http://w
-encoding” xmlns:wsa="http://schemas.xmlsoap.org/ws/2004/08/addressing” xmlns:d="http://schemas.xmls

covery” xmlns:...

Taiwan 36




%‘f'ze i R s
_ i - B3I 5)

P& dp Lenip 8 & L net:"140.112.0.0/16"
port FOF Jp Lo I port:"80"
product WHp itk W l/A R L product:"windows"
country PH Jp L] 7o country:"TwW"
city WH Jp Lihus 7 city:"Taipei"
org g Lehmm e = ¢ org:"TANet"
Isp o= 4 Lenisp & iﬁ Isp:"hinet"
hostname = #;] TR LR hostname:"'ntu"
version ¥F 4 TLen il x A version:"4.2"
geo WHIp L2128 (k> 5 RK) geo:"25, 121"
before/after  4&F 4 2 aps {7 w0 (12) 07 4L 0 # 38dd-mm-yy before:"01-01-18"



7 4L45 % (Explore) (1/2)

Oirk BRIrig p AT H 938 p > ¥ 1 EREEXplore | o

M Enterprise Access Contact Us

Reports  Pricing  E

ve Exploits %% Maps ob Like 11,053 & Download Results Lu! Create Report
AL New Service: Keep track of what you have connected to the Intern|
5 » = bl F62933323C’,'
HTTP/1.1 200 OK
PRz Network
a ' ' ’ B == Poland, Rzeszow Cache-Control: no-cache
A Webcam Server: SQ-WEBCAM
' best ip cam search | have found yet. CONTENT-L ENGTH: 454
TwistedWeb / 13.2.0 HTTP/1.1 text/htmi 200 0K
Netherlands 7
. 2 5 [7162.165.204.246 (£
' ungary HTTP/1.1 200 OK
B R United States 6 DIGI Tavkozlesi es Szolgaltato Kft. Conndction: close
=a e = Hungary, Vecsés Cache-Control: no-cache
. i : Server: SQ-WEBCAM
e CONTENT-LENGTH: 1002
HTTP 40
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®zL#|P > % 5 #Shodan k &% 31
® 2. % View Raw Data - f& 4R = & iShodand# 45 7k

B AR DT B R o ARG 8 A Rt

62.93.33.23

Property Name
area_code

asn

PR: Mehvnrk

mm Poland,

Rzeszow

city
2a Ports

©62.93.33.23 ET06 prz.rzeszow @
~RAT City Rzeszow

Country Poland

country_code

country_code3

country_name

Organization PRz Network

£= Services

Isp Rzeszow University of Technology data.®._shodan.crawler

Last Update 2019-05-26T01:33:11.945888 dvr1 61 4n web_cam hnpd data. e shodan.id

Hostnames ETO06.prz.rzeszow.pl HTTP/1.1 200 OK
Connection: close
ASN AS25468 Cache-Control: no-cache data.0._shodan.module

Server: SQ-WEBCAM
CONTENT-LENGTH: 434

data.®._shodan.ptr

Value

AS25468

Rzeszow

PL

POL

Poland
97b9d37fB484145ce645307121
cd3b3b82-eeb8-4bd6-86e2-54

http-simple-new

True
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webcam

&
Total Results: 5,147

b @] & # (Maps)

H

“sverige
o

= Suomi ;
Top Services i occun
HTTP(8080) .EE
w
T

Benapych

Yxpaina
Top Countries
us

>3
KR

m
RU

Top Organizations
Korea Telecom
Comcast Cable
Deutsche Telekom AG
MOJOHOST

“. .VietNam

Spectrum 73 ei . g . 2 , Philippines

Venezuela ahany i $ri Lanka

TR Cameroun

Colombia Cameroon Maldives « " Malaysia

4 ca, République UG ¥

Ecuador . g ol Indonesia

i Papua

% Tanzania New Guinea

perd ;

/ Angola

™

ydBolivia

5 Zimbabwe  Madagascar
wana

“SBHAhka

&% SHODAN
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1 EL %/ > ':‘:[L %% Exploits s Maps %% Images W Share Search & Download Results lsal Create Report
° Pg F'\ ‘3
b e O N New Service: Keep track of what you have co
5,546
2. F#7* Create Report ' 120. 218
© Taiwan Academic Network (TANet) Information

TOP COUNTRIES Center

Bl Taiwan, Taipei

3. £ = Reportt&4z
4oORT SRR B haE 2 AR

Taiwan 5,542
Czechia -

TOP ORGANIZATIONS

Taiwan Academic Network (TANet) Information ... 5,542

Create Report




sl

Success Your request is being processed. We will send you an email once the report is ready!

2 ehReport ¥ 3t

AR

Report created

o Shodan <jmath@shodan.io> =]
4 11:41

The report "RDP_TANet" has successfully been generated! Go ahead and check it out at:

https://nam05.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.shodan.io%
2Freport%2FcDPQObbt&amp;data=02%7C01%7C%
7Cebb1b1115cdbA4dce371e08d6e2553986%7C84df9e7fe9f640afb435aaaaaaaaaaaa%/Cl%
7C0%
7C636945252993272998&amp;sdata=KT6YYSYpRnm372dimDNRBgbndSTQ3fxzAuchAY1F39U
%3D&amp;reserved=0

Best regards,

-John
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RDP TANet

RDP_TANet

Top Countries

1. Taiwan
2. Czechia

Top Organizations




F

ntust.edu.tw
kuas.edu.tw

3,741.0

3,500.0

ksu.edu.tw

cyutedu.tw

ccu.edu.tw

nkfust.edu.tw

ndhu.edu.tw

Top Domains

ntpu.edu.tw ncnu.edu.tw

scu.edu.tw nfu.edu.tw

SSL Versions

nuk.edu.tw

vnu.edu.tw

nccu.edu.tw

tnu.edu.tw

tcu.edu.tw

tku.edu.tw

nknu.edu.tw

tp.edu.tw

kyu.edu.tw

17
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500.0

Mot Expired
Expired

Top Operating Systems

Windows XP
Windows 7 or 8

© 2013-2019, All Rights Reserved - Shodan®
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SHODAN

Developers

Dashboard

grations Pricing Contact Us

Leverage the Power of Shodan

Get Started

Easy Integration

The Shodan API is the easiest way to provide users of your tool access to the
Shodan data. The API provides access to all of the search features, allowing you
to get exactly the information you want.

= Beyond the Web

The website only shows a small fraction of the information that is gathered by
Shodan. Use the API to gain full access to all the data collected and extract the
information you care about

ammiﬂ

Automate Everything

Use the API to automatically generate reports, notify you if something popped up
on Shodan or keep track of results over time

Real-Time Notifications

The Streaming API gives you the ability to subscribe to events in real-time so you
can immediately respond to new discoveries

Stk

@ python

G Rody

nede

(£ |

Powershell




Monitor

'. SHODAN | Monitor Overview Pricing & Access Portal

Know What's Connected

Network Monitoring Made Easy

Within 5 minutes of using Shodan Monitor you will see what you currently have

connected to the Internet within your network range and be setup with real-time - -
notifications when something unexpected shows up. -




View ALL

". SHODAN

Shodan

World's first search engine for the
Internet of Things.

Enterprise

Full access to the Shodan data

and infrastructure.

Maps
Intuitive map interface to search
the Shodan database.

Images

A stream of screenshots from
crawled devices.

Exploits

Search across a variety of
vulnerability databases at once.

Help Center

Learn how to get the most out of
the Shodan platform.

My Account

Developer API

Snippets

Network Monitor

Chrome Browser Plugin

Firefox Plugin 3rd party

by @paulwebsec

ICS Map 2014

presented at 4SICS

ICS Radar

presented at DHS ICS WG

Shodan CLI

Map of the Internet

Honeypot Or Not

presented at Kaspersky SAS

Shodan 3D

Complete Guide to Shodan

Status Dashboard

Shiptracker

22
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Help Center

‘ ’. SHODAN _ Q Explore Downloads Reports Pricing Enterprise Access & My Account Upgrade
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Shodan g,

Explore Downloads Reports

Pricing Enterprise Access

Getting Started

What is Shodan?
Search Query Fundamentals

How to Download Data with the API

Tracking Hacked Websites

B Understanding SSL by Country

_atest Additions

canary

1 TwistedWeb / 13.2.0 HTTP/1.1 text/html 200 OK

country:it

192.241.159.58

www.baidu.com

Developer Access

Want to build your own tools using Shodan d
the official Shodan APl and get started writin
scripts:

Filter Cheat Sheet

Filters let you narrow down search results ba
criteria. They are always lower-case and can |
include and exclude results. For example, the
query finds Modbus results in the US:

port:502 country:US

Here are a few search filters to help navigate
Name Description
org Use the org filter to find devices

that are on a specific
organization's netwark.




’. SHODAN _ o} Explore Downloads Reports Pricing Enterprise Access

& My Account Upgrade

< Exported Data

Download Shodan search results in CSV, JSON or XML.

You haven't exported any data yet Credits Available

N °
e RfTEe 5%
R SE




e SHODAN

Pricing & Enterprise Access & Upgrade

#% SHODAN

Enterprise Overview Platform

Product Comparison

Choose Your Plan

) (S an

cela

Pricing

The Enterprise

Freelancer Small Business Corporate .
Intelligence.
$59 /month $299 /month $899 /month
Choose this plan Choose this plan Choose this plan
Features Features Features
v Up to 1 million results per month * v Up to 20 million results per month * | Unlimited results per month *
v Scan upto 5,120 1Ps per month ¥ Scan up to 65,536 IPs per month ¥ Scan up to 300,000 IPs per month
v Network Monitoring for 5,120 IPs v Network Monitoring for 65,536 IPs v Network Monitoring for 300,000 IPs

@7 SHODAN

I

Explore  Downloads  Repol Pricing  Enterprise Acce

& My Account Upgrade

in Full Access for $49
N r?'\ﬁ't ,h\ G stoo D \r a men

o
A
pyaval

See Everythi

g on the Internet

Shodan crawls for 200+ different services, some of which take more resources to crawl than others (for example Telnet and HTTPS). Being
a member guarantees that you will always be able to search all the data that is collected

Upgrade




My Account
#% SHODAN | Account m




Help Center

Developers

% SHODAN Help Center

Search the knowledge base

The Basics Guides Data Analysis

What is Shodan? How to Convert Shodan Data to Excel Create a GIF from an IP Image Histary
Search Query Fundamentals How to Download Data with the API Understanding SSL by Country
Navigating the Website How to Monitor a Network in Real-Time Tracking Hacked Websites

Shodan Credits Explained
Developer Fundamentals Mastery

On-Demand Scanning
Looking up IP Information Pivoting with Property Hashes

Waorking with Shodan Data Files

Copyright @ 2018 - Shodan @




| ] test.json X

H"infu": "Uses VNC, SOAP", "product": "VMware
"tcp", "hostnames": [], "data": "220 VMware A
"location": {"city": "Taipei", "region_code":
"TW", "country_name": "Taiwan"}, "timestamp":
"options": {}, "module": "nodata-tcp", "id":

{"product": "MikroTik router ftpd", "hash":

MikroTik FTP server (MikroTik 5.28) ready\r\n
"location": {"city": " ", "region_code":
"TW", "country_name": "Taiwan"}, "timestamp":
"options": {3}, "module": "ftp", "id": null},

{"asn": "AS____.", "hash": 849922560, "ip": 2
\x00\\x00\\x124\\x00", "port": 3389, "ssl": {
ffffffffffffffffc9afdaa22168c234c4c6628b80dc

"mhldes o™

T g\ Shodan & 3

i SHODAN T % F L 4 2 45
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e
q =
®Shodanf = 7 # &pythonk & » ;g & * *‘5:35% * CLI(& 4 7)) & F_ A8
python#z.;% 75 2 & * ShodanfRi*

® ™ 3% e ut: https://github.com/achillean/shodan-python

O A=t iTICLIE 2

:~%
:~% # Lets see which ports are running
:~% shodan stats --facets ssl.version,port country:de has_ssl:true

Top 1@ Results for Facet: port
443

& 7 2K : https://asciinema.org/a/48143


https://github.com/achillean/shodan-python

»0OS:Ubuntu 14.04 LTS geras
»CPU: 1 core '

AllSettings Details

> IVI emory: ZG B 7 Default Applications
~HD: 20GB - [ @
»Python’x = :2.7.6 |

ubuntu 14.04 LTS

Device name | ubuntu

Memory 1.9 GiB
Processor |ntel® Core™ i5-8250U CPU @ 1.60GHz
Graphics Gallium 0.4 on SVGA3D; build: RELEASE; LLVM;
OStype 64-bit
Disk 18.9GB

Install Updates
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of BT KL T

» easy_Install shodan
> pip install shodan

#Shodan £ i

README.rst

% 3r
1.

\

Bl

easy_install & % % python-setuptools
2. pip & % Zpython-pip

Features

» Search Shodan

shodan: The official Python library for accessing Shodan
integrate into existing tools.

Shodan is a search engine for Internet-connected devices. Google lets you search for websites, Shodan lets you search for

¢ Exploit search APl fully implemented

devices. This library provides developers easy access to all of the data stored in Shodan in order to automate tasks and
e Streaming APl support for real-time consumption of Shodan data
Installation

To install the Shodan library, simply:

$ pip install shodan

Or if you don't have pip installed (which you should seriously install):
$ easy_install shodan

& [ 2R ¢ https://github.com/achillean/shodan-python
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¢ .EL ?E] ®OH ;};] Z‘; @ asoc@ubuntu: ~

asoc@ubuntu:~5% shodan
. Usage: shodan [OPTIONS] COMMAND [ARGS]...
>shodan

Options:
-h, --help Show this message and exit.

.;JF];] Z}\ ?‘;1—‘%97 H }é’i Commands:

C alert Manage the network alerts for your account
,ShOdan <;J,’Fl Z“,\ > -h convert Convert the given input data file into a different format.
count Returns the number of results for a search

data Bulk data access to Shodan
domain View all available information for a domain
download Download search results and save them in a compressed JSON...
honeyscore Check whether the IP is a honeypot or not.
host View all available information for an IP address
asoc@master: ~ info Shows general information about your account
e e AP init Initialize the sShodan command-line
myip Print your external IP address
org Manage your organization's access to Shodan
QeEic=C parse Extract information out of compressed JSON files.

--color / --no-color

--flelds TEXT List of properties to output. radar Real-Time Map of some results as Shodan finds them.
-f, --filters TEXT Filter the results for specific values using key:wvalue = _ N . =

pairs. scan Scan an IP/ netblock using Shodan.
-0, --filename TEXT Ssave the filtered results in the given file (append if SE'EFCh ‘?earch thE‘ ._—‘h:)dan databaﬁe

file exists). = =

--separator TEXT The separator between the properties of the search stats F'r:)\.l"i_dii‘ SUF‘IF‘I&I"}" 'i_nf:)rmat'i_:}n ab:}ut d SE'arCh query
results.

-h, --help S s mossses il o stream Stream data in real-time.
asoc@master:~5 [| agoc@ubuntu :.....S I

Extract information out of compressed JSON files.
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&< ThgE fa< DIk
init BRIy alert & IR = A4S & E S {F(shodan monitor)
info BUNIRS I &R stream({>3€) | B RERDA
myip USRI ERYIP scan {5 F Shodanfm i —{lE IPEAYEL >
host B —{EIPRTA °] HEVE R & domain #Domainfip& i
count [E{E &GS REE org ({~3¢) B HHAH AR A BB Y shodaniifs:
download R radar ({b3E) | BJEFERE Shodanffif &z
convert iR A SRR EAAAEE(csv ~ xIsxF) L 4R R4 E A T R R queryshdid f T
honeyscore | #&% IP 275 fy % (Honeypot) 2 oo i‘f; K; Caﬁxgin.Ty’; fﬂ\/# J:;;P\izzni -
parse AT VR SR JSONEEH 4. domainip # & = querys e
search &z Shodan&fHE #ar
stats e RE R RGE & S?Ofin:#ﬂ cdata R REER R EPRT o AR R P R AR S A
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oi¢ * shodanip 4 + » & ;tﬂi;f] *~ API Key
» shodan init <AP| Key>

asoc@master: ~

asocfmaster:~% shodan init xwL3bhB6R3GuUh820

@4 5 N B FAPI Key

1.8L4% -+ & Show APl Key » 2 4 & Bg o1 3 4 B 5L PAPI Key

2.2k:% My Account - i&? g F0

Help Center

Upgrade

Account Overview
API Key w1300 ([




TR Shodan PR 17 (2/3)

?ﬁ 3 . Shodank 4% > ¥ 14 * count2 % 34
>shodan count Key Word> (:e42 R 425 A9 F A0 )

|sp ‘TANet |pcam Shodan Search - Mozilla Firefox

lesp'DANetlpcan1 Shod

&« c @ @® https://www.shodan.io/search?query=isp%3ATA

asoc@ubuntu: ~

#% sHooan a

asoc@ubuntu:~% shodan count isp:TANet ipcam
37
asoc@ubuntu:~$% I

%% Exploits %% Maps ® Share Search & Download Results Ll Create Repo

B AEenbiatF: LS AE A g %%gﬁ TR OTAL RESULTS , New Service: Keep track of what you have conng




™ - Shodan 7 #L 4% 1£(3/3)

® £ T gtshodan=n3 sk > * downloaddp 4 5 T R HEHFCALQZ 5 R TR
% .json

®:iy 4 % shodan download <filename> <Key Word>
»shodan download IPcam_TANet IPcam isp: TANet

asoc@ubuntu: ~

asoc@ubuntu:~% shodan download IPcam_TANet IPcam isp:TANet
Search query: IPcam isp:TANet
Total number of results: 36
Query credits left: g
Output file: IPcam_TANet. json.gz
[ HHEHBHH R R AR HHH R H R R R R R - ] O97% 00:00:01




Shodan i #¥

0#?%#@%] e B EIH BN (F AR5 kml ~ csv ~ geo.json ~ images -

X1sX)

»shodan convert <t %.Js0N.gz > <& #& & ez 31>

»shodan convert TANet_ipcam.json.gz csv

asoc@ubuntu: ~

oc@ubuntu:~$ shodan convert TANet ipcam.json.gz csv

& * fgoogle map googles zk

5 30 BT ARG pL S G RAE

A2 <?xmlversion="1.0" encoding="UTF-8"?>
B | c | D | E] F
data DOSINAMES in ip_s ipv6é lorg

) 1 ¥ Taiwan Academic Network (TANef) Information Center
3 I [ Taiwan Academic Network (TANef) Information Center
4 ¥ Tahwan Academic Network (TANet) Information Center
5 b Taiwan Academic Network (TANef) Information Center
6 v Taiwan Academic Network (TAMet) Information Center
7 [ Taiwan Academic Network

8 ¥ Taiwan Academic Network (TANef) Information Center
9 v 140-1 I - . v Taiwan Academic Network (TANet) Information Center
10 [ Taiwan Academic Network
18 L Taiwan Academic Network (TANet) Information Center
12 L Taiwan Academic Network (TANet) Information Center
15 b Taiwan Academic Network (TAMef) Information Center
14 v Taiwan Academic Network
15 [ Taiwan Academic Network
16 » Taiwan Academic Network (TANet) Information Center
17 + Taiwan Academic Network (TANet) Information Center
18 » o Taiwan Academic Network (TANef) Information Center
19 National University
20 National University
21 Taiwan Academic Network (TAMef) Information Center
22 National University

MNationall University
Mationall University
Taiwan Academic Network (TANet) Information Center




location.country name

product

ssl.cert.fingerprint.shal

S+
=\
w
H
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FE
K
gl
\\\?’;r
\i'
A
3

shf
iz
S
-71\
a

hostnames

location.latitude

version

ssl.cert.fingerprint.sha256

location.longitude

html
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location.country_code

timestamp

ssl.versions

location.city
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ssl.cert.serial
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Data hostnames ip ip_str ipv6 org 1Sp location.country_code | location.city
HTTP/1.0 401 Unauthorized Taiwan
Date: Thu, 01 Jan 1970 Acaldemic
00:00:00 GMT National X X Network
Connection: close 2XXXXXXX0 140. XXX . XXX.14 Universit (TANet) ™
WWW-Authenticate: Basic 1Versity :
" " Information
realm="webcam Center
Content-Type: text/html
location.country _name location.latitude location.longitude 0S asn port tags timestamp transport
) 2019-06-
Taiwan 23.5 121 ASXXXXT7 80 05T16:20:50.861880 tcp
product Version vulns ssl.cipher.version ssl.cipher.bits ssl.cipher.name ssl.alpn ssl.versions ssl.cert.serial
ssl.cert.fingerprint.shal ssl.cert.fingerprint.sha256 html title




IP Port

City oS

Data

Transport

Hostnames

Product

Version

Web Server

Country

Website Title

Country ISO Code
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1P Port Timestamp Data Hostnames Organization ISP Country Country ISO Code

HTTP/1.0 401 Unauthorized
Date: Thu, 01 Jan 1970
00:00:00 GMT . Taiwan Academic
140.XXX.XXX.14 30 05T1 62'8(1)'95_862;61880 Connection: close N{ajt;(i)‘r;:rlsi X Network (TANet) Taiwan ™
e WWW-Authenticate: Basic Y Information Center
realm="webcam"

Content-Type: text/html

City OS ASN Transport Product Version Web Server Website Title
ASXXXT tcp 401 Unauthorized
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»shodan info

© Rpor i * F nlP
»shodan myip

® KT - BIPHF W
»shodan host <IP>

is % * eaShodanty £

asoc@master: ~

asoc@master:~% shodan info

-

Query credits available: @
Scan credits available: @

21

=

asoc@master:~$ shodan myip
163

asoc@master: ~

asoc@master: ~
asoc@master:~$ shodan host 140

City:

Country: Taiwan

Organization: Taiwan Academic Network
Number of open ports: 5

Ports:

MikroTik router ftpd (5.20)

MikroTik bandwidth-test server
asoc@master:~$
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\ ¢
{" shodan": {"id": "0528b36¢c-30d0-4d85-a7da-1caeeca532c1", "options": {}, "ptr": true, "module": "onvif", "crawler": : '%;r_
"f7946cbe2dc20c40fcbcb81ad90aa01731b690ab™}, "hash™: 512260510 "0s": null, "op ts": {}, "ip™ ZOOOOOOOS "ispt: #
"Taiwan Academic Network (TANet) Information Center", "port™: 3702, "hostnames": [] "locatlon" {"city": “XXXXX" g‘«f
"region_code": "06", "area_code": null, "longitude™: 120. 44889999999998 "country code3": "TWN", "country_name" P
"Taiwan", "postal code™: null, "dma code™ null, "country_code": "TW", “latitude": 23. 47919999999999} "tlmestamp" 7 Ay
"2019 05-08T03:20:14. 291096" "domains": [], "or " “Taiwan Academic Network (TANet) Information Center", "data™; L
"<7xml version=\"1.0\" encoding=\"UTF-8\’ 7>\n<SOAP ENV:Envelope xmIns:SOAP- g
ENV=\"http://www.w3.0rg/2003/05/soap-envelope\" xmins:SOAP-ENC=\"http://www.w3.0rg/2003/05/soap-encoding\" z g
xmlns:wsa=\"http://schemas.xmlsoap.org/ws/2004/08/addressing\" B 2
xmins:d=\"http://schemas.xmlsoap.org/ws/2005/04/discovery\" ik
xmins:dn=\"http://www.onvif.org/ver10/network/wsd\"><SOAP-ENV:Header><wsa:MessagelD>uuid:1419d68a-1dd2- N 4
11b2-a105-001655099A2B</wsa:MessagelD><wsa:To SOAP-ENV:mustUnderstand=\"true\">urn:schemas-xmlsoap- B
org:ws:2005:04:discovery</wsa:To><wsa:Action SOAP- e
ENV:mustUnderstand=\"true\">http://schemas.xmlsoap.org/ws/2005/04/discovery/Hello</wsa:Action></SOAP- - i
ENV:Header><SOAP-ENV:Body><d:Hello><wsa:EndpointReference><wsa: Address>urn:uuid:1419d68a-1dd2-11b2- Q 1
al05- 3 p
001655099A2B</wsa: Address></wsa:EndpointReference><d: Types>dn:NetworkVideoTransmitter</d: Types><d:Scopes %
>onvif://lwww.onvif.org/type/video _encoder onvif://www.onvif.org/name/IPCam 5
onvif:/lwww.onvif.org/hardware/VVIH_Series onvif://www.onvif.org/location &
onvif:/lwww.onvif.org/Profile/Streaming</d:Scopes><d: X Addrs>http://140. XX X.XX.206:81/onvif/device serV|ce</d X 7
Addrs><d: MetadataVerS|on>1</d MetadataVer5|on></d Hello></SOAP-ENV:Body></SOAP-ENV:Envelope>\n", "asn" 1;;

"ASXXX9", "transport”: "udp”, "ip_str": "140.XXX.XX.206"}
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®Shodan®k 75 «nF L 5 Bannerz 2t > “DevelopersE & ® § t&-imipl

Dashboard API Reference Integrations Pricing Contact Us & My Account

€ API DOCUMENTATION

Requirements Banner Specification

Introduction

=S The banner is the main type of information that Shodan provides through the REST and Streaming API. This document outlines the various properties that

REST APl Documentation are always present and which ones are optional.
Streaming APl Documentation

4 EXPLOITS APl DOCUMENTATION Properties

Introduction asn  [String] The autonomous system number (ex. "AS4837").

REST APl Documentation data  [String] Contains the banner information for the service.
ip  [Integer] The IP address of the host as an integer.
I APPENDIX ip_str  [String] The IP address of the host as a string.
Banner Specification ipvé  [String] The IPv6 address of the host as a string. If this is present then the "ip" and "ip_str" fields wont be.

port  [Integer] The port number that the service is operating on.
timestamp  [String] The timestamp for when the banner was fetched from the device in the UTC timezone. Example:
"2014-01-15T05:49:56.283713"
hostnames  [String[]] An array of strings containing all of the hostnames that have been assigned to the IP address for
this device.
domains  [String[]] An array of strings containing the top-level domains for the hostnames of the device. This is a
utility property in case you want to filter by TLD instead of subdomain. It is smart enough to handle global
TLDs with several dots in the domain (ex. "co.uk")
location  [Object] An object containing all of the location information for the device.
location.area_code  [Integer]The area code for the device's location. Only available for the US.
location.city  [String] The name of the city where the device is located.
location.country code  [String] The 2-letter country code for the device location.
location.country_code3  [String] The 3-letter country code for the device location.
location.country_name  [String] The name of the country where the device is located.

Exploit Specification

& % e nt o https://developer.shodan.io/api/banner-specification
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ONVIF {3

O®ONVIF(% ~ 2> % : Open Network Video Interface Forum) » & AXIs ~ Bosch Security Systems
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ONVIF conformance.
What does it mean?

ONVIF is an open industry forum that provides and promotes standardized interfaces
for effective interoperability of IP-based physical security products.

B 5 %k - https://www.onvif.org/
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ONVIF4. 4

v

LRIk IR 57 N @‘} T ONVIFR (7 5% T 6 = 5 §)
Op R RTE P Efr HXMLE WSDL#: *
@24 ¢ P E % 1§ RTP(Real-time Transport Protocol) / RTSP (Real-time Streaming

Protocol) ++ =_ B - MEmE
Bt
3 mZYRE : IP Camera
— Technolo
=z R
MUER& | A LRROSEET - € 4%/0,32DSP(H3518E) 52 B 43 " =S é
i . - St BRAFE - 1080P
= % RAELE | ZHRRBFPHERERE B - 15fps N 25fps
BAASY 4EMmsEREE B : H.264 - MJUPEG
1 (% 8 BL 32 | 1/42509 10078 48 F8 7FCMOS Sensor 1280x720 Pixels 888 : 3.6mm(BEELLEE) - 2.4mm(FtE)
MErss st | TIEEBETE - ABNBITE - EBEKEE &,Eﬁ = 5'~1g/;'}'ECMOS
smas | RS | /hesods m~, 518 NVR 2= 53
@eE | f=3.6mm/F=2.0 AL M R A A 64G (MAX)
=18 118M850NMPSMMEL M EE - | 10-152 KL g&%}?{fﬁm wgl‘l)OHOOMEZEBﬁ
BIEFEE | 0.1Lux/F1.6 ( &M ),0.01Lux/F1.6 ( BEIM=L ) §§ P2P
G |H.264 B AR - @NVIF%E) AP
SR FEFEEB MR, T8BR - 1280*720 Fi8i - 640*480 E;g H-rrp % FTP 5 TCPIIP . UDP - SMTP

- PPPOE - DHCP - DDNS - UPnPZ4d &
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T B 3AP M sk E_Profile S o L —

Profiles & Specifications

o

ONVIF Profiles

Profile A

Profile C

Profile G

Profile Q

Profile S

] e O e © o ©

Profile T

B &k ¢ https://www.onvif.org/profiles/
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MBI 1 e i
7R 5 * port

: ONVIF -
udp 3702

IP cam ~ Webcam ~ RTSP ~ RTP

s (3N °
» A A}
3. B2 ® seport : tcp 554
Time SOUTCe STC port Destmanon Dt port Protocol Tengh o
502 2019-06-66 12:02:11.982232 192 62950 80 TCP 66 62958 = 80 [SYN] S§
503 2019-06-06 12:02:11.982346 192 62951 80 TCP 66 62951 =+ 8@ [SYN] S§
504 2019-86-06 12:02:11.985429 192 54221 DP 773 54221 -+ 3702 Len=73
565 2019-06-06 12:02:11.985430 192 54213 3702 UDP 791 54213 -+ 3702 Len=74
566 2019-06-06 12:02:11.985460 192 54217 w4 Db 787 54217 -+ 3702 Len=74
567 2019-06-06 12:02:11.985603 140 .157 80 62949 TCP 66 80 - 62949 [SYN, AQ
508 2019-06-06 12:02:11.985753 192 62949 157 80 TCP 54 62949 - 80 [ACK] Sd
509 2019-06-06 12:02:11.985976 140 .154 80 62951 TCP 66 80 -» 62951 [SYN, AQ
510 2019-06-06 12:02:11.986068 192 2 62951 140 154 80 TCP 54 62951 -+ 8@ [ACK] S¢

Time

5788 2019-06-06 12:02:33.258974
5789 2019-06-06 12:02:33.258974

5791 2019-06-06 12:02:33.263134

5793 2019-06-06 12:02:
5794 2019-06-06 12:02:
5795 2019-06-06 12:02:
5796 2019-06-06 12:02:

33.263193
33.263287
33.263427
33.267451

Source

144
14

144

19:

. 155
. 155

Src port

63051 14
63051 14

Destination

Dst port

554 TCP
554 TCP
80 TCP
63090 TCP

Protocol
54228 RTP

Length  Info
149@ PT=DynamicRTP-Typ
230 PT=DynamicRTP-Typ

119 Reply: RTSP/1.0 2

54 63051 » 554 [RST,
54 63051 - 554 [RST]
66 63090 - 8@ [SYN]
66 80 > 63090 [SYN,

Frame 5@4: 773 bytes on wire (6184 bits), 773 bytes captured (6184 bits)

Ethernet II, Src:
[nternet Protocol Version 4, Src:
User Datagram Protocol, Src Port:

IntelCor_@6:91:fe (b4:6b:fc:06:91:fe), Dst:

192.168.1.2, Dst: 239.255.255.250
54221, Dst Port: 3702

IPv4mcast_7f:ff:fa (01:00:5e:7f:ff:fa)

Frame 5791: 119 bytes on wire (952 bits), 119 bytes captured (952 bits)

Ethernet II, Src:
Internet Protocol Version 4, Src:

Real Time

ZioncomE_f@:a8:58 (78:44:76:f@:a8:58), Dst: IntelCor_06:91:fe (b4:6b:fc:06:91:fe)

140

5, Dst: 192.168.1.2
Transmission Control Protocol, Src Port: 554, Dst Port: 63851, Seq: 1470, Ack: 692, Len:
Streaming Protocol

65

Pata (731 bytes)

bo @1 @@ Se 7f ff fa b4 6b fc @6 91 fe 88 @0 45 @@ -~~~ -k -~ ---- E-

le @2 f7 4c 2c @@ @0 @1 11 b9 25 co a8 @1 02 ef ff - L, -+ % -

bo ff fa d3 cd @e 76 @2 e3 de 3d 3c 73 3a 45 6e 76 - - -- V- -=<s:ENV Port_3702
Fe 65 6¢c 6 70 65 20 78 6d 6¢ 6e 73 3a 73 3d 22 68 elope xm lns:s="h

e 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67  ttp://ww w.w3.org

Fo 2f 32 3@ 3@ 33 2f 3@ 35 2f 73 6f 61 78 2d 65 6e  /2003/@5 /soap en

e —o- oo £ oo oo a oo cd

= a nd £ n

00
10
20
30
40
50
60

L7o 47 4d 54 od @a od @a

b4
(2]
01
02
30
44
31

6b
69
02
2d
30
61
20

fe
e3
02
f2
20
74
31

86 91
00 40
2a 6
42 00
4f 4b
65 3a
39 38

fe
00
4b
00
ed
20
30

78 44 76 f@ a8 58 08 @0 45 80 -k XD v--X--E-
3a 86 bb d8 8c 70 53 9b c@ a8 i@ cepSeee
96 €6 65 3e e4 2f f1 66 50 18 -~ *-K-- e>-/ fP-
52 54 53 50 2f 31 2e 30 20 32 ---B--RT SP/1.0 2 Port:554
@a 43 53 65 71 3a 20 36 @d @a @@ OK-C Seq: 6--
46 72 69 2c 20 41 78 72 20 31 Date: Fr i, Apr 1
20 31 37 3a 34 30 3a 353120 11980 1 7:40:51
GMT- - .-
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1. g = csv ~ XIsx & #2574 - jats § m;r« s 4

2. %= *ﬁ-%glﬁg#ﬂﬂ% o HARBWH S F4pM adF e 7|
I R B ERAEDES P
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HTTP/1.0 401 Unauthorized

Date: Thu, 01 Jan 1970 00:00:00 GMT
Connection: close

WWW-Authenticate: Basic realm="webcam"
Content-Type: text/html

Taive Taiwer TW Taw 235 121 A 8080 2019-06-05Tvtcp webcam 7 hitpd

ip str ipv6 org isp location.olocatiorrloce locat locatiros asn port tags timestamp transport product VErs
fl_ﬂihlathajmTw Taiw 235 121 A 80 2019-06-05T+ tcp
140
140 Matie Taivwa TW Taiw 23.5| 121 A a0 2019-05-29Ttcp
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ONVIF# % 425 : ONVIF Device Manager /i 5

OF - BV g A PR NRERARIK G (AoIPcam) ~ 2 & SL(4-NAS)
£ T+ £ ONVIF: 3k ez 3 (425 ¢ 45 % ODM)

O *CHR % » A HE®EF ~ BF S AT &

O 7 Bkl AR A

P T 5 I e 3Tk A £.2.2.250 (2016.11.15)

OFEK ¢ AP B (EX: 192.168.X.X/24) >
e 5 IONVIFE: 238 % > v € p &

7] .Device list ¥




ODMzk it 4%

(O ONVIF Device Manager v2.2.250 - O x QO ONVIF Device Manager v2.2.250 * U X

Name Password Remember a2 N ¢ Name Password Remember

Device list & Device list

Add device
URI: http:&192.168.0.1/&nvif/deviceiservice >

1. # T Add
2. FTH & @ M AIP(3
BRI 0 AT -




OB BAL VA BRI
1 i SR e 4h
2. 7 &P Cam
S - BB InnerException » T[£ ﬁzﬁlﬂﬁi“ﬁ#‘&ﬁ;—lf
A= - N = 7 3 Address 140.
Hb Q ij "__é, /ﬁj ﬁ g\; _E? )\ é’ e L:cition .
F'Q "L Ipﬂ'\@ e IP Cam """""""""""""

Device list

-
P

BEEAE htip /120 onvit/device _service t3 Eﬁ? 4
E’J/:I'[I_Eﬁ—_“df ?%R:An—‘ E LE EE"PJ—.EDE ﬁii))i SOAP’E:‘{FE

?ﬂ‘iﬁfh BOLIESEZAE - GESERFEEUNE SOAP ) .
{EERiSAL - B8 InnerException O 2ELIREFAZEA

ﬁ BEENE hitp: ff140_fonv|ffdev|ce service F#E1T

Close
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D RONVIFHRE 2 — i 3 > fe BN IRpiR (% ~ )ip M A AL - SR ie B IP
¥ % F_|P Cam

OUrk & {FHimtk o PIF U - B IERREL RS ERE A

O- L WSTRIER MY » R A R ERIRAE [ F L O UER R
O ONVIF Device Manager v2.2.250 — O X i - 50 — [ P

Device list Device list Identification

Name, location oraddresq Cancel I\Iame location or add ressl Cancel Identification . fRE2EERTE
Q =Hlm 15 iR ag 2Bl 1]

Time settings ¥ (400) Bad
Maintenance Request -

Firmware Network settings Firmware ‘ ) Network settings

Addre_.-ss 140. User management Acldrgss 140 nVl F Wmagement Close |
Location O nVI F Cortificates Location _
m ertificates

Certificates

Identification

Time settings
Maintenance

System log Web page
Relays Events
Web page

o]

A Authority failure

Close

Events

Receivers

KA LR P mEBELE 'Anonymous’ FIEE - EILBRE
BRAER B2 'Digest realm="c447d2e3f51c41ff58e0b3c2",
domain qop="auth”,
nonce="0f4425fcef0a2c9a0282ca54010fd980:1560340496237",
opaque="", algorithm="MD5", stale="FALSE",Basic
realm="c447d2e3f51c41ff58e0b3c2" -




A= LB &F ~IPCam

O IR G BT B R R T ®
BRE R R R T ARE f T LR

(O ONVIF Device Manager v2.2.250 o]

_— | = EverFocus_EPN5230 PTZ control

Identification
Remember X = Time stigs

== Maintenance

Network settings

Device list < EverFocus EPN5230

Live video

‘ )n\/l F User management

. . Certificates

i Identification =

[\Iame, location or addresﬂ Cancel Rl System log
Time settings Relays

EverFocus_ EPMN5230 Maintenance Web page
Firmware V3.1.2 hy 20160923 Network settings Events

Address 14( Tlomr — o

Location (_OLlntr'V/TA|WAN ‘ ) nVI F User management NVT ‘
[ Manual ]

Certificates

L VideoSource01: CHO1 ]
System log Live video
Relays 3 Video streaming
Web page - Imaging settings
P — Analytics
Events Rules,
Profiles

[VideoSource{H: CHO1 ]

Live video

Video streaming
Imaging settings
Analytics
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