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OpenVAS kRZ~

= B2 h Greenbone Security Manager (GSM)
« %2 EhR Greenbone Community Edition (GCE)
. %%H& IQ\{\] %ﬁﬁ%ﬁ& 70% E/(J Ii:ﬂ}ﬁj\ Feed Generally, all Enterprise-grade products and all OT (i.e. ICS/SCADA) products

MS Windows Server and back office solutions (e.g. SharePoint, SQL Server, etc.)
Products from Palo Alto Networks, Cisco, Juniper Networks and Fortinet

Oracle Solaris IBM WebSphere products (i.e. IBM WebSphere Application Server)
Lotus Notes or SAP products

VMWoare paid products

NVTs included Every NVT Only basic NVTs

Quality Assurance (QA) Consistent Variable

Availability Assured with SLA No promise

Fixes / Improvements Assured with SLA MNo promise

Support Assured with SLA Via community on voluntary basis

Constantly / daily,

Updates Constantly / daily but without enterprise features
Transfer Encrypted Unencrypted
NVT Signatures SLA for QA / Fixes Transfer Integrity

©

Reference : Greenbone Networks - The Different Flavors of Greenbone's Technology



vulners.com

type:openvas order:published

SEARCH PRODUCTS ¥ STATS TEAM BLOG

Exim 4.87 - 4.91 RCE Vulnerability ovss 7.5 @ 7.6

opeowas  2019-06-07 00:00:00

Exim is prone to an unauthenticated remote code execution...

Debian LTS Advisory ([SECURITY] [DLA 1815-1] poppler security u...

opeowes  20710-06-07 00:00:00

The remote host is missing an update for...

NUUO NVR 1.7.x - 3.3.x RCE Vulnerability cvss 10 & 7.1

opeowes  20710-06-07 00:00:00

NUUO Network Video Recorder (NVR) is prone to an unauthenticated remote code execution...

® 196 <> o




OpenVAS 22

OSP Scanner

f/

@ o
GMP: API of Greenbone
Vulnerability Manager

=" OSP Scanner

\
OSP: Unified scanner control layer

NVTs: Network Vulnerability Tests

A 4

Greenbone
Target Systems 4 OpenVAS . ~ - Greenbone

Scanner VAL s Security Assistant

Manager

Greenbone
Community Feed

Reference : https://www.greenbone.net/en/community-edition/
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Aszats SacInfo Configuration Administration

Filter |OXO®Z|“

Tasks with most High Results per Host

Tasks by Severity Class (Total: 2)

Results per Host

3 [<l<l1-20f2[
Mame i Status Reports Last Report Severity Trend Actions
0609-camera scan L 12w | 1 [ A )
Immediate scan of IP 192.168.152.129 [ Done [ Sun, Jun 9, 2019 9:05 AM m) B> W [ <=

| Apply to page contents ¥ | ES _\Eﬂ_

LV - VMwar = 3 C 64-bit - VMware W_.. LV3 - VMware ation . [<l<l1-2of2["

stant (G5SA) Copyright (C) 2009-2019 by Greenbone Networks GmbH, www.greenbor

Greenbone Security




Scanning results

Information Results Hosts Ports Applications Operating Systems CVEs Closed CVEs TLS Certificates Error Messages User Tags

(99 of 99) (Zof3) (6 o0f6) (1 of 1) (1 of 1) (1 of 1) (0 of 0) (2 of 2) (4 of 4) (o)
1-10of 99 [> [
Host
Vulnerability i Severity ¥ QoD Location Created
P Name
Anonymous FTP Login Reporting oy IS 80% 192.168.152.129 21/tcp félﬁi;inm‘l 2019
FTP Writeable Directories A OB S09% 192.168.152.129 21/tcp fgrll,sluAnMQ, 2019
Cleartext Transmission of Sensitive Information via HTTP @ oSl S09% 192.168.152.129 80/tcp féjpl,;l_‘i\nmg, 2019
FTP Unencrypted Cleartext Login 5 SOEOM 70 %  192.168.152.129 21/tcp Sum Jun 2 2018
Telnet Unencrypted Cleartext Login & SITSE  70% 192.168.152.129 23/tcp féjpl,;l_‘i\nmg, 2019
e - o sSun, Jun 9, 2019
SSL/TLS: Diffie-Hellman Key Exchange Insufficient DH Group Strength Vulnerability @ IO 50% 192.168.152.131 443/tcp s
- - - sun, Jun 9, 2019
SSL/TLS: Diffie-Hellman Key Exchange Insufficient DH Group Strength Vulnerability () IOl 50% 192.168.152.132 443/tcp 10:14 AM
TCP timestamps L 80 % 192.168.152.129 general/tcp Su!'l, Jun 9, 2019
10:15 AM
TCP timestamps & 80%  192.168.152.131 general/tcp sun, Jun 9, 2013
10:15 AM
TCP timestamps s 80 % 192.168.152.132 general/tcp fg!'ll,SluAnM‘B, 2019

o




(Network Vulnerability Test)
- Openvas FIRSEHE, - MBI ERE -

ZEIBRESEZES

S

Dashboards Scans Assets SeclInfo

@ N

Configuration

Filter

[OXoeF - v

ii NVTs 51189 of 51189

NVTs by Severity Class (Total: 511

NVTs by Creation Time

- Created NVTs

NVTS by Family (Tota

51189)

1,600 55,000
1.400 .{— 50,000
o R B Total NvTs

21,200 ,- 40,000

High 2 1,000 35,006

® s00 4 30,008

Medium g | 25,00@

5 600 ‘ 20,006

B 400 | IJL 15,000

= A 10,000

200 = l 5,000
. II'-";II L n\‘u 1l 1{| ;
2010 2015
Time:
[ <] <]1- 10 0f 51189 > >
Name Family Created ¥ Modified CVE _' Severity QoD
. Debian Local Security Fri, Jun 7, 2019 Fri, Jun 7, 2019 CVE-2019-10872 CVE-2019-12293 =
Debian LTS Advisory ([SECURITY] [DLA 1815-1] poppler security update) Chacks 10:00 AM 10:00 AM CVE-2019- 12360 3 6.8 (Medium) 97 %
. Web application Fri, Jun 7, 2019 9:49 Fri, Jun 7, 2019 9:57 =

NUUQ NVR 1.7.x - 3.3.%x RCE Vulnerability abuses oo e CVE-2019-9653 3 10.0 (High) 80 %
Exim 4.87 - 4.91 RCE Vulnerability General ;:q Jun 7, 2019 9:35 ;:4 Jun 7, 2019 942 cve 5019-10149 5 EEETTEE 0%

Frmnln Chrmme Camorib Himdabae febablas mhammalo s d ke fres Amelbame

Thit Tm & 010

Thir Tm & 3040

CVE-2019-5828 CVE-2019-5829
CVE-2019-5830 CVE-2019-5831
CVE-2019-5832 CVE-2019-5833



https://secinfo.greenbone.net/login

NASL

(Nessus Attack Scripting Language)
« NVT FT R S8 O IR S AS B A

include ("smb nt.inc");

include ("version func.inec");

" Example : include . d reg.-inc™);

(=1 cpr:d:-s.mb_func .inc™) ;

sysPath = smb get system32root();

Microsoft Windows Remote [ERiEesEsy
Desktop Service Remote v
Code Execution fileVer = fetch file version(sysPath:sysPath, file name:"‘\drivers\Termdd.sys");

(!fileVer){

Vulnerability (KB4500331) e
- CVE_2019_O708 { (hotfix check sp(xp:4) > 0)

(version is less(versicn:fileVer , test version:"5.1.2600.7701"))
{
™ report = report fixed wer (file checked:sysPath + "\drivers\Termdd.sys",
2.1.2600.7701");
Elecurity_mee.aaga (data:report) ;

= Linux (CentQOS 7) => e
/var/lib/openvas/plugins/2 ) . R
019/microsoft/gb_ms_kb45 |
00331.nasl e e e o

report = report fixed ver(file checked:sysPath + "\drivers\Termdd.sys",
file version:fileVer, wulnerable range:"Less than 5.2.3790.6787"
security message (data:report);

(0};



https://vulners.com/

NVT for CVE-2019-0708

O
Name Family Created ¥ Modified
Microsoft Windows Remote Desktop Service Remote Code Execution Windows : Microsoft Fri, May 17, 2019 Wed, May 22, 2019
Vulnerability (KB4500321) Bulletins 5:57 PM 3:03 PM

(Applied filter: ~"Microsoft Windows Remote Desktop Service Remote Code Execution Vulnerability” sort-reverse=created rows=10 first=1)

Vulnerable Products

cpe:/o:
cpe:/o:
cpe:/o:
cpe:/o:
cpe:/o:
cpe:/o:
cpe:/o:
cpe:/o:
cpe:/o:
cpe:/o:

microsoft:
microsoft:
microsoft:
microsoft:
microsoft:
microsoft:
microsoft:
microsoft:
microsoft:
microsoft:

windows_7:-:5p1
windows_server_2003:-:5p2:~rervrexfdns
windows_server_2003:-:5p2:~rrvrexBH~
windows_server_2003:r2:5p2
windows_server_2008:-:s5p2
windows_server_2008:r2:5pl:~~~~itanium~
windows_server_2008:r2:5pl:~rs~roxfde
windows_vista:-:sp2
windows_xp:-:s5p2:~~professional~~x64~
windows_xp:-:5p3:rr~re ey BG~

NVTs addressing this CVE

Microsoft Windows Multiple Vulnerabilities (KB4499149)
Microsoft Windows Multiple Vulnerabilities (KB4499164)
Microsoft Windows Remote Desktop Service Remote Code Execution Vulnerability (KB4500331)

CVE

CWE-2019-0708

1-10of1
’- Severity QoD

S EEXIIDEE 0%

Apply to page contents ¥ | % B
1-10of1






10T 2%8 - EFEKIR
Shodanm&Google—#x - BJDIAHBERFSHEZNER -

% Share Search

SHODAN net:140.112.0.0116 Downloads Reports Developer Pricing Enterprise Access

#% Exploits #% Maps 3, Images & Download Results Ll Create Report

HTTR/1.1 484 Not Found

Taiwan Academic Network Connection: Keep-Alive

: e Lerver: Embedthis-http
Hl Taiwan, Taipei ETag: "B-1000-3
Cache-Control:
Last-Modified:
Date: Thu, 17 Jan
Content-Length:
Keep-Alive: timeout=560

Taiwan

Taiwan Academic Network S5H-2 @-OpenSSH_T .4

Bl Taiwan, Taipei Key type: ssh-rzz
Key: AMAABINzar]ye2EAAAADAABAAABANC 4duuagTgaKDs
+Etlkaysa8Twbdk j Ter FXCQFMEuH4UKgwE qodeZZ kI
TwlviOmk-+0wMIOMUBYyOHESOLP200peSHL
BarzawRMALTAKEeISgSDA Y. . .

Nelcome + " &'
& S55L Certificate
Issued By: : Mom, 12 Newv 2@1& 1
|- Organization: VMware Installer
Linux 3.x Issued To:

Linux 2.6.x |- Commen

Taiwan Academic Metwork

HTTRA1 .1 2 UK

ratwan Academic Network

Hl Taiwan, Taipei Connection: Keep-alive
Content-Type: text/html
Content-Length: 51%4
Mame:

localhost.localdomain

|- Organization: VMware, Inc

Windows 7 or 8
Playstation 4
Windows XP

®
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A E—E - BEREABEZIPOHER - BViewRawData D LI EFE 3

-

@ '1 I View Raw Data

City Taipei

Country Taiwan

Organization Taiwan Academic Netwark i= Services

SP Taiwan Academic Network (TANet) Information Center

Last Update 2019-01-17T01:03:18.219722 OpenSSH

ASN AS17716 SSH-2.@-0DpenssH_7.4
1 type: ssh-rsa
B3NzaCly cZEARAADADA AQC4duuagIgBKDMY IXEEY1IYnGV4Xs c8 c6BHKGIBARZ ZWRCC
+EtOkaysadlubdKiTorFXCQFMkuHSuKgwF godcZ DF14gkdx@gcy@DVMOLEY XX BFZ3KsaGpITn
A Vulnerabilities TwlvXOmk-+0wM50MUbY OHE SOLP208p0SHI L/ rLyxSFpwana/ 4DckVp83wy@ s U2U18 frdceBgdyl
h I  he A ate c . 1h h c o - @4rzdwRNAUtdKEteI9g5D wqzsR7ULYcWBKE2gUSa5AFC2T jNa+vgz0/B+X0sXppy Q227 /KQz
) - AEGBI21yBFEY0I0rBuyDz FiUHMMT 22 1532 dUBuSdAoahPLOMmC L Bkme 2 TRF4FMEqNhr
Fingerprint: 47:c9:82:5b:73:15:64:9F:72:51:8a:6d: 1c:F8: 1F: 8¢

CVE-2018-15919 Remotely observable behaviour in auth-gss2.c in OpenS5H through 7.8 could be used by remote attackers to detect existence of
users on a target system when G552 is in use. NOTE: the discoverer states "We understand that the OpenSSH developers do not

. , . Kex Algorithms:
want to treat such a username enumeration (or "oracle”) as a vulnerability. faig =

curve25519-shaise

CVE-2018-15473  OpensSH through prone to a user enumeration vulnerability due to not delaying bailout for an invalid authenticating user curve25519-sha236@1ibssh.org

until after the packet containing the request has been fully parsed, related to auth2-gss.c, auth2-hostbased.c, and auth2-
pubkey.c.

ecdh-sha2-nistp256

ecdh-sha2-nistp384

ecdh-sha2-nistp521

CVE-2017-15906 The process_open function in sftp-server.c in OpenSsH before 7.6 does not properly prevent write operations in readonly mode, diffie-hellman-group-exchange-sha256
which allows attackers to create zero-length files. diffie-hellnan-groupls-shasl2

diffie-hellman-groupl8-sha512

diffie-hellman-group-exchange-shal




I0T43%8 - EFPKIR

ME&ViewRawData&E 1l - ShodanWiE 4B 80EIZE: - ﬂDﬂ’fE)E
SRR ZEEHAERMportMICVERIEAESE - MBI

Property Name

area_code

city
country_code
country_code3 TWN
country_name Taiwan
data.®@._shodan.crawler
data.@._shodan.id
data.@._shodan.
data.@._shodan.
data.@.cpe "cpe: Saropenbsd:ope

data.@.data 55H-2.8-0pen55H_7.4 Key type: ssh-rsa Key: AAAABINzaClyc2EAAAADAQABAAABAQC4duuagJglKDWY JXEBY 1 1YNGVAXsc8cEBHRGIBAR2ZWRCC +E tOkaysadlwbdk jTer FXCQ
T 1w X0k OwMS0OMUEOH HJ JFL#A SFpwana SADckVpa 3wy sU2U1 BfNrdeEBedY]l @drzdwRNAutdktel9q50A v Swgz sRTULY cWEBKE 22U595AFC2T jNa+vaz0/B+X0sXd
Fingerprint: 47:cf 73:15:64:9F:72:51:85: 6d:1¢c: F8:17:8c Kex Algorithms: curve2b519-sha256 curve2bhl19-sha2bbElibssh.org ecdh-sha2-nistp2
diffie-hellman-groupld 3512 diffie-hellman-groupl8-shabl2 diffie-hellman-group-exchange-zhal diffie-hellman-groupld-shaibt diffie-hellman-grg
zha2-512 rsa-sha2-256 ecdss- shac— 1s5tp256 ssh-ed25519 Encryption Algorithms: chachaz2@-polyl385@8openssh.com ses

1
blowfish-cbe castl28-cbe 5~ AC Al ithms: unac-64-etmBopenssh.com umac—128-etmBopenssh_com hmac-shaZ-25
128Bopenssh. com hmac-sha2-2 ac—shz 2 hmac-shal Compression Algorithms: none zlibZopenssh. com

28-ctr aes192-ctr aes2bb-ctr aed
f-etmBopenssh . com hmac-sh
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BEZZNER - olDINE -~ 7 FEF - WHRAKEED -

’. SHODAN net:140.112.0.0/1 Q #  Explore  Downloads Reports Developer Pricing Enterprise Access

#% Exploits #, Maps #% Images W Share Search & Download Results |l Create Report

HTTP/1.1 484 Not Found
Taiwan Academic Network Connection: Keep-Alive
Server: Embedthis-http
ETag: "@-1000-3b124fd7"
Cache-Control: no-cache
Last-Modified: Fri

Date: Thu, 17 Jan 2018 21:06:

Bl Taiwan, Taipei

Content-Length: 167

Keep-Alive: timeout=£60, max=199




10T4%8 - SEFKIR
Shodan KB H IRt —LExploreERI O] U£%E -

N\

'. SHODAN Explore Jownloads Reports Developer Pricing Enterprise Access

Explore

Discover the Internet using search queries shared by other users.

Webcam xfinity routers

best ip cam search have found yet. some to the default password adm n:pass...

e [t =

Cams
admin admin

ﬂ webcam

Netcam Webcam

Netcam
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it ??TWPythonLFﬂ L

BEF |/EE) BIO) BEV) =HEH
"domaing": ["ntv.edo.tw”], "

"Cizco 105 http config", "location": {”dma_code“: null, "region code": "03", "area_code": null,

_ghodan": {”module”: “http“, Yid"r "had000bE-563b-49ca-8ahe-T2TE0T991 248", "cravler”:

"62861a8hcdedbT deeed 51 1302059300843 1189 ", "optiona": {1}, "oz": null, "hoztnamez": ["xdn330Z5].ee.ntu.edu.tw"],

NTUERIZ N - ASOCo MR ELE R EE ol LIE&I0T

"lp_str":

1] ipll:

Y, Mopta”r fh, "link": ”Ethernet or modem” Yhagh": - 1761809039, "timestanp”: "2018-11- 145002680 Ll Gg! = Mrarg" s
B0, Torgt: "Taiwan Academic Network", "isp": "Taiwan ﬂcademlc Network (TANet) Information Center",

product”:

"city": "Taipei",

"country_code3":

“THN", "latitude™: 25.047799999999995  "country_name": "Taiwan", "poztal code": null, "longitude": [21.531799999959%98
"country_code": "TW"}, "cpe": [“cpe:fo:cizcoriozg"], "asn': "AS17716", "data": "HTTF/1.1 401 Unauthorizedir\nDate: Wed, 14 Nov 2018

002 16:39 GHT v rinServer: cizco-105hri\nConnection: clogeh\rindccept-Banrez: none'rinWW-Lvthenticate: Bagic realm=\"
"securitytxt”: nnll,
"ciaco-105",

Vihrhndria  “trapaport”: "tep", "http": {"componentz": [}, "robotz hazh": null, "title": nunll,

“sitemap”: null, "favicon": null, ”html”: "401 Unavthorizedhirin®, "securitytxt _hash": nulll} {"domainz": [],

"features hazh": null, ”features“: {}, anonymous“: falge}, "oz": null, "hoztnamesz": [], "asn":

"crawler": “93b89eaabe5431ba?f29e8d442c5903ef6e244f6” "optiong": {1}, "hazh": -1608643738, "port": 21,
etwork” isp : "Taiwan Acadenic Network (TiNet) nf@rmation Center", "product": "NET+4EM ftpd",
”region_code : ”03”, ”area_code“: null, "city": "Taipei", "country_code3": "TUN", "latitude": 25.047799999999095
"Taiwan", pastal code": null, “longitude”: 121.53179999999998 ) "country_code": "TW"Y, "transport":
raax 1 O _xandy, Hr%nSBU iz not walid.\ryn502 Command not implemented.'rin502 Command not implemented.”, "ip":
ip =tr": "1 "t [ Mdomaing": [], " _shodan": {' madule”: "httpe", "id": "Z2b53d7e3-30a9-44b7-bifc-
cehbd f2075% ", ”crawler”: bTaTdBﬁﬁcebSﬁUcb42T6cc1b4660b2d?63cc639?” "optiong": {11, "tage": ["=elf-zigned"],
"zl [Mchain": [" BEGIN CERTIFICATE RnMIIDHDCCHh1gﬂwIBﬂgIBHTHHngqhkiGQwUBHQUFADHHMSSWLQTDHQQDEFZJTIHt

Vnl2VeZ 11TalduZW0102V ydG InalNhdGULHTEND gwll jE INz2 eFw0x0DASH ; Twll 1Mz
VD haFwOyHDA xMDEwMDAwNDEaMDE L zA tBeNVEAMT Tk IPUv 1 TaWxul YN p22512C1D

, robotz": null, "redirecte": [], "html_hash": 819126370, "location": "/, "merver":

level 15 access

"host":
"sitemap_haszh":
IIftDII :

"ASTTTIEY, Mopte": ), "timestamp":
"2018- 11 14TDD 2443 952035” "verzion": "1.0", " shmdan”: Mmodule": "ftp", "id": "f2ce95dc-0269-41e7-961e-83ce2dfe9576",

"org": "Taiwan Acadenic

"location": {"dma_code": null,

”tCD“, “data”:

"country name":

220 NET+ARM FTP

"hoztnamez": [],

N
2 )

il

N

-

—

(




|I0T548 - B—XiBiE
TE55BASOCE BEIPython B HIOTHE . -

FEZI17400= 51 - B@REIFIOT BF11431= - F5165EIP - EE6266= -

113831 - REF48 - IOTsm#IHE42731E -

writahleOutnut = 'in nort dats
TJerminal - root@kali: —/Downloads
File Edit vVview Terminal Tabs Help

Lines parsed far: 16300 Time
Lines parsed far: 16400 Time
Lines parsed far: 16500 Time
Lines parsed far: 16600 Time
Lines parsed far: 16700 Time
Lines parsed far: 16800 Time
Lines parsed far: 16900 Time
Lines parsed far: 17000 Time
Lines parsed fTar: 17100 Time
Lines parsed far: 17200 Time
Lines parsed Tar: 173008 Time
Lines parsed far: 17400 Time

.109 seconds
.137 seconds
.16 seconds

.42 seconds

.451 seconds
.484 seconds
.55 seconds

.571 seconds
.594 seconds
.638 seconds
.678 seconds
. 707 seconds

(A0S M R O RO R RO R RO RV R

FINISHED
Finished parsing in 5.742 seconds

RESULTS
[+] IPs parsed correctly: 11431
[+] IPs incorrect: 0
ip list: 5165 ; duplicateip: 6266
type do: 11383; not_yet: 48
ok "ip= 4273
[NTU. json]

[




|IOTEAFT 5348 — Python IOTIES
tkiEshodanf 2 HME R FIETEE R/I0T - (BEEIEIMNKFEDR)

elif data.find("linux") >»= 1 or shodan.find("linux"} >= 1
typel = str("linux")

elif data.find{("canon

elif port == str(lcl) and shodan.find(
typel = str(

typel = str('wirekess") elif data.find("zoockeeper

elif data.find("c typel = str|

elif port = =str({lecl) and shodan.find(
typel = str|

typel = stx('=snomp') elif data.find({"imarp

elif data.find("tr typel = str|

elif shodan.find("apples
typel = str{'"CC

typel = str('apple-airport elif data.find("netsarang

elif data.find("httr typel = str|

typel = str{'unknow but can .
typel = str('online drive elif data.find("wpn™) >= 1

elif data.find({"mc typel = str('vpn')

) elif shodan.find("telne
typel = str{'Hoxa

typel = Can telnet elif shodan.find("coin

elif shodan.find("=t! typel =

) ) elif data.find("http™) »>= 1 and data.f
typel = str{'ethernec

typel = str('web login') elif port = str(339)
typel = str('ldap')
elif data.find("=z=h") >=
typel = str('=sh') elif port == str(503) or shodan.find({"modbus
typel = str('modbus')

elif port == str(2000)

typel = str{'Cisco SCCP or get viru elif data.find("amgp") >= 1 or shodan.find("amgp
typel = str( T

elif shodan.find{"torrent™) >= L

typel = str('E



e o, iy

¥

elif data.find("goahead™) >= 1
typel = str('goahead')
thttp=s:,//research.checkpoint.com/new—-iot-botnet-storm—coming,
elif data.find("avtech™}) —
typel = str('avtech')
thttps:/ research.che

elif data.find("mikrotik
typel = str('mikrotcik’

thttps://research.che
elif data.find("lin
tyvpel = str('linksys

thttps:/ research.che
elif data.find("=ynoclogy
typel = str | 1

Key Points:

Seen in the
Context of the
current
Attack?

e A massive Botnet is forming @ Vendor Protection Name

e An estimated million organig

amount actually infected. Wireless IP Camera [P2P) WIFICAM Cameras Information

e The Botnet is recruiting loT ¢ Disclosure

Wireless IP Camera [P2P] WIFICAM Cameras Remote Code
Execution
D-Link 830L Router Remote Code Execution
D-Link DIR800 Series Router Remote Code Execution

D-Link DIRB00 Series Router Information Disclosure

GoAhead
attack.

D-Link 830L Router Remote Unauthenticated Information
Disclosure

D-Link 830L Router Cookie Overflow Remote Code Execution
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[ FPythoniBEARMT - D-link3Python B ENELE (Y I=E

s @ | | Q Search

EFRAAE D A1 HIFRAEAE D 1.00

EMAEEEFEERE

!Eiﬁﬁ:‘ ‘

WIRELESS

Copyright © 2013 D-Link Corporation. All rights reserved.
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BREREXCELES - 11ER

C D J K

devicetype server typel
[" Frinter

shodanimo product title imener
printer-iot ['epson al-<["] 1

port data
Q100 ['@pil info

[l =

et I o T ¥ R S ¥

R = =
b WP

[ [

49153 [‘hitp/l.1 S ['wemo-hit ["']
143 ['* ¢k the n['imap'] ]
443 ['http/l.1 4 ['https'] ]

SCICICI "] ["hitp-simpl ["']
0 ['hitp/L.1 & ["http']
2 ['ash-2.0-01 ['s=h']
59(]1 ['tfb 00300 ["http-simpl [ vnc']
5555 ['httpdl. 1 4 [Chttpsimpl ["]

2000 [httpsl.l 2 ['hittp-simpl [ heinz']

44818 ['product n: ['ethernetip [']
5008 ['httpdl.1 3 ['httpsimpl ("]
50 ['https/1.0 4 'http'] "
2000 [0 1N [Mkettle'] [
80 ['httpsL.1 Si['http'] [

21 [Z220 gener ['Tip'] [
10000 ['http/1.0 2 ["httpe-simy (']
49153 ['hitpl.1 & ['wemo-htty["]
2222 ['esh-2 0oy ['e=h'] [!
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[
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1723 ['firmware: ['potp']
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[lighttpd/]l Asus aicloud, a service of asus wifi router

["]
['cizco-ics'
["]
["]

['zquids3.3,

[meginx']
["]
["]
["]
["]

linuzx
imap,mail use

data iz No data

“cisco router or switch

opensszh

WHC

web login offline
svnology , WNAS
ethernetip, power monitor
online driver

access control system
Cizco SCCF or get virs

['nginzfl.3 synology , WAS

fp

online driver

online driver offline
opensszh

Cizco SCCF or get wirs

upeiz.l i printer server IPF offline

Vigorn,vigor is online tv or router

_Sah
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IOTEREBAXZIEARME - TAXZRE - FTLIERAOpenVasE Al
=a AR

« > C o @ # https://127.0.0.1:9392/omp?r=1&cmd=get_reports&token=41b03bfb-c7d0-4334-9de0-7dc53

£+ Most Visited [l Offensive Security “& KaliLinux “% KaliDocs “& Kali Tools . Exploit-DB Wy Aircrack-ng gl Kali Forums “& NetHunter & Getting Started

Greenbone
Security Assistant

Dashboard Assets Secinfo Configuration

Filter:

Reports (2 of 2)
Reports by Severity Class (Total: 2)

— Max. High -~ Max. High / host

160 o
140
120 -
100
&0 -
&0 -
40 -
20

0

Scan Results
Status Severity
R

Thu Oct 4 08:09:00 2018 20.255
Thu Oct 4 08:08:40 2018 T8 10.255
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Reports (2 of 2)

>k

°

Cd

\

AR = 28 RI10T -

Reports by Severity Class (Total: 2)

B High

Thu jJan 3 06:24:03 2019
Fri Dec 28 01:47:07 2018

Reports: High results timeline v Reports by CVSS (Total: 2)

— Max. High -~~~ Max. High / host

-0.24
022
-0.20
-0.18
-0.16
-0.14
-0.12
-0.10
-0.08
- 0.06
-0.04
-0.02
0 T T T T T 0.00
Fri28 Sat29 Dec30 Mon31 2019 Wed02 Thu03

Scan Results

DVR new

vApply to page contents w
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\_;‘ ,J' Report: Results (6018 of 57546)

Vulnerability

OS End Of Life Detection

OS End Of Life Detection

OS End Of Life Detection

OS End Of Life Detection

OS End Of Life Detection

Apache Tomcat End Of Life Detection (Windows)
Microsoft IIS Web Server End Of Life Detection
Microsoft IIS Web Server End Of Life Detection
Apache Web Server End Of Life Detection (Windows)
PHP 'type confusion' Denial of Service Vulnerability (Windows)
PHP Multiple Vulnerabilities - Sep11 (Windows)

PHP '_php_stream_scandir()' Buffer Overflow Vulnerability (Windows)

ID: 5460
Modified: Mon
Created: Tue N
Owner: admi

a E
7|

®
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R%J Result: Cisco Default Telnet Login

Vulnerability _ Severity

Cisco Default Telnet Login - 0.0(High)

Summary
It was possible to login into the remote host using default credentials.

root@kali: ~

Vulnerability Detection Result File Edit View Search Terminal Help

IIt was possible to login as user "cisco" with password "cisco". I :~# telnet 140.112.
Trying 140.112 .

Solution Connected to 146.112.° ~°°

Solution type: i Mitigation Escape character is '"]".

Change the password as soon as possible.

Vulnerability Detection Method =s5 Veriricatlon
Details: Cisco Default Telnet Login (OID: 1.3.6.1.4.1.25623.1.0.103807)

Version used: $Revision: 9567 &
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OpenVasiE s
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7373

)-5_1

Loggedlnas Admin admlnl Logout |

reenbor 7.
Security Assistant L

Tue jan 8 00:21:47 2019 UTC

Dashboard Sq

¥4 ! Anonymous XML ~ | B3

\
|
|
lq“v Report: Resuli
|

Vulnerability

Check for Discard Service

echo Service Reporting (TCP + UDP)|
Acme thttpd and mini_httpd Termin

mini_httpd server Long Protocol Str!

Cleartext Transmission of Sensitive |
\pplied filter:host=140.112.168.194 sutofp|

|
|
|
|
|
|
|

Filter:

Apply
overrides:

Auto-FP:

Show Notes:

Show
Overrides:

Only show
hosts that have
results:

QobD:

Timezone:

Severity
(Class):

First result:
Results per
page:

Sort by:

Trust vendor security updates
Full CVE match Partial CVE match

must be at least | 70 1 >

Coordinated Universal Time

] I | |

Severity v Ascending Descending

Help

"]

| Oce38daf5609-4¢40-969¢. SffB1bAE92"
lified: Thu Jan 3 20:33:26 2019 ‘
jted: Thu Jan 3 06:24:18 2019

er: admin

\ 1.5 of &

| Jiocation [ actions |}
\tu.edu.tw) 9/tcp X
rtu.edu.tw) 7/tcp A}
btu.edu.tw) 80/tcp 5
Itu edu.tw) 80/tcp

f
|
\
i
|
|

tu.edu.tw) 80/tcp
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Service (Port) | Threat Level
010t High
H;".'_]x
High

High 8010, tep

High (CVSS: 9.0)

NVT: HTTP Brute Force Logins With Default Credentials Reporting

Summary

It was possible to login into the remote Weh Application using default credemnt ials

As the NVT ‘HTTP Brute Force Logins with  default Credemnt
1.3.6.14.1.25623.1.0.108041) might run into a timeout the actual reporting of

cofigure if such an timeout is reported

5%(%1%_/6@'54@ ° %’ IEIE /\n\/lfl\/'_‘é‘:'}

Service (Port) | Threat Level
0t High

High 80 /tcp

moe Default Cre:

Product detectionm result

cpe! farx iongmail rnet_surveillancerunknown

Datactad by Xiongmai Net Surveillance Ramote Datection
«—3,.0,114038)

ability takes place in this NVT instead. The script preference "Report timeout' |

Sumimary
The remote inst allation of Xiongmai Net Surveillance is prone to a default accoumt authentication
by pass vildnerahility.

Vulnerability Detection Result

«»0K

Vulnerahilivy Detection Result
It waa possible to login with the following default credentiala:
usernane! "default", password: "tluafed"

Solation .

Solation type: Mitigation

Change the password as soon as possiblie

I ]I._h PRSP LAy T 1"\.'||'1 ,I|'|| ]I‘|' a regnote attae |,|'j tow Eall Aroess to seqespt ey .||,|-i Fipnaat poagy onx e ||_['.'

system comfigur ation.

\’Il]llfl’“hi“(i)' Detection Method

Try to login with a mumber of known default eredentials via HT'TP Basic Auth
Details: HTTP Brute Force Logins With Default Cradentials Reporting
OID:1.36.14.1.25623.1.0.103240

Version used: $Ravision: 11663 §

Saolution /

Salution type: Mitigation

1'|L.|II.I'.1' tlue [riEE W rels for wser and admin acoess

Vulnerahility Insight

The installation of Xiongmai Net Survelllance is lacking a proper password configuration, which

makes eritical information and actions accessible for people with knowledge of the defanlt ere-




OpenVAS Setup

Username:

Password:

Greenbone
Security
Assistant

@

Reference : https://www.linuxincluded.com/installing-openvas-on-centos-7/
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= OpenVASEE B 1T#% 48 packagefV 7 T\ - Z4=/iXDebian/RedHat %4 -
« 4 : Ubuntu - kali => apt install openvas

« 41 : CentOS => yum install greenbone-vulnerability-manager (or yum install openvas)

- BF  BITREZSE - REHEEREM.S  BaERETRAZERE -
- IR RN ERE - BTN AES—MERE -

)

(



E /4 virtual appliance

G & https:f,"vmw.greenbone.net.-’enfinstall_use_gcef ~ [E (120% ws [ *‘

phone: +49-541-7602780 English == W 3

Greenbone

Sustainable Resilience
R VA el S EIG @O I R Critical Infrastructures What is Vulnerability Management? Products Service Partners About

Setup the GCE

Version: 4.2.24

Download: https://dl.greenbone.net/download/VM/gsm-ce-4.2.24.iso (355 MByte)
sha256sum: 463f0a08312953671d7d42628f90da70dec4399ad656be997e98cdf7c67cd15a
Compatibility: VirtualBox, ESXi, Hyper-V

Minimum requirements: 2 CPU Cores, 2 GByte RAM

The GSM Community Edition is a derivate of the GSM ONE and allows a quick and easy option on Windows, Linux or Mac to give the solution

a trial. No particular know-how is needed.
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= Type: Linux

= Version: Other Linux (64bit)
= Memory: 2048M

= Harddisk: 9G

= CPUs: 2

[ -

=

« Memory : 8G Lt
« CPUs : 4 cores Lt

(B
k

Q_ OpenVAS

Inerability Assessment System

o



Greenbone
GSM Community Edition

® # https://192.168.137.130/logout?token=2623d112-8adf-11e9-b852-000c2927bb33 s w

openvas-gcm - Vilware Workstation 13 Player (Mon-commercial use anly)

Elayer - - 'EJ [I:lj [d
Helcome to Greenbone 03 4.2 (ttyl)

The web interface is available at:

http:--192.168.137.130

g=m login:

Username:

Password:

Login

bone
Security Manager
COMMUNITY
EDITION

openvas-gcm - Viiware Workstation 15 Player (Non-commercial use only)

Blayer = - @ [I:E [
Welcome to Greenbone 0S 4.2 (ttyl)

The web interface i= available at:
http:,r192.168.137.130

gsm login:
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https://www.linuxincluded.com/installing-openvas-on-centos-7/
http://openvas.org/download.html
https://vulners.com/

