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et
&) |
oE R EX(TREFMWMMFNE X)L ETALX(Red Team) E4RA B 1E

P - IR EREAR Palo Alto GlobalProtect 71 format string 55% -
ZBIE55 2 Ol #EH5Z SSL VPN EARes - WL EA A

o GlobalProtect2ZPalo AltoRISSL VPN E
o ZMMIRE XK EIH/REMmE - BHE2REFIZE B 24 silent-fix

o I5mia#mak mCVE-2019-1579* ; Palo Altoss#h R ia 4R ok 7 PAN-SA-
2019-0020

HeT CEES:E
1. E#RZFIPalo AltoliF - BBREEPalo AltoBIE 28 BCVELRSE - 2Palo Alto B 2R E M E R _ECVEARSR https://www.paloaltonet

works.tw/resources/data
sheets/globalprotect-

datasheet



https://www.paloaltonetworks.tw/resources/datasheets/globalprotect-datasheet

BB &5 [E
Ry =5 EB =

OEFEMAMNMRAN T - ZEAFPEBREMESZMMUBRESNE .
v'Palo Alto GlobalProtect SSL VPN 7.1.x < 7.1.19
v'Palo Alto GlobalProtect SSL VPN 8.0.x < 8.0.12
v'Palo Alto GlobalProtect SSL VPN 8.1.x < 8.1.3

09.x A 7.0.x I8 B1FELLFE




e Eakiis

® “ssimgr” ZHRAREEServerlnMClientlin 2 ESSL handshakerJAk#5

O LSRR “ssimgr” BEMER D - HEEKEIR “scep-profile-name ”
WFEEH snprmtf 1& 2017 Abuffers

o fMIFit BHE RS EBFNE - INEAARSAEZER SN ETERFcrash
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> F#kPalo Alto GlobalProtect SSL VPNZ
a. 7.1.18 KR ZRIMARA F 4R 2 7.1.19 s DA RIRR A
b. 8.0.11 X ZEIMARZA F4RZE 8.0.12 st AR AR AN
c. 81.2 RZBIWMA FA4k=2 8.1.3 LIRS
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®Fortigate SSL VPNZFortinetlE ~SSL VPN ZE ma

O ELCVERB B LEBRRM - SMBEEHREET A

oI E X 1Eblack hat USA 20192% 7 fifElFortigate SSL VPNEZ{EPulse Secure SSL
VPN JR)E

=*RTINET

B /3R : https://www.fortinet.com/tw



https://www.fortinet.com/tw

CVEmiE—

o E X IR L M EAERIE
—CVE-2018-13379 : Pre-auth arbitrary file reading
—CVE-2018-13380 : Pre-auth XSS
—CVE-2018-13381 : Pre-auth heap overflow
—CVE-2018-13382 : Modify anyuser’ s password with a magic key
—CVE-2018-13383 : Post-auth heap overflow

o AT B2 2 EGithub B 18REPoCIE T
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CVE-2018-13379
> FortiOS54-546t054.12
> FortiOS 5.6 - 5.6.3t0 5.6.7
> FortiOS 6.0 - 6.0.0t0 6.0.4

CVE-2018-13380
> FortiOS 5.4 and below
- FortiOS 5.6 - 5.6.0t0 5.6.7
- FortiOS 6.0 - 6.0.0 t0 6.0.4

CVE-2018-13381
> FortiOS 5.4 and below
> FortiOS 5.6 - 5.6.0t0 5.6.7
> FortiOS 6.0 - 6.0.0t0 6.0.4

CVE-2018-13382
> FortiOS 5.4 -5.4.1t054.10

> FortiOS 5.6 - 5.6.0 t0 5.6.8
> FortiOS 6.0 - 6.0.0 t0 6.0.4

CVE-2018-13383
> FortiOS 5.6.10 and below

> FortiOS 6.0 - 6.0.0 to 6.0.4
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FEBEERERETARRAEMD T
- FortioS 5.4 — 5.4.13 5 2 BB #HIARA
> FortiosS 5.6 — 5.6.11 50 2 BB #AIARA
> FortiOS 6.0 - 6.0.5 3t Z & BH AR

> F 4R E FortiOS 6.2.0
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oS EXICE T Z K i Pulse Secure SSL VPNRYRE
®Pulse Secure2APerlfZ - WERC++ERINE - EEEZRBINVHERFEAD
oS F3/8HEIE—(ERE - W H3/22:& = Pulse Secure
®Pulse Secure EERTDBAE - T£—EHA (4/24)% % SEHERE

S Pulse Secure’

B R R : https://www.pulsesecure.net/



https://www.pulsesecure.net/

CVEmiE—

o T Bk E3IR LA MNETETRIT -

- CVE-2019-11507 : Cross-site scripting

> CVE-2019-11508 : Post-auth NFS arbitrary file writing
> CVE-2019-11510 : Pre-auth arbitrary file reading
> CVE-2019-11538 : Post-auth NFS arbitrary file reading
> CVE-2019-11539 : Post-auth command injection

> CVE-2019-11540 : XSSl session hijacking

> CVE-2019-11542 : Post-auth stack buffer overflow

o Al EBAZ L 2 EGithub LA HEEPoCER
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Pulse Connect Secure 9.0R1 — 9.0R3.3 < Pulse Policy Secure 9.0R1 - 9.0R3.3
*Pulse Connect Secure 8.3R1-8.3R7 - Pulse Policy Secure 5.4R1 - 5.4R7

*Pulse Connect Secure 8.2R1-8.2R12 , p j|se Policy Secure 5.3R1 - 5.3R12

*Pulse Connect Secure 8.1R1 -8.1R15 | Pulse Policy Secure 5.2R1 - 5.2R12

*Pulse Policy Secure 5.1R1 - 5.1R15




Ll
Iy
Ollk

%18 it

O EFARE NIRRT
«Pulse Connect Secure 9.1R1 and * Pulse Policy Secure 9.1R1 and above
« Pulse Policy Secure 9.0R4 & 9.0R3.4

above
«Pulse Connect Secure 9.0R4 & . -
9.0R3.4 Pulse Policy Secure 5.4R7.1
« Pulse Policy Secure 5.3R12.1
*Pulse Connect Secure 8.3R7.1
* Pulse Policy Secure 5.2R12.1

«Pulse Connect Secure 8.2R12.1 _
« Pulse Policy Secure 5.1R15.1
Pulse Connect Secure 8.1R15.1

e
SO EESAN
https://kb.pulsesecure.net/articles/Pulse _Security Advisories/SA44101



https://kb.pulsesecure.net/articles/Pulse_Security_Advisories/SA44101
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