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Mirror vs. TAP

« SPAN/Mirror

N BN 1Gb Rx Tx 1G

E e
h\L/ 4

e N
* TAP

F/ZINN

aooe 1Gb Rx Tx 1Gb

wmeErEm

Ny R T x| Rx 1Gb
T 1Gb 1Gb

A traditional TAP has a separate output
@ for each direction (TX and RX) so the monitoring
tool needs two input ports.
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Gigamon HC1

Inline Network Port
|:| Inline Network
[ ] Inline Network Group

[ ] Inline Tool Port
Inline Tool

[] Tool Port



Gigamon HC1




] Inline Network
1| Inline Tool



Inline

Inline Network
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Selective Inline




Selective TAP




SPAN(Switched Port Analyzer)
Mirror

Switch J

I
I

+ Use Only 1 Port: RX + TX Mixed to TX

+ Only One Direction Max Bandwidth
x Full-duplex: 100/100 Mbps
x One Direction: 100 Mbps
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SPAN/Mirror

AN
/)lLﬁ‘E
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Selective SPAN/Mirror
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SPAN/Mirror
=15t TAP

n
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PC
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IPS

AL Switch 7 &
Selective SPAN/Mirror
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SPAN/Mirror

« AT HEETEL TX/RX J5[H]
AR D
« (R IP 4 NAGH] gE ARG ETELIP A 2E4
+ {5 FH Src Mac/Dst Mac
«+ Download/Upload fjjl_E Vlan tag
« [HHH TTL
« TTL= 64,128,254,255 -> (N4 IP
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TAP
Splitter (1 3)1 \3/ 17E3 L
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TAP
Splitter (1:3)

« To IPS B ffilE R B —hR&R
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Gigamon TAP UTP

amon G-TAP® A-Tx @
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Gigamon TAP Fiber
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St E SHEERT

Selective Inline/Tap Support Layer Layerl ~ Layer4: MAC addr, IP, Port
Layer7 Layer(Wireshark): http agent, dns

query name
Application Layer(DPI): Skype, Line, ....
Physical ByPass EfrEE1)#A ByPass Yt/ B
FF SFP H]F{)
Logical/Software  {E0H] IPS B g5 B ]/ #E [
ByPass YJ#4 ByPass Only W /7%

(Heart beat) FE ¢ Client/Server



Inline to Bypass

+ Physical Bypass

. B
+ Logical/Software

Bypass

+ Hear beat

« To IPS ERGARES T

« |PS E 1%/ R H A i |2
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Physical Bypass Module

Gigamon HC1 SourceFire IPS

BPS-HC1-D25A24




Inline Network Group
to Inline Tool

Inline Network Port
|:|Inline Network

« PR AL B A2 B g [EIE 4% Inline Tool  []Inline Network Group
T HELR

v JRALE B B Hi% inli
ey nline Tool Port

+ JH A2 e BN B2 HHE DI ine Tool

+ 7 Inline Tool B3R &1 - Vian id » 3= niine 100

REEHE
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Cacti 255 Line Notify

— curly//— @

LINE Notify

Cacti vy
o S ”
-.' AFZE Server ~ FHERER
e (] H#EA curl %S
10745 & B

S.E%ﬁél%lijmij(mm&w? HINWE NE LB EAICERE -
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Cacti SYSLOG £ =

U
i
+

+ 2537 ASR Router Log . H &4

Alert
MName* *

Alert-AUTHEMN_SUCCESS
Alert-LINEPROTO-5-UPDOWMN
Alert-LINK-3-UPDOWMN
Alert-LOGIM_SUCCESS

logged command
OSPF-5-ADJCHG
OSPFy3-5-ADICHG(ipv6)

Severity
YWarning

YWarning
Warning
YWarning
Warning
YW arning
YW arning

B H ARKIIE A Router

@ LIME Motify
CCMET _Motify: 140,112.0,70RP/0/RP0/CPUD:Sep

6 15:49:07.861 : exec[65941]: S5SECURITY-LOGIMN-6-ALTHEN_SUCCESS

Method

Individual
Individual
Individual
Individual
Individual
Individual
Individual

Threshold Match

Count Enabled Type

A, Yes Contains  AUTHEMN_SWUCCESS

I fa Yes Contains  LINEPROTO-S-LPDOWN
e Yes Contains  LINK-3-UPDOWHM

M A Yes Contains  LOGIM_SWUCCESS

e Yes Contains  logged command

Mo YEs Contains OSPF-5-ADICHG

M fo Yes Contains  OSPFy3-5-ADICHG

» Successfully authenticated wser ‘ntuadmminl' from '192,162.214,133" on iyl

24




Cacti SYSLOG
Alert Action

L Console  Syslogalerts  (Edit) .. o i

Alert Mame @

Severity @
Feporting Method @
Threshold &

String Match Type @

Syslog Message Match String @

Alert Rules

Removal Rules
Report Rules &lert Enabled @

Fe-alert Cyvcle &

Alert Motes @

Dpen Ticket &

Ernails to Motify &

Alert-LIM K- 3-UIPDOWT
YWarning o
Individual M

1

Contains B

LIME-3-LIPDCA

Enabled B

Mot Set d

] -

davisyou@ntu,edu . tw

Shell Script: "/usr/share/cacti/cacti_line_notify.sh <HOSTNAME> <MESSAGE>"

Alert Command €

" fusrfsharefcactifcacti_line_syslog.sh '<HOSTHAME "
"2 MESSAGE:"




Line Notify
Shell Script

+ cacti_line_notify.sh
+ curl -v https://notify-api.line.me/api/notify \
+ -H 'Authorization: Bearer Access_Token' \
+ -F 'message=""$1" \
+ -F 'message="%$2"“

E . CPU Usage #£'&

@ CCHET _Motify: & Warning has been issued that reguires your attention,
Dievice: EEGS09 (140,112,1.6)

LIRL: Link to Graph in Cacti
Message: WWARMIMG: EEGS09 - 5 Minute CPU [Smin_cpu] is still above threshold of 10 with 30
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Cacti 255 Line Notify
=y
x NEEZE=G Syslog Server
+ NEEELCIC Email Server kz Parse N

+ NHEFZEZC(use curl only)
» HEZEFHES 0 B EIES
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LINE BOT BJiSA B2 A




4.2 Line Bot BJIS A ENE =

el

ST -
Mail, 152, 4R, . ..

Ptt ZmiE: NTU kfiz BGP Overage
BGP Hijacking
BGPC’TREAM——) BGP Leaks

BGP Hijack Lo LINE Notify
ASN TW

R 4
® =
o_0o > BHEEF
C;\A/_/ Cisco, Microsoft, Apache ....
\J L /®

Common Vulnerabilities
and Exposures 107@??%3% B
5.& 4R B NIER - 4B N EZRGIERICEHRS] -




REAE~REES
ptt.cc £BECHY (E

8B % o = 0
Eigg sl RARNEM

joseph4o

<

a0aqua

12 [3H] &7

CCMET _Motify: 11708

yahedb26

(7R ] S HERRRER: | BEREEET N RS T
hittps: fvevew ot oo fbbs INTUSM, 1573155279.4,9C3, bt

CCMET _Motify: 11/08

[#H] SARAERREY L\ 07D | EBEs

hittps: ffwewews ot oo fbbs NTIM, 15731898764, 994, html

CCHET _Motify: 11711
[Se4] MTL Mail
30

https: ffwewew ptt.cofbbs INTUMM, 157 3449576, 4, 42C. bt




BGP Hijack R[IHFEHE

@ https://bgpstream.com/

Fossible
Hijack

BGF
Leak

‘‘‘‘‘‘

METCOMNMNECTWIFI-AS Met Connact Wifl Pyt Ltd, 1M (AS 13387 3)

Expectad Ongin A5 JAHIZ, LB (A5 209265)
Detected Origin A5 Beirutk-Lebanon, LB (A5 9051

e A5 SSALIANDC O-AS-AP 5 S Ali and Co, BD (A5 136027
Legiar A5 AAMBEA-ATL-BD Aamra technaologies limited, BD (AS 58601)

CCMET _Motify: 2019-11-11 20:50:00

Outage

KLICKKLACK-AS-TW Klickklack Co., Ltd, TW (A5 131645)
https://bapstrearn. comy/event/219156

CCMET _Motify: 2019-11-06 05:07:00

tage

KLICKKLACK-A5-Tw Klickklack Co., Ltd, TWw (AS 131645)
https: //bapstrearn. comy/event/218753

CCMET _Motify: 2019-09-25 20:17:00
Outage

MNCIC-IDC-TW Mewy Century InfoComm Tech Co., Ltd., Tw (45 131586)
https://bapstrearn. com/event/ 217340

Start

time End time :‘:}’JE
UTC  {UTC)
2018-08- 2018-05-
06 06 detail
0B:44:00  DB:4800
201905 ore
06:38:01 detall
201 9-05-

hare
0& detail

063522


https://bgpstream.com/

Information Technology Laboratory

NATIONAL VULNERABILITY DATABASE

https://nvd.nist.gov/vuln/search

®

VULMERABILITIES

SEARCH AMD STATISTICS

Q Search Results (refine Search)

Search Parameters:
o Results Type: Overview
« Search Type Search All
» CPEVendor: cpeicisco
» PublishedStart Date: 10/29/2019

There are 8matching records.

HIL

— e ="
JEE R

Cisco, Microsoft, Apache ....

CCMET _Motify: CWE-2013-1932

Movernber 05, 2019; 02:15:11 PM -05:00

& yulnerahility 0 the HT TP traffic filtering component of Cisco Frepower Threat Defense Software, Cisco
FirePOWER Services Software for ASA, and Cisco Firepower Management Center Software could allow an
unauthenticated, remote attacker to bypass filtering protections, The wulnerability is due to impraper
handiing of HTTP requests, including those communicated over a secure HT TPS connection, that contain
maliciously crafted headers, an attacker could explait this vulnerability by sending malicious requests to an
affected device, An exploit could allow the attacker to bypass filtering and deliver malicious requests to
protected systems, alowing attackers to deliver malicious content that would otherwise be blocked.
https:f fved. ist. gov fvuln fdedail /CYE-2019- 1982

CCMET _Motify: CWE-2013-1981

Movernber 05, 2019; 03:15:11 PM -05:00

& vulnerability 0 the normalization functionality of Cisco Firepower Threat Defenze Software, Cisco
FirePCwWER, Services Software for 52, and Cisco Firepower Matnagernent Center Software could allow an
unauthenticated, remote attacker to bypass filteting protections, The wulnerability is due to insufficient
notralization of a text-hazed pavioad, An attacker could exploit this vulnerability by sending traffic that
cortaing specifically ohfuscated pavloads through an affected device, An exploit could allowr the attacker to
bypass filtering and deliver malicious payioads to protected systems that would otherwise be blocked.
bttpsf fved. ist. gov vuln fdedal /(CYE-2019-1981

oL


https://nvd.nist.gov/vuln/search

To Do List

» B HAVEN S B H BT
x N4 EZ LB /(R A 2

« Talos F4E =

+ /Zero day

« RSS 154

« (B A~ RIER:

« ptt JEHIG IR
s AR, B
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