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Router Architecture (1/2)

Two key router functions:
* run routing algorithms/protocol (RIP, OSPF, BGP)

» switching datagrams from incoming to outgoing link

Iinput interface output intelfaceJ

~

Data in < Backplan .

Data out
°
L]
X
Update
::;:;29 J Set scheduling
forward engines =4 (QoS) state
o I d g Network ’
el processor
(e.g., routing)

https://slideplayer.com/slide/7710927/
https://slideplayer.com/slide/9405926/
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Router Architecture (2/2)

PR Control Module
oM LSDB (Link-State Data Base)
2 -
Banadl ¢ el ! 3 0 0 pdule i
- i
5 a 5 N i upernzo
engne
‘il . t [ 1 [
- Supervisor [ 1 I
’ " engne
o pel/1
& - | e ' iching
$ Redundant ‘801/2 e or ik ‘ 9uk 't Proce
8 i Em a AR (tngr up/Egress Sl H
’ abe
X @ M:' L Pa '
07 [ Line Card | Card Module B Line Card | Card
il s
= L. s Physical Port 1/4
- [P . gei/s
: -— [ Port number: 4 = 4th Port in a Line Card
i, - —L Line Card number: 1 = 1st Line Card in a Router
Power supply 1 Power supply 2 Port type: ge = Gigabit Ethernet

(redundant)

Esgowwvd wap 50, ge1/4 means “Gigabit Ethernet Port 4 in a Line Card 1*
Cisco 7600 Router General Router Architecture

https://www.netmanias.com/en/post/blog/6338/ip-routing-network-protocol-
o SWItChIDngWItCh.In%,and routing-part-1-router-architecture
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SDN: Software Defined Network

Iﬁﬁ"ﬂ iz} SDN,.ﬂ 72
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What is OpenFlowopenFlowssson

d OpenFlow is based on an Ethernet switch or WiFi
access point, with an (1) internal flow-table and a (2)

standardized

entries via an (3)OpenFlow Controller

OpenFlow Switch specification

\

Software .
Control Plane
),
~N
Flow Table s
I ERET - 1) /

Peﬂ\:\ow

(version 1.5.0/1.3.0/1.0.0/0-W
, : -ed
Q3igen 5% oe @

Routing Protocols:
OSPF, ISIS, BGP

Per-packet:
Lookup, switch, buffer

interface to add and remove flow

EN

W
N

Controller
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Open Networking Foundation

| A non-profit industry consortium
® Founded: March 2011

® More than 70 members
Telecom operators, network providers, service OPEN NETWORKING

id
provicers FOUNDATION

Equipment vendors, networking and
virtualization software suppliers, and chip
technology providers

SDN is a dynamic and flexible
network architecture that protects
existing investments while future-

! Vision: Make Software-Defined Networking
the new norm for networks

® ONF wants to transform networking proofing the network.
industry to software industry With SDN, today’s static network
through SDN concept can evolve into an extensible

service delivery platform capable
of responding rapidly to changing

! Mission: Commercialize and promote ,
business, end-user, and market

SDN and its underlying technologies

for their user benefits Lt
[https://www.opennetworking.org/images/stories/d
® ONF strives to create the most ownloads/white-papers/wp-sdn-newnorm.pdf]

relevant SDN standards
nE1-T R f ¥ 4 ¢ NAStierP
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ONF - EHOperatorsEE&

OPERATOR-LED NOT-FOR-PROFIT CONSORTIUM

Vibrant Operator Led Consortium Positioned for S

ONF BOARD

= _ o:Xao T " CHAIR: gﬁ AT&T Andre Feutsch - CTO
= ATST chino awa 1" * " COMCAST Operator Partners T iochen Asoel . Up
g ] U] ochen el -
Gorgle () NTTGroup Tirk Tetek,o:'\” pp
Google Amin Vahdat - Fellow

ADWRAN ciena DeiLt)ic HEEORECEHE
(inteD JUNIPEr Radisys SAMSUNG

Vendor Partners {

(©) NTTGroup Dai Kashiwa - Director

)

7% Rob Howald - VP

2 =25 FAELE Bkpn B £ COMCAST

\{” netiotle camateecom T Microsoft  |nnovator Operators 4 o,x,o
SK telecomSprint  Téefnia —teLus . ching GO Shao Guanglu - SVP
TencentmnZ= TIM “;*N?:m verizon’ O vodafone 7‘7 i Patric Lopez - VP
70+ iamavatoryendors “g Tiirk Telekorn 9 Firat Yaman Er - CSO

418 A

Nick McKeown - Prof

70+

STANFORD

S 5 Guru Parulkar, Exec Dir

Collaborators
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ONFEEEARE

O F
Customization N

Verification

Open Innovation Pipeline

e All ONF Members can bring value and

=

introduce offerings anywhere along the at&:&

Innovation Pipeline P ching OO
Solution e
Platform Applications COMCAST

Control

Software
Forwarders

Google
=

Applications
Integration & SK telecom

Whitebox N '
Systems | . .
: Service Creation .
o ,'. Use Case Solution Customization m
Device OS \__/
Programmable Solution e
- Platform(s)
Silicon . M-CORD R-CORD E-CORD Vendor innovations then
N_/. 5G Mobile Residential Enterprise have an opportunity to ‘ride

Control Plane the pipeline’ into operators

trials as ONF builds use case
Programmable ONOS
by

solutions for Operator
Forwarding Plane

(X

members O n S

-

Programmable Forwarding Plane
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Openflow 1.0 Flow Table

2 Rules to match against packets

Flow 1. Rule [ Action \( Statistics ) o Actions to apply to matching packets
| (exact & wildcard) || I\ ) S Statistics to update for matching packet
s a Y4 oYa N
Rule
Flow 2. i isti
| (exact & wildcard) || Action JL Statistics ) Rule Action Statistics
g Rul aY s ™ a . H
ule . " : : :
FlOW 3. (exact & wildca rd) ACthn StatlStICS E E | Packet + byte counters
\ J\ J J . :

Forward packet to port(s)

1.
2. Forward to controller
Rule 3. Drop packets
Flow N. . Default Action Statistics 4. Modify field
(exact & wildcard)
5. Map to queue
Ingress. MAC [ MAC [ Eth [VLAN NLAN P P P P [Tce [Tcp
port src dst type |ID priority | src dst proto | TOS | sport | dport
Ethernet Switching v:rzslct::l f.lcfo
Intress |MAC | MAC |[Eth VLAN |IP IP IP TCP TCP Action
port src dst type 1D Src Dst Proto |sport |dport
® % 00:23:7d: ® * * * * * * porté
bc:5a:c5
Firewall
Intress |MAC | MAC |Eth VLAN |IP IP IP TCP TCP Action
port src dst type |ID Src Dst Proto |sport |dport F E %QE =
* * * P * * * TCP * 80 drOp OW ntry . E
—_——
=t fisOpenFlow 3218
IP Multicasting (t28]L{Unicasting) A p S
B = [A =
Intress |MAC |MAC |Eth |vian [P i1 [IP |tcp  [Tcp . E’J BB = ANZ=
Action
port src dst type ID Src Dst Proto |sport |dport

-_-" o .. *  ~p . (e/}‘ééﬁl** * * * port 6
S NETE FRTRE  yourlte port 7



OpenFlow kR

Version Date Header Fields

OF 1.0 | Dec 2009 | 12 fields (Ethernet, TCP/IPv4)

OF 1.1 | Feb 2011 | 15 fields (MPLS, inter-table metadata)
OF 1.2 | Dec 2011 | 36 fields (ARP, ICMP, IPv6, etc.)

OF 1.3 | Jun 2012 | 40 fields L75( REASZHF )
OF 1.4 | Oct 2013 | 41 fields

® EHOpenFlowl.08H %K - HiRAHR S #&EIERI1.5

o IRBAMH{U(Header Fields)AYE SN : 1i€1.0ARAY121E 2> 1.3hRAY
401E = 1.5kRAY451E

® Header fields&l B BEZ ¥ hR A A ERIE A0

EATgE X EOpenFlowli BB

L ks

ol
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OpenFlow spec 1.3

Ingress \ Packet +
Packet t ingress port +
In 5 Table metadata
__.- 0 -
Action Action
Set = {} Set
"

Match fields:

Ingress port + _ =

metadata +
pki hdrs

Action set

(a) Packets are matched against multiple tables in the pipeline

PEEE T

-

Flow
Table

metadata +
pkt hdrs

Action set

Table

OpenFlow Switch

Table
n

Packet

—p Action =

Action
Set

® Match fields:

= = g Ingress port +

-

. Execute *

. Set

Packet

Out )

@ Find highest-priority matching flow entry

@ Apply instruct

ions:

i. Modify packet & update match fields
(apply actions instruction)
ii. Update action set (clear actions and/or
write actions instructions)

Update metadata

® Send match data and action set to

next table

(b) Per-table packet processing

nNerreorsy

14



P4 Protocol -8 gl
PAF: flg &R &9 : B £ Data Plane O] 4R =

( Programming Protocol-Independent Packet Processors )

o] B Elf# &=
(FlaNInband Network Telemetry ( “INT” )$1 &)

s PATIRIEZIBE R (Tofino) @
v SR (P4 BHE, EE)
v 2 FPISA (Protocol-Independent Switch Architecture)Z2t@

wpazaz O

AR =
v" The Data Plane Programming Lanquage (BR&EREEFH /Sl
Z 2 H)

v' An open language for describing how switches should

{F MEM(E process PaACKEls (I IRIRZ N A R IT T )
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HEChipset

BARENFE?Wg}J
_ Signal Machine .
Computers Graphics Processing Learning Networking
Java OpenCL Matlab TensorFlow P4
Compiler Compiler Compiler Compiler Compiler

K

" ', Y
il
vllvvil‘vlvl

CPU GPU DSP TPU
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P4 Program Example

Parser Program Header and Data Declarations Tables and Control Flow
parser parss sthernet | header type =thernet t { -1 table port_table { - |
extract (echernet) ; header type 12 metadata © | - }
return switch (ethernet sthertype] | - - - contzel ingress |

0x5100 : parse wlan tag; apply (pors_sable] ;

00800 : parse ipwd; L ds EelEmEa s Sdaadan if (12 meta.vlan tags == 0) |
On3847 : p:.r:le_mpl:; header vlan tag_t process asaign wlan();
defauls: :'an’l:c;:l; vlan_tagllil; }

1 metadata 12 metadata_t 12 _meta; 1

1

,. 1 1

— e o . -
= B> EE> . = =
= N N e 1=
= > .. =
= > B> (D> S—

H> B > — ;

Programmable - ~ J
Parser Programmable Match-Action Pipeline

PISA: Protocol Independent Switch

Copyright © 2018

JAREFCOIT _
NETWORKS Architecture




L3 Switch

Firewall

2

1

|

|

|

|

|

: 8 9

; +MGT Layer 4~7 Switch 1J
! 3 4 5 6 70
|

|

|

|

|

Cache Cache

I £ pi A Kefresh
% MEEE- -7 ¢ " your life

-~ P
i~

- o
. .

2 3 4 5
Layer 2 Switch

AP AP

ACL: Src IPv4LEL#t

VIP: DST IPvALL ¥4

LB: 2 port

BGVLAN ID
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MEWIE

P4 #1OpenFlowBiZ=R

OpenFlow Z{&%E switch BEEIi 2

MEYITE - BEERMRswitch ASICER

R ERER S

OpenFlow 725 M7 forwarding
entries &Nk MR A +iEREIRY
headertgia
Switchf£ EE T AfEFOpen
Networking Foundation (ONF)&% Y

Table Type Patterns (TTP)1Z#E3R &4
control planesziEffttheaders

OpenFlow i A 2B IE#ZEHI switch AY
18 mBLTEM—ERI—ECA
RIBITTIE

‘?eﬁ*eﬁ/?

£ P4 & . OpenFlow @ 2 0] HERY
Bl z— - BBZEH I forwarding
plane EEETT

P4 F1OpenFlow#RE5E i 7 F T

forwarding plane

P4 2 "bottom-up” 1B - P4 BE5T
H&F switch ZHOEIEFE - MAZE
iz switch PRIFR M EES0 RV 1R

P4 EHFIBEES switch BEHIEIEAR

B9 header (82 “parse” ) - #{A4R

155 E header 3k match AR AR
E8{Eheaderszz*EUE&AVaction
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NFV: Network Functions Virtualization

2012.10.22
OBJECTIVES 13xXEELT]
H[EEEHERL 1L
The key objective for this white paper is to outline the benefits, enablers and challenges for Network

Functions Virtualisation (as distinct from Cloud/SDN) and the rationale for encouraging an

international collaboration to accelerate development and deployment of interoperable solutions

This is a non-proprietary white paper authored by

based on high volume industry standard servers.

{#FF151%: Datacenters, Network Nodes and in the end user premises

Virtualising Network Functions& % - Q
» Reduced equipment costs and reduced power consumption 2013.01 BRIz
« Increased speed of Time to Market ETSI/ISG

« Availability of network appliance multi-version and multi-tenancy
« Services can be rapidly scaled up/down as required.
« Enables a wide variety of eco-systems and encourages openness

CONTRIBUTING ORGANISATIONS & AUTHORS

FE s

ATET: Margaret Chiosi.

BT: Don Clarke, Peter Willis, Andy Reid.

CenturylLink: James Feger, Michael Bugenhagen, Waqgar Khan, Michael Fargano.
China Mobile: Dr. Chunfeng Cui, Dr. Hui Deng.

Colt: Javier Benitez.

Deutsche Telekom: Uwe Michel, Herbert Damker.

KDDI: Kenichi Ogaki, Tetsuro WMatsuzaki.

NTT: Masaki Fukui, Katsuhiro Shimano.

Orange: Dominique Delisle, Quentin Loudier, Christos Kolias.

Telecom Iltalia: Ivano Guardini, Elena Demaria, Roberto Minerva, Antonio Manzalini.
Telefonica: Diego Lopez, Francisco Javier Ramon Salguero.

Telstra: Frank Ruhl.

Verizon: Prodip Sen.
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http://www.tid.es/es/Documents/NFV_White_PaperV2.pdf

NFV B1R =D

Independent Software Vendors

Classical Network Appliance Approach J,.:; Mopiance | | Appiance | Appame
] ‘mi‘:;i:iff‘ vi?‘:il Awg AVl?u;l\ ‘,\’k"
App ce ” mxe Bl
Message Session Border e
Router T Acceleratlon Orchestrated,

automatic &

- == remote install
= o ' | 1
M
= = ‘

Firewall Carrier Tester/QoE

Grade NAT monitor Standard High Vo|ume Servers

Standard ngh Volume Storage

SGSN/GGSN  PE Router BRAS Radio/Fixed Access E’ i'

stwork Nodes
. ik icil o Standard High Volume
Fragmented non-commodity hardware. Etharnat Switchae

Physical install per appliance per site.
Hardware development large barrier to entry for new . G e
vendors, constraining innovation & competition. Network Functions Virtualisation

Approach

http://portal.etsi.org/NFV/NEFV_ White Paper2.pdf
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Data Center NFVZRi&

/ Today - Separate Network \

Appliances For Each Function

Router

Firewall

Load Balancer

Distribution Switch |

~3J00Q3CcQa0] ¥«==CT

Web Server

Web Server

Web Server

\ Power Usage = 404 /

gﬁiizﬁve Creates.network
it Sotware | Soopecione o
innovative Open_ Defined . .
applications Innovation Networks innovation.

by third ’

parties.

Network
Functions
Virtualisation

Reduces CAPEX, OPEX,
Space & Power
Consumption.

ARER

ﬁ:morrow - NFVW: Each Function \

Virtualized

Router

Firewall

Load Balancer

Open vwSwitch
web || web
web || web

0O-0D-000

Multiple Blade Servers or
Large HyperVisors

\ I Power Usage = 20A
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5G [ER

=& 48, AR/VR Io T4 Bk 4E
Enhanced Massive
Mobile broadband Machine type
eMVBB communications

mMTC

JO0L 00000

C )
)
)

O

000 0000000 ”

7 Y e S

a

Tt [ 6 [
im e 7 L

)
L)

e-health
Improved consumer experience Transport & logistics
More connected devices Environmental monitoring
Faster connection speeds Smart energy networks
Virtual and Augmented Reality Smart agriculture, smart retail

ERHH AR

Ultra-reliable
and low latency
communications

URLLC

*T

Vehicle-to-everything communication
Drone delivery
Autonomous monitoring
Smart manufacturing




5G Network Slicing

5G network slicing enables service providers to build virtual

[ —. end-to-end networks tailored to application requirements.
U Mobile Communication
broad Entertainment
band
4G networks Internet
do not enable : 1 clice Retail
the range of JUUELWLE e. ai .
services that -to- Shipping
the future machine Manufacturing
requires.
5G will be Reliable Automotive
fastrﬁr 3'_1:' low Medical
MGIEHIERIBIE latency Infrastructure

Other
m Others applications
network loT: Internet of things n Etwo rk

Source: ITUNews

https://www.sdxcentral.com/5g/definitions/5g-network-slicing/



https://www.sdxcentral.com/5g/definitions/5g-network-slicing/

W\

Mobile Network;&Ei&

Physical Network to NFV to Cloud Native

Network Function Cloud Native
Virtualization (Container & SBA)

From 4G Core Network.... — ...To 5G Core Network

Virtualized Network Function Cloud Network Application
Network Network
Function Function
& &
Guest 0S Guest OS

| =)
I Cloud Execution kubernetes

Physical Network

Product Packing
Product Tested

Feature Tested

Compute Network Storage

Network Function

| [ i X
-\Hypervisor  Environment 1 Container Platform

Hardware Hardware

Hardware

UOI1DJISaYDIQ 9 JUaWabDUD|

- T

SBA: Service-Based Architecture



https://medium.com/5g-nr/5g-service-based-architecture-sba-47900b0ded0a

S ESDN/NFV 85218 (E18)

y N
Residential

————————

Leaf-Spine
Fabric

_________

© 2016 ATEY Fadlectusl Property. Al rights reverved. ATET, Globe logn, Mobiioing Your Workd ang DRICTV sew segoterss tracemacts 3@ servioe marin of T Eaeiectual Peoperty and/
or ATAT amEated companies. Mctrvtr marks are the oo aotf'v of her resDectye dmners.
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CUPSZ%l: vBNG

CUPS: Control and User Plane Separation

BNG-CP is a user control and
management component

BNG-CP
(Control Plane)

Trad‘%‘al BNG devices F Y
i
Vi M BNG-UP is a network edge and user
) \J . . .
Home BNG-UP (User Plane) policy implementation component
Painpoints for tradition BNG
(1) Services are not well balanced in different parts resulting to different utilization of resources such as sessions and IP addresses

(2) BNG is evaluated by indicators some related with forwarding resources and some related with controlling resources. Both can be the limitation of a

BNG device .

(3) BNGs are configured on each device, It's not convenient on management,

Source: https://slideplayer.com/slide/15213115/
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current

vBNG (1/2)

CUPS: Control and User Plane Separation

NFV + DC switch

(disaggregate)

»

Dedicated
edge router

U-plane

(o)

services

easy to deploy

—ﬁeaf SW Leaf SW | eaf M—

bpine SW

bpine SW

Easy to deploy |

-y,

~ NFV + DC switch+P4 :
/disaggregate+programmablg)f”’

____________

—

"L NC-planeiSCoplan

e N T W T

‘

less resource Is
needed

I e —
¥
I
I T !
i
3 | "
I —— i
'
==
JE— |

P4
Leaf SW

Spine SW

Pronrammahle ASIC

c: gl

J_.-l‘
&~
U:ll'"u
g |
-'./Ill
\
o |
a 5 |
- 4 -/II -'-‘;;
¥ ¥ §F ¥ §F ¥ ¥ ¥ ¥ ¥ ¥§F ¥ §F ¥F ¥ §¥§F ¥ ¥ ¥ _J

i/ BRAS

.

“tht©2019 NTT Coryl. All Rights Reserved.
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vBNG (2/2)

vBNG (c-plane/d-plane)
PPPoE L2TP LAC

IP PPP

PPPoE session
‘-.\‘ "\\‘ Y

L2TP tunnel /Session
15/2 /

PPP IP

—

PPPOE client 15/0 Programmable Switch 15/3 L2TP LNS
Data plane Offloading
(PPPoE/L2TP translation using P4)
vBNG (c-plane)
PPPoE L2TP LAC
IP PPP PPPoE session L2TP tunnel /Session PPP IP
\ \ \ BNG (d-plane) e
N, \l\l . Fy /,’- :
PPPOE client 15/0 Programmable Switch 15/3 L2TP LNS

Copyright@©2019 NTT Corp. All Rights Reserved.
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IR1T AT AR #5 - = (GSP) 2R

AT RS
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BT B it X RA75% 5+ @1% xaﬁﬁ*ﬂ

BE  2BEEBERANEEA % (WebIR) (S1~13) __(AARSDS) (SE * GSP Portal)
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