


Outline 

• Part 1: 威脅情資概論 

• 資安威脅情資掌握 

• 威脅情資處理週期 

• OSINT 

• Part 2: 資安威脅情資處理 

• 威脅情蒐 

• 資安威脅分析 

• Part 3: 資安威脅案例分析 

• 資安威脅事件處理案例導讀 

• 資安威脅通報應變實務  

2 



Part 1: 威脅情資概論 
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Threat Intelligence  

• Definition: 

• Threat intelligence provides organized and analyzed information about past, present, 

and potential attacks that could be a security threat to an enterprise.  

 

• Threat intelligence delivers in-depth information such as URLs, domain names, files, and 

IP addresses that were used to execute attacks.  

 

• The information helps an organization defend itself from current attacks and respond 

to security incidents. 

Part 1: 威脅情資概論-資安威脅情資掌握 
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Threat Intelligence Life Cycle 

  

Part 1: 威脅情資概論- 威脅情資處理週期 
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Threat Intelligence Life Cycle 

• Planning and direction: 

• Set metrics, factors and questions that need to be gathered and answered. These pieces 

of information are typically called “intelligence requirements (IRs)” 

Part 1: 威脅情資概論- 威脅情資處理週期 
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Threat Intelligence Life Cycle 

• Intelligence requirements : 

• 命題： The CISO/CSO (Chief Information Security Officer) of your organization wants to 

know of any vulnerabilities that are being exploited in the wild that your organization 

can’t defend against or detect. 

Part 1: 威脅情資概論-威脅情資處理週期 
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Threat Intelligence Life Cycle 

• Processing: 

• Those who have gathered the intelligence begin to process and organize the data for the 

entire team to understand. Processing could be the formation of a report or 

presentation. Presenting the data gathered must include the ability for the threat 

intelligence team to analyze it clearly. 

• Analysis and production: 

• Analysis is the process of the team looking through and recognizing the patterns and key 

events which lead to both the incident and the vulnerability. 

• Distribution and feedback: 

• Distribution is the process of getting the created report into the hands of the leadership 

and key personnel it was created to serve. Once the report is read, feedback is important 

to improve future reporting. 

 

Part 1: 威脅情資概論-威脅情資處理週期 
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Open Source Intelligence (OSINT)  
- All the publicly available information. 

• According to U.S. public law,  

open source intelligence: 

• Is produced from publicly 

available information 

• Is collected, analyzed, and 

disseminated in a timely manner 

to an appropriate audience 

• Addresses a specific intelligence 

requirement 

Part 1: 威脅情資概論-OSINT 
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Open Source Intelligence (OSINT) 

• How is open source intelligence used? 

1. Ethical Hacking and Penetration Testing 

• Accidental leaks of sensitive information, like through social media 

• Open ports or unsecured internet-connected devices 

• Unpatched software, such as websites running old versions of common CMS products 

• Leaked or exposed assets, such as proprietary code 

2. Identifying External Threats 

• In most cases, this type of work requires an analyst to identify and correlate multiple data 

points to validate a threat before action is taken. 

• Intelligence from closed sources such as internal telemetry, closed dark web communities, and 

external intelligence-sharing communities is regularly used to filter and verify open source 

intelligence.  

Part 1: 威脅情資概論-OSINT 
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https://osintframework.com/ 

OSINT Framework 
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Part 2: 資安威脅情資處理  
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Check this website  

• have i been pwned  (https://haveibeenpwned.com/) 

• Check if you have an account that has been compromised in a data breach. 

 

Part 2: 資安威脅情資處理 -威脅情蒐 
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Check this website  

•  Viewdns (https://viewdns.info/) 

 

Part 2: 資安威脅情資處理 -威脅情蒐 
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Check this website  

• Insecam  (https://www.insecam.org/) 

• The world biggest directory of online surveillance security cameras. You can search live 

web cams around the world. You can find here Axis, Panasonic, Linksys, Sony, TPLink, 

Foscam and a lot of other network video cams available online without a password. 

Mozilla Firefox browser is recommended to watch network cameras.. 

 

Part 2: 資安威脅情資處理 -威脅情蒐 
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Hacked IP Cam Map 

  

Part 2: 資安威脅情資處理 -威脅情蒐 
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Hacked IP Cam Map 

  

Part 2: 資安威脅情資處理 -威脅情蒐 
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Hacked IP Cam Map 

  

Part 2: 資安威脅情資處理 -威脅情蒐 
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Shodan 

•  Shodan is the world's first search engine for Internet-connected device. 

Part 2: 資安威脅情資處理 -威脅情蒐 

https://www.shodan.io/ 
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Shodan 

•  Query example: SSH 

Part 2: 資安威脅情資處理 -威脅情蒐 

https://www.shodan.io/ 

20 

https://www.shodan.io/


Shodan 

•  Other query example: 

• nginx country:"TW” 

• apache city:"Taipei” 

• "Server: gws" hostname:"google” 

• Server: uc-httpd 1.0.0 200 OK Country:“TW” (NetSureveillance Web弱密碼漏洞) 

• IoT Camera CYB671 

• Exploit 

• EEC 

• Modbus 

• Medtronic 

• Click “map” and “images” based on the searching result 

 

Part 2: 資安威脅情資處理 -威脅情蒐 
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Honeypot intelligence 

• Attacker attempting to connect will 

implementing system information 

gathering and remote code execution.  

• Therefore we wrote our own services to 

collect all attacker informations. These 

services collect the ip address, executed 

codes, queries and requested URLs and 

the header information that they leave.  

• Finally they will forward this information 

from honeypots to our central server 

 

Part 2: 資安威脅情資處理 -威脅情蒐 

https://www.honeypots.tk/data?service=smtp 
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Malware Knowledge Base 

• Malware Knowledge Base, hosted by 

the National Center for High-

performance Computing(NCHC) and 

Taiwan Computer Security Incident 

Response Team(TWCSIRT), is a 

malware analysis platform that 

observes and records system 

behaviors conducted by analysis 

objects in a controlled environment 

with various types of dynamic 

analysis tools. 

Part 2: 資安威脅情資處理 -威脅情蒐 

https://owl.nchc.org.tw/ 
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SecBuzzer 

• SecBuzzer is a cybersecurity threat 

intelligence collection and analytic 

platform. The intelligence sources 

include: vulnerability advisories, social 

media, CERT news, honeypot malware 

samples, and dark web. 

 

• SecBuzzer can systematically collect, 

organizing and correlate different 

intelligence sources. 

 

Part 2: 資安威脅情資處理 -威脅情蒐 

https://secbuzzer.co/ 
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SecBuzzer intelligence sources and functions 

  

Part 2: 資安威脅情資處理 -威脅情蒐 

https://secbuzzer.co/ 
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MISP 

• Open Source Threat Intelligence Platform & Open Standards For Threat Information Sharing 

Part 2: 資安威脅情資處理 -威脅情蒐 

https://www.misp-project.org/features.html 
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MISP is a threat information sharing free & open source 
software. 
• MISP has a host of functionalities that assist users in 

creating, collaborating & sharing threat information - e.g. 
flexible sharing groups, automatic correlation, free-text 
import helper, event distribution & proposals. 

• Many export formats which support IDSes / IPSes (e.g. 
Suricata, Bro, Snort), SIEMs (eg CEF), Host scanners (e.g. 
OpenIOC, STIX, CSV, yara), analysis tools (e.g. Maltego), 
DNS policies (e.g. RPZ). 

• A rich set of MISP modules to add expansion, import and 
export functionalities. 

https://www.misp-project.org/features.html
https://www.misp-project.org/features.html
https://www.misp-project.org/features.html


MISP 

  

Part 2: 資安威脅情資處理 -威脅情蒐 https://www.misp-project.org/features.html 
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MISP 

• Add event 

Part 2: 資安威脅情資處理 -威脅情蒐 
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• Export Events for Log Search. 

• Export functionality is designed to automatically generate 

signatures for intrusion detection system. 

https://www.circl.lu/doc/misp/quick-start/ 

https://www.circl.lu/doc/misp/quick-start/
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IOC Bucket  

  

Part 2: 資安威脅情資處理 -威脅情蒐 
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https://www.iocbucket.com/ 
• Example: ransomware 

https://www.iocbucket.com/


IOC Bucket  

  

Part 2: 資安威脅情資處理 -威脅情蒐 
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Other tools: 
ioc-explorer 
https://github.com/lion-gu/ioc-explorer 
Awesome-osint 
https://github.com/jivoi/awesome-osint 
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行政院資通安全處通用之情資交換格式 

  

Part 2: 資安威脅情資處理 -威脅情蒐 
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行政院資通安全處通用之情資交換格式 

  

Part 2: 資安威脅情資處理 -威脅情蒐 
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  • VirusTotal (https://www.virustotal.com)，線上檔案/IP/domain掃瞄 

• Malwr (https://malwr.com/)，線上沙箱 

• AlienVault Open Threat Exchange  

(https://www.alienvault.com/open-threat-exchange) 

安全專家會分享發現的APT攻擊軌跡IOC or YARA等 

 

Part 2: 資安威脅情資處理 -威脅情蒐 
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• Hybrid-Analysis (https://www.hybrid-analysis.com )，線上檔案/IP/domain掃瞄 

 

 

 

 

Part 2: 資安威脅情資處理 -威脅情蒐 
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  • RiskIQ (https://community.riskiq.com/search) 

 

 

 

 

Part 2: 資安威脅情資處理 -威脅情蒐 
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• ThreatCrowd (https://www.threatcrowd.org/ ) 

 

 

 

 

Part 2: 資安威脅情資處理 -威脅情蒐 
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• NoThink! (http://www.nothink.org/index.php) 

 

 

 

 

Part 2: 資安威脅情資處理 -威脅情蒐 
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黑名單相關 
• Vxvault (http://vxvault.net/ViriList.php) 

• Emergingthreats (https://rules.emergingthreats.net/) 

• feodotracker.abuse.ch (https://feodotracker.abuse.ch) 

• The SSL Blacklist (https://sslbl.abuse.ch/) 

• Spamhaus (https://www.spamhaus.org/) 

釣魚網站 

• Openphish (https://openphish.com) 

• PhiskTank (https://www.phishtank.com/phish_archive.php) 
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黑名單相關 
• MXToolbox (https://mxtoolbox.com/blacklists.aspx ) 

• DNSBL (https://www.dnsbl.info/ ) 

• Online Mail Server Blacklist Checker (http://mail-blacklist-checker.online-domain-

tools.com/ ) 

• Zone-h (http://www.zone-h.org/archive?hz=1 ) 
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ATT&CK 
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https://attack.mitre.org/ 

用MITRE ATT&CK框架識別攻擊鏈，讓入侵手法描述有一致標準 
https://www.ithome.com.tw/news/129054  
【駭客戰略定義更廣、偵測類別定義更細】快速認識ATT＆CK框架的最新變化 
https://www.ithome.com.tw/news/131275  

The cyber kill chain 

https://attack.mitre.org/
https://www.ithome.com.tw/news/129054
https://www.ithome.com.tw/news/131275


Threat Intelligence Analysis 

• Malware analysis using machine analysis 

• Malware family 

• IoT 

• Social media analysis 

• Emerging Topic Detection 

• Black market vendor analysis 

• CVE-to-exploit prediction 

• Other interesting topics 

Part 2: 資安威脅情資處理 -資安威脅分析 
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CZ.NIC HaaS (Honeypot as a Service) Project 

• CZ.NIC provides malware samples from Turris home routers. 

• III analyzed the malware samples through static analysis and dynamic analysis 

Part 2: 資安威脅情資處理 -資安威脅分析 
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Malware analysis using machine analysis 

API 

Domain name/ URL Graph  

Statistics 

Dionaea: 6071 (~ 13. Feb. 2018) 
Cowrie: 8220  (~ 13. Feb. 2018) 補充： 

誘捕網路路(Honeynet)為⼀個真實網路系統，是由Honeypot所組成，主要給

駭客進行攻擊，藉此學習駭客的攻擊行為，以及所用的工具與手法， 甚至
於駭客的攻擊的動機 



Malware features 

  

Part 2: 資安威脅情資處理 -資安威脅分析 
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Malware analysis using machine analysis 

  

 

 

sha1 Well known hash 

sha256 Well known hash 

ssdeep Well known hash. The name for the hash is CTPH, calculated by the 

program named ssdeep 

md5 Well known hash 

Hash information 

Virus information 

vt_virus_name result of virus names scanned by VirusTotal 

vt_token top 10 virus tokens sorted by their frequencies. tokens are terms 

appeared in the virus names but containing no blanks or punctuations 

vt_detect the detect ratio, calculated by the number of antivirus software that 

detect the malware divided by the number of all the antivirus software 

Other information 

import_file list of files imported by the malware 

import_lib list of libraries imported by the malware 

cpu_etc the processor by which the malware is compiled 

type other compiler related informations of the malware 

packer the packers used in the malware 

IP the IPs contained in the malware binaries 

entropy we divide the malware into 4 segments (0-20%-50%-80%-

100%) and calculate their entropies 

Analysis tools: 
Virustotal 
https://www.virustotal.com/gui/home/upload 
Cuckoo 
https://cuckoosandbox.org/ 

https://www.virustotal.com/gui/home/upload
https://www.virustotal.com/gui/home/upload
https://www.virustotal.com/gui/home/upload
https://www.virustotal.com/gui/home/upload
https://www.virustotal.com/gui/home/upload
https://cuckoosandbox.org/
https://cuckoosandbox.org/
https://cuckoosandbox.org/


Malware features 

Part 2: 資安威脅情資處理 -資安威脅分析 
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Malware analysis using machine analysis 

•  Extract n-gram of binaries and transform them to 

computed features via TF-IDF. 

• Choose a AV’s naming rules as malware families label 

(here we use Symantec). 

• Use TSNE to visualize sample similarity. 

• Apply classification method and represent the 

accuracy. 

 

 t-Distributed Stochastic Neighbor Embedding (tSNE) 

tSNE 是一種降維方式，主要是將高維的數據用高斯分佈的機率密度函
數近似，而低維數據的部分使用 t 分佈的方式來近似，在使用 

KL(Kullback-Leibler) 距離計算相似度，最後再以梯度下降求最佳解  



Get malware labels 
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Malware analysis using machine analysis 

  



tSNE projection 

Part 2: 資安威脅情資處理 -資安威脅分析 
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Malware analysis using machine analysis 

  



Classifiers comparison 
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Malware analysis using machine analysis 

  

0.962 

0.96 

0.957 0.951 

0.951 

0.954 0.96 

0.956 

0.943 0.956 

0.962 

0.959 0.867 

0.859 

0.72 

0.924 
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0.956 

0.959 

0.948 
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IOT malware classification 
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Malware analysis using machine analysis 

• IOTPOT acts as different IoT devices by 

handling incoming TCP connection 

requests, banner interactions, 

authentication, and command interactions 

with a set of device profiles. 

 



IOT malware classification 
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Malware analysis using machine analysis 

• Data analysis flow 

 



IOT malware classification 
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Malware analysis using machine analysis 

• Trigram of commands statistics 

 
 Bashlite IoT malware  Mirai IoT malware 



IOT malware classification 
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Malware analysis using machine analysis 

• Dataset for analysis 

Dataset Number of 
infection 

command 
sequence 

Rearranged   
command 
sequence 

Number of  
unique extracted 
command tokens  

Time interval Analysis 

 1 2,756,231 44,843* 2,925 
2016/12/07~ 

    2017/09/16 
NB, SVM 

 2 422,591 95,448** 4,626 
2017/04/01~ 

    2017/04/30 
Hierarchical 
clustering 



Hierarchical clustering results 
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52 

Malware analysis using machine analysis 

  



Fireless threat 
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Malware analysis using machine analysis 

• Fileless DoS is a shell script that employs 

an infinite while loop and multiple wget 

commands to mount a DoS attack. 

Downloaded web contents are sent to 

/dev/null, and thus no binaries are stored 

in devices. A total of 934 Fileless DoS ECTs 

were discovered in April 2017. 

Victim websites Counts 

http://fxxxxxxxx.com:80 7111 

http://xxx.xxx.80.118:80 5669 

http://www.txxxxxxxxxxxx.com:80 2722 

http://www.hxxxxxxxx.co.il:80 2564 

http://www.bxxxxxxxxxxxxxxxxxxxxx.com:80 2354 

http://www.kxxxxxxxxxxxxxxxxxxxxxxxxx.de:80 1982 

http://txxxxxxxxxxx.com:80 1980 

http://www.axxxxx.dk:80 1878 

http://xxx.xxx.19.69:80 1843 

http://cxxxxxxxxxxxxxxxxxx.com:80 1749 



Classification performance  
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Malware analysis using machine analysis 

• The precision of Tsunami classification 

improved because its file sample 

metadata differed from that of Bashlite. 

Using additional features can thus help to 

prevent misidentifying classes that share 

the same command line pattern, without 

requiring static and dynamic analyses and 

simply by looking at the command line 

and file meta-information. 

  precision recall f1-score support 

Bashlite 0.99 0.99 0.99 155 

Mirai 0.98 1.00 0.99 1225 

Hajime 1.0 1.0 1.00 60 

Tsunami 0.90 0.86 0.88 24 

Avg / 
total 

0.96 0.98 0.97 1464 

Precision/recall of SVM  



Emerging Topic Detection 
•  Follow top cybersecurity experts’ tweets in order to get the first-hand cyber threat 

topic worldwide. 

Part 2: 資安威脅情資處理 -資安威脅分析 
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Exploit threat analysis 
•  Analysis step: 

1. Graph modeling: Select two features (author, platform) to set up graph component: node and link 

file, and then visualize the relationship network between author and platform 

2. Community detection: Perform community detection based on the graph  

3. Network embedding: Use link file to develop node2vec network embedding 

4. Set up classification model (Random Forest) based on the network embedding and the given labels 

5. Set up GCN (Graph Convolutional Network) model based on the network embedding and the given 

labels 
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Exploit threat analysis 
  

Part 2: 資安威脅情資處理 -資安威脅分析 
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Social media analysis 

author vs. platform  

Community detection 

RF: 89.5% accuracy  
GCN: 92.47% accuracy  



Black market vendor analysis 
• Baidu forums is one of the major online underground 

marketplaces for the stolen credit cards. 

• Keywords: “four pieces”, “interception”, 
“intercept”, “black card”, “internal materials”, and 
“cvv”.  
Four pieces mean account name, Social Security 
Number (SSN), credit card number, and passwords. 

• Forums retrieved based on the keywords: 21 Baidu 
forums. 

• Time period: January 2006 – March 2016 

• Total members: 2,129 

• Threads: 5,131 

• Threads including replies: 53,963 

Part 2: 資安威脅情資處理 -資安威脅分析 
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Social media analysis 

1. cvvvvv   posts： 6,565 

2. cvvvvvvvvp   posts： 3,586   

3. 四大吧  (four)   posts： 4,215 

4. 内储吧  (innersave)   posts： 1,459  

6. 银行唯一的秘密吧  (bank)   posts： 2,745 

15. 料主吧  (materialOwner)   posts： 655 

21. 四大件吧  (Four pieces)   posts： 12,419 

 

7. 采集器吧  (collectMachine)   posts： 796 

10. 采集吧  (collect)   posts： 2,310 

11. 外机吧  (outsideMachine)   posts： 1,015  

 

12. 原轨原密吧  (originalChannel)   posts： 977 

14. 轨道吧  (track)   posts： 1,952 

18. 拦截料吧  (interceptMaterial)   posts： 151 

20. 洗拦截吧  (washIntercept)   posts： 92 

 

5. 大胆吧  (brave)   posts： 3,082 

8. 路子非常野  (wild)   posts： 7,236 

13. 黑产吧  (blackProduct)   posts： 736 

17. 取钱吧  (pickMoney)   posts： 254 

 

9. 外卡吧  (card)   posts： 3,068 

16. jp刷货吧  (jp)   posts： 168 

19. 外币外卡吧  (outsideCard)   posts： 111 



Black market vendor analysis 
• Mapping 12 key members extracted from the topic-based 

SNA with their belonged clusters in GHSOM. 
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Social media analysis 

Feature Extraction

Social Media 

Ecosystem Analytics

Evaluation

GHSOM 

exploration

SOM 

exploration

Quality 

measurement

Extracting key 

members

Forum Collection

Web forums 

related to 

underground 

economic 

activities

Generating 

member-based 

features

Topic generating

Social network 

analysis 

Out-of-sample 

test

T: topic. 

#: member name 

 Rank  Member GHSOM cluster index 

[map index--unit index] 

1 #Wealth Q838036666 3—3, 3--4 
2 #Line spacing 1 3—2, 3--4 
3 #Quick feed Q838036666 3—3, 3—4, 9--4 

4 #Please do not take this 

sister 
3—2, 3--4 

5 #Looking nice 3—1, 3—2, 3--4 
6 #Firmly ashore 3—1 
7 #Regal International 1 3—3, 3—4, 6—4 
8 #bbs16163 6—4, 6—5, 9—1 

9 #Tao Binghong 2--4 
0 #Designed to wash each 

line interception feed 
9--4 

11 #China Baron 6—1, 6—2 

12 #New Customer Center 6—1, 6—2 

SNA 
Key members mapping 

We highlight the topics and other key members related to #Wealth Q838036666 in SNA and GHSOM. 

The related key members are interested in topic 5 (PoS skimmer) and topic 8 (Foreign data). The most similar key members are 

#Quick feed Q838036666 and #Looking nice. 
Note that GHSOM indicates that #Regal International 1 (marked with green square) are also very similar with #Wealth Q838036666. 

Therefore, GHSOM can help to generate clusters with distinctive characteristics and the topology layout is helpful to measure the similarity. 

1 

2 
3 
4 
5 

6 
7 

8 

9 

10 

light purple: Topic 5- Buyer 

bold purple: Topic 8- Dropper 

#Wealth Q838036666 profile 

The evidence related to selling foreign data 

cvv for all countries 



CVE-to-exploit prediction 
• 近年來越來越多的軟硬體漏洞正在不停地被揭露，從

弱點被公布到廠商提供Patch期間，都是網絡犯罪分

子攻擊的機會，然而，衡量弱點嚴重性的僅有美國國

家標準技術研究所（National Institute of Standards 

and Technology, NIST）的國家弱點資料庫

（National Vulnerability Database, NVD）提供的

資料，無法直覺且快速的找出高風險漏洞。 

 

• 因此我們提出除了該弱點之基本屬性外，額外再加上

Twitter平台上與該漏洞相關的資訊，並利用Machine 

Learning的方式，且以動態風險評估的方式來預測該

漏洞於現實世界中被利用的可能性與風險，以達到於

威脅爆發前之事前預警，進而提供給企業作為防禦之

參考、廠商開發補丁之依據。 
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CVE-to-exploit prediction 

【自己的風險自己估】CVSS 參考價值有限，所以我們開發了一套風險預測模型 
https://secbuzzer.co/post/106 

https://secbuzzer.co/post/106


How to operate threat intelligence? 
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Source: Kaspersky 

https://www.kaspersky.com/blog/evaluating-threat-intelligence/26952/ 

https://www.kaspersky.com/blog/evaluating-threat-intelligence/26952/
https://www.kaspersky.com/blog/evaluating-threat-intelligence/26952/
https://www.kaspersky.com/blog/evaluating-threat-intelligence/26952/
https://www.kaspersky.com/blog/evaluating-threat-intelligence/26952/
https://www.kaspersky.com/blog/evaluating-threat-intelligence/26952/


Part 3: 資安威脅案例分析  

  

62 



NIST definition of incident response 
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Preparation: 

1. 人員挑選與培訓 

2. 軟體與硬體備妥 

3. 確立通報管道 

• 其中軟體包含蒐集資料與
分析所需使用的工具軟體 

• 也需建立資安事故應變與
處理的通報準則，與通報
人員的連絡方式 

Detection & Analysis: 

當確定為駭客入侵事件後，應蒐
集受害電腦中下列資訊： 

1. 防毒軟體偵測記錄 

2. 系統資訊，例如作業系統版
本、網路設定、執行程序、
開機啟動設定 

3. 可疑程式或檔案 

4. 同時檢視網路防護設備記錄
檔，進行網路封包側錄 

Containment, Eradication & 

Recover: 

• 啟用備用主機，將受害主機
斷線 

• 阻擋駭客連線C&C的IP或
Domain 

• 利用防火牆等設備隔離受害
主機 

• 停用異常帳號 

• 重設帳號與密碼 

Post-Incident Activity: 

• 除修補駭客入侵途徑外，應
持續監控是否有其它潛伏主
機的活動跡像，確保無其它
潛伏受害電腦 

NIST: 美國國家標準技術機構(National 

Institute of Standards and Technology) 



IR timeline 
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RSA Incident Response: An APT Case Study 

https://autoblog.postblue.info/autoblogs/lamaredugoffrblog_a1de86d064e376dc283

723997fd86bde6ba2d492/media/9d981698.RSA-IR-Case-Study.pdf 
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Case study conclusion 
• Only with full network and endpoint visibility can 

investigators ensure they’ve identified all malware 
deployed or C2 channels used by an adversary.  
 

• Additionally, this visibility is critical after remediation of the 
intrusion, as APT adversaries will try to reenter the 
environment  
 

• By having proper visibility over the network you will be able 
to proactively identify new infections and more rapidly 
remediate them. 
 
 

https://autoblog.postblue.info/autoblogs/lamaredugoffrblog_a1de86d064e376dc283723997fd86bde6ba2d492/media/9d981698.RSA-IR-Case-Study.pdf
https://autoblog.postblue.info/autoblogs/lamaredugoffrblog_a1de86d064e376dc283723997fd86bde6ba2d492/media/9d981698.RSA-IR-Case-Study.pdf
https://autoblog.postblue.info/autoblogs/lamaredugoffrblog_a1de86d064e376dc283723997fd86bde6ba2d492/media/9d981698.RSA-IR-Case-Study.pdf
https://autoblog.postblue.info/autoblogs/lamaredugoffrblog_a1de86d064e376dc283723997fd86bde6ba2d492/media/9d981698.RSA-IR-Case-Study.pdf
https://autoblog.postblue.info/autoblogs/lamaredugoffrblog_a1de86d064e376dc283723997fd86bde6ba2d492/media/9d981698.RSA-IR-Case-Study.pdf
https://autoblog.postblue.info/autoblogs/lamaredugoffrblog_a1de86d064e376dc283723997fd86bde6ba2d492/media/9d981698.RSA-IR-Case-Study.pdf
https://autoblog.postblue.info/autoblogs/lamaredugoffrblog_a1de86d064e376dc283723997fd86bde6ba2d492/media/9d981698.RSA-IR-Case-Study.pdf
https://autoblog.postblue.info/autoblogs/lamaredugoffrblog_a1de86d064e376dc283723997fd86bde6ba2d492/media/9d981698.RSA-IR-Case-Study.pdf


SANS: An Early Malware Detection, Correlation, and 
Incident Response System with Case Studies 
https://www.sans.org/reading-room/whitepapers/detection/early-malware-

detection-correlation-incident-response-system-case-studies-34485 
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The proposed framework consists of four key components; 
Logging and Correlation, Detection, Response, and 
Reporting.  

https://www.sans.org/reading-room/whitepapers/detection/early-malware-detection-correlation-incident-response-system-case-studies-34485
https://www.sans.org/reading-room/whitepapers/detection/early-malware-detection-correlation-incident-response-system-case-studies-34485
https://www.sans.org/reading-room/whitepapers/detection/early-malware-detection-correlation-incident-response-system-case-studies-34485
https://www.sans.org/reading-room/whitepapers/detection/early-malware-detection-correlation-incident-response-system-case-studies-34485
https://www.sans.org/reading-room/whitepapers/detection/early-malware-detection-correlation-incident-response-system-case-studies-34485
https://www.sans.org/reading-room/whitepapers/detection/early-malware-detection-correlation-incident-response-system-case-studies-34485
https://www.sans.org/reading-room/whitepapers/detection/early-malware-detection-correlation-incident-response-system-case-studies-34485
https://www.sans.org/reading-room/whitepapers/detection/early-malware-detection-correlation-incident-response-system-case-studies-34485
https://www.sans.org/reading-room/whitepapers/detection/early-malware-detection-correlation-incident-response-system-case-studies-34485
https://www.sans.org/reading-room/whitepapers/detection/early-malware-detection-correlation-incident-response-system-case-studies-34485
https://www.sans.org/reading-room/whitepapers/detection/early-malware-detection-correlation-incident-response-system-case-studies-34485
https://www.sans.org/reading-room/whitepapers/detection/early-malware-detection-correlation-incident-response-system-case-studies-34485
https://www.sans.org/reading-room/whitepapers/detection/early-malware-detection-correlation-incident-response-system-case-studies-34485
https://www.sans.org/reading-room/whitepapers/detection/early-malware-detection-correlation-incident-response-system-case-studies-34485
https://www.sans.org/reading-room/whitepapers/detection/early-malware-detection-correlation-incident-response-system-case-studies-34485
https://www.sans.org/reading-room/whitepapers/detection/early-malware-detection-correlation-incident-response-system-case-studies-34485
https://www.sans.org/reading-room/whitepapers/detection/early-malware-detection-correlation-incident-response-system-case-studies-34485
https://www.sans.org/reading-room/whitepapers/detection/early-malware-detection-correlation-incident-response-system-case-studies-34485
https://www.sans.org/reading-room/whitepapers/detection/early-malware-detection-correlation-incident-response-system-case-studies-34485
https://www.sans.org/reading-room/whitepapers/detection/early-malware-detection-correlation-incident-response-system-case-studies-34485
https://www.sans.org/reading-room/whitepapers/detection/early-malware-detection-correlation-incident-response-system-case-studies-34485


IR service  

• FireEye 

• MANDIANT 

https://www.fireeye.com/conte

nt/dam/fireeye-

www/regional/zh_TW/services/

pdfs/ds-mandiant-incident-

response-services.pdf 
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https://www.fireeye.com/content/dam/fireeye-www/regional/zh_TW/services/pdfs/ds-mandiant-incident-response-services.pdf
https://www.fireeye.com/content/dam/fireeye-www/regional/zh_TW/services/pdfs/ds-mandiant-incident-response-services.pdf
https://www.fireeye.com/content/dam/fireeye-www/regional/zh_TW/services/pdfs/ds-mandiant-incident-response-services.pdf
https://www.fireeye.com/content/dam/fireeye-www/regional/zh_TW/services/pdfs/ds-mandiant-incident-response-services.pdf
https://www.fireeye.com/content/dam/fireeye-www/regional/zh_TW/services/pdfs/ds-mandiant-incident-response-services.pdf
https://www.fireeye.com/content/dam/fireeye-www/regional/zh_TW/services/pdfs/ds-mandiant-incident-response-services.pdf
https://www.fireeye.com/content/dam/fireeye-www/regional/zh_TW/services/pdfs/ds-mandiant-incident-response-services.pdf
https://www.fireeye.com/content/dam/fireeye-www/regional/zh_TW/services/pdfs/ds-mandiant-incident-response-services.pdf
https://www.fireeye.com/content/dam/fireeye-www/regional/zh_TW/services/pdfs/ds-mandiant-incident-response-services.pdf
https://www.fireeye.com/content/dam/fireeye-www/regional/zh_TW/services/pdfs/ds-mandiant-incident-response-services.pdf
https://www.fireeye.com/content/dam/fireeye-www/regional/zh_TW/services/pdfs/ds-mandiant-incident-response-services.pdf
https://www.fireeye.com/content/dam/fireeye-www/regional/zh_TW/services/pdfs/ds-mandiant-incident-response-services.pdf
https://www.fireeye.com/content/dam/fireeye-www/regional/zh_TW/services/pdfs/ds-mandiant-incident-response-services.pdf


Cybersecurity Strategy of Department of Cyber Security 
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Automatic intelligence sharing 
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Threat Intelligence Sharing and Response Framework 
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警訊發布 資安資訊分享 

公開資訊服務 

資安資訊分享與分析中心(ISAC) 
N-ISAC 

外部情資 
來源 

STIX/TAXII 
情資交換 

情資蒐集 

會員
單位 
(CI) 

權責
單位 

警訊通知 
警訊回覆 

事件通報 
處理回報 

警訊回覆審查 
事件通報審查 
處理回報審查 

警訊通知 
事件結案通知 

情資轉警訊 

通報轉警訊 
通報轉情資 

情資轉公告 

資安服務 
廠商 

技術支援 
處理回報 

事件處理 

通報服務 

通報應變 
(CERT) 



醫院勒索軟體事件 

• EEC Gateway 

• GlobeImposter ransomware 

• 感染擴散途徑推測 
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Electronic Medical Record Exchange Center 
電子病歷交換中心 
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EEC gateway：電子病歷交換閘道器 
資料來源： http://www.vision.com.tw/EMR.html 

http://www.vision.com.tw/EMR.html
http://www.vision.com.tw/EMR.html
http://www.vision.com.tw/EMR.html
http://www.vision.com.tw/EMR.html


Electronic Medical Record Exchange Center 
電子病歷交換中心 
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EMR：Electronic Medical Record 電子病歷 
PACS：Picture archiving and communication system 
醫療影像儲傳系統 
資料來源： http://www.vision.com.tw/EMR.html 

DICOM： Digital Imaging and Communications in Medicine 醫
療數位影像傳輸協定 

http://www.vision.com.tw/EMR.html
http://www.vision.com.tw/EMR.html
http://www.vision.com.tw/EMR.html
http://www.vision.com.tw/EMR.html


新聞報導 
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8/31[iThome] 兩家衛福部所屬醫院遭勒索軟體襲擊，確認臺灣已有10多間醫院遇害 
https://www.ithome.com.tw/news/132781 

 
8/31[中央通訊社] 全台10餘家醫院中勒索病毒 密碼管理成漏洞 
https://www.cna.com.tw/news/firstnews/201908310101.aspx 
 
 
 
 
 
 
 
9/2[iThome] 衛福部晚間公布臺灣醫療院所受勒索軟體攻擊現況，已有22家遇害 
https://ithome.com.tw/news/132804 
 
 
 
 

https://www.ithome.com.tw/news/132781
https://www.cna.com.tw/news/firstnews/201908310101.aspx
https://ithome.com.tw/news/132804


GlobeImposter Evolution 
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[Alert] New GlobeImposter Ransomware Variant in Healthcare Industry (2019/7/9) 
https://www.sangfor.com/source/blog-network-security/1311.html  

https://www.sangfor.com/source/blog-network-security/1311.html
https://www.sangfor.com/source/blog-network-security/1311.html
https://www.sangfor.com/source/blog-network-security/1311.html
https://www.sangfor.com/source/blog-network-security/1311.html
https://www.sangfor.com/source/blog-network-security/1311.html


Affected Industry 
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[Alert] New GlobeImposter Ransomware Variant in Healthcare Industry (2019/7/9) 
https://www.sangfor.com/source/blog-network-security/1311.html  

https://www.sangfor.com/source/blog-network-security/1311.html
https://www.sangfor.com/source/blog-network-security/1311.html
https://www.sangfor.com/source/blog-network-security/1311.html
https://www.sangfor.com/source/blog-network-security/1311.html
https://www.sangfor.com/source/blog-network-security/1311.html


GlobeImposter 3.0 
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[Alert] New GlobeImposter Ransomware Variant in Healthcare Industry (2019/7/9) 
https://www.sangfor.com/source/blog-network-security/1311.html  

Other files are encrypted and appended with Ares666 The ransom note file (HOW TO BACK YOUR FILES.txt) 

https://www.sangfor.com/source/blog-network-security/1311.html
https://www.sangfor.com/source/blog-network-security/1311.html
https://www.sangfor.com/source/blog-network-security/1311.html
https://www.sangfor.com/source/blog-network-security/1311.html
https://www.sangfor.com/source/blog-network-security/1311.html


GlobeImposter versions 
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資料來源：http://www.sangfor.com.cn/about/source-news-company-news/1089.html 
     https://isecurity.huawei.com/sec/web/viewAlert.do?id=2098 

     版本 
 項目     

1.0 2.0 3.0 4.0 

較大規模爆發時
間 

2017年9月 2018年3月  2018年8月  2019年 

加密後副檔名 .CHAK  .TRUE、.doc .*4444 
. Appollon865 

. fuck 

加密方法 AES + RSA(RSA2048) 

加密目標 各磁碟 (外接、固定、網路) (3.0版不限檔案類型，全部加密) 

加密後特徵 於被加密目錄下會有 HOW_TO_BACK_FILES.txt 文字檔 

感染途徑 

社交工程郵件、遠端桌面協定 
1. 利用遠端桌面弱密碼暴力破解，植入病毒 
2. 利用社交工程郵件，內含密碼抓取工具或病毒 

（js、vbs、exe、scr、bat） 

相關埠號 135、139、445、3389 (遠端桌面 + 網路芳鄰 + 遠程程序呼叫) 



GlobeImposter變種 
• Globelmposter勒索病毒首次出現是在2017年5月份，主要通過釣魚郵件進行傳播，2018

年2月國內各大醫院爆發Globelmposter變種樣本2.0版本，通過溯源分析發現此勒索病毒

可能是通過RDP爆破、社會工程等方式進行傳播，此勒索病毒採用RSA2048加密算法，導

致加密後的文件無法解密。 

• Globelmposter3.0採用了十二生肖英文名+4444的加密後綴 

• Globelmposter4.0，此勒索病毒加密後綴為fuck等，生成的勒索信息超文本文件

README_BACK_FILES.htm 
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Globelmposter勒索病毒變種家族史，看這篇就夠了 
https://kknews.cc/tech/5r29o98.html  

https://kknews.cc/tech/5r29o98.html


New #Globelmposter Ransomware extension .Apollon865! 
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https://www.youtube.com/watch?v=qkSK0SffTH4  

Ransom note 

Generated files 

https://www.youtube.com/watch?v=qkSK0SffTH4


感染擴散途徑與威脅推測 

•部分醫院主機被駭客當成跳板，進而經由VPN網路進行攻擊。 

•最初被感染的主機，可能是因社交網路email中毒 (仍待查證)。 

•事件發生時間有可能是8/29 

•大量事件同時發生的時間8/30 

• 2018年12月，大陸資安公司有發佈Globelmposter4.0報告 

• Globelmposter4.0最新变种，2018年最后一发！！！ 

• 2019年感染的Globelmposter有可能是4.0的變種 
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https://mp.weixin.qq.com/s?__biz=MzI4NjE2NjgxMQ==&mid=2650236582&idx=1&sn=1f8b1f49d713c0ed2f4011a15fcf4b34&scene=21#wechat_redirect
https://mp.weixin.qq.com/s?__biz=MzI4NjE2NjgxMQ==&mid=2650236582&idx=1&sn=1f8b1f49d713c0ed2f4011a15fcf4b34&scene=21#wechat_redirect
https://mp.weixin.qq.com/s?__biz=MzI4NjE2NjgxMQ==&mid=2650236582&idx=1&sn=1f8b1f49d713c0ed2f4011a15fcf4b34&scene=21#wechat_redirect
https://mp.weixin.qq.com/s?__biz=MzI4NjE2NjgxMQ==&mid=2650236582&idx=1&sn=1f8b1f49d713c0ed2f4011a15fcf4b34&scene=21#wechat_redirect


Conclusion 

• Future challenge lies on source verification, event timeline summarizing, label 

normalization and response mechanism. 

• Honeypot sources plays an important part because of its location uniqueness. 

• Monitoring global cyberthreat event is crucial to prevent future attack activities. 

• Information Sharing and Analysis Center (ISAC) can leverage social media, honeypot, 

dark web, and other hacking-related websites to mapping potential threat and leaked 

data. 

• Good cyber threat defense alliance relies on: first-hand information broadcasting+ 

selected cyberthreat news articles+ actionable threat intelligence + vulnerability 

adversary + beware of other CII threat events + consider human risk factors 
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Thank you for your listening 

• Feel free to contact me: 

• Shin-Ying Huang (Michelle) 

• shinyinghuang@iii.org.tw 

• SecBuzzer website: 

• https://secbuzzer.co/ 
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