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Definition:
Threat intelligence provides organized and analyzed information about past, present,
and potential attacks that could be a security threat to an enterprise.

Threat intelligence delivers in-depth information such as URLs, domain names, files, and
IP addresses that were used to execute attacks.

The information helps an organization defend itself from current attacks and respond
to security incidents.
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Threat Intelligence Lite Cycle

(Deliver Finished Intelligence Products to = ol .
Stakeholders with Defined Frequencies & (De'ﬁn.e.CTI co"." D= .ldentafy &
Prioritize Intelligence Requirements.

Methods. Acquire & Analyze Stakeholder Continuous Management of Execution.)

Feedback)
CTl Process

4 PR LlfeCYC'e 2. COLLECTIONS & PROCESSING

o DL _ (Decipher Data Acquisition Strategy
(Produce Timely, Relevant & Actionable to Fulfill Requirements.
Intelligence Products that Trace Back to Normalization, De-Duplication and

Stakeholder Needs and Satisfy Enrichment of Raw Data into
Requirements. Document Deficiencies.) Consumable Means.)
3. ANALYSIS

(Evaluate, Analyze &
Interpret Processed
Information Against
Requirements. Assess
Collection Gaps.)
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Planning and direction:

Set metrics, factors and questions that need to be gathered and answered. These pieces
of information are typically called “intelligence requirements (IRs)”

“Any subject, general or specific, upon which there is a need for the collection of

information, or the production of intelligence.”

Ref:http.//www.thefreedictionary.com/intelligence+requirement
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Intelligence requirements :

a8 ;. The CISO/CSO (Chief Information Security Officer) of your organization wants to
know of any vulnerabilities that are being exploited in the wild that your organization
can’ tdefend against or detect.

Production requirements Intelligence requirements
o What is needed to be delivered to the o What we need to collect to be able to
intelligence customer (the end consumer meet our production requirements (not
of the intelligence). an exhaustive list).

- What vulnerabilities are currently being
exploited in the wild?

- What exploited vulnerabilities can my

What vulnerabilities are being exploited in the |organization defend?

world that we can't defend against or detect? |- What exploited vulnerabilities can my
organization detect?

- What vulnerabilities are being researched by
cyber threat actors?
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Those who have gathered the intelligence begin to process and organize the data for the
entire team to understand. Processing could be the formation of a report or

presentation. Presenting the data gathered must include the ability for the threat
intelligence team to analyze it clearly.

Analysis and production:

Analysis is the process of the team looking through and recognizing the patterns and key
events which lead to both the incident and the vulnerability.

Distribution and feedback:

Distribution is the process of getting the created report into the hands of the leadership

and key personnel it was created to serve. Once the report is read, feedback is important
to improve future reporting.
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Open Source Intelligence (OSINT)

- All the publicly available information.

[ 1 '
According to U.S. public law, OSINT Landscape ... T
Open Sou rce Intelllgence: Open Source Intelligence {/OSINV — Open Source Investigation) Al
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How is open source intelligence used?
Ethical Hacking and Penetration Testing

Accidental leaks of sensitive information, like through social media
Open ports or unsecured internet-connected devices

Unpatched software, such as websites running old versions of common CMS products
Leaked or exposed assets, such as proprietary code

Identifying External Threats

In most cases, this type of work requires an analyst to identify and correlate multiple data
points to validate a threat before action is taken.

Intelligence from closed sources such as internal telemetry, closed dark web communities, and

external intelligence-sharing communities is regularly used to filter and verify open source
intelligence.

10



OSINT Framework

https://osintiramework.com/

Shodan
. quer
Scans.io

Geolocation ZoomEye
Host / Port Discovery Nmap (T)
IPv4 Internet Census 2012
IPv6 Internet Census Search
Username O BGP () uriscan.io
Email Address Reputation () Scanless
Domain Name Blacklists
Neighbor Domains
Images / Videos / Docs ©) Pmtem\:gr;gscs;lmtzsw;r:lm WIGLE: Wireless Network Mapping
Social Networks © OpenCellid: Database of Cell Towers
Instant Messaging ©) Wireshark
3 : NetworkMiner
People Search Engines O Network Analysis Tools 8 Packet Total
IP Loggers
Telephone Numbers ©) RecrutEm
f Annual Reports LinkedIn
Publio Records @ General Info & News Market Visual
Business Records () Company Profiles Jobster
Transportation ) Employee Profiles & Resumes XING
Geolocation Tools / Maps ©) Additional Resources Indeed
Search Engines ) IntelTechniques Resume Search
Forums / Blogs / IRC ) CVGadget
OSINT Framework O Archives 8 LeadFerret.com
Language Transiation :
Metadata © General Info Q) OnionScan
Mobile Emulation © Clients s
gz:::’;'fe"; 8 To?alsggm Hunchly Hidden Services Report
o Gl TOR Directories dogker—omon-nmap (M)
Digital Currency @) §Tor2web Onion Investigator
Classifieds @ IACA Dark Web Investigation Support
https://openphish.com/feed.txt
; Phishi PhishTank
Encoding / Decoding © 10C Tools PhishStats
Tools © TTPs
IBM X-Force Exchange
Malicious File Anaysisg ) Malware Information Sharing Platform
. ¢ Malware Patrol
Exploits & Advisories ©) Project Honey Pot
Cymon Open Threat Intelligence
ThLlntelliog%g misecproject / combine
Docurnartation hostintel - keithj}qnes Gimub y
Training massive-octo-spice - csirtgadgets Github
Bot Scout
Blueliv Threat Exchange (R)
APTnotes
(O HoneyDB
(O Pulsedive

1
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Check this website

® have i been pwned (https://haveibeenpwned.com/)

® Check if you have an account that has been compromised in a data breach.

'»--have | been pwned?

Check if you have an account that has been compromised in a data breach

SXXXXXXXXX@gmail.com

Oh no — pwned!

Pwned on 1 breached site and found no pastes (subscribe to search sensitive breaches)

13
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Check this website

®* Viewdns (https://viewdns.info/)

Warld's #1 Board Software

ViewldNS.info e

Tools API Research

Reverse IP Lookup
Find a¥ skes hosted on & given server.

Qomain /1P

DNS Report

Providus & complte ruport on your DNS settings.,

Domain (e.g. domavi.com)

IP Location Finder

Find the geographic location of an [P Address.

»
GO

Is My Site Down

Check whather & 20 ix sctually down or not.

Data

Reverse Whois Lookup

Find domain names cwned by an individudl or comparny.

Registrant Nama cr Ermail Acdrass

Reverse MX Lookup [NEW]

Find ab situs that use & glven mall server

Mall server (e.g. mail.google. com)

Chinese Firewall Test
Chacks whether & site is accessie from China.

URL / Dumain
GO

Iran Firewall Test

Check whethar & s2n iy accessible in lran

B omihd| *

IP History

Show historical IP addresses for o domain,

Comain (e.g. domain. com)

Reverse NS Lookup

Find all sitas that use & Grven nameserver

Nameserver (&g, nsl.example.com)
GO

DNS Propagation Checker

Check whether recent DNS changes have propagated.

Dormain (0.5, domain, cond)

Domain / IP Whois

Lookup information on 8 Demain or 1P sddrms

Domain (e.g. domave.com) Ste URL / Domam Domain / 1P

G0 GO GO
Get HTTP Headers DNS Record Lookup Port Scanner
\Wiew the HTTF headers retumed by a domain Wiew 2/l DNS records for 2 spedified domain. Chedk I common ports are open on 2 server,
Domain Domain (e.g. domaie.cant) Dorrain /1P

GO GO GO
Traceroute Spam Database Lookup Reverse DNS Lookup

Trace the servers between ViesDNS ang 2 remote host,

Determine If your mail server is on sy spam ists,

View the raverse DNS antry for an 1P address.

14
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Check this website

® Insecam (https://www.insecam.org/)

nited States, Worceste

® The world biggest directory of online surveillance security cameras. You can search live
web cams around the world. You can find here Axis, Panasonic, Linksys, Sony, TPLink,
Foscam and a lot of other network video cams available online without a password.
Mozilla Firefox browser is recommended to watch network cameras..

Watch Hi3516 camera in Talwan, Province Of Taipe Watch Vivotek camera in Slovakia, Timace



https://www.insecam.org/
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Q@ Hacked IP Cam Map

By Country

#® Talwan

# Others

By Manufacturer

# XER DLink (TW)
2 BA Hisllicon (TW)
2 AW Vivotek (TW)

# Others
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@ Hacked IP Cam Map

By Country

® Talwan

® Others

Manufacturer

Ise By Manufacturer

Hostnames . !
5 @ X DLink (TW)

® BB Hisilicon (TW)
® A% Vivotek (TW)

# Others
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¢ 220.134.103.64

Mansfactiwer  +005°4
5P b

Hostnames 22013410364 HINET (P hinet net

i un

Orgenization *4Net
ASN  ASSeNQ

Last Update Time

£= Services

Trasspont  2cp Trassport b0y
Modale Niipample hew Madale Mapasp
HTTP Server  woimipd 16 HTTP Server  N/A
NTTP Tithe NETSurvellance WE HTTP Tite N/A
WTTP Companems  N/A NTTP Companeots  N/A
08 N/A 08 N/A
Time Stamyp 207179290708 24 41 27295 Time Stamp 20 20470228 10 ADISTY
Cata Data
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Shodan is the world's first search engine for Internet-connected device.

Explore
{ yNE Searct w|x.‘_"i~"—.'*‘,‘!»“‘ W other use

""" tegorie Top Recently Sharec
Webcam os
u
&l

tvt-dvc

Video Games Netcam Checkit

ip bank

default password
e .

Canadian IP<-»8S57
dreambox


https://www.shodan.io/
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S h O d al  hips://www.shodan.io/

® Query example: SSH

4 Mase 4 m

% Ll

@178.128.155.188
19,705,312 o m [wnat ]

Naw Serace: Kewp Irace af what you hwes comnertmg

178,128,155 188
Bhph Ceans

e PP 0 Suetw-tborist | oy Kot Berpen

™ > Yey 1y
v ‘, W Uwwst Same, Noe Dergen . Tartry Unitned St

: 1341 LS AT P | V)
RO BRI e Send O i= Services
Cl J y - " PRI (RETFUE SIS TE . B )
’ . Ly oo v Dl Gonm
wreea Mawe Inow Law Uadanm JNSL50ITUZ 20442007

Sreavy 1AM - =13 — s
proian ierped 35.202.116.145 _ ¥ ) A 1241 OpcnSH

- T Gainye Cudad
$59-2 A-prtRL 160 IRITe-aanti, |
s Faduration . ~yrborys ¥ Web Technologles ot s
T was i) DN Weyt AR 1yl BAMSALIOP CTOPY S vt 10 LI | AR A ) e 200 [l ubs (0

D A iy | /G N1 e AR 2 LLATLETY e ¥ 2 Al i 2a BETE IR LR B e
e 007 - & oy TN LI T AL A} LU TPVORY piv i ot
20 man Peligrs ST AP0 Y r B ol LT I TTpo Par 2S00 3o5a0R ) N s b Eng B I ritcth
S ot 2 1GnryMagte LS NS oA | TIgehk

LISTSH S N AR LR H DR o

e o 173.247.244.110 R
sites 3% InMction Masting Pae——— =

B Ut s a0 Moewa e ’

Wrel WAL <2 s LR S TTIANL 4514 = WAL DeA T WPV
e R YR TN BADIND A Vulnerabilities
Brsaiin s 100 7 v Do D340 Lrta 119572 $470 Wwy — 2
By Cland %2408 ot 11 EHGL A A kW
Dégtsl Ocnes ] CHE2ND M Avaseratdty mes tourd i AG HITS 4170 LASE g b 257t La-ta]
O BAS wr s ot e MIer2 reguesd N ' i frexsd see 3411 La-turd Lian—g
” CLITPATY e BETTTY g (he T st wred (e g AL T L | | g v
etermr 0¥ Gt wesT? 108.182.84.62 reameety ST Lt e g
# Arophess 1916 & ALTT Lebe LI grew i
Sovstran ROpas Jo1a01yr By s fouend ) At TP
. > Ay 30 wan arubied
2 ey N LA AN R AL e s iTE S i) oM p s Lamdgly o e X .
L L s U AR W, (N it ! < 2 AT was ret
Verdep IR/ rLr Dol D S
P M o DR T 1
RS b MICrLLIS ot VG Upgrade » LnaTersed by
A I

, y
W80 9.1 L CRNDOII0  Avident et Ay AITTP Sarver 240 62 3436 When ~a1e
Lrwaza e 3 reqaent LR LITiaTa ALY phe corm /), Srectves st ax LsstondAase

35.242.255.56

S-Bemili_T, 37 Badli-abuiied |

Uae i ALNEL R Al "-res
Dropteess sabel ARATATH] W Unmd Sume,  Maurten *ay G AN R AR o T s 40 ] 0218 | WL S
R 2 CET AT ARy, 4021514 Mraetona I | AS0m T oG I TH: £ 0 2K
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Other query example:
nginx country:"TW"
apache city:"Taipei”
"Server: gws" hostname:"google”
Server: uc-httpd 1.0.0 200 OK Country: “TW" (NetSureveillance Web55%:#%)%)@)
IoT Camera CYB671

Exploit
EEC
Modbus
Medtronic

1

Click “map” and “images” based on the searching result


https://www.shodan.io/

Attacker attempting to connect will
implementing system information
gathering and remote code execution.

Therefore we wrote our own services to
collect all attacker informations. These
services collect the ip address, executed
codes, queries and requested URLs and
the header information that they leave.

Finally they will forward this information
from honeypots to our central server

&,

Attack List / Honeypots.tk

smeg

B

&o

5

22


https://www.honeypots.tk/data?service=smtp
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Malware Knowledge Base, hosted by
the National Center for High-
performance Computing(NCHC) and
Taiwan Computer Security Incident

Response Team(TWCSIRT), is a
malware analysis platform that
observes and records system

behaviors conducted by analysis
objects in a controlled environment
with various types of dynamic
analysis tools.

4 Sign Up <) Sign I

m Malware Knowledge Base

Malware Analysis Reports

3,576,449

Malware Samples

20,984,207

Search Top 10

Keylogger
Exploit/Root Kit

st Adware
Spyware Backdoor

Ransom

MALWARE

File Type File Size VirusTotal Result Malware Classification Download

e@54d4cadiodach5044a041a601a4701 143 .81KB

Sign In

€559328cdc9bl4ecta3Blger 28503007 722.87KB /5 Sign In


https://owl.nchc.org.tw/
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AW SECBUZZER T we 2m sc mm Be me meEe

SecBuzzer is a cybersecurity threat
intelligence collection and analytic ”
platform. The intelligence sources 6

include: vulnerability advisories, social ’
media, CERT news, honeypot malware & RN ¢ Rl
samples, and dark web.

W /M SECBUZZER

ﬁ WRORE AT

- ARuY
sboind n SecBuzzer
- SinEs

L

¢ "3
o @ N
S re
= W

15

SecBuzzer can systematically collect,
organizing and correlate different

: . SDN ZR#8 T8 DDoS AR : Sample Entropy 18
intelligence sources. 3%

7 ZIRCIRE


https://secbuzzer.co/
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SecBuzzer intelligence sources and functions

hitps://sechuzzer.co/

NVD ExploitDB
CZNIC
B ARt 6 & HECVEER A A2 KB
FA CVE Detail VulDB
IoTPOT B{E(CVEEE > 4 HECVEEE 4
B IS A AE B 10T | o Hha E LRAE 55 BE AL AR AR
FWEHHE TR
Malware scan API
1 A A% 547 B AR A
BAFe B EHRA v
Oday.today '/ //I
i SECBUZZER
——— —————*| https://secbuzzer.co
BERKAGHEIH
1% b3 3 #83K rm— -
o l |

ERENIEAEY |

Bk Twitte
= o

HEFRFADT Twitt

ho B E WK 16 34

%
eave ICS-CERT

-expert CERT-EU

S xtweet | GATZHH

AAAAAAA

Flovethtweet | TIEBRARTR
IR | ggwy akdg

BEEEAE
Vulnerability

HPTRE &M M

Security News

PR
Emerging Topic

CERT# M % &
CERT News

HBEEBER
Social Media

B 48 7
Dark Web

G E i

Malware Scan

n‘k ‘‘‘‘‘ -
L
w EE
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Open Source Threat Intelligence Platform & Open Standards For Threat Information Sharing

(404

MISP is a threat information sharing free & open source MISP

software.

. o ' ' MISP - Open Source Threat Intelligence Platform &
MISP has a host of functionalities that assist users in

creating, collaborating & sharing threat information - e.g.
flexible sharing groups, automatic correlation, free-text
import helper, event distribution & proposals.

Many export formats which support IDSes / IPSes (e.g.
Suricata, Bro, Snort), SIEMs (eg CEF), Host scanners (e.g.  Features of MISP, the open source threat sharing
OpenlOC, STIX, CSV, yara), analysis tools (e.g. Maltego), platform.

DNS policies (e.g. RPZ).

Arich set of MISP modules to add expansion, import and

exXpo rt ]CU nctionalities. MISP 2.4.113 released (aka the bugs

fixing marathon)

Open Standards For Threat Information Sharing

MISP 2.4.114 released (aka the
community care package release)

MISP 2.4.114 released

MISP 2.4.113 released

&2hd |

Patssen £ e
. MISP
Throat Sharing

26
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https://www.misp-project.org/features.html
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MISP

hitps://www.misp-project.org/features.htmli

MISP XML and JSON
OpenlOC

STIX XML and JSON (export)
Suricata export

Snort export

CSV export

GFl import

OSINT - CVE-2015-2545: overview of current threats

Zvent ID 3865 Related Even*-

Juid 57460863-76dc-4272-8116-42a302de0b8 1 | orge: CIRCL
2016-05-27 (3883)

org CIRCL / Date: 2016-05-23
2016-05-23 (3844)
dwner org CIRCL 3 Info: OSINT - Operation Ke3chang
2016-05-06 (3828)
Zontributors ‘ Resurfaces With New TidePool Malware]
Email alexandre.dulaunoy@circl.lu =
fags up:whlten circl:osint-feed x _ estimative-language:likellhood-probability="very-likely" x | ) Th reat S ha rl ng
Jate 2016-05-25 212.7.217.10
Fhreat Level Medium
Analysis Completed
Jistribution All communities
ebc heck. 2
nfo OSINT - CVE-2015-2545: overview of current threats e
Published Yes
Sightings 0(0) @
be35b7882469ae4d9de233f75e7bebf211fddc2c878694479a3e5872a4e78542
Expanded Events Tag Action /6 @ {J
~ / Ever
Likelihood or probability: Almost no chance - remote - 01-05% 0 estimative-language:likellhood-probabllity="almost-no-chance" =/ Event 4425 reg.finet.org 21
Likelihood or probability: Very unlikely - highly improbale - 0 estimative-language:likelihood-probabllity="very-unlikely" o

05-20% It


https://www.misp-project.org/features.html
https://www.misp-project.org/features.html
https://www.misp-project.org/features.html

Add event Export Events for Log Search.

Export functionality is designed to automatically generate

R, S'gnatures for intrusion detection system.
the distribution setting on the local instance only until it is published.

r—— Events
Add Event Add Event
Import From MISP Export
pre\ S 2 3 next »
Date Distribution @
List Attributes
2018-05-10 This commn v anly
AR P8 CONMIUTIY ey Search Attributes Q My Events Org Events
Threat Level O Analysis O Published Org OwnerOrg Id Tags
View Proposals -
a a (LGA circlincident-
High - Inital 4 v Misp MisP
: classification="
Events with proposals
circlincident-
Event Info
Export 4— Click to go leak”
Autornation ho 4
Extends event v . e o5 FVBEOSING tp:
GFl sandbox 2. Summarized description
ie chosen - Distribution
Choose file No file chosen
N | hreat l_l '\,’-:,‘

m - L— Info

n ArA o - GFl sandbox (optional)
3. AQQ == oave '

Does it extend? (optional)


https://www.circl.lu/doc/misp/quick-start/
https://www.circl.lu/doc/misp/quick-start/
https://www.circl.lu/doc/misp/quick-start/
https://www.circl.lu/doc/misp/quick-start/
https://www.circl.lu/doc/misp/quick-start/
https://www.circl.lu/doc/misp/quick-start/
https://www.circl.lu/doc/misp/quick-start/
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IOC Bucket htws:/wawiochucket.com/

® Example: ransomware

Upload Date

nickname / author

(n) sodinokibi ransomware exploits

sponsor / country type

05/02/2019 14:26:51 wablogic server vulnerability ::; :nn:now:: ': bpenlOC1 0'
I O C B t {a) alienvault - alienvauit otx o —
- ucke e e
11/14/2017 08:14:34 (a) ensibs ©u - {OpeniOC1.0)
- 3 | Community Supported Threat Intelligence
on (n) locky (3) unknown (" o\
- 08/24/2017 15:12:50 (a) linuxgeek @ o (OpeniOC1.1)
ey (n) loc petya {8) unknown \
06/30/2017 15:17:24 (a) @i cket (c) unknown | Qpenlom 0 )
10C Bucket is a free community driven platform dedicated to providing the security 08/22/2017 20:00:3 (n) philadelphia ransomwara (s) unknown (Ooenl0C1.0)
community a way to share quality threat intelligence in a simple but efficient way. Our IOCs b (a) shaag {c) unknawn e bcatotul
S rt ity, Sy .
are develope‘d by the commu .ty reviewed bY the commum'ty and distributed for use by 200830 () tocky (family) B s
the community. Our content will always remain free and available. 06/22/2017 20:09: {e) ranckess @ Wilkiiown (OpenlOC1.0)
. (n) jaff ransomware {(s) unknown (c 3\
06/22/2017 20:09:30 (a)s () unknown (OpentOC1.0)
) . . (n) erebus (family) {8) unknown (c et o)
begin your search; searching over 560 IOCs m OR/22/2017:20:09:20 (a) sra {c) unknown \Opooy)
06/16/2017 17:03:04 iisramitigge 1Py Omeazec crine (OpentOC1.1)
o (a) linuxgeek (c) russia bbb
02/16/2016 18:09:37 {n) ransomwarechimera {s) unknown I'/i)panl oc11)
Upload an 10C to the Community ) (a) payload security (c) unknown
R (n) torrentlocker ransomwars {s) organized crime 'y A
12/04/2014 14:37:54 (a) @feimoltor & inkiicen (OpenlOC1.0)
] (n) cryptographic locker ransomware {s) organized crime (e |
12/04/2014 14:07:43 (a) @feimottor & boknoun (OpenlOC1.0)
12/04/2014 13:46:10 1) SOl ransoate % Uanown (OpeniOC1.0)

29
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IOC Bucket Mtns.//wwwiochucket.com/

I0OC Bucket Sesrch Upload

BEARCH CS C138E14F5DBAIERY 17389565 1CAZRTC 1200F8F30

IOC Details

loc petya by @iocbucket

shat:

c139%e14f5dbaSeb1173b996e1ca3s7c1200f830
short description:

petya ransomware

long description:

this is a stub of an loc intended to be used as a base to make a more robust loc,

Other tools:

ioc-explorer
https://github.com/lion-gu/ioc-explorer
Awesome-osint
https://github.com/jivoi/awesome-osint

Feedback

{OpenlOC1.0

Dawniload 10C

<taml version="1.0"' eéncoding='us-ascii'?>
<ioc xmlnsixsd="http://www.w3,org/20031/XMLSchema" xmlns:xsi="http://wew.w3.0rg/2001/XMLSchema~instance” id="c58
<short_description>I0C stub by @iocbucket.</short_description»
<description>This is a stub of an IOC intended to be used as a base to make a more robust IOC.</descriptions>
<authored_by>@iocbucket</authored_by>
<guthored_date>2017-06-30T15:14:17</authored_date>
<definition»
<Indicator id="a77dc5de-5318-4d2c-bcoR-aad450ethadts" operator="0R">
<IndicatorItem condition="is" id="7d5105ff-1a44-49d4-bf@b-bc7edf39b@ece">
<Context document="FilelItem" search="FileItem/Md5sum" type="mir"/>
<Content type="md5">71b6ad493388e7ddb4adcB3ced03bcbbds</Content>
</IndicatorItem>
<IndicatorItem condition="is" id="3¢691b94~-2B0c-4372-8185-35b08ddbod iR ">
<Context document="Fileltem" search="Fileltem/Shalsum" type="mir"/>
<Content type="shal">34f917aaba5684fbe56d3c57d48ef2alaalcf@bd</Content>
</IndicatorItem>
<Indicatorltem condition="1s" 1d="ed13bfob-0d72-4809-b789-6bb7746DCA8I">
<Context document="Fileltem" search="Fileltem/Sha256sum"” type="mir"/>
<Content types"sha2S6">027ccd50ef5f8c5f653329641eclfed91f694e0d229928963b30f6bBd7d3a745</Content>
</Indicatoritem>
<Indicator id="9b46fbbB-4b8A-4f7d-847e-11e13a4e4362" operator="AND">
<IndicatorItem condition="1is" 1d="24836c7b-dab7-474a-9af4-52df348363ca">
<Context document="Fileltea" search="Fileltem/FileName" type="air"/>
<Content type="string">027ccd450ef5f8c5f653329641eclfed9.exe</Content>
</Indicatorltes>


https://www.iocbucket.com/
https://github.com/lion-gu/ioc-explorer
https://github.com/lion-gu/ioc-explorer
https://github.com/lion-gu/ioc-explorer
https://github.com/lion-gu/ioc-explorer
https://github.com/lion-gu/ioc-explorer
https://github.com/jivoi/awesome-osint
https://github.com/jivoi/awesome-osint
https://github.com/jivoi/awesome-osint
https://github.com/jivoi/awesome-osint
https://github.com/jivoi/awesome-osint
https://github.com/jivoi/awesome-osint
https://github.com/jivoi/awesome-osint
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eXpression (CybOX) * BLEF AW THAFB AT IR A STIX E2BR T
HORFARIR G-ISAC Hh X4 F & A XML A keey) "HEHF
Incident Obiect 3 E A B OGS 4845 &, (Incident Object Description
e | Exchange Format, IODEF) , # 41 2 A0 % + 1 & 87 &
3 (EWA) ~ AMRFM4HR (INT) Z= 464 (FBI)
FS5ANMMY -
Common Event Format — A KAt key £t values ) AR AKX T A8t 3 5 830 Hh
(CEF) TREMER A & 448 M A 0 335 18 syslog 5 A 13 B EE A 49 SIEM
| T4 LRTHTFEHTHAE -
Structured Threat ml ﬁ ﬁ ‘tﬂ"k‘ F' ﬁ if ﬁ $ m LA}&&& o ’;‘(Extensible
Information eXpression | & 41§ & Markup Language, XML)#% X #4748 5 it 44 K » @415 XML

(STIX)

fE oA RAK D 8 3 R W R B AR & A6 ST AR 1R AR
LA B HEATARK > Bl ey XML &4 RAF&IIRARM -
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® VirusTotal ( )+ 4R 12 /IP/domaini?id

® Malwr ( ) - £ EIDFE

® AlienVault Open Threat Exchange m o
( ) o e s
2 EF T = RIBHAPTIEHINOC or YARAZ

ALIENVAULT HELPS You IDENTIFY O TR o T N SO —

OB METALLATIONS - ATTRCKERS TARGETING YKo NETWoRK,
USM INSTALLATIONS OTX DATABASE t %

USM & OSSIM
INTERNALLY

REPUTATION
B @ MONITOR ALERT
EXTERNALLY

REPUTATION
MONITOR


https://www.virustotal.com/
https://malwr.com/
https://www.alienvault.com/open-threat-exchange
https://www.alienvault.com/open-threat-exchange
https://www.alienvault.com/open-threat-exchange
https://www.alienvault.com/open-threat-exchange
https://www.alienvault.com/open-threat-exchange
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® Hybrid-Analysis (https://www.hybrid-analysis.com) - # _E#E2&/IP/domainiF i

§ Sanbox »  BOuickScans »  BiFile Colbctons MRResowces » @ Hoguest Wlo

st i
4 Ly CrowdStrkos Falooo® Sandbos
Mirsealedd n & fone el

Getting Things Ready

EternalPetya_vs_BadRabbit.jpg 116231

Your E-Mall (aralysk complesed notifcation. opticnald

Y Comment (optional)

™

Do oot submit my samgle 1o unatilated tind parties A\

Al coorwirdly rembers 1o actess samgile i}

HYBRID - fi- & = ©Ofouetinfo- a
Analysis Overview A Ao
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e
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‘ CLEAN .
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https://www.hybrid-analysis.com/
https://www.hybrid-analysis.com/
https://www.hybrid-analysis.com/
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® RisklIQ ( )

¢ C  # community.riskiq.com/home o % 08 @

Home e e . » - 2 1A - . o
Discover v Search RisklQ for Domains, Hosts, IPs, SSL Cert SHA-1, or Contact Email

PassiveTotal Search

Digital Footprint

Projects MY DIGITAL FOOTPRINTS Tour MY HISTORY Full Histary YOUR ACCOUNT
Settings E ol PassiveTotal Community Edition
» 15 Wed Queries / Day (15 remaining)
9 597 8 8 » 15 AP Queries / Day (15 remaining)
High Alexa Rank Open Ports Hgn CVE Crivical CVE

Digital Footprint Community Edition

0 A No footpeints avallable. Contac
Start searching to s rikin com 1o generate a froe
faotprint for this domain
PRORLEs i L populate your

@ APT34 leaked tools and expanded infrastructure (71) hiStOl'_\/

-
FIN7 . ub: Thi Infrastr v AFT34 Jeaked tools and expanded
' infrastructure

FIN7 Cyber Espionage Group: Threat
Infrastructure Analysis

& it Sha (3 "t el A

g A . Gift Card Sharks
% gift card sharks | riscia |

Operation Soft Cell - Cybere.



https://community.riskiq.com/search
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® ThreatCrowd (https://www.threatcrowd.org/ )

HELP APl f MALTEGD CONTACT

e

A Search Engine for Threats

Search by Domain, IP, Email or Organization

Try

V1
wlV
ThreatCrowd is now powered by
Learn more aboutl today!

IP > 188.40.75.132

Welcome! Right click nodes and scroll the mose 1o navigute the graph
| mifor I¥
H {
Y N M ra Bave voted this us M
AT A
vl
MDs AV


https://www.threatcrowd.org/

NoThink! ( )

B o e
Honeypot Telnet A
Honeypots St i A3

hasa poges are free and automutcaty crested. You can fnd stntetics, data and other stuf! about mabvers

Furdwmone am avalabia ™0 resudts of a my kow Do *open sesohor saner” 10 aosane DNS

Attachers biscklists (P addruss)

Attackers blacklists (IP address)

Other informations

SR s ' T
i SSH ‘ k. Rt "™
Tainet | el L it .

Statistios - 2019

Archives downlocads

Mishware nrctsves downicad (210)
Mahware samplo aourtes for neswchens (sellssr.oonr
Latest commands exacuted
Tiwwatuas Cuearuec 1 aaess A% A% g Cosary
0531 —ere
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http://www.nothink.org/index.php

P2t
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Vxvault ( )
Emergingthreats ( )

I__j blockrules/ 2019-09-02 00:29
feodotrackerabuse.ch ( | g m——
I;_] PRy 2019-09-02 19:33
The SSL Blacklist ( ) ~ A
I;) —— 2016-02-12 13155

Spamhaus ( )
B R AT UG

Openphish ( )

PhiskTank ( ) e,

ot CAC sarvees associaleg adih the Feods mabvws Merly Ondex EmatutHeoda). it

Botnet C&Cs Blocklist About
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http://vxvault.net/ViriList.php
https://rules.emergingthreats.net/
https://feodotracker.abuse.ch/
https://sslbl.abuse.ch/
https://www.spamhaus.org/
https://openphish.com/
https://www.phishtank.com/phish_archive.php
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MXToolbox (
DNSBL

Online Mail Server Blacklist Checker

Zone-h

Home News Events Archive Archive & Onhold Notify

NOTIFIER DOMAIN 1w
Special defacaments oty B Fulkexy/Wiktcard ) Onhold (Ungublished) only

Date: ALL B only titer

Total no tions: 1,761 of which 1,301 single Ip and 460 mass defacements

Legend

M - Hemapage Sefacemant

M - Mass defacement (dick to view o defocements of this 1P)

] {chck to view all defacements of tvs sitw)

L e

# - Special defacement {specal defacements are yoportant webates)

Date Naotifier HMRL % Domain os View
2016/08/0 dha o M B & www wrapss.ntpe gov tw Unux
2019, fa LS pingrung house Qo b e hem| Win 2012
2018/05/08 TeaM B & hesith.ttr gov.tw/Phsncdev/gh Ueknown
2018405008 var Bl % tjew tinp gov.tw/hacked txt Urknamn
2018/08/27 B & ctutor. mee. gov.twindex.pho Linux
2018/02/01 SCYTHEAC M Bl % wecd heog gov tw unux
2018/01008 “ Bl A sinys land.gov. tw/inDex, htmi Win 2003
2018/01/02 B & www.yungan,gov.tw/imgpage/nbhh.. Linux


https://mxtoolbox.com/blacklists.aspx
https://www.dnsbl.info/
http://mail-blacklist-checker.online-domain-tools.com/
http://mail-blacklist-checker.online-domain-tools.com/
http://mail-blacklist-checker.online-domain-tools.com/
http://mail-blacklist-checker.online-domain-tools.com/
http://mail-blacklist-checker.online-domain-tools.com/
http://mail-blacklist-checker.online-domain-tools.com/
http://mail-blacklist-checker.online-domain-tools.com/
http://mail-blacklist-checker.online-domain-tools.com/
http://mail-blacklist-checker.online-domain-tools.com/
http://www.zone-h.org/archive?hz=1
http://www.zone-h.org/archive?hz=1
http://www.zone-h.org/archive?hz=1
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ATT&CK

hitps://attack.mitre.org/

Contribute Search site

Blog ('

Matrices Tactics ~ Techniques ~ Mitigations ~ Groups Software Resources v

ATT&CK Matrix for Enterprise
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https://attack.mitre.org/
https://www.ithome.com.tw/news/129054
https://www.ithome.com.tw/news/131275
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Malware analysis using machine analysis

Malware family
IoT

Social media analysis
Emerging Topic Detection
Black market vendor analysis

CVE-to-exploit prediction

Other interesting topics

Ly
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ks
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CZ.NIC provides malware samples from Turris home routers.

[l analyzed the malware samples through static analysis and dynamic analysis

P g e
N—— =
Home router J
Attacker with NAT |+ E> , E> e a I
(mostly zombie pc) Redirecting communication | l Ap| ‘
vi W % =
= SECBUZZER e i B
nic 9 S e
Cz. I < Haa Server of the project s &% Statistics

Honeypot as a Service

Domain name/ URL Graph

Dionaea: 6071 (~ 13. Feb. 2018) -
Cowrie: 8220 (~ 13.Feb.2018) ffiJt
( ) FHIHAEEE RS (Honeynet) B — BB SIS 24T, EMHoneypotAfzHEk @ F24s
BRI TINEE > IS EENIET R » INRFTAN T EEFE - HF
B2 B BR N B 42
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Hash information

Malware analysis using machine analysis

Other information

shal Well known hash import_file list of files imported by the malware

sha256 Well known hash import_lib list of libraries imported by the malware

ssdeep Well known hash. The name for the hash is CTPH, calculated by the cpu_etc the processor by which the malware is compiled

program named ssdeep : : :

type other compiler related informations of the malware

md5 Well known hash
packer the packers used in the malware

3 . : IP the IPs contained in the malware binaries

Virus information

entropy we divide the malware into 4 segments (0-20%-50%-80%-

vt_virus_name result of virus names scanned by VirusTotal

100%) and calculate their entropies

vt_token top 10 virus tokens sorted by their frequencies. tokens are terms
appeared in the virus names but containing no blanks or punctuations
vt_detect the detect ratio, calculated by the number of antivirus software that

detect the malware divided by the number of all the antivirus software

Analysis tools:
Virustotal

Cuckoo

%

total

a3


https://www.virustotal.com/gui/home/upload
https://www.virustotal.com/gui/home/upload
https://www.virustotal.com/gui/home/upload
https://www.virustotal.com/gui/home/upload
https://www.virustotal.com/gui/home/upload
https://cuckoosandbox.org/
https://cuckoosandbox.org/
https://cuckoosandbox.org/
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Malware features

® Extract n-gram of binaries and transform them to
computed features via TF-IDF.

e

® Choose a AV’ s naming rules as malware families label &N
(here we use Symantec). "

® Use TSNE to visualize sample similarity.

* Apply classification method and represent the 2y &
adCCuU racy XGBoost  ExtraTree

SVM Randomforest

t-Distributed Stochastic Neighbor Embedding (tSNE) Khoon. 0k | Pracroive
tSNE 2[4 7=\ » FEE RS SERETR FH & B iV eR & R el
B (Ol - THEMEBEAVE o (E R t oy 5 2R AT L - R (E A
KL(Kullback-Leibler) BEEEETREAHDUE - A& LIRSS T oK i FEA#

Visulization

10-fold cross-validation Accuracy
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Get malware labels

Top-10 malware in cowrie + dionaea with Symantec naming rules Top-6 malware in cowrie + dionaea with Symantec naming rules

@® W32.Downadup.B -1529
@ Downloader.Trojan -475

@ Linux.Chikdos.Blgen2 -432
@ Trojan.Gen.NPE -298

@ SecurityRisk.gen1 -244

@ Linux.Dofloo -196

@ Trojan.Gen.6 -187

® Trojan.Gen.2 -121

@ Linux.Backdoor.Kaiten -114
@ W32.Rahack.W /102

@® W32.Downadup.B -1529
@ Trojan -1195

@ Linux.Chikdos.Blgen2 -432
@ SecurityRisk.gen1 -244

@ Linux.Dofloo -196

@® W32.Rahack.W /102

a5
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Classifiers comparison

N-grams comparison

2 -

14

Randomforest ExtraTree DecisionTree K-neighbors SVM ¥GBoost

B 1-gram M 2-gram [ 3-gram
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IOT malware classification

I/-J—
® IOTPOT acts as different IoT devices by ———9@ Scan

handling incoming TCP connection &
requests, banner interactions, ﬂ
| ) i ) Downloader |-~~~ e
authentication, and command interactions e
. . . Telnet
with a set of device profiles. ——
"""" e Front end ] Authentication K Profiler
Responder Command '
Interaction
B g::::::’nr:lsﬂh  Learnt command
10TBOX interactions
....... > Multiple CPU
Architectures
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IOT malware classification

* Data analysis flow

Clustering &
Data Preprocessing Feature extraction Classification
otPOT . SR T
Extract o Sampling Perform New
: command . —>»  encoded —> Hierarchical [— Pattern
sequence from | ! | sequence Clustering ; result
: pcap files !
‘.." " | i Conduct | Known
; Filter infection Extract trigram > Classificati Family
command features from f assilication | . result
: sequences : encoded :
' sequence
Tokenize and ! ,
: encode —— . b mcmmmmmmcmccmmaaod :
sequence

______________________

49
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IOT malware classification

® Trigram of commands statistics

Bashlite IoT malware Mirai IoT malware

Bashlite Mirai

7 12
)
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5 2 e 4 Q
St \.,O ol o 0 ,,v A .;, y‘ )‘,. P
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S g° \@ W & ¥ S IS Q O s & & & P o & s P ~
X X o~ & Y x R\ XY o 2~ N & o &) \}“\' R\ A & N
:b ~c\\" ) X N\ \gv ‘ \,\Q‘-‘ \Q}’.‘ oy \,o\ .uc S & RS N \Q \Q& ) D \\Q\_
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Trigram of commands

Trigram of commands



Dataset for analysis

Malware analysis using machine analysis

Dataset Numberof Rearranged Number of Time interval Analysis
infection command unique extracted
command sequence command tokens
sequence
5 2016/12/07 ~
1 2,756,231 44,843 2,925 2017/09/16 NB, SVM
o 2017/04/01~  Hierarchical
2 422,591 93,448 4,626 2017/04/30 clustering

1]
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Hierarchical clustering results

Hierarchical Clustering of ECTs in April 2017

(4) I 1 — I T
|

45212:11 - - Bashlite &Tsunami

352

397 _ ] .
K 1.1 — |

(9) |— === Bashli - = | hlit
3665 _ Basnhlite

(69)

(33T74) —
823
(4)

2236 —
(2)

4080 ] S
3017 '
s Bashlite
(3)

(2) .
3703 J _

3{131:; — Mirai
2896

(5)
726

Bashlite
3921 = Fileless DOS

e, | # lirai/B

325 | | 1 [ |
0.0 0.2 0.4 0.6 0.8

Trigram Distance

Bashlite

Mirai

Hajime

ECTs index or (cluster size)
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il
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Fileless DoS is a shell script that employs

ks ' _ Victim websites Counts
an infinite while loop and multiple wget http://fxooooooxx.com:80 7111
commands to mount a DoS attack. Ntp:/Aoxxxxx.80.118:80 5669
D loaded b ntent S NP /AW EXXXXXXXXXXXX.com: 80 2722
eSS C S E DL QIS ogd € S€ http://www.hxxxxxxxX.co.il:80 2564

/dev/null, and thus no binaries are stored http://WWW. DXXXXXXXXXXXXXXXXXXXXX.Ccom: 80 2354
in devices. A total of 934 Fileless DoS ECTs  http://AMwWw. KXXXXXXXXXXXXXXXXXXXXXXXXX.de:80 1982

- - - http:/IEXXXXXXXXXXX.com:80 1980
were discovered in April 2017. http:/ww.axxsocx.dk:80 e
http://xxx.xxx.19.69:80 1843

NP //CXXXXXXXXXXXXXXXXXX.com: 80 1749




The precision of Tsunami classification
improved because its file sample
metadata differed from that of Bashlite.
Using additional features can thus help to
prevent misidentifying classes that share
the same command line pattern, without
requiring static and dynamic analyses and
simply by looking at the command line
and file meta-information.

Malware analysis using machine analysis

Precision/recall of SVM

precision recall fl-score  support
Bashlite  0.99 0.99 0.99 155
Mirali 0.98 1.00 0.99 1225
Hajime 1.0 1.0 1.00 60
Tsunami  0.90 0.86 0.88 24
Avg / 0.96 0.98 0.97 1464
total

54
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Emerging Topic Dete

® Follow top cybersecurity experts'’

topic worldwide.

TH
130N
=l S A
L B

ction

tweets in order to get the first-hand cyber threat

Experts Contents Events

260 | vocer . PP ;
\_.au‘-fﬂ““‘ sjax openssl
res— ok

JM SECBUZZER

L} ’ “l
{ )
.
Now

T e

® 9

Google Chrome Zoro-Day Vulnerability Found Actively Exploited In the Wild ¥ no
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Social media analysis

Analysis step:

Graph modeling: Select two features (author, platform) to set up graph component: node and link
file, and then visualize the relationship network between author and platform

Community detection: Perform community detection based on the graph

Network embedding: Use link file to develop node2vec network embedding

Set up classification model (Random Forest) based on the network embedding and the given labels
Set up GCN (Graph Convolutional Network) model based on the network embedding and the given

labels
Dark web analyzer
Graph set up Threat assessment
i
s =

S ‘ o node2vec RF

GCN
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Exploit threat analysis

Google Security Research cntUnix

cntPerl

hyp3riinx cntMacos

cntlinux

Ihsan Sencan
cntHardware

cntAndroid
Ismail Tagdelen

cntJava

cntPhp

metasploit

cntMultiple

Prasenjit Kanti Paul cntWindows

author vs. platform

Core Qg{rm

Community detection

RF: 89.5% accuracy
GCN:92.47% accuracy

a1
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Baidu forums is one of the major online underground
marketplaces for the stolen credit cards.

Keywords: “four pieces” , “interception” ,
“intercept” , "black card” , “internal materials” , and

n n

o,
Four pieces mean account name, Social Security
Number (SSN), credit card number, and passwords.

Forums retrieved based on the keywords: 21 Baidu
forums.

Time period: January 2006 — March 2016 Bai'&'élﬁ’
Total members: 2,129 =

Threads: 5,131
Threads including replies: 53,963

al

1. cvwwwy posts @ 6,565

2. CVWWVWVWWWp posts : 3,586

3. IYKIE (four) posts : 4,215

4. NAENE (innersave) posts : 1,459

6. RITHE—RIMZIE (bank) posts : 2,745
15. &1FME (materialOwner) posts : 655
21. TYRANE (Four pieces) posts @ 12,419

7. RE2RIE (collectMachine) posts : 796
10. REME (collect) posts : 2,310
11. SMJLIE (outsideMachine) posts : 1,015

12. [RENRZRIE (originalChannel) posts : 977
14. BiEBIE (track) posts : 1,952

18. =&ML (interceptMaterial) posts : 151
20. FEF=#EME (washintercept) posts : 92

5. KBEIE (brave) posts : 3,082

8. & FIERE (wild) posts : 7,236
13. &g (blackProduct) posts : 736
17. HUEXIE (pickMoney) posts : 254

9. SMENE (card) posts : 3,068

16. jpRIBIE (jp) posts : 168
19. 9+ M4MNEIE (outsideCard) posts : 111



Mapping 12 key members extracted from the topic-based
SNA with their belonged clusters in GHSOM.

SNA

T:Runne# 8ankung 1
#Designed to wash eadl fine interception feed

T-NetWorking 2

|sRegat inMemational 1 |

sChinSBaron T-Buyer ATM skimmer 3

¥-Rumner_Clllaboration 4

Lsuycr POS sximemes | }Ouuh
T-Dropper@hina Jata 6

T:Deceiviis report l!mo-eonolanlmssmor

#Line sacing 1
“New Custémer Centar

I FWealth ’x—.,.‘.n‘]

o7 irmiffashore
- T:Shopgir_Alipsy 9 s
TAttaché¥ Matware | ) =Tao Bwghong
T: topic.

#: member name

We highlight the topics and other key members related to #Wealth Q838036666 in SNA and GHSOM.
The related key members are interested in topic 5 (PoS skimmer) and topic 8 (Foreign data). The most similar key members are

#Quick feed Q838036666 and #Looking nice.

Forum Collection

Web forums
related to
underground
economic
activities

Feature Extraction

Topic generating

Social Media
Ecosystem Analytics

GHSOM
exploration

\ 4

Generating
member-based
features

Key members mapping

Rank

Member

GHSOM cluster index
map index--unit index]

Wealth 0838036666 | |3—3, 3--4

#Line spacing 1 3—2, 3--4

i

3 Quick feed 0838036664 [3—3, 3—4, 9--4
4  #Please do not take this [3—2, 3--4

sister
5 [Looking nice | 3—1,3—2,3--4
6  FFirmly ashore 3—1
7 Regal International 1__| |3—3, 3—4, 6—4
8 Hbbs16163 6—4; 9—1
9 MTao Binghong 2--4
0 #Designed to wash each [9--4

line interception feed
11 #China Baron 6—1, 6—2
12 ##New Customer Center  [6—1, 6—2

light purple: Topic 5- Buyer
bold purple: Topic 8- Dropper

#Wealth Q838036666 profile

) 4

SOM
exploration
Social network
analysis

\ 4

Evaluation

Quality
measurement
Extracting key

members

Out-of-sample
test

The evidence related to selling foreign data

60T, ERRFE
VAL

=,

or all countries
R \

Note that GHSOM indicates that #Regal International 1 (marked with green square) are also very similar with #Wealth Q838036666.

Therefore, GHSOM can help to generate clusters with distinctive characteristics and the topology layout is helpful to measure the similarity. 59
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FIZER T FE AT ( National Institute of Standards
and Technology, NIST ) HWEIZX 5585 E Rl &

( National Vulnerability Database, NVD ) 12 R
Efl - EZEEHRENKESARRE -

FUEF MR ER T 258/ 2 EXBHSN - Z89NE I E
Twitter' & B2 RAMENER - WAIAMachine
Learning®9 75 = - B DIE) &5 & fa 15 8O 75 TV 2R TR HIEZ
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BB REN ZSRRE  EMREHATEEFRHEZY
22 - MEREE ] 2KE -

Feature Extraction

[HCrYEEEECfh] CVSS 23 EEAIR - FrPldkf15iss 7 —E R nTE IR


https://secbuzzer.co/post/106
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How to operate threat intelligence?

Maintenance,
Management

| Operations &

|
'

'

)

[
Y.

Vulnerability
management

Vulnerability
assessment
reports

Source: Kaspersky
hitps://www.kaspersky.com/hbloy/evaluating-threat-intelligence/26952/

Monitoring &
Detection

Lessons

Leamed
|
Threat Incident
Intelligence Response
Trends. threat —]
landscape, eic.
l

|

Reporting — R _J

Firewall
e

-‘—
IPS/IDS

®

NTA

;%Q_

EDR

Internal
data
_—

SIEM

A
ir-

Incident
Response

External
Intelligence

Lol

OSINT

Industry-led
communities

Private
communities
CERTs

Commercial
providers
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https://www.kaspersky.com/blog/evaluating-threat-intelligence/26952/
https://www.kaspersky.com/blog/evaluating-threat-intelligence/26952/
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NIST definition of incident response

Preparation:

1. N =Pk
2. HRBEARERS %7 4, | &
3. MEI B E B Containment

:E: - P S ﬁi Dctccr’op & Eradication Post-Incident
° HL EP$A%%@ = ;E;?K‘E\ 7[:;{,/,\ Preparation Analysis & Recovery Activity

TR S (52 Y T B s
+ UHFBEIIRZEESA
FRIRAViEAEER - B

N BEHVEEEE T

Detection & Analysis: Containment, Eradication & Post-Incident Activity:
EEE REZE AMRSEE 0 BR Recover: . REHEEARRRI  IE
EZEBIET MIEH * BIHER IR K2EEHE FEETEROAEERARE
1. PhssaaEHIECE: RS PEHEBIEIMG: » MERIEEE
2. A - PIAITEZE RSk + [HiEEZKHLRC&CHIIPEL TEIR~Z EERE

AR~ MR E ~ BUTIET Domain

FATSE SR E « FIRPKIS S e e 2 =
3. HJEEE R BUE SR Tk NIST: 5[ BF 5 fEse 55 fii i (N ational
4. [ERSke R et EC B o [EHEEIRGE Institute of Standards and Technology)

g TR E e «  EHECIRFTEAENS 63
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IR timeline

Incident
Time line

......

Contain

Restore

I 1
r 10:59 11:30 12:36 12:52 13:11 13:23 9:00.

Day1 Day2 Day3/4 Day5
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Case study conclusion

« Only with full network and endpoint visibility can
investigators ensure they' ve identified all malware
deployed or C2 channels used by an adversary.

« Additionally, this visibility is critical after remediation of the
intrusion, as APT adversaries will try to reenter the
environment

« By having proper visibility over the network you will be able
to proactively identify new infections and more rapidly
remediate them.

RSA Incident Response:
An APT Case Study

RSA Security

8 April 2015

“..:fd RSA Incioert Response Case Study


https://autoblog.postblue.info/autoblogs/lamaredugoffrblog_a1de86d064e376dc283723997fd86bde6ba2d492/media/9d981698.RSA-IR-Case-Study.pdf
https://autoblog.postblue.info/autoblogs/lamaredugoffrblog_a1de86d064e376dc283723997fd86bde6ba2d492/media/9d981698.RSA-IR-Case-Study.pdf
https://autoblog.postblue.info/autoblogs/lamaredugoffrblog_a1de86d064e376dc283723997fd86bde6ba2d492/media/9d981698.RSA-IR-Case-Study.pdf
https://autoblog.postblue.info/autoblogs/lamaredugoffrblog_a1de86d064e376dc283723997fd86bde6ba2d492/media/9d981698.RSA-IR-Case-Study.pdf
https://autoblog.postblue.info/autoblogs/lamaredugoffrblog_a1de86d064e376dc283723997fd86bde6ba2d492/media/9d981698.RSA-IR-Case-Study.pdf
https://autoblog.postblue.info/autoblogs/lamaredugoffrblog_a1de86d064e376dc283723997fd86bde6ba2d492/media/9d981698.RSA-IR-Case-Study.pdf
https://autoblog.postblue.info/autoblogs/lamaredugoffrblog_a1de86d064e376dc283723997fd86bde6ba2d492/media/9d981698.RSA-IR-Case-Study.pdf
https://autoblog.postblue.info/autoblogs/lamaredugoffrblog_a1de86d064e376dc283723997fd86bde6ba2d492/media/9d981698.RSA-IR-Case-Study.pdf
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SANS: An Early Malware Detection, Correlation, and
Incident Response System with Case Studies

https://www.sans.org/reading-room/whitepapers/detection/early-malware-
detection-correlation-incident-response-system-case-studies-34485

The proposed framework consists of four key components;
Logging and Correlation, Detection, Response, and SANS
Reporting.
SANS Institute
IDS/IPS Security Appliances | Contemousiogsing. t Information Security Reading Room
Alerts Team Logs E and correlation |
l ——
e | ) e e ' An Early Malware Detection,
ymesmnemenes , E ¥ ':f'.a."!"f'.'.e.'.(? Lo E Correla%on, and Incident
E Detection :‘---1:- Alerts Parser ET ) Threshold , fogs Parser B Logs § gteusgi::se System with Case

Yaser Mansour

T S T
Team E r—— Output and Reportingi E
TR :  iResponse!
Helpdesk ' , =

: * t_» > . Cogytigh BANS Insthuto 20 Aty Retaing Fof Alights
Team tGUI Veiws __Final Correlation, Decisions and Actions + History ‘ T e T e AN T kg Ao st e 1 i i nrmes

=]
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IR service

® Firekye
* MANDIANT

https://www.fireeye.com/conte
nt/dam/fireeye-
www/regional/zh TW/services/
pdfs/ds-mandiant-incident-
response-services.pdf
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Cybersecurity Strategy of Department of Cyber Security
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Threat Intelligence Sharing and Response Framework
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Electronic Medical Record Exchange Center

B IR R SR L
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Electronic Medical Record Exchange Center
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8/31[iThome] MREFHEEPFABEMREFNRINICEE , HIEEECHIZHEREE
hitps://www.ithome.com.iw/news/132181

8/31[FhRiE:Mtt] 2S5 1063RERPINFFS BREIENRIR
https://www.cna.com.tw/news/firstnews/201908310101.aspx
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https://www.ithome.com.tw/news/132781
https://www.cna.com.tw/news/firstnews/201908310101.aspx
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Future challenge lies on source verification, event timeline summarizing, label
normalization and response mechanism.

Honeypot sources plays an important part because of its location uniqueness.
Monitoring global cyberthreat event is crucial to prevent future attack activities.

Information Sharing and Analysis Center (ISAC) can leverage social media, honeypot,
dark web, and other hacking-related websites to mapping potential threat and leaked

data.

Good cyber threat defense alliance relies on: first-hand information broadcasting+
selected cyberthreat news articles+ actionable threat intelligence + vulnerability
adversary + beware of other CII threat events + consider human risk factors
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Thank you for your listening

® Feel free to contact me:
: ® Shin-Yin Michell
_'_! .|n | Ing I-.l_u.zlang“(. ichelle)
D hinyinghuang@iii.org.tw
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