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2.2.42 SMB2
COMPRESSION_TRANSFORM_HEADER

03/02/2020 = 2 minutes to read

The SMB2 COMPRESSION_TRANSFORM_HEADER is used by the client or server when sending compressed
messages. This optional header is only valid for the SMB 3.1.1 dialect<69>.
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Protacolld

[ OriginalCompressedSegmentSize )
CompressionAlgorithm Flags
Offset/Length

F L kR ¢ https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-smb2/1d435f21-
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1. B EzWindowsp £ f7 X g > F ¥ s N pedgtep port 4455 BE <
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» Set-ltemProperty -Path

"HKLMASYSTEM\CurrentControlSet\Services\LanmanServe
r\Parameters" DisableCompression -Type DWORD -Value 1

-Force S
Metlogon BE3E (NP-In) MNetlogon BF3 258 = AF B Syst..  fI— BE— TCP
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i Time Soure Scport  Destnstion Dstport  Country Profcol  Lenglh Info

3 2028-83-18 10:44:10.739980 192.168.119.130 34522 192.168.119. 54 34522 + 445 [ACK] Seg=1 Ack=1
42020-03-18 10:44:10.740141  192.168.119.138 34522 192.168.119. 256 Negotiate Protocol Request

5 2020-03-18 10:44:10.752855  192.168.119.128 445 192.168.119. 572 Negotiate Protocol Response

6 2020-03-18 10:44:10.752675  192.168.119.130 34522 192.168.119. 54 34522 > 445 [ACK] Seq=203 Ack=5
7 2020-03-18 10:44:10.753000  192.168.119.13@ 34522 192.168.119. &jigs 124 Comp. SMB3 (too big)
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> Ethernet II, Src: VMware_19:09:47 (90:0¢:29:19:09:47), Dst: VMware_cb:77:23 (80:0c:29:¢b:77:23) "LI: E}] é"j—:EF"ﬁEg tﬂd‘iﬁi%ﬁﬁui@] :
1 P 1 Version 4, Src: 192.168.119.130, Dst: 192.168.119.128 o

. Tranamission Contral Frotocel See Fort: 4523, Dut Parcs 445, Sea: 203, Acks 519, Len: 70 e Y ] HMBIE EEWEREEREN - BEHMERTCERRE -

v NetBIOS Session Service .
Message Type: Session message (8x00) 124 ECDI'I'IP. SMB3 (tDD big)
Length: 66 H

v SMB2 (Server Message Block Protocol version 2)
SMB2 Compression Transform Header
Protocolld: @xfc534d42 EF_'E R h P 2B ER O] A FiHL 2% https//www.windows.com/stopcode

BE5EM 55%

OriginalSize: 50
CompressionAlgorithm: LZNT1 (9x001)
Reserved: 0000

Offset: OxFFFFFFFe v [omppegged SMB3 data E
> Compressed SWB3 data * ™
0000 00 0c 29 cb 77 23 80 BC 29 Compr‘essedData: 414141414141414141414141414141414141414141414

08 6e Sc 63 40 00 40 06 6d to—o—= g

77 88 86 da 01 bd c3 4e 5b 23 55 bb 5e 50 58 18 <N [#U-7PP-
00 ed 70 b4 B0 09 09 00 09 42 fc 53 4d 42 32 €0 -B-5MB2-
00 00 01 00 00 00 Ff £f FF £f 41 41 41 41 41 41 .
4141 41 41 41 41 41 41 41 41 41 41 41 41 41 41
41414141 41 41 41 41 41 41 41 41 41 41 41 41
dusmuansaan anaq
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JF (read/inclusion vulnerability)
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Apache Tomcat 9.x < 9.0.31
Apache Tomcat 8.x < 8.5.51
Apache Tomcat 7.x < 7.0.100
Apache Tomcat 6.x
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