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+ Enable SSL Module
+ Create Private Key and CSR

* AL H BUE Hh

—

-




Apache ZZ< HTTPS
Ubuntu

+ |nstall Apache

+ sudo apt install apache?2
+ Enable SSL Module

+ a2enmod ssl

* In -s /etc/apache2/sites-available/default-ssl.conf /etc/apache2/sites-enabled/000-
default-ssl.conf

* Nano /etc/apache2/sites-enabled/000-default-ssl.conf

# ; ahli al”ﬂhd laHﬂLFUllJ certificate can be created by installing

#
# fust/ ahalrf .nf-}-n'u. AOME . Debian.gz for meore info.
# Ii both key and certif te are atulrd in the same file, cnly the
#  SSlCertificateFi | T =

#bbL{PItlilLﬂth

"tLlIL rdu tw/fullchain.pem
A an

020 . tplrc.edu.tw/privkey.pemf

* Systemct| restart apache2



Apache ZZ< HTTPS
CentOS

Install SSL Module

+ yum install mod_ssl
+ Vi /etc/httpd/conf.d/ssl.conf

+ Systemctl| restart httpd

IUULUerflt



SSL Config for Apache

+ SSLCertificateKeyFile
/etc/letsencrypt/live/www.tplrc.edu.tw/privkey.pem

+ Methodl

x SSLCertificateFile /etc/letsencrypt/live/www.tplrc.edu.tw/fullchain.pem
+ Method2

+x SSLCertificateFile /etc/letsencrypt/live/www.tplrc.edu.tw/cert.pem

+x SSLCertificateChainFile /etc/letsencrypt/live/www.tplrc.edu.tw/chain.pem
+ Apache >=2.4.8

+ Method1 or Method?2
+ Apache < 2.4.8

+ Method2 Only



+ ZZOEH netstat -Inp

[root@localhost ~]# netstat -lop

Active Internet connections (only servers)

Prote Recv-) Send-{) Local Address Foreipn Address State PID/Preogram name
tep 0 0 0.0.0.0:22 0.0.0.0:% LISTEN 1026/sshd
tep 0 0 127.0.0.1:25 0.0.0.0:% LISTEN 1234/master
toph 0 0 8D Too¥ LISTEN 1411/httpd
toph 0 0 :::22 - LISTEN 1026/ 5shd
tcph 0 0 ::1:25 o LISTEN 1234/ master
udp 0 0 0.0.0.0:68 0.0.0.0:% 841/dhclient
udp 0 0 0.0.0.0:37179 0.0.0.0:% 841/dhclient
udp6H 0 0 26369 D 841/dhclient
raw6 D 0 :::58 o 7 T20/NetworkManager
e
& 1
[roct@localhost cont.d]# netstat -lnp
Active Internet connecticns (only servers)
Proto Recv-{) Send-) Lecal Address Foreipn Address State PID/Program name
tep 0 0 0.0.0.0:22 0.0.0.0:* LISTEN 1026/ sshd
tep 0 0 127.0.0.1:25 0.0.0.0:* LISTEN 1234 /master
topb 0 0 :::80 coo¥ LISTEN 1513/ httpd
topb 0 0 :::22 o F LISTEN 1026/sshd
toph 0 0 ::1:25 ¥ LISTEN 1234/master
Licn6 ¥ Q oo .449 o LINTEN 1515 htted
udp 0 0 0.0.0.0:68 0.0.0.0:% 841/dhclient
udp 0 0 0.0.0.0:37179 0.0.0.0:%* 841/dhclient
udpb 0 0 26369 D 841/dhclient
Tawh 0 0 :::58 ¥ 7 T20/NetworkManager



Create Private Key and CSR



Create Private Key

+ RSA 2048bit, PEM Format
x NNIE

+ ~# openss| genrsa -out private.key 2048
+ 3-DES Jj[&=8
+ ~# openss| genrsa -des3 -out private.key 2048

« Enter PEM pass phrase: — 250 [IE 220 » 2R ELES httpd o FHE|
« Verify password - Enter PEM pass phrase:



\\/

=512 CSR

1:|||I—

{EARRIRET

+ ~$ openssl req -new -key private.key -out server.csr
+ Enter PEM pass phrase: - #§j A Private Key %45

* $HJ)\5527~I§ =t

Country Name (2 letter code) [GB]:TW
x State or Province Name (full name) [Berkshire]:Taiwan
+x Locality Name (eg, city) [Newbury]:Taipei
+ Organization Name (eg, company) [My Company Ltd]:NTU
+ Organizational Unit Name (eg, section) []:CC
+ Common Name (eg, your name or your server's hostname) []:www.tplrc.edu.tw
+x Email Address []:davisyou@ntu.edu.tw

Rag

+x Please enter the following 'extra' attributes
x to be sent with your certificate request

+ A challenge password []: F 7 Enter

+ An optional company name []: E.## Enter
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Certificate Sighing Request

* Server.csr
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5 By apache i AL o8 205

[root@davigvouce ~]# svetemct] 2tart httpd
Enter 551 pass phrase for davisyoucc.ntu.edu.tw:443 (Rsh) o ¥¥*##*

reboot 7% apache Flify A ZX B4 LB &)

[root@davisyoucc ™1t systemctl status httpd
B httpd.service - The fApache HTTP Server
Loaded: loaded (-usr~-lib-zystemd-system-httpd.service: enabled: vendor preset: disabled)
Active: activating (start) since Wed 2ZH18-B5-H2Z HB9:55:54 C5T: 26= ago
Docs: man:httpd(8)
man :apachect1(8)
Main PID: 911 (httpd)
CGroup: ~szystem.sliceshttpd.service
911 ~usr~sbinshttpd -DFOREGROUND
1181 ~binssystemd-ask-password Enter 35L pass phrase for davisyoucc.ntu.edu.tw:443 (...

Tl

y B2 B9:55:54 davisyoucc.ntu.edu.tw systemd[1]: 3tarting The fApache HTTF 3erver...
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Pass Phrase Dialoe:
# Configure the pass phrase gathering process.
# The filtering dialeg preogram ( builtin® is 4 internal
# terminal dialos) has to provide the pass phrase on stdout.
SSLPassPhraseDialog exec:/usr/libexec/httpd-ssl-pass-dialeg

/etc/httpd/conf.d/ssl.conf -- CentOS

/etc/apache2/mods-enabled/ssl.conf - Ubuntu 18.04
x SSLPassPhraseDialog
+ builtin - CentOS 6
x exec:/usr/libexec/httpd-ssl-pass-dialog -- CentOS 7
x exec:/usr/share/apache2/ask-for-passphrase - Ubuntu 18.04
+ €exec:/root/apache_pass.sh - 2% 7E H &gy A ZXHE
/root/apache_pass.sh A%
#!/bin/sh
echo “123456
chmod +x /root/apache_pass.sh
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