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SSL Server Test
disable SSLv3

Protocols

TL51.3 Mo
TLS1.2 Yes
TLS 11 Yes
TLS 1.0 Yes
55L 3 INSECURE Yes
55L 2 Mo
For TLS 1.3 tests, we currently support draft version 18

SSLProtocol all -SSLv2 -SSLv3 -TLSv1.0 -TLSv1.1

SSLCipherSuite ALL:+HIGH:!ADH:!EXP:!SSLv2:ISSLv3:!MEDIUM:!LOW:INULL:!aNULL
SSLCipherSuite

EECDH+AESGCM:EDH+AESGCM:AES256+EECDH:AES256+EDH:+HIGH:!ADH:!EXP:ISSLv2:I1SSLv3:
IMEDIUM:ILOW:INULL:laNULL

. 88L Protocol support:
# List the enable pr

# he m :] documentation for a complete list.
SeLCipherSuite ALL: lADH: |EXPORT: | 38LvZ2: RC44RSA: +HIGH: +MEDI UM : + LOW




CIPHER LIST FORMAT

* + Add
+ Adds the following option to the existing protocol list.

*x - Delete

+ Delete the following option. This option can be added again if it is
found at a subsequent point.

* | Exclude

+ Permanently excludes the following option and ignores any
subsequent attempt to add an option.



CIPHER STRINGS

ALL
+ All cipher suites except the eNULL ciphers.
HIGH
+ With key lengths larger than 128 bits, and some cipher suites with 128-bit keys.
MEDIUM
+ some of those using 128 bit encryption.
LOW

+ those using 64 or 56 bit encryption algorithms but excluding export cipher suites. All
these cipher suites have been removed as of OpenSSL 1.1.0.

eNULL NULL
+ Offering no encryption.

aNULL
+ Offering no authentication



https in Wireshark

* SSl.handshake.extensions_server_name

[ |h:p.streameq4 [ X] ']Expression'"

o, | tep.stre | Time [ 110 [ Soure |Src Fort | Destination | DestPart | Frotocol  |Length |Into —
355 4 3.713245 128 172.16.8.2 54628 157.248.15.35 443 TCP 66 64628 » 443 [SVYN] Seq=@ Win=81
AeE 4 3.844362 53 157.248.15.35 443 172.16.8.2 GA628 TCP B6 443 = 64628 [SYN, ACK] Seq=& [
481 4 3.844441 128 172.16.8.2 54628 157.248.15.35 443 TCP 54 64628 » 443 [ACK] Seg=1 Ack=1
482 4 3.844754 128 172.16.8.2 54628 157.248.15.35 443 TISwl.2 571 Client Hello
442 4 3.973a36 53 157.248.15.35 443 172.16.8.2 Gd628 TCP 66 443 » 64628 [ACK] Seg=1 Ack=5]
445 4 3.973615 53 157.248.15.35 443 172.16.8.2 64628 TLSwl.2 288 Server Hello, Change Cipher Sp
447 4 3.973986 128 172.16.8.2 64628 157.248.15.35 443 TLSwl.2 165 Change Cipher Spec, Encrypted|
ACC A T N4 QAT 479G AT AL G 7 CACTG ACT TAS dC 30 AAD TIC.o.4 7 AAT RianT 3~ 3 Am Dimd= -

‘| | ol
- lenoth: 512

I =-Handshake Protocol: Client Hello I
- Handshake Type: Client Hello (1}
-~ Length: 568
- Yersion: TLS 1.2 (9x9363)
H-Random: a@claf898e6698edabY9e3efd22eefb67883ec3%bcb55c3fle. ..
~5Session ID Length: 32
- Session ID: 7188b7f3195629e96dd693608c0cd28254%268b79067d18804. ..
- Cipher Suites Length: 28
B Cipher Suites (14 suites)
- Compression Methods Length: 1
#- Compression Methods {1 method)
- Extensions Length: 487
- Extension: Reserwved (GREASE) (len=@)
H-Extension: renegotiation_info (len=1)
- Extension: serwver_name (len=21)
~Type: server_name (@)
- Length: 21
= Server Name Indication extension
~Server Name list length: 19
Server MName Type: host _name (&)

(O | Server Name sl handshake excensions_ssrver_uiams], 16 bytss | || Packets: 5439 Displayed: 358 (5.6%) || Pofile: Defar
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* Ubuntu

+ Install apache headers module

x sudo a2enmod headers
2Lz e 2

* header iz EfgZ
x /etc/apache2/conf-available/security.conf

* CentOS

. T

10



Header always set Strict-Transport-Security "max-age=31536000;
iIncludeSubdomains; preload®

Header always append X-Frame-Options SAMEORIGIN

Header always append X-Content-Type-Options nosniff

Header always append X-XSS-Protection 1

Header always append Content-Security-Policy default-src=self
Header always append Referrer-Policy strict-origin
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BhigE2E: - CEEG -G EHEES  FRE EE - 5+
s
= = — = [t} it It i ¥
= 1= % = ﬁ" 2 ) <::$ﬂ -3 14
HTTP EREE MINMVE B8R SSLERE A ERE iE EREREAE RN #HH EAREE | #RRE
5] P& 38
) REER]HEREE ?
204
@ e
FETNREE] FIRER  HTTP S50l - SRREE ol b 2 SETsseAs « =y 10
FA 404 = 4042
TR mEad v
RS R £ Eit] R
. . O HBR RS e
403 doSystemDrivedthinetp.. BT RERED:
404 BSystemnDrivedtiinetp... 183
405 SystemDirivedtiinetp... 183
406 ¥SysternDrivedtiinetp...  1BZE (O #iTHES & EF URLE)
412 %SystemDr!ve%\!netp... 2 URL (B RE&4E B (U
431 ¥SysternDrivedtiinetp...  1BZE |
500 MSystemDirivedtiinetp... 183 .
501 YSystemDrivedthinetp..  1HEE L /EnorPages/i0s aspx
502 %SystemDrivedtiinetp.. 1B ® Bl 302 EHERR)
B URLGA):
|l1ttps://davisyoupc.cc.ntu.edu.tw/ |
FL https/fwww . contoso.com 404 aspx
A




Weak SSL Cipher
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* Reg.exe add
"HKLM\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Protocols\SSL
2.0\Server" /v "Enabled" /t REG_DWORD /d "0" /f

+ Reg.exe add
"HKLM\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Protocols\SSL
3.0\Server" /v "Enabled" /t REG_DWORD /d "O" /f

* Reg.exe add
"HKLM\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Protocols\TLS
1.0\Server" /v "Enabled" /t REG_DWORD /d "O" /f

+ Reg.exe add
"HKLM\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Protocols\TLS
1.1\Server" /v "Enabled" /t REG_DWORD /d "0" /f
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lIS Crypto

+* https://www.nartac.com/Products/IISCrypto/Download

Bk 15 Crypto

i 1S Crypto 3.2

5

Schannel

|
Cipher Suites
&

Adwvanced

Templates

.

&

Site Scanner

“

About

Schannel

- O X

NARTAC
SOFTWARE

These settings enable or disable various options systerm wide, YMthen the checkbox is grey it means no setting has been specified and the

default for the operating systerm will be used, Click the Apply button to save changes,

Server Protocols Ciphers Hashes Key Exchanges
[] Multi-Protecol Unified Hello [ mMuLL MDE Diffie-Hellman
O FeT 10 [ DES 56/56 SHa PKCS
[ sstzo [] Rcz 404128 SHA 256 ECDH
[ s5L 30 [] RC2 561128 SHA 354
& Tis 10 [ RC2 128128 SHa. 512
TLS 1.1 [ R4 407128
TLS 1.2 ] R4 56/128
D RCA ed/128
[ RCa4 1280128
Triple DES 165
AES 1284128
AES 2567256
Client Protocols
|:| Multi-Protocol Unified Hello
] PCT 10
[]sstzo
[ s5L 30
TLS 1.0
TLS 1.1
TLS 1.2
Reboot [ Apply

Weak SSL Cipher

regedit

B FsREad
HEF) $REEE)

wWRY) BREEW SRH)

EIEWHKEY_LOCAL MACHINE,SYSTEMY CurrentContralS et Contral\ S ecurityProviders\ SCHAMMEL Protocol sy TLE 1.0hSenver

W

SecurityFroviders
SaslProfiles
SCHAMMEL
Ciphers
CipherSuites
Hashes
KeyExchangeAlgorithms

v Protocols

Multi-Protacol Unified Hello
PCT1.0
SEL20
S5L30
w | TLs1.0
P Client

1 Server
TLE 1.1
TLE 1.2

~

Hig

) DisabledByDefault
74| Enabled

1k

REG_SZ
REG_DWORD
REG_DWORD

=t

(B AR E)
0<00000000 ()
OxFFFFF (4284967285)
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+ 24 F#: Strict-Transport-Security

+ [H: max-age=31536000;
iIncludeSubDomains

G HTTP [c|fE+ZEE

SEThRED] AR JEFT AR SR AR EIRE R HTTP 4268 -
Bl eaad -

B & ISR

i Strict-Transport-Security  max-age= 31536000, includeSubDomains F4%
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HSTS
Windows Server 2019

+ Click on HSTS. Check Enable and set the Max-Age to
31536000 (1 year). Check IncludeSubDomains and Redirect
Http to Https
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Other Setting
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