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Certificate Chain
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Certificate Chain Example

 www.ntu.edu.tw  www.tp1rc.edu.tw
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Certificate Chain Problems

 All operating systems contain a set of default trusted root certificates. 

 But Certificate Authorities usually don't use their root certificate to sign 
customer certificates.

 They use so called intermediate certificates instead, because these can 
be rotated more frequently(有效日期較短).

 If not all intermediate certificates are installed on your server, 
 Some clients(Old browsers, curl, Line API ) will think it’s an insecure 

connection.

 新版瀏覽器(Chrome. Firefox)都很 “聰明”，會自動修正或補齊 web server 提
供的錯誤憑證鏈。

 Best Practice
 Server should always send a complete trust chain. The trust chain contains 

your certificate concatenated with all intermediate certificates.
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Let’s Encrypt Chain of Trust

6

Issuer: DST Root CA X3

Subject: ISRG Root X1

Issuer: R3

Subject: www.tp1rc.edu.tw

Issuer: ISRG Root X1

Subject: R3

Issuer: ISRG Root X1

Subject: ISRG Root X1

of CA

https://letsencrypt.org/certificates/

尚未更新
(DST Root CA X3 已是 Inactive)



Let’s Encrypt Chain of Trust
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Root

Intermediate

Leaf

Self-signed

Signed by Root CA

Signed by Intermediate CA

Cross-signed

of CA



Leaf Certificate (Server Certificate)

CN=www.tp1rc.edu.tw

 https://crt.sh/?id=5372942977
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Signed by Intermediate CA

Server Certificate Download (PEM format)

效期 3個月



Intermediate CA

CN=R3 O=Let's Encrypt

 https://crt.sh/?caid=183267
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Signed by Root 

Signed by Root

Signed by Root

Many



Intermediate Certificate

CN=R3
 https://crt.sh/?id=3334561879
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Signed by Root CA

Intermediate Certificate Download (PEM format)

效期 5年



Root CA

CN=ISRG Root X1 (1/2)

 https://crt.sh/?caid=7394
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Self-signed

Cross-signed

Very few

CA 有效日期



Root CA

CN=ISRG Root X1  (2/2)
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Root Certificate

CN=ISRG Root X1

 https://crt.sh/?id=9314791
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Self-signed

Root Certificate Download (PEM format)

效期 20年
生效日 2015/06/04



Root Certificate

CN=ISRG Root X1

 https://crt.sh/?id=3958242236
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Cross-signed 

效期 3.5年



Root CA

CN= DST Root CA X3
 https://crt.sh/?caid=276

 CA 已過期，所簽發之 Certificate有效 or 無效 ?
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CA 有效日期

全部已過期



Root Certificate

CN=DST Root CA X3

 https://crt.sh/?id=8395
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效期 21年

到期日 2021/09/30



Certificate Chain Problems
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Certificate Chain Check

 Online Service

 https://www.ssllabs.com/ssltest/analyze.html

 https://www.digicert.com/help/

 https://ssltools.godaddy.com/views/certChecker

 https://www.sslchecker.com/sslchecker (有時怪怪的)

 https://check.twnic.tw/
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Certificate Chain Check

 Client Program (需提供正確 Intermediate Certificate才能連線)

 使用舊版 Browser, wget

 curl -v  https://www.ntub.edu.tw

 curl -v  https://incomplete-chain.badssl.com
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發生錯誤,無法連線



Certificate Chain Check

人工自行檢查
 openssl s_client -connect www.ntu.edu.tw:443 -servername www.ntu.edu.tw

 openssl s_client -connect www.ntub.edu.tw:443 -servername www.ntub.edu.tw
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正確

異常



Certificate Chain Check

& Certificate Decode
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fullchain_fixed.pemfullchain.pem

https://tools.keycdn.com/ssl



案例: 未提供 Intermediate Certificate
僅提供自身 Server Certificate
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未提供 Intermediate Certificate

Test Site: incomplete-chain.badssl.com

 https://www.digicert.com/help  https://check.twnic.tw

 Chrome 會自行修正
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未提供 Intermediate Certificate

Test Site: incomplete-chain.badssl.com
 https://www.ssllabs.com/ssltest/analyze.html?d=incomplete-chain.badssl.com

 修正後 Certificate Chain
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下載

僅提供自身 Server Certificate



案例: 提供錯誤 Intermediate Certificate
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提供錯誤 Intermediate Certificate

Test Site: www.ntub.edu.tw

 https://www.digicert.com/help/  Chrome 會自行修正
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Root Certificate

Intermediate Certificate



提供錯誤 Intermediate Certificate

Test Site: www.ntub.edu.tw
 https://www.ssllabs.com/ssltest/analyze.html?d=www.ntub.edu.tw

 修正後 Certificate Chain
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下載

提供 3 Certificates



案例: Root Certificate 過期
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根憑證到期日
≈ SSL 數位憑證審判日

 2021/09/30 DST Root CA X3 根憑證過期  2020/05/30，串流製造商Roku、支付業者
Stripe與Spreedly、雲端儲存服務SugarSync

等數十種服務，都在同一個時間停擺

 https://www.ithome.com.tw/news/138197
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SSL 數位憑證審判日

 https://letsencrypt.org/docs/certificate-compatibility/
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SSL 數位憑證審判日

 使用已過期之 Certificate Chain  系統太舊(早於 2015年)，尚未包含
ISRG Root X1 根憑證，視為中繼憑證
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體驗 SSL 數位憑證審判日
使用舊版 Firefox 49

 Firefox 49下載

 https://ftp.mozilla.org/pub/firefox

/releases/49.0/win64/en-US/

 連線顯示不安全

 https://letsencrypt.org/

 原因: 未包含 ISRG Root X1 根憑證
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未包含 ISRG Root X1

根憑證已過期

Firefox Root Store



使用 curl 模擬
無 ISRG Root X1 根憑證

 curl for Windows

https://curl.se/windows/

 Edit curl-ca-bundle.crt

 curl -v https://letsencrypt.org
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刪除
發生錯誤,無法連線



案例: Root Certificate Cross-signed 

With Expired CA
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Root Certificate Cross-signed With Expired CA

Test Site: letsencrypt.org

 https://www.digicert.com/help  https://check.twnic.tw/

 Chrome
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Root Certificate 不相同



Root Certificate Cross-signed With Expired CA

Test Site: letsencrypt.org
 https://www.ssllabs.com/ssltest/analyze.ht

ml?d=letsencrypt.org

 修正後 Certificate Chain

 網站提供 Certificate Chain
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建議使用: ISRG Root X1(Self-singed)



Root Certificate Cross-signed With Expired CA

Test Site: letsencrypt.org

 https://www.sslchecker.com/ssl

checker

 自行測試
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Root Certificate Cross-signed With Expired CA

Test Site: letsencrypt.org
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2021/09/30失效



Root Certificate Cross-signed With Expired CA

Test Site: letsencrypt.org
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2021/09/30失效



Root Certificate Cross-signed 

With Expired CA

 所有使用 Let’s Encrypt 憑證之網站皆有相同問題

 TANet NOC

 https://noc.tanet.edu.tw/

 政大區網

 https://tp2rc.tanet.edu.tw/

 交大區網

 www.hcrc.edu.tw
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案例: Extra Root Certificate
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Should Certificate Chain Need

Include Root Certificate ?

 You do not need to include the root certificate in the 

certificate chain.

 Since clients already have the root certificate in their trust 

stores.

 Including the root is inefficient since it increases the size of 

the SSL handshake and  browsers will simply ignore it.
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Extra Root Certificate

Test Site: www.tp1rc.edu.tw

 https://www.ssllabs.com/ssltest/ana

lyze.html?d=www.tp1rc.edu.tw

 Add Intermediate as well as Root CA

 Only need the Intermediate as the 

client will already have Root CA.

 https://success.qualys.com/support/s/a

rticle/000003197
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多餘根憑證



Extra Root Certificate

Test Site: www.tp1rc.edu.tw
 https://ssltools.godaddy.com/views/certChecker
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多了根憑證



How to Fix Certificate Chain Problems
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Generate Intermediate Certificate

 Browser
 Chrome

 Firefox

 Online Websites
 https://www.ssllabs.com/ssltest/analyze.html

 https://whatsmychaincert.com/
 Certificate (PEM format)

 Online use hostname

 https://tools.keycdn.com/certificate-chain
 Certificate (PEM format)

 https://certificatechain.io/
 Certificate (PEM format)
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Generate Intermediate Certificate

Chrome
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Generate Intermediate Certificate

Chrome
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Generate Intermediate Certificate

Firefox

49



Generate Intermediate Certificate Online

 https://www.ssllabs.com/ssltest/analyze.html?d=www.tp1rc.edu.tw

50

下載



簡報完畢
謝謝
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