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Certificate Chain Example
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Certificate Chain Problems

All operating systems contain a set of default trusted root certificates.

But Certificate Authorities usually don't use their root certificate to sign
customer certificates.

They use so called intermediate certificates instead, because these can
be rotated more frequently(5 %y H HH#4G).
If not all intermediate certificates are installed on your server,

* Some clients(Old browsers, curl, Line API ) will think it’s an insecure
connection.

* %}%H}i%ﬁwn Chrome. Firefox)&[E “BEHH” » & 5 &{& 1F a7 web server &
HEHY 58 B A Eé“%L 0

Best Practice

+ Server should always send a complete trust chain. The trust chain contains
your certificate concatenated with all intermediate certificates.

5



Let’'s Encrypt Chain of Trust

https://letsencrypt.org/certificates/

Let's Encrypt's Hierarchy as of Auqust 2021 f‘:ﬁﬂi%%ﬁ

Issuer: DST Root CA X3 _ Issuer: ISRG Root X1 (DST Root CA X3 E2.2 Inactive)
Subject: ISRG Root X1 Subject: ISRG Root X1

u

R3 ': R4 ‘i’:":,
Issuer: ISRG Root X1 ::EI --------
Subject: R3 J\

é é é I% I% Subscriber Certificates é é

ISRG Root X1

ISRG Root X2

A i

Issuer: R3

Subject: www.tplrc.edu.tw
D Private Key Of CA O RSA Key ::J Inactive (Backup) \ Signature
E Certificate . ECDSA Key Inactive (Retired)
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Let’s Encrypt Chain of Trust

Let's Encrypt's Hierarchy as of August 2021

Cross-signed Self-signed

DST Root CA X3 | B ‘ ii g ISRG Root X1 | gi \ ISRG Root X2 '

Signed by Root CA

. A . 4
Intermediate R3 5 y R L

--------

Signed by Infermediate CA

M rsssunN T oy

D Private Key Of CA O RSA Key :‘J Inactive (Backup) \ Signature

E Certificate . ECDSA Key Inactive (Retired)
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Leaf Certificate (Server Certificate)
CN=www.tplrc.edu.tw
+ https://crt.sh/?id=5372942977

Eert;iim: » Server Certificate Download (PEM format)

Version: 3 {8x2)

Serial Number:
B3:34:d3:81:86:14:a3:22eB adbbig1adabidcic3 beiad

Signature Algorithm: shaZ5eWithRSAEncryption

Issuer: (CAID: 183287
commonName

Rz Signed by Intermediate CA

organizationiame = Let's Encrypt
countryName = Us
Walidity

Mot Before: Oct & @1:58:56 28271 GMT
Mot After : Jan & B1:58:55 2822 GMT QQ:/H\:H B{H
Subject:
commonName = www.tpirc.edu.tw
subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA Public-Key: (2848 bit)
Modulus:
BE:hE:18:3%9:2b:h3:32:fd eS b8 66 3d b 71182
Jeicd:BhibE abide BT da TEIFfT19:dB: 77 a8 16!




Intermediate CA
CN=R3 O=Let's Encrypt

+ https://crt.sh/?caid=183267

crt.sh CAID
CA NamefKey

Certificates

Issuet Certificates

Parent CAs

Chikl CAs

183267

Subject:
commoniame = R3
organizationiame = Let's Encrypt
countryName = U5

Subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA Public-Key: {2848 bit)
Modulus:
B8:bb:B2:15:28ccifEal 94 :d3:8T:12 ec:Bd:hb:
S2:c3ifE:B2:11:99 a6 72142 :88:a7:6d: 26 aa:hb!

crh.sh 1D Mot Before Mot After Issuer Name .
2384551879 2020-00-04 2025 09-15 C=US, D=Internet Security Research Group, CM=ISRG Root X1 Slgned by Root
3470671161 2020-09-30 2021-09-29 D=Cigital Signature Trust Co., CH=0ST Root CA X3 S|gned by Root

A7IFFREAZ 2020-10-07 2021-09-29 D=Digital Signature Trust Co., CN=0ST Root CA X3

Signed by Root

Fopulation | Unexpired  Expired TOTAL Selact search type:
Certificates 237691100 479015223 716709323 IDEMTITY
Frecertificates 217528340 479033265 696558604 commonMarme (Subject)
TOTAL 455216440 953051488 1413267928 email&ddress (Subject)
Many T -

C=Us, O=Internet Security Research Group, CH=ISRG Root X1
D=Cigital Signature Trust Co., CH=GST Root CA X3

None found




Intermediate Certificate
CN=R3
* https://crt.sh/?1d=3334561879

Certificate; » Intermediate Certificate Download (PEM format)

Data:
Version: 3 {@x2)
Serial Number:

91:2b:B8 dacfiBc 18 a7 53 fede 2e:25a7 10 ba
signature Algorithm: shaz5eWithRSAEncryption

Igsuer: (CA D 7304)
commonkame =
organizationiName =
countryName =
Validity
Mot Eefore: Sep 4 BB:B86:88
Mot After @ Sep 15 16:88:88
Subject: (CAID: 183267)
commoniame =
organizationiName =
countrylame =
subject Public Key Info:

1ske Root X1 Signed by Root CA

Internet Security Research Group
Uus

20208 GMT 7

2825 GMT )(Qﬁﬁ 55‘5
R3

Let's Encrypt

Us

Fublic Key Algorithm: rsaEncryption
RSA& Public-Key: (2848 hit)

Modulus:

Ga:hbh:@2:15: 28 ce e ad:94:d3::af: 12 ec:8d: 55:
92:c3:fE:B2:T1:99:a6:7Fa 42 88a7:5d:26aa:bh5:
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Root CA

CN=ISRG Root X1 (1/2)

https://crt.sh/?caid=7394

crt.sh CA 1D
CA Hame/Key

Certificates

I 1ssued Certificates

7394

Subject:
commoniame = ISRG Root X7
organizationName = Internet Security Research Group
countryame = U5

Subject Public Key Info:
Public Key Algorithm: rsaEncryption

RSA Public-Key: {4898 bit)

Modulus:
BE:ad:ef:24:73:f4:14:37:Ff3:9h:9e:2h:57 128 10
87:beidc:b?:df:38:98:8c 6e dciet:571aB 7B T

CA 3 Fl ]
cri.sh ID Mot Before Mot After Issuer Hame

9314791 201506-04 205506-04 C=US, D=Internet Security Research Group, CN=ISRG Root X1 Self—S|gned
2958242236 2021-01-20 2024-09-30 D=Digital Signature Trust Co,, CN=DST Root T X3 Cross-signed

Population Unexpired Expired TOTAL Select search type: Enter sea
Certificates 5 5 10 [IDENTITY (% = All ce
Precertificates 0 0 1]

commontlame (Subject)

emailAddress (Subject)

TOTAL & S 10

Very few

11



Root CA
CN=ISRG Root X1 (2/2)

Trust Context (Version) Sortest Path Disabled From
Purpose 360 Browser  Apple Microsoft Mozilla Chrome Android Java Adobe CDS Adobe AATL Adobe EUTL
{2021-08-05) | (mac0s 11.2)|(2021-09-10)|(2021-09-171 | {2020-05-15) | {2021-10-06) | (16.0.1) (2021-09-22 |(2021-10-01]
Servar Authentication Mo Valid 1 walid 1 valid 1 |Deferto 0S| wyalid ! | valid !
Client Authentication walid 1
Secure Email valid | Expired 2 Mo Mo Mo
Code Signing Walig | Mo Yalid | Mo Mo
Kernel Mode Code Signing Mo
Time Stamping valid ! Expired 2
DCSP Signing NG
Document Signing Expirad 2 P Mo
Encrypting File System Expired 2
|P security end system Mo
|P security IKE intermediate Mo
|P security tunnel termination Mo
IP security user Valid 1 Mo
Adobe Authentic Cocument M M M
Parent CAs D=Cigital Signature Trust Co., CH=DST Root CA X3
Child CAs C=US, D=lnternet Security Research Group, CN=ISRG Root X2

C=US, D=Let's Encrypt, CN=Lets Encrypt Authority 20
C=US, D=Lets Encrypt, Ch=Let's Encrypt Authority 22
C=US, D=Let's Encrypt, CN=Lets Encrypt Authority 23
C=US, D=Lets Encrypt, Ch=Let's Encrypt Authority 24
C=US, D=Lets Encrypt, CN=R3
C=U8, D=Let's Encrypt, CH=R4

12



Root Certificate

CN=ISRG Root X1
+ https://crt.sh/?1d=9314791

Certificate: - ROOt Certificate Download (PEM format)

Data:
Version: 3 {8x2)
Serial Number:

§2:18:ct:bB:d2:4B8:e3: 5944 63 eb bbi63 B2 :8b 16
signature Algorithm: shalbeWithRSAEncryption

Iosuer: [CA D /304)]
. commonmamne
v organizationName
Self-signed countryName
Validity

Wot Before: Jun

Mot After = lun
-Ns_ubmct: (CAID: 7394)
commonkame
organizationName
countryName

S 204

4 11:84:38
4 17:84:38

subject Public Key Info:

T5RG Root X7
Internet Security Research Group
Us

2815 GHT=————p =250 [ 2015/06/04

2835 GMT

T5RG Root X7
Internet Security Research Group
Us

Public Key Algorithm: rsaEncryption

R34 Public-Key:

Modulus:

(4896 bit)

BA:ad:eB:24:73:T4:14:37:f3:5h:5e:2b:57:28:7c:
E7:he:deib7 df:3E:98  Beiee 3cieb BT 2B 7B TT:
?5:c2:az:fe:fgiﬁa:ae:f&:aa:df:zs:db:de:ﬁa:sa:



Root Certificate

CN=ISRG Root X1
+ https://crt.sh/?i1d=3958242236

Certificate:
Data:
Version: 3 {Bx2)
serial Number:
ARIB1:F727:37:dd et 42 h8 e 7hlaa dci0d  BalhTy
sianature Alaorjfhm: shaZbeWithRSAEncryption
Issuer: (CAID: 276)

commonMame = D5T Root CA X3
CrOSS-Signed organizationMName = Digital Signature Trust Co.
Validity

Not Before: Jan 28 19:14:83 2827 GMT .o
o H
Not After @ Sep 3@ 18:714:83 2824 GMT XQ/‘H 35![]_5

=Pl subject: (CAID 7394)

commonName = I5RG Root X1
organizationName = Internet Security Research Group
countryName = Us

Subject Public Key TInfo:
Public Key Algorithm: rsaEncryption
RSA Public-Key: (4898 bit)
Modulus:
BE:ad:eB:Z24:73:F4:14:37:f3:%b:%e:2b:b7 128 cC:
87 be!dc:b7:df:38:98:8c tei3clebt BT aBITEITT!
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Root CA

CN= DST Root CA X3
+ https://crt.sh/?caid=276

cri.sh CAID 276

CA Hame/Key Subject:
commonName = D5T Root CA X3
organizationhName = Digital Signature Trust Co.

Subject Public Key Info:
Fublic Key Algorithm: rsaEncryption
R34 Public-Key: {2848 hit)
Modulus:
BB:df:at:e9:97:58:08: 83 57 hdlcci62 65 fE190:
BZiecicV:id3iZciehi3Bicalbhbiecidyic3 i Tdicy I48:
CA 5 H .
Cerfificates cri.sh 1D Mot Before Not After Issuer Name
B986895 2000-09-30 2008-01-21 C=us, ST=Utah, L=Salt Lake City, D=Cigital Signature Trust Co, DU=CSTCA X1, CN=DST RootCA X1, emaildddress=ca@digsigtrust.com
8376080 2004-00-08 2008-11-28 C=us, ST=Utah, L=Salt Lake City, D=Cigital Signature Trust Go, OU=CSTCA X1, CN=DST RootCA X1, emaildddress=ca@digsigtrust.com

12729327 2004-09-08 2008-11-27 C=us, ST=Utah, L=Salt Lake City, D=Cigital Signature Trust Co, DU=CSTCA X1, CN=BST RootCA X1, emaildddress=ca@digsigtrust.com
839& 2000-09-30 2021-09-30 D=Ciqgital Signature Trust Co. CH=DST Root CA X3

EHE A

« CA TUEHA » A28~ Certificate 544 or XY ?

15



Root Certificate
CN=DST Root CA X3
+ https://crt.sh/?1d=8395

Certificate:
Data:

Version: 3 {Bx2)

serial Number:
A4 at:bB:8B:dé:a3:27:baiB9:38:3%:86:2e:TEB 4B eh

signature Algorithm: shalWithRSAEncryption

Issuer: (CAID: 276)
commoniame 05T Root CA X3
organizationName = Digital Signature Trust Co.

validity [(Expired) HH 214F

Mot Eefore: Sep 38 21:12:1% 2888 GMT

Not After : Sep 38 14:81:15 2821 GMT » 2I|HHH 2021/09/30
Subject: [CAID:276]
commonName = D5T Root CA X3

organizationName
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA& Public-Key: (2848 bit)
Modulus:
BB:df:aft:eb:97:08:B8:83:67 hd:ccie2 6h: 6198
B2:ecicy:d3:Zc:eb:3B:caibblec:dSic3 i 7dicT 48!

Digital Signature Trust Co.
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Certificate Chain Check

+ Online Service

+ https://www.ssllabs.com/ssltest/analyze.html

+ https://www.digicert.com/help/

+ https://ssltools.godaddy.com/views/certChecker
+ https://www.sslchecker.com/sslchecker (5 BF#EEEEAY)
+ https://check.twnic.tw/

18



Certificate Chain Check

+ Client Program (F=EFEAL A Intermediate Certificate 7 BE7E4RE)
+ [ FE Rk Browser, wget
* curl-v https://www.ntub.edu.tw
* Ccurl -v https://incomplete—chain.badssl.com

“ successiully set

+ CAfile: f:'nfs
Chpath: fetc/ssl 3

© TLSvl .3 (OUTY, TLS handshake, Client helleo {1}:

© TLSv1.3 (IN3, TLS handshake, Server hello (2):

© TLSv] . 1IN! TLS handshake, Certificate 111!

© TLSvl .2 HUTJ TLS alert, unknown Ch (560):

« §SL certificate problem: unable to get local issuer certificate

“ Closing connection O

curl: (60) SSL certificate preblem: unable to set local issuer certificate

More details here: https://fcurl.haxx.se/docs/sslcerts. himl

FAphR, IAELR

lilfﬂth vertiy locaticns:
ertsfca-certificates.crt

t
't

|
R
FTee

L0

i N
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Certlflcate Chaln Check
+ openssl| s_client -connect www.ntu.edu.tw:443 -servername www.ntu.edu.tw

ate chain
, o] = Taiwan, L el aticnal Taiwan University, OU = Computer and Information Networking Center, CN = * .ntu.eduo.tw
W, O = TAIWAN-CA&, OU = Secure SSL Sub-C4, CN = TWCA Secure SSL Certification Authority
W, O = TAIWAN-CA, OU = Secure SSL Sub-C4, N = TWCA Secure SSL Certification Authority
, O = TAIWAN-CA, OU loot CA, CN = TWCA Global Root CA
W, O = TAIWAN-CA, OU oot Ch, CN = TWCA Global Root CA
, O = TAIWAN-CA, OO loot CA, CN = TWCA Root Certification Antherity
W, O = TAIWAN-CA, OU oot Ch, CN = TWCA Koot Certification Antherity
, O = TAIWAN-CA, OO loot CA, CN = TWCA Koot Certificaticn Anthority

1

.

ertific

-0 -0 -0 -0
T T T T T

= ¥ ntub.edu.tw
1y ETTETIHUNZEDZUHHEIE to e
111y .
th=0 PH S .ntub.edu. tw
1fy error:num=21:unable to verify
r return:l

T

Certificat : hﬂin
0 s:CN = ntub.
h 0
{ {
i (]
- {J
- )

"]

CN

ou

File: 1, au
DipiCert Inc, OU
DigiCert Inc, OU

RapidsSL TLS 256 2
Www.di“iCETT.CGm_ fN = Dl“lp' t GluLﬂl Ruut G2
Nww.dl”l rt.com, ON = DigiCert Global Root G2
v . d1g t.com, CN = RapidSSL TLS RS& C4 (]
www.digicert.com, CN = DigiCert Glebal Roet G2

Do

—-01 -L0A -
o nin
o nin
[ I T Y




Certificate Chain Check

& Certificate Decode
Certificate Checker Certificate Checker

CERTIFICATE DECODER CERTIFICATE DECODER
Certificate (PER format) Certificate (PEN format
fullchain.pem fullchain_fixed.pem

https://tools.keycdn.com/ssl

Intermediate certificate required. Unable to get issuer certificate, Mo chain issues detected.
1. Subject Ch: davisyoupc.contuedutw = [ssuer CN: R3 1. Subject Ch: davisyoupccontu.edutw = [ssuer Ch: R3
2. Subject CMER3 = lssuer CMISRG Root X1 21 2. Subject CMR3 = Issuer CM 1SRG Root X1

3. Subject CN: ISRG Root X1 = |ssuer CN: DST Root CA X3 3. Subject ChISRG Root X1 = Issuer CN: ISRG Root X1
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KizH Intermediate Certificate
Test Site: incomplete-chain.badssl.com

+ https://www.digicert.com/help * Nhttps.//check.twnic.tw

%) trust chain of certificate
o Certificate Name matches incomplete-chain.badssl.com

aHEE
s |g Cublert mbadssleom $26 BRI i TS 2 CABS (r&S Bt B chain fESe
OB walid From 23/Mar/2020 to 17fMay/2022
[ssuer  DigiCert SHAZ Secure Server CA, Technical details:
Web server IP address Untrusted certificate chain
104,154.8%105 * badssl.com

X The server is not sending the required intermediate

Certiﬁca te. DigiCert SHAZ Secure Server CA

This server needs to be configured to include Digicert's intermediate certificate to avoid trust errors in web Ch ro m e E ?‘_‘ /ﬂg _:
browsers. * = T ﬁj__.

IF you manage this server, you can download the File From this link or From your customer account area.

Follow the directions on our cerkificate installabion quide bainstall the missing intermediate. < C & incomplete-chainbadssl.com

IF wau have any problems correckting this issue, please conkack our helpful support team and we would be A HE
happy ko assisk.

—i wdEs BEEE

BEIEEP)
l DigiCert

23




RIZ{HE Intermediate Certificate
Test Site: incomplete-chain.badssl.com

+ https://www.ssllabs.com/ssltest/analyze.html?d=incomplete-chain.badssl.com

Certification Paths

iR ER Apple

Path #1: Trusted

1

3

Android

Sent by server

In trust store

1F1%& Certificate Chain

Java

Additional Certificates (if supplied)

Certificates provided 1aremtes) | [EPEHALEH B Server Certificate

Windows

*badsslcam

Fingerprint SHAZA6A: 9094 c2bdfafdThdal3daad1167eb20a5a471ea98d017 6547 263 fcYeaec T cBF2
Fin SHAZSE: 95 Lklscvzhfyj8f+a 2 pozefhy0CF HyLEPzS py B imB=

RESA 2048 bits (e 65537 1 SHAZSEwIthRSA

DigiCert 8HAZ Secure Semer CA

Fingerprint SHAZ56: 154c4330c4818208c50f686e838e323664a0006a0d82 2000958 hddab0Ied Ya0af
Pin SHAZAE: Sk EMwOKjrCAuT ey SHIdw > 51 3BhANIG 1 REPE w=

RSA 2048 hits (e 655371 SHAZS6wIthREA

DigiCert Global Root CA Self-signed

Fingerprint SHAZ56: 4348200944407 3ch265e058d52894 4h4d 8341966 2hd26db2ATIE9 3424430701 61
Pin EHAZSE: imlkG3eEpydm+ulkoicwszOMo T hkd TyHI ByibidbE=

REA2048 bits (e 65537 T SHATWIthRESA

Weak ar insecure signature, but na impact on root cedificate

Pk




ZZ 81 12 EE32 Intermediate Certificate




2 EESR Intermediate Certificate
Test Site: www.ntub.edu.tw

+ https://www.digicert.com/help/ + Chrome = H{T{&1

.y

o« Certificate Name matches www.ntub.edu tw

& FEusitEEFS X +
H W
SERVER Subject *.ntub.edu.tu < C B ntub.edu.tw
A TERTE AR valid From 24/Febf2021 to 24/Febj2022
(0 n B
L csuer RapidSSL TLS DWRSA Miked SHAZSE 2020 CA-1

—f wEdEs BEEE

¢

BT IEEP)
ol DigiCert
Subject DigiCert Global Root G2 L[] RapidSSLTLS DV RESA Mixed SHAZ56 2020 CA-1
INTERMEDIATE M
CERTIFICATE b __;-J

~ W “alid from 01 fAug/2013 to 15/Jan/2038
n Cidigicert

Issuer  DigiCert Global Root G2

Root Certificate

¢

INTERMEDIATE

CERTIFICATE
(T |
fr '

k

Subject RapidSSL TLS RSA CAG1

Yalid From 02/Mow 2017 to 02 Mo 2027

lssuer  DigiCert Global Root G2

e

Intermediate Certificate -



2 EESR Intermediate Certificate
Test Site: www.ntub.edu.tw

* https://www.ssllabs.com/ssltest/analyze.html?d=www.ntub.edu.tw

Additional Certificates (if supplied)
Certificates provided saerves) | Pt 3 Certificates

Chain issues Incomplete, Extra certs, Contains anchor

+ [Z1E1% Certificate Chain

Certification Paths

GERERS  Apple Android  Java Windows

Path #1: Trusted

* ntub.edu e

Fingerprint SHAZSE6. 515b0d045dbdbE4 T T T 2842858203987 chd9f6calhe 28T 83T 90600d8cad5c0208
Fin SHAZSE: oREbcOnHapwd ADRCIKInQgelF 2wzru0Ap TEdzk RwiE=

REA 2048 bits (e B553T) N SHAZSEwWIthRSA

1 Sent by server

RapidssL TLS DV RSAMixed SHAZSE 2020 CA-1

Fingerprint SHAZSE: e6fad424a3858840d10197255545450466531abBcdabedad2b000626aaac0d0414
Fin SHAZSE: 43hxRwn3lalszsrBprocew Jh09TBGHLT e+ T Rcis=

REAZ043 hits (e B5537) F SHAZSBwithREA

2 Extra download

DigiCert Glohal Root CA Seltzigned

Fingerprint SHA256: 4348300944407 8ch2652058d5e8944b4d84M0662hd26db 257934044 3070161
3 In trust stare Fin SHAZSE: rmikGE3eEpydm+uikafowsz O o hkd TyHIByibidoE=

REA 2048 hits (e 65537 F SHATwithRSA

VWeak orinsecure signature, but no impact on root certificate
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TR & 55 £l BA
=~ SSL U &FEZFH|

+ 2021/09/30 DST Root CA X3 MR /&5 HH + 2020/05/30 > B idliErGRoku ~ ST TSEE

o . e StripeEASpreedly ~ ZEimEE{EARESugarSync
ooqle dst root ca x3 ¥8H L __ N
° SRR o BEE (S R (5

Oz OFE LDER DR OB E:R I8

— + https://www.ithome.com.tw/news/138197

17 13,400 155 (SR : 046 7

https:ifhlog usertoday » free-sshvictim-dst-root-ca-x3 W = O

R B SESSLIVSES 718 2 il wamaimaro. sweei >

202141086 H — D5T Root CAXS ESIEN, MR AEESEE WEE ? HHELet's Encrypt c (ﬁ ithome.com.tw/news/138187 a ® 'si%) 2B E »(
RUBSEEEHE L FRM . Let's Encrypt AUBEEHEDST Root CA X3 IRBEBISRG .

iThome 7 zReiili $F Al Cloud Devops BE- Wile - M- SETHEHE Q&S

https #blog.gslin.org » archives » 2021/09/30 » dst-root... « *E % % m & % gﬂﬁﬁ
DST Root CA X3 8= %22:01:15 1827 ‘SEEiE Roku, Strlpe Spreec"y MA

202129830 H — ATEEILets Encrypt B HABET/0 SEEME , TESIdenTrust 49 m 5 Eﬂ Eg ﬁﬁ] ;lgﬁ Hﬁm

DST Root CA X3 &7E9/30 38H » ZREEM L OpenssL 1.0.2 AIFIEMER K .. & a‘iﬁ 1= E‘E

(B 2021710028 SRR A - BEERES  RSERATSESNETE . RERSEEERESES  Hohukn

F£9 A EREARIdenTrust DST Root CA X3
https: s inUxadictos com = Noticias -

S2EIDST Root CA X3ZEEEMMBE DRI 3/ BREAT | 2020.06.12 g% A Thom e 34

202110818 — BE1.0.2 B FA0penssL BRE5.6.14 ZEIRIGNUTLS o » SraEasmm
SHRSEMNEES B EMEFRE TEMEHMIRES  cll-FadEREBRTR

https:#discussionschinese apple.com » thr.. ~ BREMEE

sk DST Root CA XJIERAEE. .. - Apple 157X

20211086 — ISAEIMFR ) FBEATHEAR®E - BUEINEHRETOST Root CAX3E
MEHEHET  AREAREE T

fEER SERE FEETRIEERESMTEFEENN, EiEEL Apple store FARERAD..
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SSL B\ /BB & F]

+ https://letsencrypt.org/docs/certificate-compatibility/
Platforms that trust DST Root CA X3 but not ISRG Root X

These platforms would have worked up to September 2021 but will no longer validate Let's Encrypt certificates.

e mMacOS < 10.12.1

e i0S<10

o Mozilla Firefox < 50

¢ Ubuntu >=intrepid / 8.10

o Debian »= squeeze / 6 and < jessie /8

e Java 8 >=8ul01 and < 8ul41

e Java7>=7ul11 and < 7ul51

o NSS>=vy211.9and <3226

e Amazon Fire0s (Silk Browser) (version range unknown)

e Cyanogen > v10 (version that added ISRG Root X1 unknown)

¢ Jolla Sailfish OS > ¥1.1.2.16 {version that added ISRG Root X1 unknown)
e Kindle = v2.4.1 {version that added ISRG Root X1 unknown)

Blackberry >= 10.3.3 (version that added ISRG Root X1 unknown)

PS4 game consocle with firmware == 5.00 (version that added ISRG Root X1 unknown)

30



» EACE

F D5T Root CA X3

L I R3

SSL I &

1mHH > Certificate Chain

DST Root CA X3
HaEE

L

P 20ESA30E BNAM SAbMEem T 10:01:15

_\.

2= 7]

ZARE (R 20154F) » ks
ISRG Root X1 R4&ZE » H fy 48 /525

=3 DST Root CA X3 ? ?
* £ ISRG Root X1

+ Q@ R3

Ly

|

l | N 1SRG Rootx1 | B
-

[

v BER

_____

é & Subscriber Certificates

€ pantone.com

| pantone.com

WA R3
F|HEH : 2021F11F23 BT ALY TF485125018
O R (RSAR)

pantone.com

us
= Let's Encrypt
# R3



+ Firefox 49 T sk

+ https://ftp.mozilla.org/pub/firefox
/releases/49.0/win64/en-US/

HGRENA LR

* https://letsencrypt.org/

Certificate Manager

You have certificates on file that identify these certificate authorities:

s B SSL BI /HrE = F

{E FHE kR Firefox 49

Firefox Root Store

Your Certificates People Servers Authorities  Others

+ RN K5 ISRG Root X1 fREES

Certificate Wiewer:"lencr.org”

General Details

Certificate Hierarchy

“DET Root CA X3
v|SRG Root X1
vR3

lencr.org

@ Let'sEncrypt A Certificate Mame

€& OF hitpsy/letsencryptorg vHongkeng Post

Security Device

Certificate Felds

g letsencrypt.org

Connection is Mot Secure

K& ISRG Root X1

Hongkong Post Root CA 1
wldenTrust

IdenTrust Commercial Root CA 1

IdenTrust Public Sector Root CA 1
wIZEMPE 5.4

lzenge.com

~ Japan Certification Services, Inc.

Seriretinn Rontr a1

Builtin Object Token

Builtin Object Token
Builtin Object Token

Builtin Chject Token

Builtin Cihiedt Takan

Wersion
Serial Mumber
Certificate Signature Algorithm
Issuer
wiWalidity
Mot Before
Mot After
Subject

Field Value
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F F curl 123#F
# ISRG Root X1 TR /&5

* curl for Windows + curl -v https://letsencrypt.org
https.//curl.se/windows/

x Edit curl-ca-bundle.crt

curl-ca-bundle.crt  x

ISRG Root X

————— BEGIN CERTIFICATE-----

MITFazCCAl0gAwIBAg IRAT 10z TDSOONZRGPgu20C 1 whwDQY T KoZ Thyv cNAQELBQAWT zELMAKGAIUE
BhMCVVIxKTAnBeNVBACT IEl udGVybmVOIFN1 Y3VyaXR5 IF] 1¢2VhemlNo IEd v b3 Ve RUWEwYDYQOD
Ewx] U1JHIFI vb3(QgWDEwHh T UwN] ADMTEwNDM4 WhotMzUwiyi AOMTEwWNDMAW i BPM) s wCOYDVOOG,
Ew]VUzEpWCcGAl UEChMESWS0ZX]T uZXQgU2V] dX] pdHkgUnVzZWE ¥ 22gR3] vdXAxFTATBgNVBAMT,
DE]TUkcgUvadCBYMTCCAJIWDQYJKOZIhchAQEBBQADggIPADCCAgnggIBAKBOJHPDFDfzm54r

Yygeh 770t 284k IxuP0Z0 »b ROSa 7R E0uoxmyF+0THEuk] 1
3%nfs7i /EvEhmkvBioZxa I 154 GUAS/TRESd8mUgi U+g4 r kR
bdbuOU1Xj IBOt tovODiNe e 3F : j ” Ty 3LvSye0rgTEI IDHCY]
Avngd Wik 7TBPZ Thm /ELNK] 1 501 ' oL TR 15T 55 t ukem i S d A

407 2RC0Fvu3%6] 3 x+ GRS 'dlB3QWOKtZB6adeDUKD91f
1b08HzUvEBd s 0pj BoAlkd B5H \ 2 o0xAH0 s hmbWnO1F
hjue fXEnEeVdWe 04+ UXeVORD 38z ynTnihE8BCNAW]F t xlNr (]

nsEwiExIt4 ] TmKZ%Y IqioWn T 10408 qI3Haadr8faqUeGyY /¢
OFNk3sgrDJoo/ / fb4hvC1{ A gBASTT Q] BANA 4
A1UdDwEB /w(JEAwIBE] AFE# BRStFnme7bl 5AFzgA1 IvBpY|

9umbb]ANngqhk1GQWOBAQSFAAOCAgEAVRQYqbyquDQDLHYGmngykIrGF]XIDu+IL1anV912L
ubhzEFnTIZd+50xx+7LSYKOSqhvaFyFWhfFQD InrzuBZ6br JFe+GnY4+EePbk6ZG03BebYh t FRGA Y] Apt X N
Onavwuo7 72/ PySaul /Gpeblin/ Xl +nvoiBOv /2K qkSe 1 sReDi /KENFt Y2PwByVSSulbicgz 1 Uwt %ﬁ___{ﬁﬁ % ﬁ)—i@g‘%
hDyC3+6WVwWoLLy3xLfHT j uCviHI InNzk t HCgKQSORAz T4INPI+Gs IWYHbd phowinS 714z tX00Tw HiN A W
Tdw] xdnLCedibOhd] snvzavHu TUr TEEWS t Amz OVyyehapZX i FaH3p03JLE+ 14/ +sKa Tuvt d TuslNz
e SANOwdeR 1NSNwdC i WNPE] pz¥mbUg4) UagE1 uTDkHz & xHpFKVE 7 g4+ 638MING SE1NbdWh s ¢ dCb+Z4)
Tz¥eoyi3B43ni TOQSyOf+1CeeWaG1 b0V SZufpshll jqdUi0/ 11 vh+wiChPdkgkOl 2qxq4Regqs ahD)
YVvTHOw7 i XbyLe iNddSXM2woU/ t Ty0F £/ 0y 10GE44Za4 rF2LNSd 1 1 TPAmRGunUHBenWEve I BJ 1 Sn|
JE1UOZsnvege /ubhPeXRR4Xq37Z20i 4r Tgl SgEEzwxASTdemyPagaYan/eRd4 /KT 4EBs+ 1VDRE3vey]
m+kEQSEb21 /41 h5K0s 1AnXSi Tt reGCe=

————— END CERTIFICATE-----
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ZZ5l: Root Certificate Cross-signed
With Expired CA



Root Certificate Cross-sighed With Expired CA
Test Site: letsencrypt.org

+ https://www.digicert.com/help + https://check.twnic.tw/
o Certificate Name matches letsencrypt.org Certificate

%) trust chain of certificate

m Subject lencr.org
SERVER
Walid From 10/0ckf2021 to 08/1anf2022 ERER .
11— BB M AE T CARMES I H chain BRE
e |55l R3
Technical details:
Web zerver IP address Untrusted certificate chain
U 2408:dalB3amiiolbeafcdd:2020aad2 lencrorg
Rz
SI_ijEEt n3 178.138.104,225 l:gncr.org

Walid from 04/5ep/2020to 15/5ep/2025

—f wdlEs BEEE

| ISRG Rook X1

ssLer 0o * Ch Ffome | EEEER)
ISRG Root X1 |

U BEE

" o
Subject [SRG Root X1

INTERMEDIATE - - 25 ISRG Root X1
SERTRCE My lid from 20/0an/2021 1o 30/5epj2024 | ROOt Certificate NEIE
— BHE: ISRG Root X1

~: l scuer DST Root CA %3 35

INTERMEDIATE
CERTIFICATE
] |

k

g ISP AT e




Root Certificate Cross-sighed With Expired CA
Test Site: letsencrypt.org

+ https://www.ssllabs.com/ssltest/analyze.ht + ZRUEFEAL Certificate Chain
ml?d=letsencrypt.org

Path #2: Hot trusted {invalid certificate [Fingerprint SHA256: 068726033 1a72403d9097105e69hcf0d32e 1bd2493Mc6d9206d11bed67 70739])
Additional Certificates (if supplied)

lencrorg

Fingerprint SHAZ56: d353c3ef3ebhfad3d4d3di8eccE 2554219901 4d97 72729 5f3d952 4 befdh
Pin SHAZGE: wPASWE+AGIAKD QCAZMISTAGhYSLEShow e +GANA=

EC 256 bits f SHAZASEwithREA

Certificates provided 33881 bytes) 1 Sent by server

Chain issues MHone
R3

Fingerprint SHAZS6: 67add 116600204261 H8MMCI681 3c0402aa0899607 9686957 22307 T 3761 3dfd
Pin SHAZEE: jAJThihDara i TKHSUmMWh+Fs0GgoarG2 1 gT3PyPKGD=

* 'ﬂ%__LE//{ﬁ Ce I’tIfICate Cha|n RSA 2048 hits (2 655371/ SHAZEfwithRSA

2 Sent by serer

ISRG Root 1
3 Gontnyeoner IO SHA2SE: BUSM285EN1C5ST 4TRSICNCB4BI0B DA A 2MBIBANATCT T 241
Certification Paths = Fif SHAZEE: C5+pZTtevwimuwIMeREP SOMWLABKhGze na 0wHF ran=
RSA 4086 bits (2 555371 f SHAZ5BwithR 54
Apple  Android  Java  Windows DET Root CAX3 Selt-signed
Fingerprint SHAZEE: DS 260331 a7 2403400071 D5e60hcfld32e 1 hd2 40 60206011 hed57 70730
Fin SHAZSE: VisBrdz+80wikcr YK epWWOh o SIRIGE I S I +eiiys=
Path #1: Trusted 1 I trust store REA 2043 bits (8 B5537)  SHATWIthREA
lencrorg yalid until: Thu, 30 Sep 2021 1410116 UTC
Fingarprint SHAZSE: 0353 Jefebhfad3d4d80fgeccE 25150219501 40677 271200513 41052 db efb EXPIRED
1 e BT SHA26E: VPASWE+SOTAKOGC SZMISTAGhVELEShOWO ST + GAnA= WWeak o insecure signature, but na impact on root certificate
EC 256 hits | SHAZGBWithRSA
R3
Fingerprint SHAZS6: 67 adi11 5600203851 bEf5fES1 3c04c 2aa5809607 9666557 2a3cTeT 3761 3dd
2 Sent by server

Pin SHAZSE: jQJThIhO0grwOr TRHSUmWh+F s0GgogrE21 g T3P KGD=
F3A 2048 bits (e 65537 1 SHAZSEWIthRSA

ISRG RootX1 Selfsigned
Fingerprint SHAZSE: 96bcec0B2B497EMAT4607 T8acr28e5aTcfelal3c0aaell adffcee0sc0hddiacE

3 nimststore Fin SHAZS6: CH+pZTicvmmwQIncRIPhsQIALABXhGzejna DwHF rahi= @%ﬁ{fﬁﬁ ISRG ROOt Xl(Self'Slnged)

FRSA 4096 hits (e 65537/ SHAZGEwWIthRSA




Root Certificate Cross-sighed With Expired CA
Test Site: letsencrypt.org

+ https://www.sslchecker.com/ssl|

checker

CERTIFICATE CHAIN

YOURCERT

CHAIM DETAILS (2

lg=uer
R3

Common name
lencr.arg

Organization
M

lasued
Oct 10, 2021

Expires
Jan 08, 2022

CHAINCERT

lz=uer
|SRG Root #1

Common name
R3

Organization
Let's Encrypt
lssued

Sep 04,2020

Expires
Sep 15, 2025

CHAINCERT 2

lz=uer
DET Root CA X3

Common name
1SRG Hoot ®1

Organization
Internet Security
Research Group

lszued
Jan 20, 2021

Expires
Sep 30, 2024

ROOT
missing
¢ Hide
lz=suer
A

Common name
DET Root CA %3

Organization
Digital Signature
Trust Co.

lssued
Sep 30, 2000

Expires
Sep 30, 2021
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Root Certificate Cross-sighed With Expired CA
Test Site: letsencrypt.org

Let's Encrypt's Hierarchy as of August 2021
2021/09/305’&5’& 7\
‘:’DST Root CA x3 | MY isrG Root x1
@t
R3 ! R4 [N El
Y - —
A
é é é & I% Subscriber Certificates é I% I% & &

D Private Key O RSA Key v ) Inactive (Backup) \ Signature
Cc EC i i

o




Root Certificate Cross-sighed With Expired CA
Test Site: letsencrypt.org

Let's Encrypt's Hierarchy as of August 2021

2021/09/30%:%%

'DST Root CAX3 |

ISRG Root X1 [ By

ISRG Root X2

E

Y.

C) Private Key O RSA Key ( ) Inactive (Backup) \ Signature

E Certificate . ECDSA Key Inactive (Retired)



Root Certificate Cross-sighed
With Expired CA
« A Let's Encrypt /&&5 2 8k & A 1H [ E
* TANet NOC
* https://noc.tanet.edu.tw/

« BUREAY

+ https://tp2rc.tanet.edu.tw/

* Www.hcrc.edu.tw
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ZZ {4l]: Extra Root Certificate



Should Certificate Chain Need
Include Root Certificate ?

* YOU do not need to include the root certificate in the
certificate chain.

+ Since clients already have the root certificate in their trust
stores.

+ Including the root is inefficient since it increases the size of
the SSL handshake and browsers will simply ignore it.
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Extra Root Certificate
Test Site: www.tpirc.edu.tw

https.//www.ssllabs.com/ssltest/ana
lyze.html?d=www.tplrc.edu.tw

Certification Paths

Additional Certificates (if supplied)

Certificates provided 304017 bytes) Path #1: Trusted

1 Sentby server

Add Intermediate as well as Root CA
Only need the Intermediate as the

2 Sent by serer

WiElES Apple Android  Java Windows

wantwtp T re edu b

Fingerprint SHA2A6; 2h2ed949ed1faicaeT9840ca27de38316a21 3d41 063 8felTebe3aed936haac3dt
Pin SHAZAE: LnigAYzGRTCIkiwZ 90skgfhrlF 227 ucfBhZAzrixh U=

RSA 2048 hits (e 65537) ) SHAZ2S6withRSA

R3

Fingerprint SHAZS6: 67add1166b020ae61 bafafic 8681 3c04c2aa589 96079636557 2a3cTeT3TET 3did
Fin SHAZEE: iG] ThihDarw0A TkHSumWh+Fs0Gaogri2 1 oTI3PvPRG0=

RSA 2048 hits (e B2537) / SHAZSGwWIthRESA

client will already have Root CA.
* https://success.qualys.com/support/s/a

In trust store

ISRG Rootx1 Seltsigned

Fingerprint SHAZS6; 96hcec0B2649TBIAT 4607 THacf28c5arcfela3claanl1adffcee0oc0bddilacE
Fin SHAZAE: Co+lpLZTtcvmw M cRPhesobWLABRhGZejna lwHF rah=

RSA 4086 hits (e 65537) / SHAZ25EwithRSA

rticle/000003197
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Extra Root Certificate

Test Site: www.tplrc.edu.tw
+ https.//ssltools.godaddy.com/views/certChecker

@ Certificate chain contains extraneous certificate/s, consider using the one provided.

Old Chain

% T IR&EE

Serial Number:
B8210CFBOD240E3594463E08B63828B00
Signature Algorithm: Sha2546 With RSA
Encryption

|ssuer Mame: [nternet Security Research Group
Common Name: |SRG Root X1

Validity Period: June 4, 2019to June 4, 2035

sle

Serial Humb

12B084ACFOCIBATOIF6DE2E20ATSF0A
Signature Algorithm: Sha256 With RSA
Encryption

|ssuer Mame: [nternet Security Research Group
Common Name: R3

Validity Period: September 4, 2020 to
September 14, 2025

Serial Number:

0334D3018414A322E0A4BB61A4ABDCCIBCAS

Signature Algorithm: Sha2546 With RSA

Encryption

|ssuer Mame: Let's Encrypt

Common Name: www.tplrc.edu.tw

Sans: www.tplrc.edu twValidity Period: -
October 8, 2021 to

January &, 2022

New Chain

Serial Number:
12B0B4ACFOCTBATOIF6DE2E25ATOF DA
Signature Algorithm: Sha256 With RSA
Encryption

lssuer Hame: Internet Security Research Group
Commeon Mame: R2

Validity Period: September 4, 2020 to
Septernber 16, 2025

Serial Number:

0334D3018414A322E0A4BB61A4ABDCCIBCAS

Signature Algorithm: Sha226 Wiith RSA

Encryption

lssuer Mame: Let's Encrypt

Common Name: www.tplrc.edu.tw

Sans: www. tplrc edu twWalidity Period: -
October 8, 2021 to

January &, 2022



How to Fix Certificate Chain Problems



Generate Intermediate Certificate

* Browser
x+ Chrome
*x Firefox

+ Online Websites
+ https://www.ssllabs.com/ssltest/analyze.html

+ https://whatsmychaincert.com/
x Certificate (PEM format)
+ Online use hostname
+ https://tools.keycdn.com/certificate-chain
x Certificate (PEM format)
+ https://certificatechain.io/
x Certificate (PEM format)
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Generate Intermediate Certificate
Chrome

B tplrcedutw . B
| B #AEn z
tpl re.edu.bar X R —# F HEIEE
P e @ wdmn BERE
& DRuEzES b “ BEREE) FETE: | <E#- -
] ISRG Root X1
E@ﬁg ..... e &
“ tpirc.edu.tw L ol www tpl re.edu tw Dﬂlﬁz}:ﬁﬁ W3
B = 0091 2b 084 acfic! BaT536..
« 2EH * (B335 sha2SEREA
tplre.edutw BEES 17 sha256
BE3E5 ISRG Root X1, Internet Sec...
8 CEeyTsms ElE=s-2:1=! 202090848 £ 02:00:00
7 i S SR S (I EE S5 || AranE 202569 A168 L 12:00...
E) T o BESEHE giﬁ R3, Let's Encrypt, US
B BEaw S
HEIRABE )

REABE).. ERIEER(C)..

a7



Generate Intermediate Certificate
Chrome

FELEANEE
B pE et IR EFEE N EESE
EEOLAESEEEELEYL -
BEEHE R
I B A DAR3.cer AR
() DER 25278 — {11 75,509 (. CER)(D)
= ] =5
(®) Base-54 SRR 500 (. CER)S) EAUREEE RS
O ETERENE TS - PRCS #7 B85 (PTE)C) )
MBARNE . B BEEERN R EBE) BERFIME SRR HiR -
A EEEEE - PECS #12 (PR ECISE T HEE:
RO - B8 EEREPRREEE L E =
BEBERETHFERE &
ﬁu%g Iﬂmmﬂﬂmj&%@ﬁ(m BETE T Basebd SR8 509 (* cer
BB & AR (A)
ErRmE SRR
Microsoft ERIEETERIE (SSTHT
B%

48




Generate Intermediate Certificate

A  httpsy/Anwwtp T re.edu.tw

| www.tplreedutw AIRILEF

B ZEiEg

B httpsy At Tre.edu.tw

|
4 wawipircedutw (IERE 2

O EFZF 2 iER T T -
Bb S AHAE: Let's Encrypt

EXEH

@ BEEE — https:/f/www.iplrcedutw/

—BRE BEM BRE F2E

i 0k 215
SR www tp 1 re.edu tw

Bra  SEENERRUEAEEH -
B iE48HE  Let's Encrypt
ZF|EMEy: 202281 H6H

Firefox

TR (W)

49

R3

[SRG Root X1

03:34:03:01:86:14:43:22E0:44:B6:61 :A4AB:DCICIBLAS

SR I
AELER
wwwy T e edu bw
FHERE
—HREE  wwwiplrcedutw
HEREE
o 2 s
HEE Let's Encrypt
—#EHE R3
E At
Fr ok
EEEHE  SHA-256 with RSA Encryption
i1
T&  PEM ( ®BiE )

PEM ( w88




Generate Intermediate Certificate Online

@ Qualys. ssi Labs

+ https://www.ssllabs.com/ssltest/analyze.html?d=www.tplrc.edu.tw

Certification Paths

Certification Paths

Mozilla .-"J'\pp|E

Path #1: Trusted

1

2

Android

Sent by server

Sent by server

Sent by server
Intrust store

Java

Click here to expand

Windowes

P o W e =T [T

Fingerprint SHAZAE: ZbZed945ed01fafcaey884ca2dedd 3164213041 0638fe0¥ebe 3ae4586baan 31
Fin SHAZAE: LnigArzGsT kw90 skafhrlF 2207 UcfahZazri-r=

RSA 2048 bits (e 65537 I SHAZSEwIthREA

R3

Fingerprint SHAZS6 BYadd1166b0202e61 hafafc 9621 3c04029a589960TAERE55T 28307 e T3TET 3dfd
Fin SHAZSE: jAJThih0gry 0 TKHSurmWh+Fs0Ggoari 21 9T 3Py KG0=

RSA 2048 bits (e BA53T) T EHAZGEWIthREESA

[SRG Rootx1 Self-signed

Fingerprint SHAZ 6 96bcec0G2B49TBATAB0T T 9acf28chaTcfedaiclaae 1l adfficeelacOhddi0Ech
Fin SHAZSE: Ca+IpSrichwrma e RiPhs Gt LABXhDzejnalwHF rEhi=

RSA 4096 bits (e 65537/ SHAZAEwWIthREA

Pk
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