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Let’'s Encrypt Chain of Trust

https://letsencrypt.org/certificates/

Let's Encrypt's Hierarchy as of Auqust 2021 f‘:ﬁﬂi%%ﬁ

Issuer: DST Root CA X3 _ Issuer: ISRG Root X1 (DST Root CA X3 E2.2 Inactive)
Subject: ISRG Root X1 Subject: ISRG Root X1

u

R3 ': R4 ‘i’:":,
Issuer: ISRG Root X1 ::EI --------
Subject: R3 J\

é é é I% I% Subscriber Certificates é é

ISRG Root X1

ISRG Root X2

A i

Issuer: R3

Subject: www.tplrc.edu.tw
D Private Key Of CA O RSA Key ::J Inactive (Backup) \ Signature
E Certificate . ECDSA Key Inactive (Retired)
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Let’s Encrypt Chain of Trust

Let's Encrypt's Hierarchy as of August 2021

Cross-signed Self-signed

DST Root CA X3 | B ‘ ii g ISRG Root X1 | gi \ ISRG Root X2 '

Signed by Root CA

. A . 4
Intermediate R3 5 y R L

--------

Signed by Infermediate CA

M rsssunN T oy

D Private Key Of CA O RSA Key :‘J Inactive (Backup) \ Signature

E Certificate . ECDSA Key Inactive (Retired)
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Certificate Authority(CA)

TRAE 22 e 1 2
Root CA

+ FH#R: Issue Certificate to Root/Intermediate CA
Intermediate CA
x FH#R: Issue Certificate to Non-CA
B B RRAL
* Subject
x+ commonName(CN)

« organizationName(O)
x countryName(C)

Public Key

Certificates: &35 - % CA B3 HEH
Issued Certificates: & H 7 5=

Trust: Support OS/Browser

Parent CAs : based on Certificates
Child CAs: based on Issued Certificates

% 3 EREDEESERR R



Certificate : CA 2% 7 /&B:75

Root Certificate fR /526 Used by Root CA
+ Self-signed (X{HH: 20 ~254F)
Intermediate Certificate F14& /&5 Used by Intermediate CA
+ Signed by Root CA (3X{HH:54F)
Leaf Certificate: Used by Web Server
+ Signed by Intermediate CA (XHH: 1~24F)
X Cross-signed: Signed by the same Level of CA (Root/Intermediate Certificate)

EEEZY A

+ Issuer: =g
x commonName(CN)
x organizationName(O)
x countryName(C)

+ Validity: %¢ HHH
x Not Before
x Not After

+ Subject: T8 /2%455H/0wner
x commonName(CN)
x organizationName(O)
x countryName(C)



*

*

*

oz

Certificate: X509 v3 Extensions

X509v3 Extended Key Usage
x 1LS Web Server Authentication
x 1LS Web Client Authentication

X509v3 Basic Constraints: critical
+ CA:FALSE -2 Leaf Certificate (Used by Web Server)
+ CA:TRUE - Root/Intermediate Certificate (Used by CA)

X509v3 Subject Alternative Name (SAN)
+ DNS:www.tplrc.edu.tw
X509v3 Certificate Policies

+ Policy: 2.23.140.1.2.1
+ Policy: 1.3.6.1.4.1.44947.1.1.1



Certificate Search Engine
https://crt.sh

SCBE ST M fE + Advanced Search
x CA or Certificate

commonName,

Enter search term:

+ https://crt.sh/?CN=www.tplrc.edu.tw
+ https://crt.sh/?CN=*.ntu.edu.tw

Select search type: Select search aptions:

Domain Name (Subject Alternative Name) CERTIFCATE [Autosslect v ] identity matching
CI.5 — . .
x https://crt.sh/?dNSName=ee.ntu.edu.tw CT Entry ID  Exclude expired certificates?
= Sarial Mumber U Beduplicate (prejcertificate pairs?
R iZ%E eeﬂu'edu'tw Subject Key ldentifier L show 50L?
= i SHA-1 (SubjectPublickeynf -
TXI':%D‘{EJE\ %gﬁfﬁﬁ% (Google lee Sea rCh) SHA.zéE?SJUEEE.;I{Ip:lai.fp};eny?gfgj or | searchon [, censys?
i i SHA-1{Subject)
* Orgamz_atlon Name ., e |
x National Taiwan University CiHA—ZEE(Cemﬁcatej @ Simple...
+ Serial Number 0
x 03:34:d3:01:86:14:a3:22:€0:a4:bb:61:a4:ab:dc:c3:b MName
c:a3 IDEMTITY o )
. : ’ commaonilame (Subject) Select linting aptions:
x Certificate Fingerprint emailAddress (Subject) cabint - | [T-weel Surnmary
organizationallnitMame (Subject) xalldint gslUes
*x 8a7el113f8d31828dea37a650986724a9308fdd6a organizationame (Subject) lint
crt.sh) dNSName (SAN) - ALL

.
Lint
Enter an ldentity (Comain Mame, Organization Marme, etc),

a Certificate Fingerprint (SHA-1 or SHA-258) or a crt.sh 1D

| |
[ scarch JVEIY
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Server Certificate History

+ https://crt.sh/?CN=www.tplrc.edu.tw

<«

C & crtsh/2CN =wwitp Ire.edu.t

Cerfificates

crt.sh 1D
5272942977
5372942639
4335430090
4335429854
3598407321
3596404530
2001752218
1999513395
1644898310
1634993612
299710300
2499110181
430933076
430721158
43033666
430693341
427531968
A3 1780
423273324
AMNNNG7796

Criteria

Logged At &
2021-10-08
2021-10-08
2021-07-09
2021-07-09
2020-11-03
2020-11-03
2019-10-15
2019-10-15
2019-07-03
2019-07-03
2018-10-29
2018-10-29
2018-04-30
20158-D4-30
20158-D4-30
2015-04-30
2018-04-27
2018-04-27
2018-04-25
2018-D4-25

B

Group by I55uer

Type: Common Mame  Match: ILIKE  Search: wawnawtplre edu b’

Mot Before Mot After Matching Idenfities
2021-10-08 2022-01-06 v tpirc edu bw
2021-10-08 2022-01-06 wwartpire. edu b
2021-07-09 2021-10-07 wwwtpdrc edu bw
2021-07-09 2021-10-07 wwnatpdrc edu bw
2020-11-08 2021-02-01 wawnwrtpdrc edu bw
2020-11-08 2021-02-01 wawrartpirc edu bw
2019-10-15 2020-01-13 woanartpdre. edu b
2019-10-15 2020-01-13 woanartpdre. edu b
2019-07-03 2019-10-01 wwnwrtp e edu bw
2009-07-03 2019-10-01 wawnartpdrc edu bw
2008-10-29 2019-01- 27w tpdrc edu bw
2018-10-29 2019-01-27 wonnartpdrc edu bw
201 8-063-30 201 8-07-29 woanartp e edu b
200 5-04-30 201 8-07-29 wwnwtpdrc edu bw
200 5-04-30 201 8-07-29 wwnwtpdrc edu bw
200 5-04-30 2071 8-07-29 wawnwrtpdrc edu bw
20018-04-27 201 8-07-26 woanrtp e edu bw
20018-04-27 201 8-07-26 woanrtp e edu bw
201 8-06:- 25 201 8-07- 24 woanartp e edu b
201 58-04-25 201 8-07-24 wwnw tp e edu bw
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C=l5

Issuer Mame
D=Let's Encrypt, CM=R3

C=U3,

D=Lets Encrypt, Ch=R3

C=U35,

D=Lets Encrypt, CM=R3

C=U35,

D=Lets Encrypt, CM=R3

C=U35,
C=l5

D=Let's Encrypt, CM=Let's Encrypt Authority X3

C=U3,

D=Lets Encrypt, Chi=Let's Encrypt Authority 23

C=U3,

D=Lets Encrypt, Chi=Let's Encrypt Authority 23

C=U35,

D=Let’s Encrypt, CN=Let's Encrypt Authority 23

C=U35,
C=U5,
C=U5

D=Let's Encrypt, CM=Let's Encrypt Authority X3

C=U3,

D=Lets Encrypt, Chi=Let's Encrypt Authority 23

C=U35,

D=Lets Encrypt, CM=Let's Encrypt Authority X3

C=U35,

D=Let’s Encrypt, CN=Let's Encrypt Authority 23

C=U35,
C=l5

D=Let's Encrypt, CM=Let's Encrypt Authority X3

C=l5

C=U3,

D=Let's Encrypt, CM=Let's Encrypt Authority X3
D=Lets Encrypt, Chi=Let's Encrypt Authority 23

C=U35,

D=Let’s Encrypt, CN=Let's Encrypt Authority 23




Leaf Certificate (Server Certificate)
CN=www.tplrc.edu.tw
+ https://crt.sh/?id=5372942977

Eert;iim: » Server Certificate Download (PEM format)

Version: 3 {8x2)

Serial Number:
B3:34:d3:81:86:14:a3:22eB adbbig1adabidcic3 beiad

Signature Algorithm: shaZ5eWithRSAEncryption

Issuer: (CAID: 183287
commonName

Rz Signed by Intermediate CA

organizationiame = Let's Encrypt
countryName = Us
Walidity

Mot Before: Oct & @1:58:56 28271 GMT
Mot After : Jan & B1:58:55 2822 GMT QQ:/H\:H B{H
Subject:
commonName = www.tpirc.edu.tw
subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA Public-Key: (2848 bit)
Modulus:
BE:hE:18:3%9:2b:h3:32:fd eS b8 66 3d b 71182
Jeicd:BhibE abide BT da TEIFfT19:dB: 77 a8 16!
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Intermediate CA
CN=R3 O=Let's Encrypt

+ https://crt.sh/?caid=183267

crt.sh CAID
CA NamefKey

Certificates

Issuet Certificates

Parent CAs

Chikl CAs

183267

Subject:
commoniame = R3
organizationiame = Let's Encrypt
countryName = U5

Subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA Public-Key: {2848 bit)
Modulus:
B8:bb:B2:15:28ccifEal 94 :d3:8T:12 ec:Bd:hb:
S2:c3ifE:B2:11:99 a6 72142 :88:a7:6d: 26 aa:hb!

crh.sh 1D Mot Before Mot After Issuer Name .
2384551879 2020-00-04 2025 09-15 C=US, D=Internet Security Research Group, CM=ISRG Root X1 Slgned by Root
3470671161 2020-09-30 2021-09-29 D=Cigital Signature Trust Co., CH=0ST Root CA X3 S|gned by Root

A7IFFREAZ 2020-10-07 2021-09-29 D=Digital Signature Trust Co., CN=0ST Root CA X3

Signed by Root

Fopulation | Unexpired  Expired TOTAL Selact search type:
Certificates 237691100 479015223 716709323 IDEMTITY
Frecertificates 217528340 479033265 696558604 commonMarme (Subject)
TOTAL 455216440 953051488 1413267928 email&ddress (Subject)
Many T -

C=Us, O=Internet Security Research Group, CH=ISRG Root X1
D=Cigital Signature Trust Co., CH=GST Root CA X3

None found




Server Certificate History

+ https://crt.sh/?CN=*.ntu.edu.tw

P € C @ crish/2CN=*ntu.edu.tw m»2 % B E »0
crtsh >
[_J Group by lssuer
Criteria Type: Commmon Mame  Match: ILIKE  Search: * ntu.edu b’
Certificates crh.shID  Lopged At 1t Not Before Mot After Matching Issuer Hame
ldentities
AF7A242694 2021-06-28 2021-06-25 2022-07-26 *.ntu.edu tw C=TW, O=TANARN-CA CU=Secure 851 Sub-CA CN=TWCA Secure 551
Certification Authority
1567675764 209-06-09 207 9-06-0 2021-07-26 *.ntuedutw C=TW, O=TANARN-CA CU=Secure 851 Sub-CA, CN=TWCA Secure 551
Certification Authority
1539909664 2019-06-04 2070 9-06-04 2021-07-26 * ntuedutw C=TW, O=TANAN-CA CU=Secure 851 Sub-CA CN=TWCA Secure S5L
Certific ation Authority
26295926  2016-07-29 2016-07-26 2019-07-26 * ntu.edu tw C=TW, O=TANARN-CA CU=Secure S50 Sub-CA CHN=TWCA Secure 551
Certification Authority

14



ntu.edu.tw 7

+ https://crt.sh/?dNSName=ntu.edu.t
wa&exclude=expired&match=LIKE&de

duplicate=Y
+ Criteria

x Type: Domain Name
x Match: LIKE Search: 'ntu.edu.tw’
x Exclude expired certificates

* EH%

Griteria

[

crt.sh I Logged At Mot Before Mot After Common Name
5062774130 2021-08-18 2021-08-18 2021-11-16 mail.nems.ntu.adu.tw
5062272231 2021-08-18 2021-08-18 2021-11-16 mail.nems.ntu.edu.tw
SOBA0HE00S 2021-08-18 2021-08-18 2021-11-16 rec.ord. ntu.edo.tw
S0E400507T 2021-08-18 2021-G8-18 2021-11-16 rec.ord. ntu.edu tw
5000018356 2021-08-24 2021-0824 2021-11-22 bach.es.ntu.edu. tw
SOOOCYONE 2021-08-24 2021-08-24 2021-11-22 bach.es.ntu.edu. tw
5108673743 2021-08-26 2021-08-26 2021-11-24 nhiZ.cph.ntu.edu.tw
5108674552 2021-08-26 2021-08-26 2021-11-24 nhiZ.cph.ntu.edu.tw
S10BEF2153 2021-08-26 2021-08-26 2021-11-24 nhi.cph.ntu.edo.tw
SI10BEFICZE 2021-08-26 2021-08-26 2021-11-24 nhi.cph.ntu.edo.tw
5108047002 2021-08-26 2021-08-26 2021-11-24 phst.cph.ntu.edu.tw
5108047357 2021-08-26 2021-08-26 2021-11-24 phst.cph.ntu.edu.tw
5150550026 2021-00-02 2021-09-02 2021-12-01 gsat.ntu.edu.tw
5150558834 2021-00-02 2021-09-02 2021-12-01 gsat.ntu.edu.tw
S16752E652 2021-09-0% 2021-08-0% 2021-12-04 schumann.ge.ntu.edu.tw
516752EE54 2021-08-05 2021-09-05 2021-12-04 schumann.ee.ntu.edu.tw
5172388207 2021-00-06 2021-09-06 2021-12-05 brahms.ee.ntu.edu.tw
S172387100 2021-09-06 2021-09-06 2021-12-05 brahms.ee.ntu.edu.tw
5172837705 2021-00-06 2021-09-06 2021-12-05 chps.cph.ntu.edu.tw

Matching [dentities
mail.nems.ntu.edu.tw
mail.nems.ntu.edu.tw
rec.ord.ntu.edu.tw
rec.ord. ntu.edu tw
bach.ee.ntu.edu.tw
bach.ee.ntu.edu.tw
nhi2.cph.ntu.edu tw
nhi2.cph.ntu.edu tw
nhi.cph.ntu.edu. tw
nhi.cph.ntu.edu. tw
phst.cph.ntu.edu tw
phst.cph.ntu.edo.tw
gsat.ntu. edu.tw
gsat.ntu. edu.tw
schumann.ee.ntu.edu.tw
schumann.ee.ntu.edu.tw
brahms.ge.ntu.edu.tw
brahms.ee.ntu.edu.tw
chps.cph.ntu edu. tw

Type: Domain Mame  Match: ILIKE  Search: mtu.edutw’ Exclude expired cerificates

lssuer Name §
O=Feroh5L, CN=FercS5L RSA Domain Secure Site GA
O=Zero55L, CN=ZeroS5L RSA Domain Secure Site 0A

O=Zero55L, CN=ZeroS5L RSA Domain Secure Site 0A

O=Zero55L, CN=ZercS5L RSA Domain Secure Site Gf

O=Zero55L, CN=ZeroS5L RSA Domain Secure Site 0A

O=Zero55L, CN=ZeroS5L RSA Domain Secure Site 0A

O=Zero55L, CN=ZeroS5L RSA Domain Secure Site 0A

O=Zero55L, CN=ZeroS5L RSA Domain Secure Site 0A

O=Zero55L, CN=ZeroS5L RSA Domain Secure Site 0A

O=Zero55L, CN=ZeroS5L RSA Domain Secure Site 0A

O=Zero55L, CN=ZeroS5L RSA Domain Secure Site 0A

Lo Do o e By e e e e e e e e}
LA AR A R g g g g ) o K

D=Zero55L, CN=ZeroS5L RSA Domain Secure Site 0A
O=Zero55L, CN=ZeroS5L RSA Domain Secure Site 0A

O=Zero55L, CN=ZeroS5L RSA Domain Secure Site 0A

D=Zerg55L, CN=ZercS5L RS54 Domain Secure Site CA

O=Zero55L, CN=ZeroS5L RSA Domain Secure Site 0A

O=Zero55L, CN=ZeroS5L RSA Domain Secure Site 0A

O=Fero55L, CN=7eroS5L RS54 Domain Secure Site Gh

B e P R P e

L Lo e e e e e}
L N

O=Zero55L, CN=ZeroS5L RSA Domain Secure Site 0A

1Y
N

22 4

ASY=kvaT

=

Enter search term:

ntu.edutw |

Select search type:

CT Entry ID
=erial Mumber
suhject Key ldentifier
SHA-1SubjectPublickeyinfa)
SHA-256(SubjectFPublickeynfo)
=HA-1(Subject)
SHA-1(Certificate)
SHA-ZAR(Certificate)

A,
1N
MNarme

IDEMTITY
camronMarme (Subject)
ermailAddress (Subject)
organizationallUnitMame [(Subject)
organizationhame (Subject)
drSMame [SAMN)

C arme

iPAddress [SAN)

Select search options:

| LIKE

hd | Identity matching

Exclude expired cerificates?
Ceduplicate (pre}certificate pairs?

or,

_| Show S0OL?

L searchon {, censys?

Select linting options:

cablint 1-week Summary
#4009t lssues

zlint

ALL




ntu.edu.tw REE AT
. IssuerName | #H# | %

C=US, O=Let's Encrypt, CN=R3 (&) 507 68
C=TW, O=TAIWAN-CA, OU=Secure SSL Sub-CA, CN=TWCA Secure SSL Certification Authority 114 15
C=US, ST=TX, L=Houston, O="cPanel, Inc.", CN="cPanel, Inc. Certification Authority" 44 6
C=AT, O=ZeroSSL, CN=ZeroSSL RSA Domain Secure Site CA 26 3
C=GB, ST=Greater Manchester, L=Salford, O=Sectigo Limited, CN=Sectigo RSA Domain Validation Secure Server CA 19 3
C=GB, ST=Greater Manchester, L=Salford, O=Sectigo Limited, CN=Sectigo RSA Organization Validation Secure 13 5
Server CA
C=TW, O="Chunghwa Telecom Co., Ltd.", OU=Public Certification Authority - G2 7 1
C=US, ST=Arizona, L=Scottsdale, O="GoDaddy.com, Inc.", OU=http://certs.godaddy.com/repository/, CN=Go Daddy

. : 7 1
Secure Certificate Authority - G2
C=US, O=Google Trust Services LLC, CN=GTS CA 1D4 4 1
C=US, O="Cloudflare, Inc.", CN=Cloudflare Inc ECC CA-3 3 0
C=US, O="Cloudflare, Inc.", CN=Cloudflare Inc RSA CA-2 3 0
C=BE, O=GlobalSign nv-sa, CN=GlobalSign GCC R3 DV TLS CA 2020 1 0
C=TW, O=TAIWAN-CA, OU=Global EVSSL Sub-CA, CN=TWCA Global EVSSL Certification Authority 1 0
C=US, O=DigiCert Inc, CN=GeoTrust TLS DV RSA Mixed SHA256 2020 CA-1 1 0
C=US, O=DigiCert Inc, OU=www.digicert.com, CN=GeoTrust EV RSA CA 2018 1 0

st 751 100
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ntu.edu.tw BXUREAET

e

ETEER T4 %
G 507 68
& 244 32

x & EESIEM: https://www.twca.com.tw/ssIService

W wiEmEE <3780,

TWCA SSL{EIRR23 &R B EE

SSLEZEEH) @ 0800-002-666 @ sslec@twca.com.tw

+ .ntu.edutw —ETEREREEFH
244 * 3780 = $922,320
CEER" & &E"FEA)
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Certificate Populations

https://crt.sh/cert-populations
crt.sh,

CA Owner Certificates Precertificates
ALL Unexpired ALL Unexpired

Internet Security Research Group 2.176,3048,556 246,776,031 1,903,673,250 219,125 328
Sectigo 456,310,973 43,928,339 392,516,336 44,272,084
DigiCert 102,334,932 10,308,709 295945021 95,079,405
GoDaddy 16,726,977 826,420 18887667 6716113
Google Trust Services LLC 12,423,999 1,371,028 78312497 4934271
GlobalSign mv-sa 6,265,151 162,041 T4 1200 1,502 542
Aragon AFa0 955 1,439,454 30570405 20422 857
Actalis 1,495,501 64, 340 2227114 T32.748
Asseco Data Systems 5.A. (previously Unizeto Certun) 1,236,112 44 8584 3344774 &77.809
Start Commercial (StartComn) Ltd. 1,007,817 Al &67 4438 [
2 827,138 1,439 3,442 699
Entrust 759,568 31,253 1,772,815 853,740
SECOM Trust Systerms Co, LTC. 0956 12,662 247 593 a8.122
WoSign CA Limited 288,420 102 To.0a7 I
Cuohfadis 186,047 16,950 2,071,969 1,497,228
SecureTrust 169,385 1,666 aA8°T76 13,1582
Microsoft Corporation Core Services Engineering & 156,234 13,406 12,217,668 1,883,204
Dperations [ "Microsoft CSED"}

Buypass 112,210 43,513 108,464 49,430
Ceutsche Telekom Security GrabH a1 155 1,574 21,030 21,542
U.5. Federal Public Key Infrastructure (US FRKI} 89,287 1,195 135 13
JPRS 48,600 17,327 179,080 03,338
Government of Spain, Fabrica Macional de Moneda y 80,154 794 4435 2,573
Timbre (FMAMT)

Swiss3ign Al T0A6 22,620 A0 685 22490

Taiwan-CA Inc. (TWCA) &7.811 2,928 115,281 £8,488



Test Websites

+ https://crt.sh/test-websites

CA Owner
Sectigo

Consejo General de la
Abogacia Espafiola
Government of Spain,
Autoritat de Certificacio de
la Comunitat Walenciana
(ACCV)

Gererated at 2021-11-07 021214 UTC

Trusted by
Root Certificate B Valid
Aad Cartificate URL Cert
SEMYICES
ACA ROOT Expired Cert
ACCVRAIZT URL Cert

AMY

w | for Server Authentication

19



Test Websites

+ https://caducado.accv.es:444/test/h  » https://revocado.accv.es:442/test/h
ola.html ola.html
+ NET::ERR_CERT_DATE_INVALID + NET::ERR_CERT_REVOKED

C A F2% | htpsi/caducado.accvesddd/test/holantm ® % { C A T2 | h#psirevocado.acov.esdd?/test/holahtml =
Car x = X
IREVELE 2T B IR TR B
BB EOIREE o [@ 7t caducado.acov.es IEVRAIER, (FIMNET - BT ZERFEH) - BEEFIE WEEETAEE i it revocado.acov.es LRI (AT - M HERFEH) - BREYE
MET:ERR_CERT_DATE_IMWALID MET:ERR_CERT_REVOKED

20



Google's Certificate Transparency Lookup Tool

+ https://transparencyreport.google.com/https/certificates

Search certificates by hosthame

mitu.edutw

Include subdomains

ls=uer

C=U5, O=Let's Encrypt, CM=Let's Encrypt Authority X3

C=l5, O=Let's Encrypt, CN=R3

C=U5, O=cPanel, Inc., L=Houston, ST=TX, Ch=cPanel, Inc. Cedification Autharity

C=Twy, O=TANAN-CA, OU=3ecure 350 Sub-CA, CH=TWCA Secure 350 Cerification Autharity

C=AT, O=Fera35L, CN=7eroS5L RS54 Domain Secure Site CA,

C=GEB, 0=Sectigo Limited, L=Salford, ST=Greater Manchester, CHN=3ectigo R3A Domain Walidation Secure Server CA,
C=TWyY, O=TAMNMSAMN-CA NG, OU=55L Cedification Service Provider, CH=TWCA Secure CA

C=Twy, O=TAMWAN-CA INC. OU=35L Security Serices, CH=TWYCA Secure Certification Autharity

C=l5, O=Let's Encrypt, Chl=Let's Encrypt Authority 1

C=GE, 0O=Sectigo Limited, L=5alfard, ST=Greater Manchester, CHN=Sectigo RSA Organization “alidation Secure Server CA,
C=Twy, O=Chunghwa Telecom Co., Ltd., QU=Public Certification Autharity - G2

C=TWY, O=TARMSAMN-CA COM Ine., OU=35L Cerification Service Provider, CH=TaiCA Secure T4

C=U5, O=Google Trust Services, CN=GTS CA 102

C=l5, O=Google Trust Serices LLC, CH=GTS CA 104

C=35, 0O=DigiCern Inc, OU=www digicert.com, CHN=DigiCert High Assurance CA-3

C=38, O=COMODO CA Limited, L=Salford, ST=Greater Manchester, CH=COMODO BS54 Domain Yalidation Secure Sener T4
C=U3, O=DigiCer Inc, OU=www digicert.com, CHN=DigiCert HAZ High Assurance Server TA

C=35, O=GoDaddy.com, Inc., OU=http:certs. godaddy . comdrepository/, L=Scottsdale, ST=Anzona, CHN=Go Daddy Secure Cerificate Authornty - G2

C=IL, O=StatCom Lid,, OU=5tatCom Certification Authority, CM=5tartCom Class 1 DV Server CA

C=TvW D=TAMAN-CA Ol=Global EYESL Sub-CA, CHN=TWCA Global EVESL Certification Authority
C=GE, 0=CcOMODO CA Limited, L=5alford, ST=Greater Manchester, CN=UbiguiTLE™ D% RSA Server TA,
C=ES, O=ips Cerification Autharity, OU=Certificaciones, L=MADRID, ST=MADRID, CH=ipsCA Level 1 CA,

#issued
5,843
3,035

518
431
206
108
71
B
28
24
18
17
16
15
14
1

e @m0 O —



Certificate Tz & W HF

From September 1st, 2020, several web browsers, led by Apple’s Safari will stop
trusting SSL certificates issued for longer than 398 days — a 1-year certificate.

* https://support.apple.com/en-us/HT211025

&« C & httpsyiwaaedutw/Defaultasps
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Certificate Format



Certificate Format

Data

Structure PEM & y @ 3 y y
.pem .crt I.cer I.key
a a
!:::.0 ES(S:TIE4 ! Ep?b ]ﬂp?c |
E a a
5 DER = ) [ )
.der cer
a a
Binary | pycsrn F—T17F—T
.ph .p12
a a

+* Ref. https://www.tutorialsteacher.com/https/ssl-certificate-format
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Certificate Format

X509: SSL Certificate Standard
ASN.1 (Abstract Syntax Notation): Express the Certificate's data structure.

ATy SR
* DER (Distinguished Encoding Rules)
« Binary Format

x For Java-based web servers.
x One Certificate

+ PEM (Privacy Enhanced Mail)
+ Base64 ASCIl encoding

x DL ——BEGIN **%—— BHFH » D) —END ***— 452
x Certificate: -— BEGIN CERTIFICATE-— and —END CERTIFICATE-—
x Private key: — BEGIN RSA PRIVATE KEY-—- and -—-END RSA PRIVATE KEY-—-
x Certificate Signing Request: --——-BEGIN CERTIFICATE REQUEST-—-—- and --—END CERTIFICATE REQUEST-----

.pem : Include One or Many Certificate and private key
.crt .cer .key : One Certificate
For Linux Apache

*

*

*

25



Certificate Format

+ PKCS #7(P7B) &b 4maEafl S a8 A2 A4E
+x Base64 ASCII encoding
+ Include One or Many Certificate (Without private key.)
x —-BEGIN PKCS7-—-- and -—- END PKCS7----

« PKCS #12(PFX) (il \ &zHACHA
+ Binary Format
+ .pfX : Include One or Many Certificate and private key
+x For Windows IS

26



PEM Format
Certificate Files

privkey.pem
x Private Key for Server Certificate Certificate.
cert.pem
x Server Certificate only.
cert.csr
x [RESHEEFE Certificate Signing Request
chain.pem
+ All certificates that need to be served by the browser excluding server certificate.
+ Intermediate Certificates + Root Certificate(Not Required)
fullchain.pem
+ All certificates, including server certificate.
* 1his is concatenation of chain.pem and cert.pem.
x Server Certificate + Intermediate Certificates + Root Certificate(Not Required)
ca_bundle.pem
+ Intermediate Certificates + Root Certificate

27



Verify Certificate Files

+ $ openssl verify ca_bundle.pem
* ca_bundle.pem: OK

+ $ openssl verify cert.pem
+ CN = <your host>
+ error 20 at O depth lookup: unable to get local issuer certificate
x error certificate.pem: verification failed
+ $ openssl verify -CAfile ca_bundle.crt certificate.crt
+ certificate.crt: OK

28



Decode Certificate Files

+ Windows 10 Support
% .cer .crt .der .p/b .pfx
« fullchain.pem RS 5 IEEE
+ davisyoupc.cc.ntu.edu.tw.crt
+ R3.crt
* ISRG Root X1_Issuer_DST Root CA X3.crt
* O
+ ISRG Root X1_Self_Signed.crt

29



Decode PEM Certificate Files

+ ~# openssl x509 -in cert.pem -text -
noout

Certificate:
Data:
Version: 3 (0x2)
04 -fhg- 64 - 4d bd 30
sha?56W1 thRSAEncTs .
0 =Llet's Encrypt, CN = R3

vignature Alsorithm:
5

ner: € = US,
falidity
Not thDTEZ Dec
Not After : Mar 6 C
Subject: CN = % cc.buda. idv. tw
Subject Public hhj Info:
Public Key Alporithm:

rsakEncryption
ES4 Public-Key:

(2048 bit)

x .pem FHH %5,
one

Only decode first

BH:30:51:2d:19:890:e2:44:e%:¢ch

30

e

~# openssl x509 -in cert.pem -noout -
issuer

+ issuer=C = US, O = Let's Encrypt, CN =
R3

~# openssl x509 -in cert.pem -noout -
subject

+ Subject=CN = *.cc.buda.idv.tw



PEM Format Certificate Decoder

+ https://www.sslshopper.com/certificate-decoder.html

Paste Certificate Text

T T T T T T T ST T oeT T T T TR T O T T o T T T s T T =

OSBEECwAHYA3OVeq2iCTesre 64X 04+ WurMohKkal 6 2 CsLAIERcKnMAAAFSxdnF
kAAABAMARZEBFAIEAlwenxTL? pkkshnxgXWSHRAAPZE3Sari12CAIBazY CIFD
45Ip+Foodg A WolGEG PwjkzLLDIrgWHEPPs 285 QAHYA KM+ BJ45 00 HWYnOfY 83
SbSHFZwg Oy TVOmMX O dsd QAAAFExdnFhAAABAMARZBRAIEAREVSKnepRypD+a8A4
IprPyuyedWRERi 7 rmiaHFEXIBECIHe GnShooTHRRY whAse1 5Msrlpl0pesD 35
nhGlzecrmAIGC5qGSIE3DGEBCWUAALIBACA SDVLFZGSCUIWPA Gopd 89k3lcmbkknDig
SFICrnSBzEveAnDGMialmv X Ci7 +gjpW Il -+ megheb bLA4CE 2KnbWBFIMZHIIm +

lecn 78+ pwadZLT W KRS ul8 OW Lo CSs+E1 xEFuS 2/ e/rn 92 g OHErdz TijxMN TV
KnhwiljztME4 7B GhiecT 25RKSILEEEMNuGdEbgdtCwi? T HWIdawan PwOPBME 1| G3 kX
RMHILESiV37neS0UGRDnDrGUT? qjrim Gt 3fjLeK2 LAY pksdIQI9Z jabpCs
HEEZPYrvqijSTEINSMIRE ta+REFZH3) 731 3uP Cuc8Yul G9c2 DLPEYVFD -

Certificate Information:

@ Common Mame: davisyoupc.cc.ntu.edu.ow

@ Subject Alternative Mames: davisyoupc.cc.ntu.edu.bw
@Valid From: October 27, 2021

@ valid To: January 25, 2022
@ Issuer: B3, Let's Encrypt Write review of Let's Encrypt
@ Serial Number: 03e3499307647e00597eb5a035M48563d 044
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Certificate Format Convert

+ https://www.sslshopper.com/ssl-converter.html
+ From PEM to Others

Certificate Conversion Options Certificate File to Convert

EEEE | FEETTEE

Cartificate File to Convert

EERS | SEETaRs Private Key File
BERR | FRErmes

Chain Certificate File (optional}

e | e Chain Certificate File [optional)

Certificate Fileto Convert e | e
Chain Certificate File 2 [optional)
SRS | R O ESE
EERE | FEETaRE

Type of Current Certificate SRR Ee | SRRER T T
Type of Current Certificate

Certificate Conversion Dptions

Chain Certificate File 2 [optional}

W
standard PEM Type of Current Certificate
Standard PEM A
Type To Convert To Standard PEM A
Type To Convart To
DER/Binary v Type To Convert To
PTB/PHCS#T e
5 o PFX/PKCS#12 v
Convert Certificate
Convert Certificate
PFX Password
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Certificate Format Convert
OpenSSL

+ openssl| for windows
+ https://wiki.openssl.org/index.php/Binaries

+« curl for Windows

+ https://curl.se/windows/
+ OpenSSL 3.0.0 [64Dbit/32Dbit]
+ https://curl.se/windows/dI-7.80.0/o0penssl-3.0.0-win64-mingw.zip

* Ref.

+ https://www.openssl.org/docs/manl.1.1/manl/openssl-pkcs12.html

+ https://www.openssl.org/docs/manmaster/manl/openssl-
cri2pkes7.nhtml
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From PEM to Others

+ PEM to DER

+ openssl| x509 -outform der -in cert.pem -out cert.der
x 45 .pem ZFH 25k Certificates > {&%r Convert First One.

* PEM to PKCS#7
x openssl crl2pkes7 -nocrl -out cert.p7b -certfile cert.pem -certfile chain.pem

+ PEM to PKCS#12

+ openssl pkes12 -export -out certificate.pfx -inkey privkey.pem -in cert.pem -certfile
chain.pem
x -inkey filename
x private key
x -in filename

« certificates and private keys in PEM format.
+ The order doesn't matter.

x -certfile filename
+ additional certificates from

Enter Export Pazaword:

Yerifving - Enter Export Password:
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From Others To PEM

* DER to PEM
+ openssl x509 -inform der -in cert.der -out cert.pem

+ PKCS #12 to PEM
+ openss| pkes12 -in keystore.pfx -out keystore.pem -nodes

85



Root Certificate
R&E
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Root CA & Root Certificate

+ Server Certificate FYJHUEELNZH Root CA “Z(Z(FHIIR 5525
PHEEMERE” (trusted certificate authority) Pr&sag -

+ Root CA B EHV/EETIUME ' fR4&58 | (Root Certificate).

x MRIE Lﬁxﬁ B PSS > FDLEH CSEH CHV/ERS © T
e 2s ASES (Self-signed).

x T’E%%%i@%%ﬁ%%b s o THEOR /858G » R IUR R Ea Yt i Ry
Root Store/Trust Store.
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How to Become a Trusted Certificate Authority
(Public CA)

+ Meet Many Criteria From Different Operating Systems & Browsers
+ Microsoft Root Certificate Program
+ Apple Root Certificate Program
+ Chromium Project Root Certificate Program
+ Mozilla’s CA and Root Store Programs

+ Invest Immense Resources (Time, Money & People)

* Distribution “Root Certificate” Efforts

+ Get all the browsers, operating systems and applications to trust your
certificates

+ Ref. https://www.thesslstore.com/blog/how-to-become-a-certificate-
authority/
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How to Become a Trusted Certificate Authority
(Public CA)

» HETIHYAERE £
« PSRRI
+ {T— CA H]Z%(T-= Domain Name -7 Certificate
+ Mislssued JF[X
« B> CA: B R BT
+ AOJEEETY CA (Man-in-the-middle Attack)
x DNS Poison
+ BGP poison
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Public CAs Market Share
June 29. 2021..

None 5.4%

Invalid Domain 6.1%
Certificate Expired J§1.3%
Unrecognized Authority |0.1%
Self-signed |less than 0.1%

36.2%
41.6%

Let's Encrypt enTrst

DigiCert Group

19.45%;
15.1%

Sectigo 17.4%
10.9%
Let’s Encrypt 19.5%

L.6%
6.5%

2.3%
2.6%
0.4%
0.5%
0.2%
0.2%

0.2%
0.2%

0.1%
0.1%

0.1%
0.1%

\W3aTechs.com, 31 October 2021

GoDaddy Group
GlobalSign
Certum

Secom Trust
Entrust

Actalis

E-Tugra

M ahsolute usage percentage B market share

https://w3teéhs.com/technoIogtes/overview/ssl_certificate



Root Store for Browsers

+ Chrome, Safari, Edge, Opera
+ [rust the same root certificates as the operating system.

*x S00N, new versions of Chrome will also have their own root store.
+ https://www.chromium.org/Home/chromium-security/root-ca-policy

* Firefox
x |t has its own root store.

41



Root Store for Firefox

+ Firefox Included CA List
* https://wiki.mozilla.org/CA/Included_CAs
+ about:preferences#privacy > fufd =8 (Button)

3 —#a
@ =8
Q =
8 BERgsEss

¢ B

+ about:preferences#advanced > View Certificate (&

i)

/L;\El

G Eel oo toreferences

BEEE

FEEMH

HEiRM B BRI RS
HERBRFEAS B RIS

HHEROTEES O
¥ FTETSESTEROEREEEST O

I
1=}

[ OCEP CIfERiRRER - Mgt ERaTSE (@ R EE. .. (O

REMEE... (D)

Ex

42

EEEHEE

ERIEE BRI E AB fElRE 3% EETE

&= Aol Rl T 5 Bt e B
B S HEEE
w~ AZ Camerfirma 5.4,
Chambers of Cormmerce Root - 2008 Builtin Object Token
Global Chambersign Root - 20038 Builtin Ohject Token
~ AC Carnerfirma 54 CIF A32743287
Carmerfirma Chambers of Commerce R... Builtin Object Token

Camerfirma Global Chambersign Root  Builtin Ohject Token

EA M.

a



Root Store for Chrome

i . . N )
- chrome.//settlngs/securlty > x A IS
waz o H
B
J[_.L\
7y
* $F(/[_\J\ o
i
fER B RIMN): < Efl >
ER BN < Ef= ; . - -
: fBA  Eits TEEFSEREN sedntssslBg SEEnBTE TEEEN%TE
fB.A  Hith @BEEBeg FEINEEEEREN SS0aRTE FREENBITE
EL5) EHE F|EHH JELEH
ELE5 HEE F|HH SRLEE " o Micresoft Secure Server CA 2011 Microsoft Root Cer..  2026/10/19 2
S Thawte Timesta..  Thawte Timestamp...  2021,/1,/1 Thawte Timestamp.. —/Microsoft Windows Hardware Co...  Microsoft Rost Aut...  2002/12/31 3=
I QuoVadis Root .. QuoWadis Root Cer.. 2021/3/18 QJuoWadis Root Ce... “nlPublic Certification Authority - G2 ePkl Root Certificat...  2034,12,11 g
“alMlicrosoft Root C... Microsoft Root Cer..  2021/5/10 Microsoft Root Cer... 4 R ISRG Root X1 20257016
54 05T Root CA X3 DET Root CA X3 2021/9/30 DET Root CA 3 E?UHH IR3 05T Root CA X3 2021,9,/30 o
sl GlobalSign GlobalSign 202141215 Goegle Trust Semvi... o RapidSSLTLS DV RSA Mixed SHA.. DigiCert Global Ro..  2023/6/1 <
__qJGeoTrust Global ... GecT.rust Global C..-ﬂ. 202275121 GeoTrust Global CA ~IRoot Agency Root Agency 204041 /1 M
CalSecurity Cornmu..  Security Cormrmunic..  2023/9/30 SECOM Trust Syste... _BJSEctign RSA Dormain Validation 5. USERTrust RSA Cer..  2031/1/1 cd s
“nlBaltimore CyberT... Baltimore CyberTru.. 2025/5/13 DigiCert Baltimore ... 1 et BEA Fieeearmioatinm Valideti  [ICEETwict BCA Far 3731 M M U
SlEntrust Root Cert.. Entrust Root Certifi.. 2026411728 Entrust 9 < >
Il mdeeee ™t L PRl || b B T B | aeuges S

BE ... BE th(E). . HBER(R) ERE(A)
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Root Store for Windows10
/7 /2\1
» RIS > GRS AIAEPR AR > A S ES 2R

* Of

+ Inetcpl.cpl - x

fEF B RN} < Ejk > v

O SRREERE - B ? X -
A HitA SEEmmiieg SEINEEEEEEN SEmBTEs FTEE0ABTE

—8 TR BRE| AR |Ee 88 #E

. (L5 =Rl e F#A S| ™
s Rl127.0.0.1 127.0.01 204 8/4,25 eE 30
_ RNEREERS AR EE - S AAA Certificate Services ALA Certificate Services 2029/1/1 Secti
' Tl Actalis Authentication Root ... Actalis Authentication Root CA  2030/9/22 Actal
e osL HREE | | BB | BTEE) SladdTrust External CARoot  AddTrust External CA Root 2020/5/30 Secti
SlaffirmTrust Carmmercial AffirmTrust Commercial 20301 2,31 Affirn
Tl Baltimore CyberTrust Root Baltirmore CyberTrust Root 2025/5/13 DigiC
plBuypass Class 2 Root CA Buypass Class 2 Root CA 204010726 Buyp
Tl Certurn CA Certurn CA 20278511 Certu

T ki Tenicbmd Blabumele P4 Cabiien Tenncbed Blakandd 0 MM 394 I
< >

BEAL)... B (). EEER) SRR
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Root Store for Windows10

* certmgr.msc

+ (EAHETRE

& certmgr - (B35 - AT EAS S ETMRERERETEE)

W) B

==

WAL HEH
alia|B=ERRENESN 7 Ho:

) B - BAMERE
| LA

W

| BERME B R

| ERET

| R BB B

| Active Directory SRR E40F

| BEEMETE

| BAETHNEER

| B RS R

| BEEHA

| AP EETE

| Local MorRermowvable Certificates

| BEFREIEER

ELE5)

5l Adh Certificate Services

| Baltimore CyberTrust Root

[l Class 3 Public Prirary Certification Authority

gl Copyright () 1997 Microsoft Carp.

=&l DigiCert Assured ID Root CA

el DigiCert Global Roat CA

alDigiCert Global Roat G2

gl DigiCert High Assurance BV Root CA

SIDST Root CAX3

Z1Globalsign

=l GlobalSign

&l GlobalSign Root CA

EglHotspot 2.0 Trust Root CA - 03

el Microsoft Authenticode(trn) Root Autharity
FalMicrosoft ECC Product Root Certificate Authority 2018
EalMicrosoft ECC TS Root Certificate Authority 2018
EalMicrosoft Root Authority

S Mlicrosoft Root Certificate Authority

S Microsoft Root Certificste Autherity 2010
EalMicrosoft Root Certificate Authority 2011

gl Microsoft Time Starmp Root Cerificate Authority 2014
SRl MO LIABILITY ACCEPTED, (€087 WeriSign, Inc.

ol Starfield Class 2 Certification Authority

Eal Syrantec Enterprise Mohile Root for Microsoft
gl Thawte Prermium Senver CA

5] Thawte Timestarnping CA

I TWCA Root Certification Authority

\ N

- O
sHE Exl-u)a]
Add Certificate Services 20295101
Baltimore CyberTrust Root 2025/5/13
Class 3 Public Primary Certificati..  2028/8/2
Copyright {c) 1997 Microsoft C... 1999/12/31
DigiCert Assured |ID Root CA 203171110
DigiCert Global Root CA 203141140
DigiCert Global Root G2 20381415
DigiCert High Assurance BV Ro...  2031/1,40
DET Root CA X3 2021/9430
GlobalSign 20294318
GlobalSign 2021712015
GlobalSign Root CA 2028/1/28
Hetspot 2.0 Trust Root CA - 03 204312/8
Microsoft Authenticodeltm) Re... 20004141
Microsoft ECC Product Root Ce..  2043/2/28
Microsoft ECC TS Root Certifica...  2043/2/28
Microsoft Root Authority 2020012431
Microsoft Root Certificate Auth...  2021/5/10
Microsoft Root Certificate Auth...  2035/6/24
Microsoft Root Certificate Auth...  2036/3,/23
Microsoft Time Stamp Root Cer..  2039/10/23
MO LIABILITY ACCEPTED, (97 ... 20044178
Starfield Class 2 Certification Au...  2034/6/30
Symantec Enterprise Mobile Ra...  2032/3/15
Thawte Premium Senver CA 202111
Thawte Timestamping CA 20214141
TWCA Root Certification Author.. 2030/ 2/31

T2

* certim.msc
« EEASIRP

& certlrn - {558 - A5
BEE  EMEA

WA HEBH)
| 6 = | H &

S B - SRR
| fRLA
| BiEIRiE R RN
| IERER
| P mE e Y
| BIEERETE
| BEEIIREE
| B AR SRR B
| BiEEELA
| RS S EE
| FERERE S
| R R
| 240 Token lssuer
| =l Certification Authorities
| Homegroup Machine Certificates
| Local MonRemewvable Certificates
| EREE
| BRI EE
| BEFEIHEER
| BRI O34 AR B R BB
| BEREEE
| BRI
| Windows Live D Token lssuer

| WindowsServerUpdateServices



Root Store for Windows10
/7 /Z\3

: fEalbinEE TS R EE ol LUERf e A\ S B ErhidE — Lw M\D B8 WHERIEREENE
=) I?’“‘W [EE%*EE%] AR EBIRET - 50 1 3R 7E B PR e -

& BEE OEER R0 BMEEO REMW) o] e A L EIEBm(S): BEFDfY A T IR EATT(E):
€@ BESE SN Ctrl+MN A HEIEET 56 & 1 FESRER
Fl B Crl+0 ERIsEFEH Microsoft Corp...
=) Ctrl+5 (%) R iR 2R Microsoft Corp...
SRR FEtees MWicrosoft Corp...
— _ BB RIAM GPOER.  Microsoft Corp...
e L EABBMMERESR  Microsoft Corp.
RER(P)... = AFsf 5 BIEIE Microsoft Corp...
— | B¢sE B B IR Microsoft Corp... FHA) >
- . o EEEIBE Mlicrosoft Corp...
SIS = ke Microsoft Corp...
# taskschd.msc ERCEE Microsoft Corp...
4 gpedit.msc A SEhEEIR Mlicrosoft Corp...
sng o it E3E Mlicrosoft £/
[ o Microsoft Corp...
& Microsoft Corp...
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Root Store for Windows10
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Root Store Update

5, Win7 SP1 [R46HK

IE, Chome R4 H 1%, ekt DEVIR S

X

mEsE
i BEa Q). B =]
@A | HitA | easREEen BEEOREREERN | 2mmnwiTs |
ES EEE ET R [«
pl&dd Trust External C... Add Trust External C4 . 2020/5/30 sectign (Add Tt
_PJEalﬁmnre CyberTm... Baltmore CyberTist .. 20255013 DigiCert Baltimor. ..
(5] Class 3 Public Prima... Class 3 Public Primary ... 2028/8/2 Veridign Class 3
(Sl Copvright () 1997 . Copyright (&) 1997 Mi..  1999/12/31  Microsoft Timesta.. —
_.3] Egnifax Secure Certi... Eguifaw Secure Certific... 201348023 CGreo Trost
ol Globaliizn Globaliign 20211215 Google Trost Sex...
HIGTE CyberTrust (L. GTE CyberTrost Globa...  2018/8/14 DigiCert Global ...
_.;.J Microsoft Authentic...  Microsmft Anthenticod ... 20004141 Microsoft Authen. ..
IWirmanft Bant Anth Micmanft Bont &athor 02003 Micmanft Bont & ll

FEAD...

| EEE.

5 R

SERE ) |

525 2 842257 Root
=iy /I~
x
1R BRI 00): [22F ]
BA | HitA | eHEREEEy BEEOREREEEN | BrmneTs |
ES | s EE RS |«
ol Add Trust External C.. Add Trust Exdernal CA . 2020/5/20  Bectign (Add Trost)
_?Jleﬁnmre CyberTrn... Baltimore CwberTrost ... 2025/5/13 DigiCert Balttmor...
5l Clas 3 Public Prime...  Class 3 Public Primary .. 2028/8/2 Veridign Clam 3 .. —
(S Copvright () 1997 . Copyright (&) 1997 Mi..  1999/12/31  Microsoft Timesta...
o) DigiCert Flobal oo, DigiCert Global oot .. 203141140  DigiCert
e DigiCert (ohal Boo... DigiCert (Hlobal Root G2 2038//15  DigiCert Global ..
_?JEqujfsx Secure Cerh... Egquifax Secure Certific .. 2018/8523 CGren Tzt
ol Globaliizn lobalBizn 0211215 Google Tomst Ser. .
1 nhalSien Bont CA  (NahalBien Bont 8 RN KR (Hlnhal?ien Ront x
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Root Store Update

=] kR E A
~ il SEfEEETE
| EREEERE
v [ Windows B E
| EIEEATE A
=) 1B - (EYED
P S A T 2R
v h BEMRE
o4 TEFER
o FAEE A
| BEEEIET M Windows Defender B
| sEEEREEE R |
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Root Store for curl

* curl -v https://www.ntu.edu.tw

* Curl for Windows By —
rify locaticons:

" https://curl.se/windows/ * t} :::: ] tificates.crt
Chpa fcer
[. butha data]
TLSv1.3 (OUTY, TLS handshake, Client helle (13:
[512 bytes data]
i l:l 0 0 0 0 0 0 --0--:
02 bytes data]
.L (INy, TLS handshake, Certificate (113
.ftha data]
lIN! TLS handshake, Server key exchange (12):

in =CNr ]. -V ]-l.-t-tplr:1 o lII nnm .

[ETI—

TL\ handshake, Server finished (14):
data] ] ] _
HUT! TLS handshake, Client key exchange (16):

TLS change cipher, Change cipher spec (1)
rte ]
2 lHUT! TLS handshake, Finished (Z20):
TL\ handshake, Finished (20):

t'-a Llﬂ.tﬂ.] i ) ) ) A _ o
HHFCtlUH nsing TLSv1.2 / ECDHE-RSA-AES256-GCM-SHASSY

{
*
{
*
{
*
{
*
)
;
)
{
*
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Certificate Type



Certificate Type

+ https://www.pumo.com.tw/www/sec + https://shop.globalsign.com/en/ssl/

urity/spec/spec.html domain-ssl|

GlobalSign.

by GMO

F256- bt v (v (v Enterpris

hnesiE E

mRtsRE v v v
B5EE
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Certificate Type and Price

+ TWCA
B —4Rgk SSL /EEE 7000
SAN SSL &8 (3{EFE1r F481E,) 25,000
Wildcard SSL#E:E 55,000
EV SSL /&:& 30,000

+ https://www.pumo.com.tw/www/security/ssl-solution.jsp
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Certificate Type

+ Domain Name
+ One Domain
+ Multiple Domains
+ Wildcard Domain

+ [rust Level
+ Domain Validated(DV)
+ Organization Validation (OV)
+ Extended Validation (EV)
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One/Multiple/Wildcard Domain

* One Domain

x https://crt.sh/?id=5372942977
*+ Xb09v3 Subject Alternative Name:

+ DNS:www.tplrc.edu.tw
+ Multiple Domain(SAN)

+ Up to 100 different domain names

+ https://crt.sh/?id=

+ Xb09v3 Subject Alternative Name:

*

*

+ https://crt.sh/?id=5572136554
+ Xb09v3 Subject Alternative Name:

*

*

DNS:ns1.ntu.buda.idv.tw
DNS:ns2.ntu.buda.idv.tw

DNS:davisyou.buda.idv.tw

DNS:davisyoupc.cc.ntu.edu.tw
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—m  EHEN EanE
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Gl mEEnED [1]Autherity Info Access: Access Method=2 F.
DME Mame= davisyou buda.idv.tw, DNE Mamg

Gl BsEa [1]Certificate Policy:Policy Identifier=2.23.140.

’g SCT R wl, 41cBcabl df22464a1 0cbal 3a0942875ed a3

[ swmiEmRAE Digital Signature, Key Encipherment (a0

[ AR Subject Type=End Entity, Path Length Constrai

£ >

DME Marme=davispou.buda.idv.tw
DME Marme=davisyoupc.contu.edutw




One/Multiple/Wildcard Domain

B httpsy/nst.atubudadch.tw

R 5]

* Wildcard Domain S Trann [pane

« Let’ s Encrypt p— :
« https://crt.sh/?dNSName=*.ntu.buda.idv.tw IR SRUA,  (o/0142005 7075055 S
+ XSORSISURIECt Altefpative Name: B R i
» DNS:*.ntu.buda.idv.tw oS
« https://crt.sh/2dNSName="*.davis.cc.ntu.edu.tw | @ sass R ot s
+ X509v3 Subject Alternative Name: [BNS Name=" i b id.tw
« DNS:*.davis.cc.ntu.edu.tw » B

—|  EHEN EEkE

E 3 TWCA BET(S) | <=M v

« https://crt.sh/?dNSName=*.ntu.edu.tw o ﬁ

. . @Iﬁﬁiﬁgﬂﬁ fecB5962d71 c3alc34 364831 8645529995118k ..

x Xb09v3 Su bject Alternative Name: G CRL 68 [1]CRL Distribution Point: Distribution Point N._

il DMS Marme=*ntu.edu.tw, DNS Mame=ntu.ed...

* DNS:*_ntu_edu_tW .@ﬁﬁﬁﬁﬁﬂg [1]Authority Info Access: Access Method=#558 ..

& mEEa [1]Certificate Policy:Policy Identifier=1.3.6.1.4 ...

% D NS: ntu _ed u _tW [SlE= X Subject Type=End Entity, Path Length Constra...
GEEswERs? ARERE (126155730, AERERS 136, |

< >
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Certificate Trust Level

+ Domain Validated(DV)

+ CA will only verify the domain name, and not verify anything additional.
* Issued immediately

+ Organization Validation (OV)

+ CA will make sure that the applicant actually has the right to the specific domain
name plus the CA does some vetting (investigation) of the said organization.

+ lakes about 2 days to issue.

+ Extended Validation (EV)
+ CA will make sure that the applicant actually has the right to the specific domain
name plus the CA conducts a very thorough vetting (investigation) of the organization.

+ legal, physical & operational existence of the entity and identity of the entity matches
official records

+ Takes about 10 days to issue.
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Certificate Trust Level

+ https://shop.globalsign.com/en/ssl-tls-certificates

Domain Validated (DV)

$249 USD/ year

Issued in minutes; no paperwork required
Ideal for persanal websites

Suppoarts Wildcards and up to 100 SANs

Learn More ©

Organization Validated (OV)

$349 USD/ year

Complete business authentication
Ideal far business websites

Supports Wildcards and up to 100 SANs

Learn More ©&
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Extended Validated (EV)

$599 USD/ vear

Campany name displayed in browser

Ideal for ecommerce, finandial institutions, common
phishing targets

Supparts up ta 100 SANs

Learn More ©



Certificate Trust Level

+ https://www.pumo.com.tw/www/security/ssl-comparison.jsp
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What’s the Difference?

+» Before Firefox 69 + https://crt.sh/
+ https://ftp.mozilla.org/pub/firefox 5 aaicosmoresenss x| T

/releaseS/690/W|n64/en'US/ d @ @ #& Sectigo Limited (GB) | https:/ortsh
& b EHET * ) S5l Digital Certificate Author X
¢ o @ @& httpsyAenns tplre.edu.bw ¢ () © & DigiCert, Inc. (US) | httpsyAwww.digicert.oom

+ https://noc.tanet.edu.tw/ + https://www.globalsign.com/

C @ @ © & httpsy/noc.tanetedu.tw

C @ (O O & GMO GlobalSign, Inc (US) - https:AAewansglobalsign.comy/en
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Browsers Remove Extended Validation Indicators

+ 13 AUGUST 2019
x After Chrome 77
x After Firefox 70

+ https://duo.com/decipher/chrome-and-firefox-removing-ev-
certificate-indicators

+ https://sectigo.com/resource-library/root-causes-144-
whatever-nappened-to-the-green-address-bar
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gl{o] #4:8; Certificate Trust Level

+ Certificate Object Identifier (OID)
x Each CA uses a different OID to assert extended validation.

+ Each user agent must have a list of OIDs that indicate extended
validation.

* Search OID

* https://oidref.com
+ https://oid-info.com

+ Search word in OID listings

+ https://www.alvestrand.no/objectid/top.html
+ https://www.alvestrand.no/cgi-bin/hta/oidwordsearch?text=Taiwan
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Domain/Organization/Extended Validation

+ https://oidref.com/2.23.140.1
Reference record for OID 2.23.140.1

o - - - , A A -
23 international-organizations 140 ca-browser-forurm

2 joint-iso-itu-t, joint-iso-coitt

Iame sub children  Sub Modes Total Description
2.23.140.1.1 |ev-guidelines ] EV |0 Extended Validation (EV) guidelines certificate policy
2.23 140 1 ¢ |bazeline -requirements 2 2 Digital certificate's and 1ssung Certificate Authonity's compliance with the CABrowser Forum's baseline requirements
2.23.140 1.4 | code-signing-requirements | 1 1 Baseline Eequirements for the Issuance and Management of Publicly-Trusted Code Sigring Certificates

+ https://oidref.com/2.23.140.1.2

Sub children Sub Modes Total Description
223140 1.2 1| domain-valdated 0 DV |o Issung certification authonty's compliance with the baseline requirements
2.23 140 1.2 2| subject-identity-validated | 0 @\VAIL Corresponding certificate 1ssued in accordance with the CABrowser Forum's baseline requirements
63



Domain/Organization/Extended Validation

+ EV http://oid-info.com/get/2.23.140.1.1

T TR e R TR L e e

OID description  Create sibling OID

» Eind similar QDS

{joint-iso-itu-t{2) international-organizations(23) ca-browser-forum(140)
certificate-policies(1) ev-guidelines(1)}

(ASM.1 notation)

P
2231401 1 .| {dot notation)
Hoint-IS0-TU-T/International-Organizations/1 40714 (OID-IRI notation)

oID:

e

Description: Extended Validation (EV) guidelines certificate policy

+ DV http://oid-info.com/get/2.23.140.1.2.1

 Crete sibling.OID

OID description

» Eind similar QIDs

{jeint-igo-itu-t(2) international-organizations(23) ca-browser-forum(140)
certificate-policies(1) baseline-requirements(2) domain-validated(1)}

(ASM. 1 notation)

d
|2.23.140.1.2.1 | (dot notation)
Hoint-1S0-TU-T/International- Organiz ations140/1 /21 (OID-IRI notation)

oID:

e

Description: Issuing certification authority's compliance with the CAErowser
Forum's Baseline Requirements - Mo entity identity asserted

Information: Lse of this QID is appropriate when the certificate lacks information
about the cerificate holder's legal identity.

See CABrowser Forum's QID registry.
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OV http://oid-info.com/get/2.23.140.1.2.2

» Create sibling OID
»Eind similar OlDs

OID description

{joint-igo-itu-t(2) international-arganizations(23) ca-browser-farum(140)
certificate-policies(1) baseline-requirements(2) organization-validated(2)} (ASM 1 notation)

oID: p;
|2.23.140.1.2.2 | [dot notation)

Haint-|S0-TU-T/International-Organizations/1 40717242 (QID-IRI notation)

P

Description: Cerificates issued in accordance with the CABrowser Forum's
Baseline Requirements - Organization identity assertad

Information: The QD also indicates that the cerificate contains verified information
about the cerificate holder's legal identity.

See CABrowser Forum's OID registry.




X509v3 Certificate Policies

+ Certificate for https://www.tplrc.edu.tw
+ https://crt.sh/?1d=5372942977

x0A%vyd Subject Alternative Hame:
DNS :www  tplrc.edu. tw
xo0H0vd Certificate Policies:
Policy: 2.234.148.1.2.1
Policy: 1.4.6.17.4.1.44547 1.1 .1
CPS. http.//cps.letsencrypt.org
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8 httpsy/nslntubudaddv.bw

p EE

—&  EdHEH BEnE

Certificate OID
Let's Encrypt (DV)

8 hitpsy/noctanetedutw

2 R E

ofEEEERE T
« ) EERE B AR R B
« e {7 2 i SR R
« 223140121
+1.3.61.41.44%947111

e REE B PR A EA -

EEg * ntu.buda.idv.bw

p EBEE

—& ElEs BEkE

2 B

EEEENERBAIT:
« BB R R TS5
« T f i i EE A TR
«2.23.1401.21
«1.3.6.1.4.1.44347 111

e EEEEERUNAPHEAES -

ERen: noctanet edu bw

* NUPS://wWww.ssllapbs.com/ssltest/analyze.ht
ml?d=www.tplrc.edu.tw&s=140.112.2.208&

latest

Extended Validation

o
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*

*

https://oidref.com/1.3.6.1.4.1.44947

*

{iso(1) iso-identified-organization(3) dod(6)
internet(1) private(4) enterprises(1)
A4947(44947)}

http://oid-info.com/get/1.3.6.1.4.1.44947

*

*

Description: Internet Security Research Group
Information: This OID is used by Let's Encrypt.



Certificate OID
DigiCert (EV)

+ https://www.digicert.com/ « https://crt.sh/?id=4836494933
B A cicicertcom & httpsy/www.digicert.com + X509v3 Certificate Policies:
. SeeE s « Policy: 2.16.840.1.114412.2.1
« =Y X T R + Policy: 2.23.140.1.1
digicert.com - FHEN BEEE .
* http://oid-
o penmsmm 5 Emam info.com/get/2.16.840.1.114412.2.1
B AENA - BRE BWERNEBENAT: + Description:DigiCert Extended Validation
e z e (EV) SSL/TLS certificates
- e + https://oidref.com/2.16.840.1.1144
12.2.1
+ https://www.ssllabs.com/ssltest/analyze.ht * {joint-iso-itu-t(2) country(16) us(840)
ml?d=www.digicert.com&latest organization(1) digicert(114412) ev-ssl-

certificates(2) 1(1)}
Extended VYalidation Yes
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Certificate OID
GlobalSign (EV)

+ https://www.globalsign.com/en 5

B httpsyAwwweglobalsign.comysen
<« C B httpsyAwww.globalsign.com/den

p ERE
« =P X
ch T e

B CEIrEEEE wEE
GI 7 i & S S f B & (N EE SR A S
' ) AR - R BEEEHEAENNT:
B Esas 02 + [MiEtwEREER RS S
1 B - GMO GlobalSign, Inc. [US] + B {3 v B R0 B
_ +1.3.61414146.1.1
« 22314011

+ https://www.ssllabs.com/ssltest/ana
lyze.html?d=www.globalsign.com

Extended Validation Yes
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https://oidref.com/1.3.6.1.4.1.4146.
1.1

+ {iso(1) iso-identified-organization(3)
dod(6) internet(1) private(4)
enterprises(1) 4146(4146) certificate-
policies(1) extended-Validation-SSL(1)}

http://oid-
info.com/get/1.3.6.1.4.1.4146.1.1

Current Registration Authority

Name: PACOM CA Governance
Address: GlobalSign MWISA
Diestsevest 14
3000 Leuven
Belgium



Certificate OID
Sectigo Limited (EV)

+ https://crt.sh/ + http://oid-
)nttps://crtsh & httpsy/crtsh info.com/get/1.3.6.1.4.1.6449.
« Z=FH w | B 12

+ Description: Sectigo Limited

B CBRurEriEs
iessviviaior it p AR + https://oidref.com/1.3.6.1.4.1.
EE:EENEABAINT:
B BEaw B 'ﬁﬁﬁ?ﬂﬁﬁﬁﬁﬁﬁ’]% 6449-1-2
— e — 1 « {iso(1) iso-identified-
G & organization(3) dod(6) internet(1)
+ https://www.ssllabs.com/ssltest/ana private(4) enterprises(1)
lyze.html?d=crt.sh 6449(6449) certificates(1)
policies(2)}

Extended Validation Yes
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Let’s Encrypt

+ WIill Certbot issue Extended Validation (EV) certificates?

+ Certbot and Let’s Encrypt have no plans to issue EV certificates at
this time.
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OID /7




+ https://oid.nat.gov.tw/OIDWeb/

.

[

OID E752.16.886

EFisEIgOID (RE3 £ 2.16.886.0-2.16.886.999

EUR R A HLEEA FELE A TRUEA
2.16.886.101 2.16.686.103 2.16.886.104 2.16.886.105
B RS EHh B H B4 E R

2.16.886.110 2.16.886.111 2.16.886.119
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+ https://oidref.com/2.16.886

IMName  Sub children Sub Neodes Tota Descrption
2.16.886.1 |dlegal 2 ) Supposed to be assigned to Chunghaw Telecom co. but the parent node 13 illegally used by Tatwan
2.16.886.2  |ilegal 0 ] supposed to be assigned to Computer & Commraunications Eesearch Lab, of Industnial Techtielogy Eesearch Institute but the pare. .

Government Root Certification Authority of Tatwan
2.16 886,101 |llegal-gow

—_
~l

Thiz OID 15 illegal becanze country code 886 1z flegally used by Tawan,

To tany brothers! Only 100 nearest brothers are showrn,

O MName Sub children Sub e ota Description
2.16 840 us 1 16441 United States of America
2.16.854 | bl 0 0 Burkina Faso
2.16. 858 |uy 3 & Truguay
2.16 860 |uz 0 0 UZBEEISTAN
2.16 B62|we 1 2 Wenezuela
2.16.882 |ws 0 0 SAMOA
2.16.887 |ve ] 0 Yemen
2.16 8811891 |0 0 Serbia and MMontenegro (code not i current uze)
2.16 894 | zm 0 0 Zambia
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