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Certificate Authority

& Certificate
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Certificate Chain Example

 www.ntu.edu.tw  www.tp1rc.edu.tw
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Let’s Encrypt Chain of Trust
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Issuer: DST Root CA X3

Subject: ISRG Root X1

Issuer: R3

Subject: www.tp1rc.edu.tw

Issuer: ISRG Root X1

Subject: R3

Issuer: ISRG Root X1

Subject: ISRG Root X1

of CA

https://letsencrypt.org/certificates/

尚未更新
(DST Root CA X3 已是 Inactive)



Let’s Encrypt Chain of Trust
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of CA



Certificate Authority(CA)

憑證簽證機關
 Root CA

 用途: Issue Certificate to Root/Intermediate CA

 Intermediate CA
 用途: Issue Certificate to Non-CA

 重要欄位
 Subject

 commonName(CN)

 organizationName(O)

 countryName(C)

 Public Key

 Certificates: 憑證 →代表 CA 有效日期
 Issued Certificates: 發出之憑證
 Trust: Support OS/Browser

 Parent CAs：based on Certificates

 Child CAs: based on Issued Certificates
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Certificate : CA 簽發之憑證
 Root Certificate 根憑證: Used by Root CA

 Self-signed (效期: 20 ~25年)

 Intermediate Certificate 中繼憑證: Used by Intermediate CA
 Signed by Root CA (效期:5年) 

 Leaf Certificate: Used by Web Server
 Signed by Intermediate CA (效期: 1~2年)

 ※ Cross-signed: Signed by the same Level of CA (Root/Intermediate Certificate)

 重要欄位
 Issuer: 簽發者

 commonName(CN)

 organizationName(O)

 countryName(C)

 Validity: 有效日期
 Not Before

 Not After

 Subject:主體/發給誰/Owner
 commonName(CN)

 organizationName(O)

 countryName(C)
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Certificate: X509 v3 Extensions

 X509v3 Extended Key Usage 
 TLS Web Server Authentication

 TLS Web Client Authentication

 X509v3 Basic Constraints: critical
 CA:FALSE  → Leaf Certificate (Used by Web Server)

 CA:TRUE  → Root/Intermediate Certificate (Used by CA)

 X509v3 Subject Alternative Name (SAN)
 DNS:www.tp1rc.edu.tw

 X509v3 Certificate Policies
 Policy: 2.23.140.1.2.1

 Policy: 1.3.6.1.4.1.44947.1.1.1
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Certificate Search Engine

https://crt.sh
 記錄分兩種

 CA or Certificate

 commonName,
 https://crt.sh/?CN=www.tp1rc.edu.tw

 https://crt.sh/?CN=*.ntu.edu.tw

 Domain Name (Subject Alternative Name)
 https://crt.sh/?dNSName=ee.ntu.edu.tw

 結尾是 ee.ntu.edu.tw

 搜尋任意關鍵字 (Google Like Search)
 Organization Name

 National Taiwan University

 Serial Number
 03:34:d3:01:86:14:a3:22:e0:a4:bb:61:a4:ab:dc:c3:b

c:a3

 Certificate Fingerprint
 8a7e113f8d31828dea37a650986724a9308fdd6a

 Advanced Search
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Server Certificate History

 https://crt.sh/?CN=www.tp1rc.edu.tw
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Leaf Certificate (Server Certificate)

CN=www.tp1rc.edu.tw

 https://crt.sh/?id=5372942977
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Signed by Intermediate CA

Server Certificate Download (PEM format)

效期 3個月



Intermediate CA

CN=R3 O=Let's Encrypt

 https://crt.sh/?caid=183267
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Signed by Root 

Signed by Root

Signed by Root

Many



Server Certificate History

 https://crt.sh/?CN=*.ntu.edu.tw
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ntu.edu.tw 憑證統計

 https://crt.sh/?dNSName=ntu.edu.t

w&exclude=expired&match=LIKE&de

duplicate=Y

 Criteria

 Type: Domain Name

 Match: LIKE    Search: 'ntu.edu.tw’

 Exclude expired certificates

 搜尋結果:
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ntu.edu.tw 憑證統計
Issuer Name 計數 %

C=US, O=Let‘s Encrypt, CN=R3 (免費) 507 68

C=TW, O=TAIWAN-CA, OU=Secure SSL Sub-CA, CN=TWCA Secure SSL Certification Authority 114 15

C=US, ST=TX, L=Houston, O="cPanel, Inc.", CN="cPanel, Inc. Certification Authority" 44 6

C=AT, O=ZeroSSL, CN=ZeroSSL RSA Domain Secure Site CA 26 3

C=GB, ST=Greater Manchester, L=Salford, O=Sectigo Limited, CN=Sectigo RSA Domain Validation Secure Server CA 19 3

C=GB, ST=Greater Manchester, L=Salford, O=Sectigo Limited, CN=Sectigo RSA Organization Validation Secure 

Server CA
13 2

C=TW, O="Chunghwa Telecom Co., Ltd.", OU=Public Certification Authority - G2 7 1

C=US, ST=Arizona, L=Scottsdale, O="GoDaddy.com, Inc.", OU=http://certs.godaddy.com/repository/, CN=Go Daddy 

Secure Certificate Authority - G2
7 1

C=US, O=Google Trust Services LLC, CN=GTS CA 1D4 4 1

C=US, O="Cloudflare, Inc.", CN=Cloudflare Inc ECC CA-3 3 0

C=US, O="Cloudflare, Inc.", CN=Cloudflare Inc RSA CA-2 3 0

C=BE, O=GlobalSign nv-sa, CN=GlobalSign GCC R3 DV TLS CA 2020 1 0

C=TW, O=TAIWAN-CA, OU=Global EVSSL Sub-CA, CN=TWCA Global EVSSL Certification Authority 1 0

C=US, O=DigiCert Inc, CN=GeoTrust TLS DV RSA Mixed SHA256 2020 CA-1 1 0

C=US, O=DigiCert Inc, OU=www.digicert.com, CN=GeoTrust EV RSA CA 2018 1 0

總計 751 100
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ntu.edu.tw有效憑證統計

 統計結果

 付費憑證價格: https://www.twca.com.tw/sslService

 .ntu.edu.tw 一年付費憑證費用
244 * 3780 = $922,320

(若使用”免費憑證”每年可省)

17

類別 總數 百分比 %
免費 507 68
付費 244 32



Certificate Populations

https://crt.sh/cert-populations
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Test Websites

 https://crt.sh/test-websites
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Test Websites

 https://caducado.accv.es:444/test/h

ola.html

 NET::ERR_CERT_DATE_INVALID

 https://revocado.accv.es:442/test/h

ola.html

 NET::ERR_CERT_REVOKED
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Google's Certificate Transparency Lookup Tool

 https://transparencyreport.google.com/https/certificates
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Certificate 最長效期

 From September 1st, 2020, several web browsers, led by Apple’s Safari will stop 

trusting SSL certificates issued for longer than 398 days — a 1-year certificate.

 https://support.apple.com/en-us/HT211025
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Certificate Format
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Certificate Format

 Ref. https://www.tutorialsteacher.com/https/ssl-certificate-format
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Certificate Format

 X509: SSL Certificate Standard

 ASN.1 (Abstract Syntax Notation):  Express the Certificate's data structure.

 編碼格式
 DER (Distinguished Encoding Rules)

 Binary Format

 For Java-based web servers.

 One Certificate

 PEM (Privacy Enhanced Mail)
 Base64 ASCII encoding

 以 -----BEGIN ***----- 開頭，以 -----END ***----- 結尾
 Certificate:  ---- BEGIN CERTIFICATE---- and  ----END CERTIFICATE----

 Private key:  ---- BEGIN RSA PRIVATE KEY----- and  -----END RSA PRIVATE KEY-----

 Certificate Signing Request: -----BEGIN CERTIFICATE REQUEST----- and  -----END CERTIFICATE REQUEST-----

 .pem : Include One or Many Certificate and private key

 .crt .cer .key : One Certificate

 For Linux Apache
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Certificate Format

 PKCS #7(P7B) 密碼編譯訊息語法標準

 Base64 ASCII encoding

 Include One or Many Certificate (Without private key.)

 -----BEGIN PKCS7----- and  -----END PKCS7-----

 PKCS #12(PFX) 個人資訊交換

 Binary Format

 .pfx : Include One or Many Certificate and private key

 For Windows IIS

26



PEM Format

Certificate Files
 privkey.pem

 Private Key for Server Certificate Certificate.

 cert.pem

 Server Certificate only.

 cert.csr
 憑證申請檔 Certificate Signing Request

 chain.pem

 All certificates that need to be served by the browser excluding server certificate.

 Intermediate Certificates + Root Certificate(Not Required)

 fullchain.pem

 All certificates, including server certificate.

 This is concatenation of chain.pem and cert.pem.

 Server Certificate + Intermediate Certificates + Root Certificate(Not Required)

 ca_bundle.pem

 Intermediate Certificates + Root Certificate
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Verify Certificate Files

 $ openssl verify ca_bundle.pem

 ca_bundle.pem: OK

 $ openssl verify cert.pem

 CN = <your host>

 error 20 at 0 depth lookup: unable to get local issuer certificate

 error certificate.pem: verification failed

 $ openssl verify -CAfile ca_bundle.crt certificate.crt

 certificate.crt: OK
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Decode Certificate Files

 Windows 10 Support

 .cer .crt .der .p7b .pfx

 fullchain.pem 拆解成多張憑證

 davisyoupc.cc.ntu.edu.tw.crt

 R3.crt

 ISRG Root X1_Issuer_DST Root CA X3.crt

 or

 ISRG Root X1_Self_Signed.crt
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Decode PEM Certificate Files

 ~# openssl x509 -in cert.pem -text -
noout

 .pem 若有多個憑證, Only decode first
one

 ~# openssl x509 -in cert.pem -noout -
issuer
 issuer=C = US, O = Let's Encrypt, CN = 

R3

 ~# openssl x509 -in cert.pem -noout -
subject
 subject=CN = *.cc.buda.idv.tw
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PEM Format Certificate Decoder

 https://www.sslshopper.com/certificate-decoder.html
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Certificate Format Convert

 https://www.sslshopper.com/ssl-converter.html

 From PEM to Others
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Certificate Format Convert

OpenSSL

 openssl for windows

 https://wiki.openssl.org/index.php/Binaries

 curl for Windows

 https://curl.se/windows/

 OpenSSL 3.0.0 [64bit/32bit]

 https://curl.se/windows/dl-7.80.0/openssl-3.0.0-win64-mingw.zip

 Ref. 

 https://www.openssl.org/docs/man1.1.1/man1/openssl-pkcs12.html

 https://www.openssl.org/docs/manmaster/man1/openssl-

crl2pkcs7.html
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From PEM to Others

 PEM to DER
 openssl x509 -outform der -in cert.pem -out cert.der

 若 .pem 含有多張 Certificates，僅會 Convert First One.

 PEM to PKCS#7
 openssl crl2pkcs7 -nocrl -out cert.p7b -certfile cert.pem -certfile chain.pem

 PEM to PKCS#12
 openssl pkcs12 -export -out certificate.pfx -inkey privkey.pem -in cert.pem -certfile

chain.pem
 -inkey filename

 private key

 -in filename
 certificates and private keys in PEM format.

 The order doesn't matter.

 -certfile filename
 additional certificates from
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From Others To PEM

 DER to PEM

 openssl x509 -inform der -in cert.der -out cert.pem

 PKCS #12 to PEM

 openssl pkcs12 -in keystore.pfx -out keystore.pem -nodes
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Root Certificate

根憑證
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Root CA & Root Certificate

 Server Certificate 的源頭都是由 Root CA “受信任的根憑證
頒發機構” (trusted certificate authority) 所簽發。

 Root CA 自身的憑證就叫作「根憑證」(Root Certificate).

 根憑證沒有更上層的機構簽發，所以是自己簽發自己的憑證，稱
為自簽憑證 (Self-signed).

 作業系統或瀏覽器出廠時會預載根憑證，存放根憑證的地方稱為
Root Store/Trust Store.
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How to Become a Trusted Certificate Authority 

(Public CA)
 Meet Many Criteria From Different Operating Systems & Browsers

 Microsoft Root Certificate Program

 Apple Root Certificate Program

 Chromium Project Root Certificate Program

 Mozilla’s CA and Root Store Programs

 Invest Immense Resources (Time, Money & People)

 Distribution “Root Certificate” Efforts

 Get all the browsers, operating systems and applications to trust your 
certificates

 Ref. https://www.thesslstore.com/blog/how-to-become-a-certificate-
authority/
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How to Become a Trusted Certificate Authority 

(Public CA)

 脆弱的生態系

 非階層式授權架構

 任一 CA 可發任意 Domain Name 之 Certificate

 MisIssued 原因

 歸責於 CA: 駭客攻擊標的

 不可歸責於 CA (Man-in-the-middle Attack)

 DNS Poison

 BGP poison
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Public CAs Market Share

June 29, 2021,
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Let’s Encrypt

https://w3techs.com/technologies/overview/ssl_certificate



Root Store for Browsers

 Chrome, Safari, Edge, Opera

 Trust the same root certificates as the operating system.

 Soon, new versions of Chrome will also have their own root store.

 https://www.chromium.org/Home/chromium-security/root-ca-policy

 Firefox

 It has its own root store.
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Root Store for Firefox

 Firefox Included CA List
 https://wiki.mozilla.org/CA/Included_CAs

 about:preferences#privacy > 檢視憑證(Button)

 about:preferences#advanced > View Certificate (舊
版)
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Root Store for Chrome

 chrome://settings/security >

管理憑證

 根憑證

 中繼憑證
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已到期



Root Store for Windows10

方法1

 控制台 > 網路和網際網路 > 網際網路選項

 or

 inetcpl.cpl
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Root Store for Windows10

方法2

 certmgr.msc

 使用者帳戶

 certlm.msc

 電腦帳戶
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Root Store for Windows10

方法3

 開始 -> 執行: mmc

46



Root Store for Windows10

方法3
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Root Store Update

 經測試 Win7 SP1 原始版

 使用 IE, Chome 瀏覽網頁後, 會將缺少的根憑證自動安裝於 Root 

Store
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Root Store Update

 更新規則
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Root Store for curl

 curl -v https://www.ntu.edu.tw

 Curl for Windows

 https://curl.se/windows/

 Curl built-in for Ubuntu
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Certificate Type
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Certificate Type

 https://www.pumo.com.tw/www/sec

urity/spec/spec.html

 https://shop.globalsign.com/en/ssl/

domain-ssl
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Certificate Type and Price

 TWCA

 https://www.pumo.com.tw/www/security/ssl-solution.jsp
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憑證類別 價格 NT

單一網域 SSL 憑證 7000

SAN SSL 憑證 (3個獨立主網域) 25,000

Wildcard SSL憑證 55,000

EV SSL 憑證 30,000



Certificate Type

 Domain Name

 One Domain

 Multiple Domains

 Wildcard Domain

 Trust Level

 Domain Validated(DV)

 Organization Validation (OV)

 Extended Validation (EV)
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One/Multiple/Wildcard Domain

 One Domain
 https://crt.sh/?id=5372942977

 X509v3 Subject Alternative Name: 
 DNS:www.tp1rc.edu.tw

 Multiple Domain(SAN)
 Up to 100 different domain names

 https://crt.sh/?id=
 X509v3 Subject Alternative Name: 

 DNS:ns1.ntu.buda.idv.tw

 DNS:ns2.ntu.buda.idv.tw

 https://crt.sh/?id=5572136554
 X509v3 Subject Alternative Name: 

 DNS:davisyou.buda.idv.tw

 DNS:davisyoupc.cc.ntu.edu.tw

55



One/Multiple/Wildcard Domain

 Wildcard Domain

 Let’s Encrypt
 https://crt.sh/?dNSName=*.ntu.buda.idv.tw

 X509v3 Subject Alternative Name: 

 DNS:*.ntu.buda.idv.tw

 https://crt.sh/?dNSName=*.davis.cc.ntu.edu.tw

 X509v3 Subject Alternative Name: 

 DNS:*.davis.cc.ntu.edu.tw

 TWCA

 https://crt.sh/?dNSName=*.ntu.edu.tw

 X509v3 Subject Alternative Name: 

 DNS:*.ntu.edu.tw

 DNS:ntu.edu.tw
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Certificate Trust Level

 Domain Validated(DV)
 CA will only verify the domain name, and not verify anything additional.

 Issued immediately

 Organization Validation (OV)
 CA will make sure that the applicant actually has the right to the specific domain 

name plus the CA does some vetting (investigation) of the said organization.

 Takes about 2 days to issue.

 Extended Validation (EV)
 CA will make sure that the applicant actually has the right to the specific domain 

name plus the CA conducts a very thorough vetting (investigation) of the organization.

 legal, physical & operational existence of the entity and identity of the entity matches 
official records

 Takes about 10 days to issue.
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Certificate Trust Level

 https://shop.globalsign.com/en/ssl-tls-certificates
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Certificate Trust Level

 https://www.pumo.com.tw/www/security/ssl-comparison.jsp
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What’s the Difference?

 Before Firefox 69

 https://ftp.mozilla.org/pub/firefox

/releases/69.0/win64/en-US/

 https://www.tp1rc.edu.tw/

 https://noc.tanet.edu.tw/

 https://crt.sh/

 https://www.digicert.com

 https://www.globalsign.com/
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Browsers Remove Extended Validation Indicators

 13 AUGUST 2019

 After Chrome 77

 After Firefox 70

 https://duo.com/decipher/chrome-and-firefox-removing-ev-

certificate-indicators

 https://sectigo.com/resource-library/root-causes-144-

whatever-happened-to-the-green-address-bar
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如何辨識 Certificate Trust Level

 Certificate Object Identifier (OID)

 Each CA uses a different OID to assert extended validation.

 Each user agent must have a list of OIDs that indicate extended 
validation.

 Search OID

 https://oidref.com

 https://oid-info.com

 Search word in OID listings

 https://www.alvestrand.no/objectid/top.html

 https://www.alvestrand.no/cgi-bin/hta/oidwordsearch?text=Taiwan
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Domain/Organization/Extended Validation

 https://oidref.com/2.23.140.1

 https://oidref.com/2.23.140.1.2
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Domain/Organization/Extended Validation

 EV http://oid-info.com/get/2.23.140.1.1

 DV http://oid-info.com/get/2.23.140.1.2.1

 OV http://oid-info.com/get/2.23.140.1.2.2
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X509v3 Certificate Policies

 Certificate for https://www.tp1rc.edu.tw

 https://crt.sh/?id=5372942977
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Certificate OID

Let's Encrypt (DV)

 https://www.ssllabs.com/ssltest/analyze.ht

ml?d=www.tp1rc.edu.tw&s=140.112.2.208&

latest

 https://oidref.com/1.3.6.1.4.1.44947

 {iso(1) iso-identified-organization(3) dod(6) 

internet(1) private(4) enterprises(1) 

44947(44947)}

 http://oid-info.com/get/1.3.6.1.4.1.44947

 Description: Internet Security Research Group

 Information: This OID is used by Let's Encrypt.
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Certificate OID

DigiCert (EV)
 https://www.digicert.com/

 https://www.ssllabs.com/ssltest/analyze.ht
ml?d=www.digicert.com&latest

 https://crt.sh/?id=4836494933

 X509v3 Certificate Policies: 

 Policy: 2.16.840.1.114412.2.1

 Policy: 2.23.140.1.1

 http://oid-
info.com/get/2.16.840.1.114412.2.1

 Description:DigiCert Extended Validation 
(EV) SSL/TLS certificates

 https://oidref.com/2.16.840.1.1144
12.2.1

 {joint-iso-itu-t(2) country(16) us(840) 
organization(1) digicert(114412) ev-ssl-
certificates(2) 1(1)}
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Certificate OID

GlobalSign (EV)

 https://www.globalsign.com/en

 https://www.ssllabs.com/ssltest/ana

lyze.html?d=www.globalsign.com

 https://oidref.com/1.3.6.1.4.1.4146.

1.1

 {iso(1) iso-identified-organization(3) 

dod(6) internet(1) private(4) 

enterprises(1) 4146(4146) certificate-

policies(1) extended-Validation-SSL(1)}

 http://oid-

info.com/get/1.3.6.1.4.1.4146.1.1
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Certificate OID

Sectigo Limited (EV)

 https://crt.sh/

 https://www.ssllabs.com/ssltest/ana
lyze.html?d=crt.sh

 http://oid-
info.com/get/1.3.6.1.4.1.6449.
1.2

 Description: Sectigo Limited

 https://oidref.com/1.3.6.1.4.1.
6449.1.2

 {iso(1) iso-identified-
organization(3) dod(6) internet(1) 
private(4) enterprises(1) 
6449(6449) certificates(1) 
policies(2)}
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Let’s Encrypt

 Will Certbot issue Extended Validation (EV) certificates?

 Certbot and Let’s Encrypt have no plans to issue EV certificates at 

this time.
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OID 補充
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 https://oid.nat.gov.tw/OIDWeb/
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中央警察大學

機關
代號

301210000T

機關
OID

2.16.886.101.20003.20001.20009



 https://oidref.com/2.16.886
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簡報完畢
謝謝
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