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e Access Manager Certified Professional Exam

e Certified NetlQ Identity Manager Administrator

i (CNIMA)
Sv W E Bk < B CSULB 78 L *  Micro Focus Access Manager Specialization
Bk  |BM DB2 UDB Family Fundamentals
e CompTIA LINUX+
) LFIFT VAT FAH S A A0 & * Novell Certify Engineer (CLE)
= *  Novell Certify Linux Professional (NCLP)
i ? K RSN ] * Security and Identity Management Technical
. WEELSCL R HAYBEE Specialist
e W ok madleEy e Novell Certify Linux Administrator (NCLA)
e Access Management Technical Certification
© FE ? S I e |dentity and Access Management Knowledge
o FTFE LAY mEy Check
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Java / Linux Shell / VBscript / SQL % % e Security Operations Knowledge Check
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Top reasons for considering/implementing Zero Trust Security
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Source: Ericom 2021 Zero Trust Market Dynamics Survey
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FIREWALL NEEDS

NETWORK SECURITY

IDENTITY AND ACCESS MANAGEMENT

ENDPOINT SECURITY

CLOUD SECURITY

BYOD

END OF LIFE CODE

OUTDATED OPERATING SYSTEMS (PATCHING)
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A&JJE: Ericom 2021 Zero Trust Market Dynamics Survey
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ComPUte @ @ @
App Cloud
Functions

Kubernetes
Engine

Compute
Engine Engine
Debugger  Monitoring

Stackdriver Trace Logging

Cloud
Console
Cloud Cloud VPN

Cloud Cloud Firewall
DNS Rules  Interconnect

Google Cloud Platform
Cloud Load
Balancing CDN
Cloud

Storage &
Cloud Cloud Cloud SQL
Spanner Storage

-
BB Microsoft
Databases
Cloud
Bigtable Datastore

e QOO O
Cloud Cloud
Pub/Sub

B Azure

Cloud
Dataproc

Cloud
Dataprep

BigQuery
Dataflow
Identlty Aware Data Loss
Prevention

Identity &
Cloud VPC

ji 0
' m azo n Security
Cloud IAM
Endpoints
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“F webservices
Machine
Natural
API Vision AP| Translate API

Learning
Cloud ML Cloud Speech  Cloud
Language API isi
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IDENTITY GOVERNANCE & ADMINISTRATION

ADMINISTRATION ENGINE RISK AND POLICY ENGINE
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Identity Manager Identity Service Identity Governance @
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Self-Service Password Management Reporting  Dashboard Role Mining Policy Management

Automated Provisioning  Request/Approval Analytics & Risk Scoring  Certification
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Database
*MSSQL
* ORACLE
* support JIDBC or ODBC

LDAP Directory Driver
* Active Directory
* eDirectory
* LDAP

* Script Command

Linux Unix
* RedHat
* SUSE
* AIX

Mainframe
* ACFS
* RACF
* Top Secret

i

Microsoft Enterprise
* Azure Active Directory
* Mutli-Domain Active Directory
* Office 365
* SharePoint

Oracle Enterprise
* Oracle E-Business Suite HR
* Oracle E-Business Suite TCA
* Oracle E-Business Suite User Management
* PeopleSoft

SAP Enterprise
* SAP HR
* SAP Portal
* SAP User Management
* SAP User Management Fanout

Tools
* Restful
* CSV
* SOAP
* SCIM

Email Server Driver
* Exchange
* Lotus
* Postfix
* Zimbra

GoogleApps
* GoogleApps

Salesforce
* SalesForce

ServiceNow
* ServiceNow
Messaging
* JMS

Developing
* IDM API
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Business Role

Job Code = 5400
Accounting Clerk

is authorized to have

e
- - il
B

Business Role

Full-time Employee

Status = Full time

is authorized to have

L

)

v
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Technical Roles
Document Control

View Documents

Manage Documents
Account Administration
View Bank Accounts
Manage Bank Accounts
View Payment Terms

Manage Payment Terms

View Bank Accounts
Manage Bank Accounts
View Payment Terms

Manage Payment Terms

Exchange Mailbox

yn
My Meetings
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> Risk coverage (4 paneis)
« Governance coverage
: Governance coverage over time «
150000
= identities BO10
100000 2019-03-1618:35:24701 ___ ~ grous %
= identites: 6010 . applications 1
50000 " roupe: 15 — dccounts 3400
0 5 4 - dagigAments 98467
3140000 3150000 30160000 3170000 permissions: 18204 .14 05 3/200000
= assignments: 98467
© Identities : Groups ' Applications
» |dentity lifecycle (s panels)

BRUAGET




RIEZ

BT E IGA
g A E——— @ BT ieo A
B v
Remediation
N RpEEE
1
' ¥
- O S HR I
. e -
Jo
o J
Jo
g B a0t A4
EE1E

RIEtZ 4



SR INAE

2E REE @A TEE HE E=E BEfmE TH

WEEEMNENEEE

HEEE v
U sgzzesh e e
] Application Delta - CSV This report lists changes to an application |dentity Governance
over a specified date range
[ Identity Governance BIERIEHsTER [EREBTEEZHERER] Identity |dentity Governance
Governance EflE# :rﬁﬂ Z=Ei¢ |dentity
Governance ERERIMIERN  BEIE
) %E—EEEEE!’&E"T‘K’%FE ;
O ERENEEEES EESEFENE=EEEEZERSEEE dentity Governance
B =
O EE=SEEaE LESFHIHFEEFESREE0EEEESE dentity Governance
=8 fllsESs - sERELIEEEREN
SR -
| EREEEREE vk =y Iﬂfﬁ‘“»irl]ﬁiﬂwﬂn_u‘ﬁf% FAERTEEEE  |dentity Governance
Friim=EE
0O ER=EsFuERE HEEE-EEETHHAEEERENFIE  |dentity Governance
E5 - AR NetlQ Identity Governance -
O (EEEFOEER - CsV HRSEHFIERTEREE - BESFHE  |dentity Governance
L (2ERBEENE=EE) OsElisFiEsn
EERRFHEMmR -
] EEEFIHeFOEEE FEESBErETHHEEREEEREEES  |dentity Governance

HORBENEE - FORRBRER S -

IR INEE



B e

Bl




© © N o U A~ W N

— A IBEBEE

EDEITEARR
AEEIEE
ZREREBES
IR HLAPIREIY
RMERLHE

A#ZOAuth - OpenlDEl SAMLR

< B IB1E R A28 (context-aware authentication)

ENEEIR

| RREE
. (EHER
. BEER

. BEALZE
. BEEEEE
. UWREEEN

X BB IR (Continue Authentication and Authorization)



ProxyIhEE

Reverse Proxy -

1.

5 i P RS EL Y MRS o Al AR A R R
Web Server > {REAEE Web Server > [HEEYMIBIA
B

A By Proxy (CERZEME - AT LLRIEEAGUERY B RN S
7545 Proxy Server #EfTAHHELTREY » A5 2%

FIEPH BRI ATFAENS Proxy Server F- %R

HF ot 3 B ORAE 2 B R A Web Server » 411t
o[ LLJE D Web Server N & &

T*?f“@%session o HJ R JE\ fa e E TR R o KT

i a e oY ke

-

g0
443

BE—EAERE
Proxy
320 =
B3R
LDAP
i 'fiu'l’EB\ﬁP PEPort

WEE AFF 01 WEB AFPF 02 WEE AFF 03

Proxy & fret EAE =/ M H




Secure Access to HTTP Apps

Identity Server

LDAP
- Store
/ HTTP
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Role Base Access Control (RBAC)

W

User Authentcation

-
Ie

Role Assignmeant

]

-

Falicy Evatuation
& Enforcement

al

L

Protected Resource

Edit Policy: Auth_For_Sales_Dept

Type:
Description:

Access Gateway: Authorization

Salez Depar‘tment|

Mew | Delete | Copy | Enable | [hizable

[ ] Rule Priority Enabled Action Description

|:| 1 1 v Permit %ales Reprezentative
|:| 2 2 v Permit %ales Manager

|:| _a 3 v Permit %ales President

] _a 10 v Deny  Deny

Changes made on thiz panel must be applied from the Paolicies Panel

0K

Cancel |

Authentication Contract

Client IP
Credential Profile

Current Date
Day of Weelk

Current Day of Month
Current Time Of Day

HTTP Request Method

LDAP Attribute
LDAP OU

Liberty User Profile
Roles

Risk Score

OAuth Scopes
OAuth Claims

URL

UEL S5cheme

URL Host

UEL Path

URL File Mame

URL File Extension
Virtual Attribute
¥-Forwarded-For IP
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User History
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Web SSOZE & #:1ig

1. Authentication Header
Custom Header

Query String

Cookie Header
Kerberos Ticket

OAuth Token

o vk~ W N

GET /private/index.html HTTP/1.0
Host: localhost

Authorization: Basic QWxhZGRpbjpvcGVUIHN1c2FtZQ==

User-Agent: Mozilla/5.0 (Windows; U; Windows NT &.1; en-US5; rv:1.9.1
Bocept: text/html,application/xhtml+xml, application/xml;q=0.9,*/*;:q=
RBccept-Language: en-us,en;q=0.5

Boccept—-Encoding: gzip,deflate

Boccept—Charset: ISC-8358-1, utf-8;g=0.7,%*;qg=0.7

ey B =g Wy

M htto://www google.com tw/se a}h 1q=http+headerBlie=utf-88oe=utl-8&ag=tBicient=firefox-allrlz=1R1GGLL zh-TW__TWA02
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Web Form Post SSO %

[ & Home Page - Internet Explorer
@U ./ |L;' http://localhost:55306{Home. "

The server localhost at (null) requires a username and
password.

Warning: This server is requesting that your username and
password be sent in an insecure manner (basic authentication
Welcome to ASﬁ without a secure connection).

€ admin

To learn more about Al

Windows Popup 401 Authentication

AN
=

28 Windows Authentication Using Form Authentication - Microsoft Internet Explorer

File  Edit  Wiew  Favorites  Tools  Help

- ij L@ % pSearch "E'j'\'g’Favorites @t 8' % =

Address 'ﬂ http:/flocalhost: 23561 WindowsauthenticationfLogin. aspx

Coa.\3|e|
TTzer Mame: |DDmainName\UserName |
Password: |uuuu| |

Form Authentication



S
- :

800 ER - wre
AT
sy
@ =4 T §-
GEI ==l |:ipuuu ‘ T ==
II ||| ._ L u g
RADIVS Client mm Crallnge | PNcode |
Qipe T

(FERLLY

reCAPTCHA

Advanced Authentication




= I AR 75

Federated Single Sign-On

et

PivotLink

SEIVICENOW e B33 Cencur
Office 365 clck. done=~
Customers Partners
cale yﬁroc hNETSUITE webhax
Google
o ‘!
Employees, i Ei_m
Contractors workd ay. "
550 WndomAzure

FERHE—B ARG ATZ RS

A B PR il 58 B R
SAML ~ ADFS ~ WS-Federation ~ WS-Trust ~ Liberty ~ OAuth2 + OpenID connect
Identity Provider initiated and Service Provider initiated SSO

Just-In-Time (JIT) Provisioning
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QUERY « FILTERING «
IDENTITY SERVER ACTIVE USERS PR i T T - S S ACCESS GATEWAY ACTIVE USERS 20 & % o+ x
View » | @ Zoom Out | @® usersCount max per 5m | (4323 hits) View» | @ Zoom Qut | @ usersCount total per 5m | (1107 hits)
300 300
200 [ 200
100 f k 100
0 0
00:00 00:00 00:00 00:00 00:00 00:00 00:00 00:00 00:00 00:00 00:00 0000 00:00 0000 00:00 00:00 00:00
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GEO LOCATION OF USERS LOGGED IN e 4 on o4 x PRE AUTH RISK FOCI i i - POST AUTH RISK S B - T R
DISTRIBUTION DISTRIBUTION
& @ low (1200) @ high (851) @ medium (719} @ low (1244} @ high (960) @ medium (752}
MOST USED BROWSERS 0 8 + x MOST USED ENDPOINT DEVICES e 4 B o+ x
@ safari (4036) @ firefox (2196) @ unknown (1645) @ chrome (699) @ opera (348) @ ie(234) @ Cthervalues (0) @ windows (4148) @ unknown (1645) @ linux (1041) @ jos(700) @ mac (696) @ android (349) @ ubuntu{228)
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Privileged Sessions

My Requests|[/ [0 G T

A6 B 2R 85 5 i

Enterprise Password Checkout Emergency Access

Password Check out

Fill the details

Server Name :
Server Time :
Access Duration

E-Mail Address :

Reason for Access :

Oracle-11.2.bir.novell.com

Wed Jun 17 17:28:53 2015

forows 7|

rob@tempworkforce.com

To maintain the Customer_Accnts
table|

et o0

Password Checkout

RequestiD :
Requester Name :

Run As :

Arcess As
Target System
Target Type

Request Type:

Request Period
ExpiryTime
Slatus

Reasan

Comment

12321239-690e-4e2b-91D0-69169d61 9805
admin

vathsa

MNormal User

164.99.162.94

Password Checkout

DB_ORACLE

& Hours

Wed Apr 29 03 43:36 2015 UTC

Checked Out

Need to access HR database

Force Checkin

§l
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» I8P 1

2
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Unix/Linux SSH

Privileged Sessions

Enterprise Pasaword Chock oot

Emprgoency Accoss

(it esevicsgponai oot

in ete libbd

boot home lostefound mn:  proc scliow tfipboot var

plev ik media

il roo RS0 (%

Fin Portforwarding Etc  Help
| rooteRHSLS 718 s

Ul rooremisi )8 id
=0 root ) ged=ll rool ] groups=( rool r.||i:-un..’[.!Jcmnl,.il'-_v-\:n.-‘.[...ln‘-.l:-q.'.u-.l.:-

I 1 abeel ) context=roat tays

misc  op shin iy usr

mk ropl STV imp
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WindowsiE{E (&

1. FfEte B * &

| [E1Z5C i

[ibinils

~ | Usar Host RunAs RunHost
wa2ka w2kBadministralod 192 168 200154
waks wekdladminisiratoy 192.168.200.154
w2ka w2kd\administratod 192 168 200 154

1

w2kgadministratoy

yo 2. R R PR (T4 £ je

<idp> ROP Relay Rule |yes ¥E! T Tom 2013 135809 | ey

JL

=tap> ROP Rilay Rule | ves ¥
a5 e B 0 My 2013135535 | ARS) TN checkDax) ChecheaNEL]
1|
5 . 0 May 2013135837 | [R&G - EFFIEM) Lefl mouse thofNEL]

10 May 2013 135041 | [RIFFEERDIROUHWND) LR mouse click
(BT & ClickHEL|

10 May 2012135842 | |BFIEHRI2TT0 Close windowiEL]

10 Way 2013 135842 | [} Terminabe applicafian[NEL]

10 May 2013135543 | RS - T Nolepad) Led mouse cickVEL]
10 May 2013 135543 | [Rded - IRFE}Notepad) Close windowiNEL|
10May 2013135043 || - IBFINotepan) Close windowNEL]
10 May 2012 125844 | IR iBution) Lefl mouse dicNEL]

10 May 2043 135044 | [} Termianabe spplication{NEL]

|..A L5045 55 st m 2

& NetlQ Privileged User Manager

T | stangard nput

=T

10 My 2013 13:5518 | Frocess A ropoEn omd. ronoigianme: 1

10/ iay 2013135911 | Db Nl WU AN e SEE 02084 BIS)

19 My 2013 13:58:11 | Dipes fle T HSecdromne crmmar_y

10 May 2013 135211 | Opes fe WO N Sodromae Cvmmyar_y

18 Miay 2613 136811 | Creste directory ChlsersiiAdmsninh

18 Mgy 2013 135811 | Creste drectory CUillseniiAdmniatral

10 Mgy 2013 13:59°11 | Qg flp VI S CSromnacymar 5

18 My 2013 135811 | Ereste dreciory £ Tilisersitadmisatrat

18 My 2013 125211 | Opes fle TN MWikdeScdromnecymmvar_y

18 My 2073 135571 | Dpen Mie C ML serwiiAdmn miraboritiig

Fing

omel B oo

10 May 2013 135040 | paaaaEOTEEMIHENDYecl IHWND) Lok mouse digdNEL)

Playing cOf42640-2218-a047-a018-Msdd5 609 11_0000000001.flv i

3. & (TR ARIE K

ey
[rimands
mands
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SSHiIR{F{E F EiEaCER

1. B MRS A ST 6% 2. RFREIRSERRIF{E < 508k

Time Standard Input
G May 2013 20:34.29 novell[NEL]
OMay 2013203432 [cdlCR)
w Logfiles ~ Filter ~ General My 2013203435 |Is(CR]
9May 2013203440 |cd Amp[CR]
Start Time User  |Host Runfs  (RunHost  [Command |Awthorized |Captwe  |VideoCaptur | AuditID §May 2013203444 1s-allCR)
YMay201320:3513 ugeradd hunter[CR]
Thu Mar 28 19:34:27 | admin [ 192.168.15 | npumadmm | GIND1 2851 183 YR no I BMay 2013203522 userdel fimmy(CR]
9May201320:35:36 | craon[KBE]KBSIKBE]KBSIKBE crontak -2[CR]
Thutar 28 19:35:55 | admin + [192168.1.5 | npumadm | GIWD1 2ggfx [ ICH OMay 2013203545 |cdICR]
. . .\ YMay 2013 20:35:48 extiCR]
Friar 29 08:58:13 2 admin | 19216815 | npumadrm | GW01 283fF JEH G no T0404h54-5¢ BMJW“MM F—
FriMar 20 09:59:45 2 admin -~ |192168.0.5 | npumadm | GW01 <gshe 25 no 54410fB 258
Wed Apr 1184628 Jjmmy - [192168.0.5 | npumadm |idm ggh 188 yes n hrefladd-ac
e dpr 11406 jmmy (19296815 | npuradr |idm 255 I yes no HOBGML0-e
Wed Apr 3193203 jimmy 19216815 | npumadm | idm =gsh yeg ng 1h3hedf-ac! L ﬁ
Wed Apr 3183304 JJMMY 19296005 | npumadr | idm g 5 188 na IMITR0E-BE)  erminal Typesinux At Manager slest1sp1
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Thu May 8 194240 2 nickly |192.166.1.5 | root idm g B8 Vo8 no A e — w profle commands Cancel
Th by 8 19:44:22 2 nickly  [192.166.1.5 | ot idm 283fF g Yes no EIRE YR o 1452
Thttay § 20:25:33 3 nickly | 19216815 | oot idm <ssfl> s n b 3. El—\"ﬂ;,l”:l *i%ﬁi
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Thu Oct 20 04:18:27 208
Thu Oct 20 04:18:27 2018
= EH Thu Oct 20 04:18:28 2016
e Thu Oct 20 04:18:28 2018
& A
Thu Oct 20 04:18:30 2016
o
Thu Qct 20 04:18:30 2018
Thu Oct 20 04:18:33 2016

Thu Oct 20 04:18:35 2018

Thu Oct 20 04:18:36 2018
Thu Oct 20 04:18:48 2018

Thu Oct 20 04:18:50 2018

Thus Oct 20 04:18:50 2016
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[162.188.192 205 - i REEiE B ] TacShelContanarClass) Left mousz clickNEL]
[192.168.192.205 - MR E S TscShelContainerClass) Maximize windowNEL]
[BBar}(BBarVindow Class) Lef mouse clickNEL]

[BBar](BBarWindow Class) Left mouse double click{NEL]

[192.162.192.205 - B ETELR ] TacshelContainerCiass) Left mouse clickiHEL]
[182.188.182.205 - MR B8 MacShelContainarClass ) Maximize window[NEL]
[BBar](Toolhariindow32) Left mouse clck(NEL]

[BBar]Toolbarindew32) Left mouse click[NEL]

[192.168.192.205 - R EIEI]IHWindow Class) Left mouse clck[NEL]
[182.188.182 205 - MBI ELA(HWindow Class) Left mouse cick{HEL]
[BBar](BBarlindow Class) Left mouse click[NEL]

[BBar}{BBarWindowClass} Left mouse double clickiNEL]
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Audt Manager: pam31
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Terminal Type:windows W00
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Show control characters : ]
Show audted commands: |
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Risk-based Policies p
Add Risk Policy

=

Policy Name: |M'_.r Risk Rule |

Description: |Fur Testing

Assign Policy To: | IDP-Cluster v v
£ Policy Rules Actions w -
. Action Risk Score
Risk Rule {when rule condition is met) (when rule condition is not met)
DemoRule_InternalMetwork " Allow Access J G 4 Tl
.l Risk Levels Actions » -
Total Risk Score  Risk Level Action Share Reduce Score
Less than 35 Low " Allow Access ICI [4
Between 35 and 75 Medium & Authenticate using Smartphone ICI [4 T
Greater than 75 High ;%) Deny Access D [4 T
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