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OWASP Top 10

ERMISEREI55E Top 10 (2017)

Al Injection ;¥ AT &

A2 Broken Authentication #2405 7 5078

A3 Sensitive Data Exposure SE & i 5ME

A4 XML External Entity, XML 5h 8 EI2 5837 -
A5 Broken Access Control #2497 B E

A6 Security Misconfiguration £ & R E

A7 XSS (Cross-Site Scripting) #5514 28

A8 Insecure Deserialization A& & #) & 3L R

A9 Using Components with Known Vulnerabilities £ FA 25 &I 7T 1
A10 Insufficient Logging & Monitoring 4% #2817 K 2 [l b

Open Web Application Security Project
https://owasp.org/www-project-top-ten/
https://owasp.org/Topl0/zh TW/

ERM@ILERRE5E Top 10 (2021)

A1l Broken Access Control MM FIIEE

A2 Cryptographic Failures NNz #HI K&

A3 Injection JE A%

A4 Insecure Desigh AL 29585

A5 Security Misconfiguration £ Z 2 HYARSRE

A6 Vulnerable and Outdated Components /& &5k B E /7T 4+

A7 Identification and Authentication Failures 3238 R 5838 &l K
A8 Software and Data Integrity Failures 88 R & TR A Y

A9 Security Logging and Monitoring Failures E&Z i i# R E 2R
A10 Server-Side Request Forgery(SSRF) fal fR i 8 K {8 i&
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Cross site scripting N ] 25
TLS 1.0 enabled N (10
SQL injection / — 97

Microsoft IIS tilde directory enumeration W= 14

=

[g SSL 3.0 deprecated protocol WS 13
5552 Vulnerable package dependencies [high] 1l 11
4 Git repository found 1 9

TLS/SSL certificate invalid date ™H 8
WordPress Server-Side Request Forgery (3.7 -... 1 & 7
Long password denial of service ™ 6
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