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Splunk E2EHE 58

Data Input :

« Source type :
* Host :
 Source :

* Field :

BEREA (flg : #% - TCP ~ UDP » WMI - Script ~ Forwarder ~ Stream ~ API...)
REERI (B : apache logs, security log ~ network log, sensor log... )
BERlE (BFIW : apachel - apche2, apserverl, firewalll, 10.1.1.2, ...)

R (BN - /opt/apache/log/*.*, udp:514, /bin/current_status.sh )

WA (FE&) . BUERFRIU(Regular Expression) IRV EAL ( FE )

Search Language : 8E:7F% (= : #/)\&8EE -> EE -> HRZER )

» Saved Search :

Alert :
Report :

« Dashboard :
Data Model :

Pivot Analysis :

FES  KRESKE 7M. TRILEEM

g 2 ESIREERT  REOWEIREE - JREES (A - 31])
Wk - K REESER - ELR B EWRER

BRR - RARRRBESEE R AL ERR

BERMRE . RiRERERCRERGE

AT - RIS —MRERE LU EERRNERNR

eeeeeeeee



BARE= (o mEm
- FAfRFKeywords
¥ Ferror, password

-  faMEREBooleans
OR, AND, NOT; EREAR ; WARAE - aFFEENITIRERBA()F
sourcetype=vendor_sales OR (sourcetype=access_combined action=purchase)

o id#BPhrases
"web error” ARERweb error

« IS Field serarches
status=404, user=admin

-  EHMRFWildcards *

status=40* matches 40, 40a, 404 &% - FERFRIEfER * 2FEXAW*dmin
- tE®&Comparisons

=, 1=, <, <=, >=, > status>399, user'=admin



s AR 3 BRI
B=D A ETTHEEN

- Search terms — IRIEFHEE ?
-BART - T MMREESE
- Command — REH LS4 R ?
BV EER - FTEMAE  FHMEERNEESE
- Function - REEZHESERMWMAIETR - sTEEFE
-IN4E - BNE19E - BERESE
- Arguments — B EE2HZEAREEINEE ?
STEREBUNFEE - Eimilliseconds to secondsE &
» Clauses — fREEMAAH SR EH an A IEFS AR P RVEN
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code-driven

Search & Reporting
Q#FER SEmy M
sourcetype=access_* status=200 action=purchase | top categoryld rEv | Q
«;23 BB (14/06/23 0:00:00.000 = 14/06/24 0:00:00.000) TfE~ s 1 & 9 EEEL v
Eif smEhEH () REHL

S 20M®~ v FEE

categoryld count percent

STRATEGY 92 29.299363
ARCADE 67 21.337580
ACCESSORIES 43 13.694268
TEE 41 13.057325
SIMULATION 1l 9872611
SHOOTER 28 ga1nar
SPORTS 12 3821650



= F= 89 4l el
This diagram represents a search, broken into its syntax components

. PIPE: PIPE:
Searchlfor this Take these events and... Take these stats and...

. \

[sourcetypezaccess_* status=503 | stats sum(price) as lost_revenue | fieldformat lost_revenue = "$" + tostring(lost_revenue, "commas")

N ) /r_l
|
COMMAND: COMMAND:
Get some stats Format values for the lost_revenue field
FUNCTION: FUNCTION:
Get a sum Create a string
ARGUMENT: ARGUMENT:
Get a sum of the price field Format the string from values in the
lost_revenue field, insert commas
CLAUSE:

Call that sum “lost_revenue”



1 =54 L
- 85 Buttercup Games /5L INEE ]

— sourcetype=access_* status=200 action=purchase

o = HATER NESERCHE
— (error OR fail* OR severe) OR (status=404 OR status=500 OR status=503)

» BEIRXREE 72D EntEE,

— sourcetype=access_* status=200 action=purchase categoryld=simulation
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Disk _
Intermediate Intermediate Final results
results table results table table
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sourcetype=syslog ERROR | top user | fields - percent

Remove
column
showing

Fetch events Summarize

from disk that into table of

match top 10 users percentage
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zIN

rep ol I

(EJ==NT

-tab

-rename

2>
AR

= A
H<

S

-field
-dedup
-sort

==
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A

SEIAES

3 BRI

ddddddddddd

- FZKsource type
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Iy

Z< B Table

BEHIBHE src, dest, app &2 rulelE A RE % - AOIHREE

Tablean T AREEFEHEZ
#(AZR(src  destapp,rule
)W UETRSE -

1
2

sourcetype="pan:threat"

src =

€8

| table src,src_port,dest,dest_port,app,rule

192.166.0.2

72.21.194 .1

64.39.66.153

192.168.9.2

182

182.

200.

i

192,

182.

192.

192,

0.2

.9.3

.33.7

.204.67

.0.2

e

8.2

.0.2

src_port 3
50297
&0

1]
62525
64276
8839
&0

&a
59709
58928
61425

57566

dest 5

184.106.31.170

192.168.0.2

192.168.0.3

204.232.231.46

184.186.31.17@

74.125.224.195

192.168.8.2

192.168.0.2

213.180.199.61

184.186.31.170

64.74.223.43

184.106.31.170

dest_port
80
59160
59319
80

80

8@
57451
50928
a0

80

8@

80

IETUEEE

code-driven

app = rd
web-browsing
web-browsing
web-browsing
web-browsing
web-browsing
web-browsing
web-browsing
web-browsing
web-browsing
web-browsing
web-browsing

web-browsing

1"



EP

W

O

Renamefn < B2k i&table

BEABEUEERR -

rename src
dest

dpp
rule

RS,
BeiE

FEFEREL,
FRA

ohnoon L

FRLE <

192.168.0.2
192.168.8.2
192.168.9.2
192.168.8.2
192.168.0.2
200.147.1. 41
192.168.9.2

192.168.8.2

<ERENIBTH Rename

EPRBAHBHAE W src, dest, app & ruleHE R % - NAIRE(L

sourcetype="pan:threat"

| table src,src_port,dest,dest_port,app,rule

| rename src
dest

app
rule

FRAIE,
BaufiiE

AR,
Al

B#fiE -
184.106.31.170
64.78.56.109
204.232.231.46
204.232.231.46
212.193.230.207
192.168.08.2
218.94.11.45

184.106.31.178

s WEEs
web-browsing
ssl
web-browsin g
web-browsing
web-browsin g
web-browsing
web-browsing
web-browsin g

eeeeeeeee
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R 28R

2= &M Fields

Wz NS S PR ERVE 7

EMFieldm< ol "&12" 3 "#F
R BENRL - INEESHRER

R "BE" gER "HR"

dddddddddd

S Pl unk >

Searching & Reporting with Splunk



MR = {5

=2 FERBABAEE B9 src, dest, app & ruleBE % - WEIRE(L

Fields

» rename productId as ProductID

(® rename action as "Customer Action"
"HTTP Status"

® rename status as

-~ o N e W Ry —

FRLE <

192.168.0.2
192.168.8.2
192.168.9.2
192.168.8.2
192.168.0.2
200.147.1. 41
192.168.9.2

192.168.8.2

sourcetype="pan:threat"
| fields srec,dest,app,rule
| table sre,dest,app,rule

| rename srec HETRALE,

dest BruE
app as MEFITERL,
rule el

s Bl -
184.106.31.170
64.78.56.109
204.232.231.46
204.232.231.46
212.193.230.207
192.168.08.2
218.94.11.45

184.106.31.178

s WEEs
web-browsing
ssl
web-browsin g
web-browsing
web-browsin g
web-browsing
web-browsing
web-browsin g

eeeeeeeee

s AR+
rulel
rulel
rulel
rulel
rulel
rulel
rulel

rulel

1cC



MR = (5 A

Fields

EPEME LR HEEERAAT - #T¥user, app,

RFAR----REFRRERZHREMT

isrc_ip LRIMENIE

IETUEEE

code-driven

{8
ETTZ<HY

sourcetype=1linux_secure

(fail* OR invalid)
fields user, app, src ip Q

/opt/splunk/var/spool/splunk/auth.nix ircetype

e = /opt/splunk/var/spool/splunk/auth.nix ircety

= /opt/splunk/var/spool/splunk/auth.nix

pam_unix(sshd:auth): authentication failure

linux_secure
Invalid user administrator from 10.11.36.11
e = linux_secure

Failed password for invalid user nagios fro

linux_secure

Failed password for invalid user operator f

Selected Fields i Time Event
2 host 5 >  8/3/15 Aug 03 13:59:59 acmepayroll sshd[14225]: pam_unix(sshd:auth): authentication failure
2 source 5 1:59:59.000 PM . logname= uid=0 euid=0 tty=ssh ruser= rhost=110.172.158.2
a sourcetype ip-10-222-134-157 /opt/splunk/var/spool/splunk/auth.nix srcetype = linux_secure
Interesting Fields >  8/3/15 Aug 03 13:59:59 acmepayroll sshd[15511]: Invalid user administrator from 10.11.36.11 I
7 action ? 1:59:59.000 PM ip-10-222-134-157 /opt/splunk/var/spool/splunk/auth.nix linux_secure
2 app >  B8/3/15 Aug 03 13:59:58 acmepayroll sshd[17757]: Failed password for invalid user nagios fro
1:59:58.000PM m 10.11.36.38 port 40168 ssh2
2 vendor_action ip-10-222-124.157 wirea = Iantlenlunk/uar/ennnl/enlunk /auth niv linuyv_canura
s | 8/3/15 Aug 03 13:5 Interesting Fields i Time Event
3 more fields 1:59:58.000 PM rom 10.11.3[ @ 8PP « >  8/3/15 Aug 03 13:59:59 acmepayroll sshd[14225]:
© Extract New Fields -ip1022 “ src_ip + 1:59:50.000 PM : logname= uid=0 euid=0 tty=ssh ruser= rhost=110.172.158.2
7 user + host = ip-10-222-134-157
Returned 6,567 results by scanning >  8/3/15 Aug 03 13:59:59 acmepayroll sshd[15511]:
. © Extract New Fields .&Q .
6,567 events in 1.425 seconds. 1:59:50.000PM  host = ip-10-222-134-157
> 8/3/15 Aug 03 13:59:58 acmepayroll sshd[17757]:
1:59:58.000PM m 10.11.36.38 port 40168 ssh2
host = ip-10-222-134-157
> 8/3N15 Aug 03 13:59:58 acmepayroll sshd[14908]:
1:59:58.000 PM rom 10.11.36.29 port 35158 ssh2
host = ip-10-222-134-157 | source

/opt/splunk/var/spool/splunk/auth.nix urcetype

linux_secure

Returned 6,567

results by scanning 6,567 events in 0.753 seconds.

1



SEERERDedup

EERSHNERBREESK

|  sourcetype="pan:threat"
2 | table category,app,rule,action

| dedup category

category = Vg
malware-sites

business-and-economy

not-resolved

any

category =
health-and-medicine
business-and-economy
social-networking
malware-sites

any

any

not-resolved

app = s
web-browsing
web-browsing
web-browsing

web-browsing

F g app =
web-browsing
web-browsing
web-browsing
web-browsing
web-browsing
web-browsing

web-browsing

rule =

rulel

rulel

rulel

rulel

rulel

rulel

rulel

€8

| dedup category , app

category =
web-hosting
web-advertisements
not-resolved

malware-sites

g

app =

web-browsing
web-browsing
web-browsing

web-browsing

IETUEEE

code-driven

action =
allowed
allowed
allowed
blocked
blocked
blocked

allowed

17



EHSortBEF4 R {3 B

ddddddddddd

BRAARF +ascendingB/NEI K (FERR
5% £ - descending A E]/)\
PRAIEMEAERNEE - FERIMITSE

... | sort 1imit=20 -categoryld, product_name

... | sort 20 count



{EFSortBFF 45

H/NRIR(FEER) 2k AR/

€8

code-driven

1 sourcetype="pan:threat"

2 | table category,app,rule,action

3 | dedup category,app

4 | sort limit=28 -category,+app,rule,action w
category = app = rule = action =
web-hosting 551 rulel allowed
web-hosting web-browsing rulel allowed
web-based-email hotmail rulel allowed
web-based-email mail.ru-base rulel allowed
web-based-email 55l rulel allowed
web-based-email web-browsing rulel allowed




EIRIET mussian L
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—-top _
— rare Splunk

— stats
Searching & Reporting with Splunk



= A
EHtopa=< {3 MR
T=—E/\Ka - EREERES

toplESRBRERKIWUES REWETE - B2 HE
-G 1#3—%%5’310%,%%

app = count = percent =
web-browsing 119995 93.210135
google-maps 2618 2.0833619
ssl 2182 1.7827@8%
facebook-base 1244 8.966319
google-analytics 825 B.640846
flash 419 B.325472
ourceforge 329 @.255562
pandora 275 B.213615

google-safebrowsing 142 B.110303

apple-update 131 0.181759



top Help More »

= A
EFtopIa=
Displays the most common values of a field.

¢ %EEQ@@&EE%%%T%*%I Examples
o EEB O 1%(:0[]“1: @percentgu o Rettf.rr;zzs ﬁr(:“rlozsc: Etrnlmmon values of the "url" field.
o |_|m|'t:# O 1%%1@%&%5/\]%%% Return top URL values.
L e L ... | top url
_%E EQ IZ‘E\IZE\ 7R 1 O $ El:lﬁ I_l%_l % E/‘] :%:Iélz % Return top “user” values for each "host".
-limit=0RABER 2 BERYE T
- countfield=F B R ERRAcounti@ iz
2 TE LR FTENETE -
» showperc=f A EZE1IpercentfEI

isle]



fERTopie<

E—ENERT - EERZHRESHN

1 sourcetype="pan:threat"
2 | top limit=2@8 threat

threat =

(9999)

Windows Executable (EXE)(52020)

PII(60080)

Microsoft PE File(52060)

€]

Adobe Portable Document Format (PDF)(52021)
256429558 (256429558)

254799658 (254799658)

254796918(254796918)

N2z

Bl

202 E B =T

count >
890855

20200

12033

20805

245

148

128

120

percent + ~

70

16.

w

=

=

=

.975429

L5801

.597853

. 195261

.117954

18281

.102014

.B95638

©

254798198(254798138)
254797738(254797738)

Microsoft PE File(52060)
PI{EO000)

Windows Executable [EXE{52020}

895081

€8

code-driven

(9939)



FHraretg<

EBE—E/NEA - B—ETRE

rarefa TR RAR R
NS> RREIETE
LR AR Vi

—%E O|E&ERN10=E

lnE]

DHIRERARIRIE S ?

| sourcetype="pan:threat"
2 | rare Shnaperk=f limit=2@ threat

threat +
Antivirus 2009 Downloads Antivirus Executable(12466)

HTML/Trojan.agent.cqbon(255147)

Antivirus-2010 asking download from tbest-antivirus-201@-download.info(12507)

L A
— % Eﬂ 5 % \£ — E& Trojan.Win32.Ertfor.A updatesabout.com(12587)
S B topF» st s

Bredolab.Gen Command and Control Traffic(13824)
Trojan-Downloader.Win32.Zlob.wwv runtime childhe(12471)
Win PC Defender runtime detection(12548)
Trojan-Spy.Win32.7bot.wti(12620)

Antivirus-2009 redirect to order page(12402)

€8

IETUEEE

code-driven

F g count =

L T N

N



{EHstatsig =

- statsEBRO ISt HESREEENER
HETHETETE -

- ®ERBfunction B2 ELLF :

-count - [EIFEEZEGFITEENS=GHE=

-sum  — BEHZFIN4E

-avg  —[EHEEF T

-list — E{EBUANPBENE

-values — BIEEMUANIE—E

{3 ERER

code-driven

« Auto Open
stats Help More »
Provides statistics, grouped optionally by field.

Examples

Search the access logs, and return the number of hits from the top 100
values of "referer_domain".
sourcetype=access_combined | top limit=100 referer_domain | stats
sum(count)

Return the average for each hour, of any unique field that ends with the
string "lay” (for example, delay, xdelay, relay, etc).
... | stats avg(*lay) BY date_hour

Remove duplicates of results with the same "host" value and return the total
count of the remaining results.
... | stats distinct_count(host)

D



1%1 _StatSEI: < COU ﬂthJ {3 BRED
T 711604758 Malware, S Y 2R IPAEE T

| sourcetype="pan:threat" "tag::eventtype"=malware

2 | stats count sre
Src = r 4 count '
112.175.39.123 9
187.73.33.50 7
188.138.1.135 13
A LXH AT ZlEREZ
o« {5 O] count & H L E 518 H
| sourcetype="pan:threat" "tag::eventtype"=malware
2 | stats count REY src
EET o s = s 7
3 | renane src S IRLE = &
112.175.39.123 9
187.73.33.50 7
188.138.1.135 13
10

205.185.216.10

213.186.33.4

o T~}



£ Hstatsts < count ( #80I )

BEIISHERBESH - XK ENEES ¥1H91§7J1’EAIIOWBIock?Eﬁ’gEF:.‘B%TflE ﬁEJr

- M—EREUZEEMSE - sTEHENSFREEALTE -
« EMasolBicount BN BN E ZIERI T -

W W allowed blocked Totals
sourcetype="pan:threat

otner 22) omer (23) otner (22)

1

2 | stats count(eval(action="allowed")) as allowed , Micross. (520601 Fiis0000) Micross. (52060) \

3 count(eval{action="blocked")) as blocked , B \ . S |

4 count as Totals by threat

5 | sort - Totals p— e =
threat = ry allowed 5~ blocked = .~ Totals =~
(9999) 6932 1737 8669
Windows Executable (EXE)(52020) 538 1429 1967
PII(E0000) 457 713 1178
Microsoft PE File(520608) 2085 a 285
(@) 37 o a7

254797T38(254797738) 17 ] 17



{FEstatsig < count by #1
BEZ1SERRIEARE H Y EXBRENSHE=

o AKRAFORE—EEEFEUEUANSHRERET
- OFERTERZEENREUE2SEEBbyRENSIE
—Bichart/timechartiE S Z XRG4 - chart/timecharto] & BRI FEHI %2

|  sourcetype="pan:threat"

2 | stats count Count threat,src,dest

3 | sort - Count threat & s sics 7/ dests
(9999) 192.168.0.2 184.106.31.17@
(9999) 192.168.0.2 204.232.231.46
(9999) 192.168.8.2 208.73.218.29
PII(E0008) 72.21.194.1 192.168.8.2
(9999) 192.168.0.2 64.78.56.109
PII(E@0088) 74.125.224.200 192.168.8.2
(9999) 192.168.0.2 17.254.32.16
Windows Executable (EXE)(52020) 200.147.33.17 192.168.08.2
Windows Executable (EXE){520820) 208.147.33.19 192.168.8.2

eeeeeeeee

/ Count s .~
3436

1004

70



fEstatsf&< sum ( #&AI ) 3

BRE L RGER AT GR MR ERE
B E B 8= T Asum N BB 1 s

other (14) 1 other (14)

192168.06 152 168.0.100
1 sourcetype="pan:traffic" 192168.0.2 resne
yp pan: 100120 R 192168.0.3
2 | stats sum(bytes) as Used , count by src
3 | sort - Used 192168.0.2
192168.0.3
SIC ra Used 5 # count 5
192.168.8.2 99748383 6175
192.168.8.3 49521977 1149
18.@.1.20 44225489 34
192.168.08.6 41225619 686
192.168.08.100 349508 687
108.224.90.128 94346 1




fE,

Istatsig <
,u’ﬂl‘"J:tﬁﬂ%/\T,.\Hf‘tﬁzﬁﬁﬁl;u%ﬁﬁ$i’—31§ﬁﬁE

sourcetype="pan:traffic"

| stats sum{bytes) as Used ,
avg(bytes) as "Avg Used",
knunt as Sessions by src

| sert - Used

SIc =

192.168.9.2

192.168.9.3

108.8.1.20

192.168.0.6

192.168.8.100

108.224.90.120

98.248.152.109

192.168.0.1

166.205.1359.177

avg ( M ) #FE

code-driven

BN S BT E Mavg
&1 BRI

{5

F Used = ~
70580346

46088543

45724410

40119285

336545

94346

26904

21378

5635

Avg Used =
11422.616280895161
40393.11393514461

127@122.5
60879.042488615912
494.91911764705884
94346

13452
1017.6190476190476

1127

Sessions =

6173

4

36

659

680

1

2

21
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fE FstatstiE < values ( 111 ) 3 WG

code-driven

BENEANEEE D B A4, 5FANIPIRUserfRE &

1 sourcetype="pan:threat" app:risk=4 0OR app:risk=5

2 | stats values{user) as Users ,count by src

sfc = Fd Users = F count 5

10.08.1.20 tnghcrusher 116
tnghjordy
tng\picard

105.281.131.15 crusher 134
tngh\crusher

109.235.249.163 crusher 53
tnghcrusher

112.175.35.123 tngh\crusher 327

114.108.168.12 crusher 183
tnghcrusher



=iitaatsi{t {3 EXE

. vendor_action count
« ARIHARESHEROGRE 2DVEBEE e 2
{ER MBI RS - FTP LOGIN 6
= Failed 29
* E % EFI HANDLING TELNET CALL 2

_% T §|J TIEE 1'/IJ:|\:X$HEI E/\J 1% Invalid user 3
—% : § U TIEE 'ﬁtiﬁHi E/‘J 1E session opened 59

100

75

count

50

25
|

Accepted FTP LOGIN Failed HANDLING TELNET CALL
vendor_action

Il count




g rlE s bchart

o CharttleZ o] ZR TN —RIINE R
o PROJLUREXE 2 {5 A MPME 1R 7 48 B A

=

dddddddddd

1

S

—HENSEFERNRRYH - 2 Esﬁ%%ﬂ%
—fE R E —Ef U Tover2 BRI KR R XEH
—fEFBoverBZbyREIED K F 7 #H - HERNASRE

FRZEZRT
chart avg(bytes) host
—host B E IR XEH

chart avg(bytes) host by product_ name
—host BERXE - FEproduct_nameZEFTxEH R



B RSB Echart overf@ I

Al
FE7R 24/ IS P FE PR 20 B 4 T

de-driven

|  sourcetype="pan:traffic"
2 | chart avg(bytes) over app:category

250,000

200,000
w 150,000
]
5
H |
& 100,000 avg(bytes}

50,000

] - S
business-systems collaboration general-internet media networking unknown
app:category

21



BRlsEmibchart overlBAI by I ,;enew

B4 BRREEREERERRSENSFE

% . AN\
* Hﬂ?pp-categoryﬁagﬁﬂ 1 sourcetype="pan:traffic"
%ﬂ{é ’ %ﬁj\?ﬂﬁﬁﬁuserﬁ 2 | chart avg(bytes) over app:category by user

ETSH DR

1,500,000

1,000,000
cccccc lor
tngtcrusher
tng'jordy
tng'picard

500,000 unknown

e FEEE—— -
business- collaboration - edia unknawn
app-cateqo:

netwaorking




&l &8 {Echart Null and Other values ; gaum
BERIRTAVNFEE DT ARANEZRE - RIBS BRI RERZ R

MERIRERESLERENZ
Null and Other - 1BEZRRAER

WAZRMEERR

15,000

10,000

5,000
B l -_ o
counselor crusher Jordy

picard

1.

user

tngicrusher

tng\jordy

tng'\picard

|  sourcetype="pan:threat" app: risl-;:»=t||
| chart usenull=f useother=f count over user by category

unknown

code-driven

any
block-list
business-and-economy
computer-and-internet-infe
malware-sites
not-resolved
search-engines
social-netwarking
unknown

B web-advertisements

s ¥y



eeeeeeeee

*Pé AT NFRBE DT ARRANEE R - IRIBS 285 R ERZR DT

chartBtimechartie T FERBBER R NS B TR~
—FlERNEZWEDZIOTHER

ﬁ*ﬁﬁ%empty(nun)__HEﬁHUsernU”:f | 5ﬂurcetype="pan:threat" app:rigk}=4
E%%B%OTHERﬂﬁﬂ%userother:f 2 | chart count over user by category

il Column Chart # Format 28 Trellis
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| sourcetype="pan:threat" app:risk>=5

2 | timechart count
Events Patterns Statistics (49) Visualization
# Line Chart # Format ga Trellis
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* Example defaults:
- Last 60 minutes uses span=1m
— Last 24 hours uses span=30m

* Adjust the interval using the span
argument, i.e. span=15m

_time =

2019-04-17 16:00:00

2019-04-17 16:10:08

2019-04-17 16:20:00

2019-04-17 16:30:00

2019-04-17 16:40:00

2019-04-17 16:50:00

2019-04-17 17:00:00

2019-04-17 17:10:00

counselor

{8

| timechart span=18m count
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sourcetype="pan:threat” app:risk>=4

user

crusher #
64 1295
B4 1295
75 1331
67 1312
67 1328
70 1287
69 1283
63 1288
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1 sourcetype="pan:traffic" app=web=

2 | timechart span=5m sum(bytes) by user
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— counselor
= tng\crusher
— tng\jordy
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Search Datasets Reports

- {85

Alerts Dashboards

- {8

> Search & Reporting

New Search

Save As Report X
Title | {ERESSSEAERE
Description optional
“
Content » 4+ H ' =]
Time Range Picker Yes No
7 ~ e T~ T— = - \- 7 Baa S i —

1230 PM 1:00 PM 130 PM 2:00 PM 2:30 PM

Thu Apr 18

2019

Save As »

Dashboard Panel

Alert

eport Has Been Created

continue editing it.
Additional Settings:

» Permissions

» Schedule

« Acceleration
+ Embed

Continue Editing Add to Dashboard

‘'ou may now view your report, add it to a dashboard, change additional settings, or

IETUEEE
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Search Datasets Reports Alerts Dashboards > Search & Reporting

Reports

Reports are based on single searches and can include visualizations, statistics and/or events. Click the name to
view the report. Open the report in Pivot or Search to refine the parameters or further explore the data.

44 Reports All Yours This App's filter Q
i Title « Actions MNext Scheduled Time = —
e %E— L {EE Em%§5ﬁﬁﬂgﬁﬁﬁ B Edit = More Info » Add to Dashboard
> 597 R -1
> gps distant Open in Edit = None + 11184 events (4/18/19 12:37:00.000 PM to 4/18/19 4:37:14.000 PM) Job = s} » B 1
Search 40,000,000
> abc Openin Editv MNone
Search 30,000,000
> Splunk errors last 24 hours Openin Edit~ MNaone 20,000,000
Search — counselor
— tng\crusher
tng\jordy
> Orphaned scheduled searches Openin Editv MNone 10,000,000 — tngipicard
Search
100 PM 130 PM 200 PM 230 PM 3:00 PM 3:30 PM 4:00 PM
Thu Apr 18
2019
_time

NA
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 Splunk Enterprise (term)

« 60 days enterprise full features, then free with limited features
« 500MB/day
 Violation = 4 warnings (rolling 30-day period)

Splunk Enterprise
Software

« Unlimited users

« Unlimited data

' Collect and index any data

« Real-time search, analysis, and visualization

" Monitor and alert

' Mission-critical performance, scale, and reliability

«” Splunk Premium Solutions and Apps from Splunkbase

& Free Download
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& Splunk

Links Referenced in Exploring Splunk

ChapterTopic
2 tutorial
2 add_data
2 sample_data
3 mining_tips
5 auto_fields
5 ifx
5 config_fields
5 search_fields
5 custom_alerts
6 concurrency
6 metadata
6 streamstats
6 trendline
8 autolookup
8 lookuptutorial

Description

The Splunk Tutorial

Tutorial: how to add sample data

Tutorial: link to sample data

Mining unfamiliar data

More information on automatic field extraction

More information about the Interactive Field
Extractor (IFX)

Manually configuring field extractions

Use the search language to extract fields

Creating custom alert scripts

The concurrency search command

The metadata search command

The streamstats search command

The trendline search command

Configuring automatic Lookups

Lookup tutorial

Link

docs.splunk.com/Documentation/Splunk/4.2/User/WelcometotheSplunktutorial

docs.splunk.com/Documentation/Splunk/4.2/User/Adddatatutorial

www.splunk.com/base/images/Tutorial/Sampledata.zip

www.innovato.com/splunk/mining.htm

docs.splunk.com/Documentation/Splunk/latest/knowledge/Aboutfields#An_example_of_automatic_field_extraction

docs.splunk.com/Documentation/Splunk/4.2/User/InteractiveFieldExtractionExample

docs.splunk.com/Documentation/Splunk/latest/Knowledge/Managesearch-timefieldextractions

docs.splunk.com/Documentation/Splunk/4.2/User/ExtractFieldsWithSearchCommands

docs.splunk.com/Documentation/Splunk/4.2/admin/ConfigureScriptedAlerts

docs.splunk.com/Documentation/Splunk/latest/SearchReference/Concurrency

docs.splunk.com/Documentation/Splunk/latest/SearchReference/metadata

docs.splunk.com/Documentation/Splunk/latest/SearchReference/streamstats

docs.splunk.com/Documentation/Splunk/latest/SearchReference/Trendline

docs.splunk.com/Documentation/Splunk/4.2/User/CreateAndConfigureFieldLookups

docs.splunk.com/Documentation/Splunk/4.2/User/Fieldlookupstutorial

€8
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Splunkbase B2,053EZEKEH(App) ' tJRE FELE

& & JRTLLE

P TE splunk>apps [seocneoms______ Q]

*  Splunk App for Windows

* Splunk for Unix and Linux
+ DB Collect ,
* Splunk for Cisco Firewall Q”'

*  Splunk for F5 i Get Started

* Splunk for Nagios snedsen ook
«  Splunk for Web Intelligence TS

Extend the power of Splunk

e from your data faster with apps and add-on

. | @ 3 T B ® @
N . i - 1& \ u i = 9% 2

Splunk App far Enterprise Secutity NMON Performance Monnor foe Unix and : Google Maps
2 - . Unux Systems
.y- *nix F he Splunk App for Enterpeise Security Google Maps for Splunk adds a geo
[ (4
o helps customers identily and address NMON s short for Niger's Performance visualizaton module based on the Google

eIging security threats through the use Monitor and is available on ALX, Solars Maps AP and allows you 1o Quickly piot
of continuaus monitoring, alenting a (With Saemon), Linux and ARM Systoms. Qeographical information on & mad.

I & NMON Soiunk Ao hak haan deciond t
&

=
ma K1 http://apps.splunk.com

Y. Ke)


http://apps.splunk.com/

BA S5
ttp://docs.splunk.com

splunk> docs

Get started

Search and report

Administer

€8

Deploy Develop

IETUEEE
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Splunk Enterprise Overview
A technical overview of Splunk platform features

and documentation.

Release Notes
Includes information about new features, known

issues, and fixed prablems.

Installation Manual
How fo install or migrate Splunk Enterprise

Include: m migration reguirements and

ormation.

Search Tutorial

If you are new to Splunk sez

Guides you through adding data, searc
simple dashboards.

Data Model and Pivot Tutorial
Jding data, building simple data

ls, and creating new pivots

Splunk Enterprise Scenarios
Contains scenario-based topices, Each topic

illustrate complex use case that is comprised

of several tasks involving multiple product

features. Some of these scenarics may invclve

Splurk apps and add-ons

Translated Documentation

Some Splunk Enterprise manuals are available
in Japanese, Korean, Simplified Chinese, and
[raditional Chinese.

Getting Data In

Hur maching data into your Splunk

yment and ensure that it is indexed

t

ciently and effectively.
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* http://conf.splunk.com

.CONF ARCHIVES

splunk > (oA .
2016 Keynotes, Speakers & Sessions

2015 Highlights Video

2015 Sponsors

.conf20|7

2015 Keynotes
The 8th Annual Splunk Conference

September 25-28, 2017 | Washington DC 2015 Speakers & Sessions
RsvPfor conizorr [ GaniB018 Replase | 2015 theCube Interviews
2014 Keynotes

2014 Sessions

cCN
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Splunk Mobile

Splunk Inc.
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splunksenterpriss R ~

Administrg
=3t 1t

ERER ne NSER, Administrator
| wemmsrmet. Q

TSR, R RITER 2z s R

Search & Reporting
: HETIE
Ig' Splunk Secure Gateway I
=X FRgE @ ERTRTE R & finiitean b
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EIEHR E ROETEIES

TS,

S2EMER
EmEE

%%% 0 Splunk 3t8F 2
2. SR,

= Splunk FEEFEIET SRS B BiE .

{EFA Splunk Secure Gateway B ABNETETE)
®E.

EH Splunk FBESHE SRR 12
TEETSRIRNES I TERE, EEAIER Splunk
vl

O HEEMEA JNAEA Splunk 12
BEEEE S,

E HY4S Splunk EB3=AH380 12
Splunk Lantern Z A EEhAOE I 2/ EER.

BRI 2
AURERAREER Splunk .

{5

cC2O



Splunk Secure Gateway

EEFE Connected Experiences

FEERIEEF T8 Connected Experiences EREHE  WEEREE RANERSHLE

1 -
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Ed;

splunk>

splunk>

Splunk Mobile
TR ERE AR CIE ST -

Splunk Edge Hub
frEREEE it THEEE, -

Splunk AR
EFREREE BB -

Splunk for iPad
Rl aERR - RS0 WHREE Pad BILAE -

Splunk TV ] Splunk TV Companion
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Splunk Secure Gateway

00:52 ¢ M ™M M-

BRIR

PoignantThriftvSimpler v

SEARCH & REPORTING

integrity_check_of_installed_files

Job Details Dashboard

nobody/search/job_details_dashboard

BIRES

SPLUNK SECURE GATEWAY

End-to-End Websocket Test
nobody/splunk_secure_gateway/
ssg_e2e_wss_test

KV Store Collections Status
nobody/splunk_secure_gateway/
kvstore_dashboard_client

00:52 ¢ M ™ M-
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|a672
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