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Access Manager Certified Professional
Exam

Certified NetlQ Identity Manager
Administrator (CNIMA)

Micro Focus Access Manager
Specialization

IBM DB2 UDB Family Fundamentals
CompTIA LINUX+

Novell Certify Engineer (CLE)

Novell Certify Linux Professional (NCLP)
Security and Identity Management
Technical Specialist

Novell Certify Linux Administrator (NCLA)
Access Management Technical
Certification

ldentity and Access Management
Knowledge Check

Security Operations Knowledge Check




Single Sign On

SAML 2.0
OpenlID Connect
OAuth 2.0

Google A Azure

(CLOAK
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M Ping|dentity Q AuthO

onelogin
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Cookie
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Reverse
Proxy

User
Authentication

Identity
Federation

Access Control

API
Protection

Basic Identity
Administration




NIST - ZE S EIERME

AReverse ProxyDhge, Bl EIZEindithin B ENESRE
1. IBM Security Verify Access (since 2002)

2. NetlQ Access Manager (2009, 2011, 2014, 20234t 8#)
3. Broadcom Symantec SiteMinder (2020 E#)

Technology Collaborators

Appgate 1BM Ping Identity
AWS Ivanti Radiant Logic
Broadcom Software Lookout SailPoint
Cisco Mandiant Tenable
DigiCert Microsoft Trellix

F5 Okta VMware
Forescout Palo Alto Networks Zimperium
Google Cloud PC Matic Zscaler

NIST SP 1800- 35B : Implementing a Zero Trust Architecture — 5118
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IBM Security Verify Access & #H

.-__,.-""" - - .___‘K‘
"' Advanced Access Control Federation \
Multi-Factor Authentication User Self Care SAML 2.0
Context based access control IBM Verify (MMEA) Open ID Connect
Device registration / fingerpriting SCIM Interface Saas Quick Connect
API Protection (OQAuth 2.0) Secure Token Service
Base Platform
Authorization Server Web Reverse Pr[]xl_..,r
Policy Server Layer 7 Load Balancer
Embedded LDAP Web Threat Protection
| Distributed Session Cache Management |
\




o EmILE—%A (Reverse Proxy SSO)

o RMAINE—3 A (OAuth 2.0, OIDC, SAML 2.0)
o EMEE—FA (Hybrld SSO)

o E—HAELZZREHRE (Fits In Zero Trust)
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Internet B3y & #i

Timeline of the Internet

ARPAnet, the first Facebook
version of the NSFNET is founded, Tim Berners-Lee launches
internet, is reating the backbone invents the world Netscape and the 1.966
e e e and providing the wide web, which navigator Web 2.0 billion ((( ,))
to link computers investment needed to opens the door for is begins to people are
at UCLA and create the internet as the internet to go released grow online
\ we know it today. mainstream. in stores. rapidly. worldwide.
1986 1989 1994 2004 2010
[~ [~ e =
1965 1974 1989 2000 2007 2022
r2) - . = = Y P2y
Lawrence Roberts and Robert Kahn and Vinto . ! .
homas Merril communicate Cerf publish "A protocol The first The first web Sorf“': 300 :I'he iPhone 5
with one another using for Packet Network commercial browser million is released, billion
computers connected via a Communication" laying ISP, the available to people giving rise people
low-speed dial-up telephone the groundwork for world the public, around the to the are
line in Massachusetts and TCPI!P and much larger, launches. Mosalc world are mobile T
California, creating the first interconnected I h officiall TR
Wide Area Network and computer networks. The aunches. i v '
laying the groundwork for word "internet"is first online.
the internet. used.

HTTP/1.1, 1997 f£RFC 2068, 1999 & RFC 2616 EX{XRi— iR, HTTP/2 , 2015 f£RFC 7540
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userid loginname userPwd fullName  mail
11223344 [andywu FRERRLLREL B andvwu@demo.cam
11223345 nickin FREXRERRAE A nickln@demo.cxm

11223346 |jeffreyyang  [F¥*Ersesss b jeffreyyang @demo.cxm
11223347 kenchen KREXREXRAK BEE  |kenchen@demo.cxm
11223348 |debbyweng  |Frexssssss SaEEk debbywens@demo.cxm
112923340 Jio by EXEEEEEREY A L
11223350 |andychung  [#*esssxsss T andvchung @demo.cxm
11225551 [jamespeng FREREER AR ]%i Jamespen s Woemo.cxm
11223352 [katvchung EREEREEEEE FEE R katvchung @demo.cxm




userid loginname session id
11223344 [andywu
11223245 nicklu
11223246 jeffreyvang
112233477 |kenchen
11223345 |debby weng
11222349 dorischung
11223350 andychung 15mZwnk 2p07fe2nmnrsvslguch
T2 20T iamespeng

s, || &5 22 112232352 [katychung
= NMEAREIE
MName Value Domain Path Expires / Max...
W _ver 5.8 pwm-image.trendmic... |/ 2023-07-23T...
pwm_topbar_ver 5.8 pwm-image trendmic... |/ 2023-07-21T...
_ga_DBZCVXWEIR G51.1,1674227155.1.1.1674227167.0.0.0 trendmicro.com / 2024-02-24T... v
set cookie
_ga GA1.2.1710555739.1674227156 trendmicro.com f 2024-04-23T...
AMCY_3A9CEDEDS67024D27F000101%.., 117671539103 TCMCIDTS37C19378%7TCMCMID%.., | trendmicro.com / 2024-02-24T... |5mzvnk3po7f92nmnrsvslguch
SLG_WPFT_TO zh authenticationtestcom  / Session ¢
TP_IAR 2023-06-05-09 «gstatic.com / 2023-07-05T... 1 1
SLwptGlobTipTmp 1 authenticationtest.com |/ Session Sess I O n Id
5L_GWPT_Show_Hide_tmp 1 authenticationtestcom  / Session
e el T = .0 onmomageename FAVERT VS )
PHPSESSID 13m2vnk3p07fg2nmnrsvsiguch authenticationtestcom Session

. cookies




st n v Request Headers
s —

23] 23%
nll\,‘ HE ,} I L E Authority: wwwoffice.com

Method: POST

Path: flandingv2

Scheme: https

Accept: text/html application/xhtml+xm| application/xml:q=0.9.image/avif image/webp,image/apng,*/*q=0.8,3
Accept-Encoding: gzip, deflate, br

Accept-language: en-Usen; 9,zh-TW:g=0.8,zh;g=07

Cache-Control: max-age=0

Content-Length: 2181

Content-Type: application/s-www-form-urlencoded

Cookie: OH.DCAffinity=0H-ejp; OH FLUID=aeb52e72-8%e1-4567 -9fca-daa4ff3 5ffaa; MSFPC=GUID =94c68e9ae1(

Userlndex=H4sIAAAAAAAACKHWMSQTCMAXFQ5kOgOAEL F2skHHarlinVBCFMIBAFLKgVT#:2B)rGeS6du®
gECkwYg3yEEKT:2BbSq2evKxY%2B% 2F %2800 Y4dg SIS OEZmFETtTph 752 BASmDwbAAAA,; p.Display!
AspNetCore.OpenldConnect.Monce.UJoESXsbst7)7X puzDuvM Az W0 LaGogxReRWYS6dM SxNOpoGDW:
1j8alkpodwglUnkyxWOMUTIUmVhTxul)5bjyBegSuQplS5sM3PIagO6 7vETmTRIUTiIBAP296sek-f 1 9vO'
AspNetCore.Carrelation.NIBEASquivWEKrFBBofY MPmhaMNaRYyCuhi3cBEbxMA=N; OH.5ID=84ebd25f

Crrigin: https/leginlive.com

Referer: https:/leginlive.com/ ; ML, . .
Sec-Ch-Ua: "MotA/Brand™w="8", "Chromium"v="114", "Google Chrome"pw="114" *x iﬁ SeSS I 0 n I d
Sec-Ch-Uz-Mobils: i

Sec-Ch-Uz-Platform: "Windows"

request

response

¥ Response Headers

Cache-Contral: no-cache,no-store

Content-Length: 0

Date: Thu, 29 Jun 2023 02:58:55 GMT

Expires: Thu, 01 Jan 1970 00:00:00 GMT

Location: !

Pragma: na-cache

Referrer-Policy: strict-origin-when-cross-origin

Request-Context: appld=

Set-Cookie: AspMetCore.Correlation NIBEASqufvWEkrF63ofY MPmhaMMaRYyCuhi3cBEbxMA=; expires=Thu, 01 Jan 197
Set-Cockie: LspMetCore.OpenldConnectMonce UoESXsbst7) 7 puzDuvMAzcWxOLaGgxReRWY S 6dMN5xNO poGDWvaX

aY¥Z1jBoUkpgdwq0Unky:WIMUTIUmMYhTxudjShjyBegSuQpls5sM3PlaqO6TvET m1RIUTIEAP296sek-gf79v0'
1970 00:00:00 GMT: path=/: secure; samesite=none; httponly
Set-Cockis: AjaxSessionKey=iWIvFhOILCESHNngjAFzcOaly SAIgHIST2qdmy 350y4CzgallyV0gaASI OMIRwWIRSIS0Zem(
Set-Cookie: MUID=200B09698ATEGALO2ZAES1ASGBB046B5T, path=," secure; expires=Tue, 23-Jul-2024 02:00:00 GMT; d




Cookies

« CookieZ A B FMR—1ES D - [EAkas ol B &2 B asset-cookietR iR - BB 2z U 2B —EI1R
BREARER  ZRZRFEAER EN—EESR - EEEXRMME ZHCookie » fRO] A& E 45 Cookie—1E
FRHR - RE—EERNAMBEEPIR - IREREERE - BERREERERGMR:: - M
CookieJEARHARS - BB 22= i HcookietR I8 B &5 Cookie sz A #nfdfikzs - AR IS —LE
SoA R BEras KRVAHRBEN R

« Cookief#REEZERFC 2109: HTTP State Management Mechanism

© userid=andyé&title=empé&sex=m

©
( P © jsession=alf3Nf,expires=session

‘// /‘

o © jsession=alf3Nfexpires=session




Session

« SessionE AR IHREFEN—RIEIZ4EE - FAREBFPIARE  E—ESEJUIZ2ETERINE -
B—ERHPEEE (& 1A session - EEFEEASEEE PIniiE KEliEZ—EsessionfViFE - ARFS
B TEEEREPIKENBKRKEZEEEER S —EsessiontZqE; - 74 session id - MR EE=Z—1E
session idAIERBBMU AT E& & L E FlngliZ Bsession - AR5 28 mii% iBsession idiE5E & sessionds 2 2k
£/ -

o EEﬁﬁses&on’f&%UE’]H—rﬂ% B RIERER —TER r%%‘&?ﬁﬁﬁ/ﬂ%% sessionpER 11 - HEEW
A2 bhE  BEREEEBERIAERE  HERKERS W AFE - FrLIERAERsession idikER
£ ER=slm - B Zlsession time out4 Z[E|UY -

request

response
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1997 RFC 2109, HTTP State Management Mechanism

webapp 03
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SSOXE %13 - Form Post

z
=

bR ot st

BiEhttp postA R i
ﬁ%;u%"ﬁ%ﬁ%ﬁform
actionfdurl

<form action="action_page.php" method="post">

<div class="imgcontainer">
<img src="img_avatar2.png® alt="Avatar" class="avatar'>

</fdiv>

<div class="container">
<label for="uname"><b>Username</b></label>
“text” placeholder="Enter Username" name="uname" required>

<input type:

SSOf#RAE

<label for="psw"><b>Password</b></label>
<input type="password” placeholder="Enter Password” name="psw” required>

<button type="submit">Login</button>

<label>
<input type="checkbox" checked="checked" name="remember”> Remember me

</label>

</fdiv>
<div class="container" style="background-color:#f1f1f1">
button” class="cancelbtn">Cancel</button>

<button typ
<span class="psw">Forgot <a href="#">password?</a></span>

</div>
«/form>




SSOfXE #1ilf - Basic Authentication APIZ35E 55 FH

@ Home Page - Intemnet Explorer [=[8] =]

@ - 1 httpe//iocathost
e —

The server localhost at (null) requires a usemame and
password.

Warning: This server is requesting that your username and

I;Js B 64%% E,% ﬂ%’- [I]E% i z'ﬁlj:‘l Welcome to ASHH Gareo b e ki mendlie pomics Dok auheiication
= ser name: £ sdnin =

E% %ﬁ E% E’\] 15 % A EIJ To learn more about et ““

Authentication -

Header

’

¥ Request Headers Raw

GET /HTTPAuthS HTTP/1.1 Weba.pp

Accept: text/html,spplication/xhtml+xml,application/xml;q=8.9,imag

Accept-Encoding: gzip, deflate, br

Accept-Language: en-Us,en;0=0.9,zh-Th;0=0.8,zh;q=08.7,zh-CN;q=2.6
v IN = : . . .

SSO q:l % Authorization: Basic dXN1cipwYXMz

Cache-Control: max-age=2

Connection: keep-alive

Cookie: SL_G_WPT_TO=zh; SL_GWPT_Show_Hide_tmp=1; SL_wptGlobTipTmp

Host: authenticationtest.com

S
{L}It, Referer: nttps://fauthenticationtest.com/

b64 (id:passwd)

Sec-Fetch-Dest: documsnt




SSOfVE Rl - Query String ARiEEEH

@ www.demo.com

-
webapp
SSOfRAE webappfE &

parsing urlEX5 !
userid




SSOfXE 1T - Custom Header

SSOf#RAE

‘w-forwarded-proto”: "https",

'w-forwarded-port": "443°,

'ho=st": "postman-echo.com”,

‘sm-amzn-trace-id": "Root=l-64bchbad@-4dfob74968f0a60f46507429",
o ‘m-mysecretvalus": "12345",
e '"htic-mysecretvalue™: "12345"°,

'mysecretvalue”: "12345°,

RFC 6648 : [ Creators of new parameters to be used in
the context of application protocols SHOULD NOT prefix
their parameter names with “X-" or similar constructs. J

Ll

. RBE—EZEERHeadergIEMX-
#lheaderfE 2B E&Mheader& g
ZFheaderol £ F AT &M +headera

=
=
=
=

1
2
3.
4

. AEEBRIREEI AN EHheaderZ2

HTTPS &

-

webapp

webappfE=X =T
Hheaders& il
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Reverse Proxy
BE—%A

PREHTTPE R EIFEEReverse Proxy

webapp 03
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/webapp 01

VIP sso 01
G ' %/ =

L4 or L7 \l/ webapp 02

sso 02

session sticky +round robin
webapp 03
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78 BB {Bi& cookie Bl

« XSS: cross site scripting BAAILIE<H - BEENZ2HBANAAERZEE FRE - BERI5WHE
FZEABRESABIARE  FHAEFATHTHREEZRRHENHERER  EEESRERENER
ZJavaScript - BERR £t o] B1EJava - VBScript - ActiveX - Flashal ZEZ2 2 ZBHIHTML - INE
RINE - WEBEUSEFSIAESHER (N7 —LEF) ABEHPABARS - @k HMcookieEFZEAR

- CSRF: cross site request forgery FSULiEK &S - KT/ one-click attack 34 # session riding @ A&
AEm 7%y CSRF 2 & XSRF © B—EBRHIEHAEZEEE ESEANWebEAERN ERITIERERIIRIFRIL
BH% -

26 B—BABRAERE




trigEA5H{ECookie

 http only: FilEclient side JavaScript read cookie
« Secure cookie: cookieE A E BhttpsEARIR IR

o Same site: REE FRMIEE Domain IR Path 1 Cookie —3 ' FiEHW R AER

« Samesite=strict : [@—{Eldomain#d L 4 & &1 o] LI 232 —{E domain cookie - d03EZ Al
Adomain - ZRIRYcookieE A EZE L -

- Samesite=lax : W5 —LEPRH70EF £ BIAYdomaintt, o] UL 2l 7 BiTEY cookie
- [FREBTEALS & AL
o DIGett A IELFERE W0 : <form method="GET"
o BREEFEAL U0 : <a href="..."></a>
- fEMAlink %0 : <link ref="prerender” href=*...” />
« Samesite=none;secure : 5’D+¢/+_7\7_1§JEHCOOKIG1E|BEEEht’[pS ARE e

E—BABRAEE




Cookie FAE X

A5 a8 ol AR B ECookie ZEE— A2 7 - HR PR Cookie B FIAEMEERIRE - ARF
22 B 0] LIS FIF P ¥ CookieZ£1T BN - — (B ERIRERBIE ol SE 2B 1R/

1. R#FBImief—IEz= 2 EmE Asecret

2. RIBH IZEREEFsecret(wall)=34Yult8i

3. BEMMEBNAEERCookielRusername=wall[34Yult8i - b - BT A= -
4. RBWRRBZEHENAENED  REASEEEREN -

28 B—BABRERE
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Session aig APk &

- BE—% AZ#floadingE

- Basic Authentication IRSEZ ML 2 4 BB
- BE LRBEH—RED

o DIRSEZANE 5 AL 8

- Session ID# & EXHYE 22

* Fail-Overf& &

0 BE—BABRAGE



OAuth 2.0




A OE 2

TEBE#H Client-Server 22182 - ClientZ2EZNX{RENER (Protected
Resource) MR - £[0) Server HRfEAHZE (Resource Owner) HYMR 5% 245
717 - ?%TE%E%ETU‘F%E_CWTL/{iﬁJC% Resources - fl Resource
Owner ZERJEHHAEEE =N - EEFREBU FNOEBE KR :

1. HF=AREAoLIER#FERAZIORIEEZE -
2. Server WEXIEZENGRE - AIEEBARENSMNEZE LRYTIH

3. BN EERLTTENEIR - BIARSHIZE =F=EL o] UAZEE
Resource W - DI oJDAFENRIEE -

4. FRRAEE—EFE =FREANFEE - MBS BZENEET sERE -
5. EH%ZHET%EZE%@ MBERERAZBHENTEE R W -

—BABRAGE




OAuth 2.0 7742

. OAuth 1.0 (2009), OAuth 2.0 (2013), OAuth 2.1 draft (2020-2023)

- FIRUEHE ( OAuth ) @—fEFBIRE - RN ERZEE =K EAFINZER
ZHER—HIL CREEFNAENER (WMEA - A - BEASEKR) - MK
Tt EREEREMERRREEE =T ER -

- OAuthseFHERZ R —(EEM - A2 EHZE B E R FEMF R
ERERBRREZNER - 8—EENRE—(ERENHE (Al - &
RIEAI)ERENRE (HIW - FFNRV2/DEA ) AFERENEIR (B
MEEZER —MHEPHNT R ) - Bk - OAuth:ZEEHE ol LUR#E S =75 4915
FHMMPRFESIMRFREZHNEEREEN - MIFFABAR -

3 BE—BABRAEE



OAuth 2.0 45t

- OAuth 2.02 —fEFR M TRV IR EZR1B

- OAuth 2.0 \BHTTPHENE - E#E45Devices, APIs, Serversid
Applications

- OAuth 2.0FZMINEEEFEAccess Token2R FHUREE R

- BEEZEFER HTTPS with TLS 1.2 (B ES)

- User-Agentih B2 #EHTTP Redirection (HTTP 302 Status Code)
- RFC 6749 Z0Auth 2.0 i3 8

u B—BABRAGE




OAuth 2.0 B&%E

Resource
Owner

Source Authorization
Server Server

{ REST:API } |

L

7o iz L3 A 17 AR =

APIR 7




OAuth 2.0 A&l

lllllllllllllllllllllllllll

Authorization

Server

Access

P [

Authorization
Grant

3 BE—BABRASE



Endpoint

the resource owner grants authorization to the OAuth client to access

Authorization endpoint the protected resource

OAuth client exchanges an authorization grant for an access token and

Token endpoint an optional refresh token

Logout endpoint end a session by revoking an Access Token
Introspect endpoint It can be used to validate reference tokens
Revocation endpoint A URL where you can revoke OAuth tokens issued to a client

Final portion of URL is a path parameter that is the name of your API

el Eieoel Protection definition

an OAuth 2.0 protected resource that returns claims about the

Userinfo Endpoint authenticated end-user.

E—BABRAEE




Grant Type for OAuth 2.0

- Authorization Code
— EEMEEZLZSE - FiBAuthorization CodeiEYAccess Token
— https do post and redirect

- Implicit
— MEHEE - {BEAccess TokenIIEURI - BB HES
— Single Page Application ~ JavaScript

- Resource Owner Password Credentials
— BEEBEAERIERIE4Client®Authorization ServerBY{SAccess Token

- Client Credentials
— APl calls £

8 BE—BABRAEE




Authorization Code Grant

FHid Edpwd #[E] >
o Authorization Code i

FAAuthorization Code
e #i[EAccess Token Authorization

/ e

Access Token

BEH M

e e IRER K Token EEA,
Resource Resource Sorver RHLIE
Owner Client -
A& \ _
Resource Repository

Server




Authorization Code Grant ()

o Fid Epwd #[El
Authorization Code

9 FlAuthorization Code
#a[mlAccess Token

e fEZE Access Token

*
Resource Authorization
Owner Client FHAccess Token Server
Resource Server e & .
=RE PRE% S Token EiR

—_— e

GET /authorize?response_type=code&client_id=s6BhdRkqt3&state=xyz
&redirect_uri=https%3A%2F%2Fclient%2Eexample%2Ecom¥%2Fcb HTTP/1.1
Host: server.example.com

Repository

POST /token HTTP/1.1

Host: server.example.com

Authorization: Basic czZCaGRSa3F@MzpnWDFmQmFOM2JW
Content-Type: application/x-www-form-urlencoded

grant_type=authorization_code&code=5plx10BeZQQYbYSeWxShIA
&redirect_uri=https%3A%2Fh2Fclient%2Eexample%2Ecom%2Fch




Implicit Grant

FAid Edpwd & [E] o
o Access Token Authorization
(BRFEURLE) Server

—— % Acﬂcesns LOke,E
' ﬂ'\ § I (2) © AR ke BEA
£ 7

<

FAAccess Token E3R

Resource 2
Owner Client Resource Server 2R
%
ERE \ l l '
: = ' id= = Resource Repository
GET /authorize?response_type=token&client_id=s6BhdRkqt3&state=xyz Server

&redirect_uri=https%3A%ZF%2Fclient¥%2Eexample%2Ecom¥%2Fch HTTP/1.1
Host: server.example.com




Resource Owner Password Grant

Authorization

Access Token
Server

(HTTP POST)

# Access Token
| BERERE

\ e REE L Token FEA
Yy "D ~_©
FHAccess Token ZE3K

Resource 2
Owner Client Resource S;ﬁrver AR

R \
{23

POST /token HTTP/1.1

Host: server.example.com Resource .
Authorization: Basic czZCaGRSa3F@MzpnWDFmQmF@M2JW Server Repository
Content-Type: application/x-www-form-urlencoded

o FAfE A #&id Blpwd #[E]

grant_type=password&username=johndoe&password=A3ddj3w




Client Credential Grant

Fclient id Edclient
pwd #[a]

Access Token
o (HTTP POST) Authorization
Server

Access Token

2] (3] RS oken AT
% \ 2% | OKeEN H i

FAccess Token ZE3K

. APz

Client R BEAR T

POST /token HTTP/1.1

Host: server.example.com

Authorization: Basic czZCaGRSa3F@MzpnWDFmQmF@M2JwW Resource Repository
Content-Type: application/x-www-form-urlencoded Server

grant_type=client_credentials




Grant Type for OAuth 2.1

- Authorization Code + PKCE
— WA RProof Key of Code Exchange (PKCE)
— Redirect URIs must be compared using exact string matching

- Implicit 1 Resource Owner Password Credentials
— B HOAuUth 2.1781%

- Refresh Token
— TEpublic clientlF B FEZFERABENFHERBEFEA—R -

w B—BABRAEE




HEGrant Type

- Device Authorization Grant
— RFC 8628
— faBIREEH (HTTP)
— BESEETHE
— Smart TVs, Media Consoles, digital picture frames, printers=

- Security Assertion Markup Language (SAML) 2.0 Beare r Grant

— RFC 7522
— SAML 2.0 Assertion Token converts to OAuth 2.0 Access Token

E—BABRAEE




Token Type

. Access Token FAREFEREER - 2 BB FSE (string) - ERNREFER scope ( FHL
FE ) - 1= _E 2 Resource Owner & Resource Server - MMAuthorization Server 12
T#\access token?FH B AR 7S -

Refresh Token FB2K[a) Authorization Server EFEVE —EH7HI Access Token - 3R B —{E
Access Token 888 - WS 2HEEAE - £ - Refresh Token 13 7 Resource Owner 3%
#E Client EFTHVSHTHY Access Token MAEZHBEEK Resource Owner B9IE#E - Client B/

HENMBETTSE - HIU0 Access Token BH 7 - BEIZHH Token - AGREARENRIRIZEIRE -

BE—RABRALE




{FEFAOAuth 2.0 FYIFE

1. REZEM : £H0Auth 2.0 REFRFEADSERFPZMEBNER N fRES = KA - /b
CIRPERBIRER - BERAPNEEASRBLEENES -

2. S : OAuth 2.0 RFTRFBR R T BEIESE =K BEMEEEENER - EERFPHEEEBES
B - EERMPIEES EE MR B IRV EHE -

3. OJiER M : OAuth 2.0 2—EEZIRARNIRE - FFZRFIRFENRBEZFE - EESHEAERESN
SR 21 S E R SR ERER -

4. m/VFIEENGME : OAuth 2.0 IRt/ —TEIRERRERIE; IV - LUV FHEEZ WS B RIREH I BUERY E R
ERFNEHZRRE -

E—BABRAEE




OpenlD Connect




OpenlID Connect

1. OpenlD ConnectfROpenID 1.0/1.1/2. 022 A~ — KR -

2. OpenlD Connect@#OIDC - BEfMOAuth2.0& X & All: OIDC B Z &
(Authentication)MOAuth2.0 B B9 215 # (Authorization) -

3. OpenlD ConnectiZ#E 1L 0Auth2.022%5 Lt - FAClaims2REIEEnd-User& il - iz HEID
Token -

4. REYPFHOIDCE £ Authorization RequestP& E& 1 _Escope = openid -

5. ODICEEOAuth 2.0 & =1&7c2 : ID Token * Userlnfo Endpoint * Standard Set of
Scopes

6. HEIOIDCII)RBERFC - {EAFinancial-grade APl (FAPI) Guide

E—BABRAEE



Default Scope

Openid ID Token claims

Profile name, family _name, nickname ,given_name, middle _name, nickname,
preferred _username, website, picture, profile, gender, zone _info, birthdate, updated_at
and locale

Email email, and email_verified

Address address

Phone phone _number, and phone_number_verified

{
"sub": "24828%761001",

"name": "Jane Dos™,

"giwven name": "Jane",

"family name": "Doe",
"preferred username": "j.dece",
"email™: "janedoefexample.com",

"picture™: "http://example.com/janedoe/me.jpg"

so E—BABRAGER




ID Token

- ID TokenA& = —fEJson Web Token (JWT)

- ID Token2 BRI NERN : “wioan: wnceps://cerver. example.con,
— iss (Issuer) Claim #%2#& sadn: vacpndmkarit,
_ sub (Subject) Claim fERZID veprs isizeienen
— aud (Audience) Claim #=#& Eﬁé;t%ifgigégD%gr U
" exp (Expiration) Claim A% "aces Mumminace:incomon:iap:silve:

_ jat (Issued At time) Claim 1% 3% i5 ]

— auth_time (time subject was authenticated) Claim

— nonce (nonce) Claim : client session

— acr (Authentication Context Class Reference) Claim
— amr (Authentication Methods References)

— azp (Authorization Party)




JWT

- JSON Web Token (JWT)2—1E~FHIAHRE(RFC 7519)
- ERISONBINYH T BRARBEEN - AEFE A REEABHTTEREMY
- OJiEiEsecret(HMACES X)) S IFE T T £ #8125 (RSA or ECDSAEEA)

BASEG4URL-ENCODE BASE64URL-ENCODE BASE&U?L-ENCODE
(uTrs(JOSE Header)) | * (JWS Payload) ' (JWS Signature)
BASEG4URL-ENCODE BASEG4URL-ENCODE BASEB4URLENCODE BASEGAURL-ENCODE BASEG4URL-ENCODE
(urrs(JOSE Header)) | * | (JWE Encrypted Key) | * | (Initialization Vector) | * | (Ciphertext) | * | (Authentication Tag)
JWS JWE

JWTH Z7& : IWSEIWE
JWS : JSON Web Signature
JWE : JSON Web Encryption

B ARRSE



J WS TO ke n BASE64URL-ENCODE BASE64URL-ENCODE BASE64URL-ENCODE

(uTF8(JOSE Header)) | - (JWS Payload) ' (JWS Signature)

Algorithm  Hs2se

Encoded essreaoxenere Decoded comriernoan aosecss
HEADER: ALGORITHM & TOKEN TYPE
eyJhbGeci0iJIUzITNiIsInR5cCI6TkpXVCJY.e
yJzdWIi0iIxMjMBNTY30DkwIiwibmFtZSI6Ikp v IR
vaG4gRGI1TiwiaWFOILjoxNTE2MiMSMDIy Q. Sf oo ol
1KxwRJSMeKKF2QT4fwpMeJf36P0koyJV_ad(Qss b
WSC
PAYLOAD: DATA
"sub™: "1234567898",
name": "John Doe",
'iat": 1516239622
VERIFY SIGNATURE

} [] secret basebd encoded

Sl




JWE Token

BASEG4URL-ENCODE BASEG4URL-ENCODE B.A.SE.MUF?LENCODE BASEG4URL-ENCODE BASEG4URL-ENCODE
(uTr8(JOSE Header)) (JWE Encrypted Key) (Initialization Vector) (Ciphertext) (Authentication Tag)

eyJhbGciOiJSUBELTOFFUCIsImVuYyI6IKkEyNTZDQKkMESFMIMTIILCIraWQi0iIx0GIxY2Y3INThjMWQOZWM2YmRhNJUAOT
MIN2F1ZGOANSIsInRScCI6TkpXVCIsImN@eSI6IkpXVCI1S9 . gChxP7803DgpDTUQbuHN1uGEYpATqeGkRGy7paC6hRrz7N7
AOWDO9Fhnj-c8ocM1l4cF43b_mv5qRPCh9r57PBgqx7JOhMIMPTwIGpjcyBaqtH1Z lulvupY5tQ3Y2jGz1Ti4Bnywae
wIPQItN7/F7hIAORZzJ7IYAsIKKVXtQJZgaKW8pEHq GCqj81i5aaiMOulnRG3G0Oh31ivpO9Npjvaodoqp3gyPalzjrg2Hl1R
107 20MGvtuVTkuNwF -5SoPKFECyHOQ@ZK1oH2sTO8 - JwvHT 1bIZQroxWT pS8q7MbUXEuqURtrgeTj-2z6tda0LT4b3Ue
DufK2ar3bBfRDA-nRALtoY@ekcMyGF05701Mx]13hy5sIG-EySyWeuBVy68aDWDpi2g7oQuY1Thxxak jncCOGu_Gh111m m
K21 TIdyXCT GCtzFgd4ZTkPZ5eydNBAPZuxBLUbABrMb5iDdZjT7AgG01Rre wIRHmmKmEWINDeQQRmbIX023JuOwd . BDCa
rfg2r UkSDHNTsNwS().

_J7WDOFLRRPI71LpTHN2mOiXLDg5xtaF -sLQdm0eNSoc

sa B—BABRAGER 5 38




OAuth2.0 vs OIDC & E %

OAUTH 2.0

Resource m Source Authorization
Owner Server Server

m

APIfE

L

7o iz L3 A 17 AR =

Source OpenlID Provider
m Relying Party Server

OpenID Connect

E—BABRRLGE



Authorization Code Grant

Relying Open ID Token Userinfo
Party --| Provider Endpoint Endpoint

Authentication Request
Authenticate
User
3 Return authorisation code
4 Retrieve tokens
using authorisation code
Retrieve Userinfo
using access tokens

—

N

U

E—BABRAEE




OAuth2.0 vs OIDC

response_type=code (scope doesn't include openid)

R (T T — Authentication &
Authorization Request T et

"@ ------------- > Endpoint

Authentication

-0

"

=
-
@ﬂf
-
-
-
-

[ Authorization Code ]_“_‘@__IO_kfn ReQUest
---- ~-p L Token
-=" | Endpoint

-

| Access Token ]a“"

response_type=code (scope includes openid)

 Client Authentication &
| (Dmm e iZR2LEE1S ] Authorization
| Endpoint
Authentication
_--0
[ Authorization Code ]-‘ :@ __IOken Re Quest
------ >4 Token
_---=""| Endpoint
[ ID Token ] ‘_,.-—"@
[ Access Token ]

OAuth 2.0

OpenlD Connect
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Hybrid Flow

i . =

( ID Token 1

[ ID Token ]

[ Access Token ]

[ Authorization Code ]--

response_type=code id_token

Authentication &
Authorization Request

Authentication
Authorization

U,

-

Authorization
Endpoint

Token
Endpoint

E—BABRAEE

OpenlD Connect

Hybrid Flows@ A1
TEESZEH - E
1l -~ RlFT T B2
2 - BRINEHRRIEI R
A B AR P55 R A e
FAREIVATENIED -



RFC

- RFC 6749 — The OAuth 2.0 Authorization Framework

- RFC 6750 — The OAuth 2.0 Authorization Framework: Bearer Token Usage

- RFC 7515 — JSON Web Signature (JWS)

- RFC 7516 — JSON Web Encryption (JWE)

- RFC 7517 — JSON Web Key (JWK)

- RFC 7518 — JSON Web Algorithms (JWA)

- RFC 7519 — JSON Web Token (JWT)

- RFC 7523 — JSON Web Token (JWT) Profile for OAuth 2.0 Client

5o E—BABRAGE



OAuth 2.0 B OIDC Z=H5l

_ OAuth 2.0 OpenID Connect

TEHR EARERPRERDN - EOAuth 205 FEVS1iRERE
MBI RIREEE RS
Shige ETFEPhaERKEER &8 IDERREERFNENHER

=t KRR - BERABEOEEN DIBRHEZEEEH - WiEA
51 Access Token 2R¥Z FE & RAVEHE
RER
mEER PHEIRERIBEETERKE OAuth 2.0 WIERETT / REE1L -
TEEERERE OIDC EEE BB ENMIZMHER
= .
ZhE £ Access Token k% [EIRERAID S (28 HER)
TRISHE RGBS RE A1 Access Token ( HRGFEIEIR )

HIFR HTERSHRENEE




SAML 2.0




ldentity Federation

FederationEZZR &L WO E—EARNKRIREBCEARRBERZ4 L
A I 57 B EE2R -

SAML 2.02—*&lIdentity Federationgy#%l

SAML 2.0 ( ZZ i =1R5Cs |:||:|1:| = 2.0) E—BERXMLIWZRE - HRESHZ
BR TS %12573‘%[1&4‘&1 - TEZFRWebrIE—% A (SSO) 5= - B
APoLiEE— ﬁ“@ﬁﬁﬁ R RGBS EERRERRSS - MES
7%1@5’%%%%%’%% ETTERRE

Identity Provider Service Provider
John Wick
ighni@demo.com

John Doe
lchni@demo.com

—BABRAGE



SAML 2.0 fl§zE

SAMLI1IGTEE
e Assertions
—~ XML 18T - AR ERTREHARS M, - PIMNBE0EE:E - B4
MEEER -
e Protocols
— ARENBSMEFEEENEIEBMIGEKERMEREEBNEE -
e Bindings
— ARBHEERENBERE
e Profiles
— protocols ~ assertions#bindingsfI4H 5 - B 1M —EE AR Bl E B S 77 B
EEMERE -

—BABRAGE



Three Entities for SAML

= — IDENTITY PROVIDER

USER AGENT

SERVICE PROVIDER




SP Initial

SERVICE PROVIDER

B ARRSE



IDP Initial

SAML |
-——
-

USER AGENT

SERVICE PROVIDER

B ARRSE



SAML Federation — §25%E ( —)

username:andy username:andy

o Basic SAML Configuration 7

Ihentif Required
Reply URL (Assertion Consumer Service URL]  Required
n on URL ) y
Relay {Op J
Logout Urd (Op!

o Attributes & Chaims
A\ Fill out required fialds in Step 1

gvennams USEr.gIVENNamE
surmame usersumame

IDPEISP& B E&EMETADATA e

e SAML Certificates

Token signing certificate P
Status
Thumibgprint
ral 1043 2; 3 AM
cation Email tichung@htic.com.tw

D IREC

N

App Fedgration Metadata Url hitpsy//loginmicrosoftontine.com/1 5df

E—BABRAEE




SAML Federation — 827%E ( —_)

SAML

Email
tichung@htic.com.tw

E—BABRAEE




SAML 2.0 BINDINGS

SAML SOAP BINDING (BASED ON SOAP 1.1)
« REVERSE SOAP (PAOS) BINDING

« HTTP REDIRECT BINDING

« HTTP POST BINDING

« HTTP ARTIFACT BINDING

« SAML URI BINDING

60 B—BMABRERE



SAML 2.0 HTTP POST BINDING

Service Provider Identity Provider
sp.example.com idp.example.org
Resource
A Assertion Single
feis Consumer Sign-On
chec Service Service
Access | ARiﬁif;CtW“gt GET using Chafl(l)ernge
: <AuthnRequest> :
resource q | <AuthnRequest> . jertials
: . Signed
g POST signed  <Response> User
uppY <Response> i HTML form login

resource _ :

o

Y ' N |
\ ( User or UA action ) /

(\ User or UA action /)
N T

Browser

N SS0-SPrew-POST




SAML 2.0 HTTP ARTIFACT BINDING

Service Provider Identity Provider
sp.example.com idp.example.org
<Antifact Artifact
Resource Resolves 4+ R%solqtlon
ervice
- JSO.:P) Io- —
sertion =Artifact ingle
Thc‘ff Consumer Response> Sign-On
g Service (SOAP) Service
Neae | Redirect with GET Chaflla;nge
resource <AuthnRequest= =AuthnRequedt> cre dgntlals
: ' User
Suppl GET SAMLart Redirect with :
resopuprg e SAMLart login

' \ i
\ ( User\ar UA aétion )/
(\ User or UA action / )
= ~

Y

Browser

o i SSO-SPPOS T-art




SAML 2.0 SSO

Identity
Provider

— TRUST

'-'h-\'
§ all -

Serivce
Provider

g

r_;'u Q Serivce

Provider
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>

e IDP2% i Tokenig - {E[O]453SP1#&
e BREESPHY T IE -
—
OIDC
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OAuth2




EE 1-% :T:c Eu)\ Eﬁ E,‘J FI:ﬁ iEEE

1. JWT TokenfE FHEA(RE?
o S—(EClentEEARHTRE T Token - WEREH SHEMBERHRL -

0. ZHFEREZAccess Token or JIWT TokenB9 B L ME?
® rService Providerz Resource Server -

3. Access TokenfiRefresh TokenBUIEE ER EZ /7
o EKR|RBJAccess Token#%g - Refresh Token#f£—2f -
o KIBIRIBEKMARE -

4. |IDP and SPRVfEHEIRE[ED?

® SPandI|DP2&@Federationt# sl - HILEHEFEEBIRTE - 0B BSAMLIJITHSIST
B - BlascimiE Rl #IRsR R SR -

1w B—BABRRAERE
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EMIRIRE—FRA

workday.

1] Office365 Go. gle Apps

servicenow Saleyarce

Federated
SSO

On-Prem w @> SharePoint :.‘Eyo'fﬁ

« EEf—FEESHinHEEIRE—FA
o ERERFTEMA—RZE, BIoIS A i Bl E iy AR 75
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B—EARMAoEE (—)

headers ~

webapp 01
Cookie headers

\ 4

Qeury String S

8 AT

> -
webapp 02
Basic Authentication
webapp 03

8 B—BABRREGE



BE—EARFOME (2)

e

AT

[
>

>

Access Token

—

-~
webapp 01

-

webapp 02

webapp 03
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webapp 01

headers

workday. m
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A
\ 4
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Access Token -

= webapp 02

servicenow salc‘sjbrce

webapp 03
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%'E'EI/T%—\ i “ﬁ:ﬂ E

Eiweb [ERA 24 ERFFEweb B 4

i
& Home Page - Internet Explorer [=]l8] 8 ]

)

Connect o tocaiho st —

The server localhost at (null) requires a username and
password.

@\J + |G htpriocaihostss: - ~[4]x]

Warning: This server is requesting that your username and
password be sent in an insecure manner (basic authentication
Welcome to ASH | withouta secure connection).

User name: 3 admin ¥,

PivotLink

Cla oo salesforce
“i"amazon 5o

s v services
SharePoint

SEervicenow TV wersuire

&0 A

. click. done.~
Windows Azure W'Em

To learn more about

Password: |

[ Remember my password

Coc J[ coal |

Address i@ httpifflocalhost: 2356 1 PwindowsAuthentication/Login, aspe:

Go: gle |

e DI .
User IMame: |D0mainName\UserName | Oﬁil:e 365 GOApLos)gle WO rkd OYm




TR ZTA

ZELELZ TR (2B ; Zero trust security model ) - TIESEEIRE - SEE4HE
2218 ~ ZTA ~ ZTNAE - 2EARHESEER LT ( perimeterless security ) - IIf
B2l f—IEITRARETHEERN A S - EEELZEEREANTEWMIZE " AE
i #ASEE,  BIAEERETEE  EIFEEECLEERLF oA (4
MralEEAER ) WH ZRI2@8kRE - AZEIRANEEZRBEEEMH  E3R%
MEEENET - EREURERRI - UREZRIENBEIRIBEANERE « FEERIT
BiE (HNYEAEE )  EETRAIERE#HNGE (NEREZ LR "EEER
 AEEESR  BEEBRBVPNETER ) MEEREBHNIRIEEMEE - F
EEIREHRERE  BEREEAZREUEBENRIR NMagaERES D MTEM - DIEER
HEBDTNMEERTINEGERGSEREE DR - REHEAZENFNIRIZIIEL
BEF o] -

BE—RABRALE




Implementing a Zero Trust Architecture

« NIST SP 800-207Z {51445 : Zero Trust Architecture

1) NIST SP 1800-35A : #1Ti@2 ( Executive Summary )

2) NIST SP 1800-35B : /57% * ZREBMZ 245 ( Approach, Architecture, and Security Characteristics )
3) NIST SP 1800-35C : #a#E{F¥55| ( How-To Guides )

4) NIST SP 1800-35D : IJ#5&E7~ ( Functional Demonstrations )

5) NIST SP 1800-35E : AR SHEIE ( Risk and Compliance Management )

o3 B—BABRERE
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ZTA Supporting Component

ICAM: Identity, credential, and access management
Endpoint Security

Data Security

Security Analytics

a K~ W D E

Resource Protection

NIST SP 1800- 35B : Implementing a Zero Trust Architecture — 88558
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ZTA Component for SSO

o [CAM:
— Access and credential management
— Federation identity

— Multi-Factor Authentication
— ldentity management
— ldentity governance

* Resource Protection:
— Application connector
— Cloud workload protection
— Cloud security posture management

o6 B—BABRERE




NIST SP 800-207 ZERO TRUST ARCHITECTURE

K

Control Plana

™
=

Figure 5: Resource Portal Model

Data Plane
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NIST SP 1800-35B: Implementing a Zero Trust Archite

A
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User

Endpoint

5{D). Perindic reauthentication
challenge/response and endpoint
hygiene verification
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cture

e = =z a . =
EiE At RIE Policy Information
= = s o = :
EE BE ERx Points (PIPs)
' Policy Decision / _ \
Point (PDP) | Supporting Components
; I{3). Information needed to ~
_ F approve/deny access request
I{N): Initial Connection Policy Engine{s) (PEs) I * * ,&‘ it
S{I:IZ Session MEI’IEEEITI ent ,——E;h— ————— 5(8)/R(B). Information needed b
cy Administrator(s) to continually evaluate access i
R(X): Resource Management W (PAs) l - > fi j_ Endpoint Security
T ]
I{4). 4 ”
t ﬁ['”];w y 55""2'“['“‘1- $ | s continuesrevake timit - 3
derny requestiﬁ SESSI0N 3CCess a‘;\) Security Analytics
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and its endpaint verify subject, i o m Data Security
resource, and AL
Yy endpoints¥ W
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W1}, initial acoess request _ _ Resource
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upoje -4 A - :
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NIST Cybersecurity Framework CSF
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