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Test port 80 81

C:f\'.-l:i.ndm-:s‘\SystemBE}telnet 148 112 _114 BE 8@
[EHEEE] 140,112 114,808, . B EEEF

C: '\'.Jlnduu.,‘\Sy.,tem32}telnet 14E 112, 114 BE 81
A TJ 148 112 114 _8@._ .4

+ Port 80 1RR IR FE R
+ Port 81 Timeout 74" HHIH xR

No. | Time | tpsteeam [ TTL | Souree |8re Port | Destination | DestPort [ Protocol [Length [Into
127 2.554983

4 128 172.16.9. EEE1s 148,112,114, 88 £6 5B815 » BB [SYN] Seq B Win=8192 Len=8 M35=1460 W5=4 SACK_PERM=1
2 P ; ; ;

4
4

4
4

66 [TCP Retra
62 [TCP Ret

+ Port 80 f% reset. (TTL=250)
« RST HrE AR RRE

+ Port 81 Timeout
« b 3 7 ~ 6 ) EH ik SYN




Test port 3389

| Time | tep strearn | TTL [ ource |8m Port | Destination |DestPort | Protocol |Length |Infa
=¥ 1= S ] P XS ST | Il C.nq:ﬁ WHR=R102 | an=G MEC=1ARE WA SACK PER
L5651 721881 4 a2 53549 TCP f 3389 -+ 53549 Seq=f Ack—1 Wir=8192 |en-f M3S=
66 1.721135 2 128 172.16.8.2 53549 140.112.114.88 3389 TCP 54 53549 » 3389 [ACK] Seg=1 Ack=1 Win=65788 Len=@
353 3.595773 2 128 172.16.8.2 53549 140.112.114.89 3389 TCP 55 53549 » 3389 [PSH, ACK] Seq=1 Ack=1 Win=6570@ Len=1

+ Port 3389 [ (TTL=123)

+ 140.112.114.80 2 Windows Server » TTL ¢J461E
128 - {H3EH, Reset B8 TTL=250 » #EHEZE 1A
TTL #J451E Fy 255

x 128-123=5 hops -> Windows Server
x+ 255-250=5 hops -> 2& 1 Reset %A




FS Default TTL

,é Article: KED9948701 - Overview of the Fasil.4 profile - Internet Explorer

@: - |(§1 hitps:#fsnpport £5 com/cspdarticleE093 O j L F5 Wetworks., ¥+ (% Articl: K09948701 - Overvie... % | |

| EEE REE #R EHEEW IBEO HE:

|55
Time to Live Proxy Specifies the outgoing TCP packet's IP header's TTL mode. The following options are available:
L
(TTL) = Proxy: Sets the outgoing IP header'sl'I'I'L value to 255 for IPvd |3r 64 for IPvE.
= Preserve: Sets the outgoing IP header's TTL value to be the same as the incoming |P header's TTL value.
» Decrement: Sets the outgeing IP header's TTL value to be one fewer in number than the incoming IP header's TTL value.
= Set: Sets the outgoing IP header's TTL value to a specific value (as specified by ip-ttl-v[4]6]).
Nofte: This setting is infroduced in BIG-IP 13.0.0. This setfing does not work for PVA-assisted flows.
Time to Live 255 Specifies the outgoing packet's IP header TTL value for IPv4 traffic. The maximum TTL value you can specify is 255.
(TTL) v4 Note: This selting is infroduced in BIG-IP 13.0.0. This setfing does not work for PVA-assisted flows.
Time to Live B4 Specifies the outgoing packet's IP header TTL value for IPvE traffic. maxamum TTL value you can be specified 1s 255.
(TTL) vb Note: This setting is infroduced in BIG-IP 13.0.0. This setting does not work for PVA-assisted fiows.



F5 Rule fillBx
‘&@ 1C %
+ & F5 Rule il » Port 80 1F & #H45 » TTL=123

—

(W i addr—=140.112 11480 B4 +| Espression-- |
No. Time wp.steam | TIL | Soumce SroPort | Destination | DestPort | Prowocol |Length |Inta

— 316 1.942571 4 128 172.16.8.2 53512 148.112.114.88 88 TCP 65 53512 » 8@ [SYN] Seq=8 Win=8192 Len=© MS5=1468 WS=4 SACK _PERM-1

f 317 1943527 4 103 146.110.114.5@ 80 172.16.0.2 53512 1CP 66 86 5 53512 [SVH, ACK] Seq-0 Ack-1 Win-5192 Len-6 M>5-1466 Ws-256 SACK_PERF- i |
— 318 1.543584 4108 172.16.6.2 BS612 140, 112. 114,50 B0 TCP T L 0 BT S e R T YL T

€ == LT ASEEHEE - Internet Explorer
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F5 Rule 5% & IETE1

+ ping 140.112.114.80
x 11L=123 Windows

Ha, | Time [T |Soume |8 Part | Destination |DestPart | Protocal |Length |Info
1 @.200800 128 172.16.8.2 148.112.114.88 ICHP 74 Echo (ping) request
2 0.008976 40.112.114.86 172.16.8.2 ICHP 74 Echo (ping) reply

* telnet 140.112.114.80 3389
x 11L=123 Windows

Na. [ Time 111 [ Somme [SrcFort | Destination |DestPort  [Protcol | Lengih |Inta
18 £.399738@ 5172.16.9.2 64796 14@.112.114.88 3389 TCP 66 64796 > 3389 [SYN] Seq=@ Win=8192 Len=@ M55=146
19 6.488645 .4@.112.114.8@ 3389 172.16.9.2 64796 TCP B6 3389 » 64796 [S5YN, ACK] Seq=9 Ack=1 Win=8192 Le
28 6.48E782 128 172.16.8.2 64796 14@.112.114.8@ 3389 TCP 54 64796 » 3389 [ACK] Seq=1 Ack=1 Win=6570@ Len=@

+ telnet 140.112.114.80 80
+ TTL=250 F5

Ho. | Time [TTL  |Souce |SreFort | Destination DestPart  |Protocol | Length | Info
7 2.791898 128 172.16.8.2 64795 148,112,114 .80 88 TCP 66 64785 -+ BB [SYN] Seq=8 Win=8192 Len=8 M55=145
8 2.792439 48.112.114.8@ 8@ 172.16.8.2 B4795 TCP B2 8@ -» 64795 [SYN, ACK] Seq=8 Ack=1 Win=4384 le
3 2.792453 a 172.16.9.2 64795 148,112,114 .80 g8 TCP 54 64785 » 8@ [ACK] Seq=1 Ack=1 Win=64248 Len=@
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