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£ pege, 5 'ceibal, BLCH % 0§ 3 RBMEP SR MEETHE Y R
Line Notify pfi e A | > 7 P FEMAA LT 2 TR LRS- T HT
H.2019 & 11 * 2+¢ Email % 483 A 482 Hitre Ceiba % 3LV RP45PF > ptt.cc t

g

7. Post = '_'qfi_ » FpFE * Line NOtIfy iﬁ'r]\%fﬁ °

CCNET _Notify: 11/08
[#78] SANBEATEY: | BERIES ST I THEERT)
https: {iwww ptt.ccfbbsINTUIM. 157231552794 9C3 html

CCNET _Notify: 11/08
[#7hl) HARIAERFEY: AA87H | HERE
https:/ fwww.ptt.co/bbs/NTU/M.1573189876.4.994 himl

CCNET _Notify: 1111
[Ze#] NTU Mail
https:/fwww.ptt cofbbs/NTUM, 1573449576.4,42C html

Bl 26 ~ ptt 58X 3 4~ i ¥~
2. BGP Hijacking = p#3 4,

BGP B d 22 5 7 F Autonomous System(p 75 & &, @A AS) Lyt < R
2.3 % > %73 BGPHijacking # 24 » # 5 hig * ﬂi S g Flpted 4R

PRl LA F 3 p e &aBiT2 AS § 3 2 BGP Hijacking ¥ ©# >
https://bgpstream.com/ # >+ % & ~ ISP 3 &3 % i 7] BGPAS Path % it 2 &

Pok o o FpF TpE Rl & & ¥ BGP Hijacking ¥ i -

Flp B #F - 2 LineBot TrpFg N 3 IEF i A ¥ HF https://bgpstream.com/ i p
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Notify

&
=

@ CONET_Motify: 2019-11-11 20:50:00

S-TW Kickilack Co., Ltd, TW (AS 131845)

BGP Hijack B[IEsH 5.

CONET_Modify: 2019-11-06 05:07:00
Cutage
KLICKKLACK-AS-TW Klickitlack C

to, TW (A5 131545)

CCNET_Notify: 2019-09-25 20:17:00
Cutage

NCIC-I0C-TW Naw Century InfoComm Tech Co., Ltd., TW (AS 131586)

Start

- . More
Event time End time
type Country ASN UTe) uTC) info

2019-05-  2019-05-
Qutage NETCONMECTWIFI-AS MNet Connect Wifi Pvi Ltd, IN (AS 133873) 06 06 Ij',‘l',l'”

06:44:00 O6:42:00 o

- . 2018-05-

Possible Expected Qrigin AS: JAHIZ, LB (AS 209265) 6 More
Hijack Detected Origin AS: Beirut-Lebanon, LB (AS 9051) 063501 detail
BGP Origin AS: SSALIANDCO-AS-AP § S Ali and Co, BD (AS 136027) Spres More
Leak Leaker AS: AAMRA-ATL-BD Aarmra technologies limited, BD (AS 58601) 063522 detail

B 27 ~ BGP Hijacking rpF=n 4,

3. 2 /Fﬁi W ""V i in"’

EATE RS AN A H D A RERKA LA - EAREE AR AR
% BRI G PR o BB ¢ iR S PR B ERTE YRR d Y8
** CVE Database - F]p* B3 — £ Line Bot Trp e T} F40F ki ¥ 405
https://nvd.nist.gov/vuln/search 2. ¢ =i CVE BiF T3l » T P §F L& * 2 F

& & #i-4e Cisco, Microsoft, Apache # & {7 i/ $&% » ¥ {]* Line Notify rpid &v
g AR VEREEASRFALL D RGPS o T BT AP Cisco
FirePower & 7> 2019 & 11 * 3Rz & F &Kk ¥ P& 7 Y Line Notify °
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https://nvd.nist.gov/vuln/search

NIST

Ve 2
Information Technology Laboratory E%QE@ <

NATIONAL VULNERABILITY DATABASE CasEg, MICRERT, AOEEIR: ..

VULNERABILITIES SEARCH AND STATISTICS

@ CONET_Notify: CVE-2019-1982

November 05, 2019; 03:15:11 PM -05:00

A vunerabiity in the HTTP traffic fitering companent of Cisco Frepower Threat Defense Software, Gsco

FrePOWER Services Software for ASA, and Cisco Frepawer Management Center Software coud dlow an
Q Sea rc h Resu lts (Refine Search) Unauthenticated, remote attacker to bypass fitering protections, The yunerablty i due to mproper

handing of HTTP requests, incuding those communicated over a secure HTTPS connection, that contan

makciously crafted headers. An attacker coukd expioit this vunerabiity by sending malcious requests to an

Search Parameters: affected device. An exploit could dlow the attacker to bypass fitering and debver malcious requests to
protected systems, alowing attackers to debver mabcious content that would otherwise be blocked.
« Results Type: Overview bittos: fovd st ovindn/det alfCVE-2019-1952
o Search Type: SearchAll CONET_Notiy: CVE-2019-1881

% 3 November 05, 2019; 03:15:11 PM -05:00
* CPEVendor: cPe‘/'USCO A vunerabiity in the normalzation functionality of Csco Firepower Threat Defense Software, Cisco
« Published Start Date: 10/29/2019 FrePOWER Services Software for ASA, and Cisco Frepower Management Center Software coud dlow an

unauthenticated, remote attacker to bypass fitering protections. The vunerabity ts due to insufficent
normalzation of a text-based payload. An attacker could explait this vunerabiity by sending traffic that

There are 8 matching records. contains specifically obfuscated payloads through an affected device. An exploit could alow the attacker to
bypass fitering and delver maldious payloads to protected systerms that would otherwie be blocked,
https:{fovd. v fednidat. 981
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® AFAREF MTU =< 1492
® >t 7 U is/Router & TCP Maximum Segment Size (MSS) = 1452
B 7 U3 Pfsense: MSS clamping
B Cisco Router: (config-if)# ip tcp adjust-mss 1360

® Client

No Tims topstesm  Somse SwPort  Destination

DestPort  Protcol  Length  [nfo

1853 19.686751 16 172.16.9.17 52333 163.28.16.260 3389 TCP 54 52333 - 3389 [ACK] Seg=1 Ack=1 Win=26246@ Len=8

® Server

Source Sro Port Deestination Deest Port Protocol Length  Info

68 35276 > 3389 [ACK] Seq=1 Ack=1 Win=262482 Len=&

F¥3 2. 198089 14&.112,3.82 35276 163.28.16.268 3389 TCP
4. F3E A 5 (Ja i)

® MPLS MTU: Adding two labels, of 4 bytes each, means that the packet with
labels is 1508 bytes

IP MTU

byte

Ethernet
Header

N /)
Y

Ethernet Frame

IP Header Payload

MPLS Labels

® DDoS ¥z %3 % MPLS Bd %3 ¥R & GA7% 1 & 8E »Fk
o dapl i X agA# MTU g% 1500 bytes 3# & 3 1508 bytes » %

KA A4S P AT TR o

() #7 XAPREFELA S

L 6 TR
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@ Qualys. ssL Labs Vome  Prosms  Oudye Fre
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B 5 R 2
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m  Cisco Config Template: % * - 3 ¥sh 4 * (Login, NTP, SSH, SNMP, ACL
*)

() Y &FB3E 2+ % ASOC

&4 ASR Gigamon % i % IPS
» " PEER port443 o —{E
Mirror #¥ 10G x 4 i 1 SR E

2. SIEM

5. SR L i i R F
HAREFH of: o4 9 85 42 R

=Essy e

%4 & Storage i 4. Send meta data I %% Server

1 FEFEde 47 8 MG F
B IPS (& &N R F T ERA e e
B RETEHE M TR HAFE LB TR
€ OS Fingerprint ~ HTTP Agent - Web Server App/Version ~ 4t % & 7 7 3.
W FMGE4R S b Apache ¥ H 7 B % Windows IS #RE

2. EHERERL BHEE L0

e AT
s wmi
JE HiF HTHEGES-EILR w2120, R LGEITIZREUERPUA- C\ C‘
$ * 5 OTHER Cryptocurrency Miner outbound connection attempt) eth_submitlogin
»fé[: HE ARERETHAREIERUREP (120 ) BEFRMERENESTE - HEE result True(E A f117)
% ﬁi@ IP (l IEfTEE - lﬁt¥f—"F5K}!E FORT (53857) + BfZ PORT (3333) - eth_getWork

{15 » tiEEEaE eth_submithashrate
..................... >
result,. J(IZWERHAS)
{ eth_submitWork } Unit

result:( EIBERLER)

A ER - EIREE

mining

NEERPF R G ERFHGRIP (120.x.x.x) - RLGETRIRKSIZ\RTS
EFﬁethminerﬁ‘tﬂEFHStratumﬁ%nﬁmﬁﬁﬁﬁ%lf’?ﬂ?(mining.subscribelii.fﬁﬁ
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B 3 aRu]it 2 DNS 2+ e 4fe THE
B C 111&;*#:@;3:%1?& Lab
¢ FESSTEEA R R B F o et E A e 2R SHif e

(=) ® % DDoS s*<#% ¢

"Daily' Graph (S Minute Average)
Fﬁgﬁﬁ% 20Gbps V-V DDoSHK &

36.006

27.0 G 1
18.0 G 1

9.06G 1%

Bits per Second

0.06

6 8 10 12 14 16 18 20 22 0 2 4 6 8 10 12

Max Average Current
InterNet => 1EEEH  33.5 Gb/s (33.5%) 11.3 Gb/s (11.83%) 19.8 Gb/s (19.8%)
EEEH => InterNet 6401.8 Mb/s (6.4%)  2784.4 Mb/s (2.8%)  4777.2 Mb/s (4.8%)

1. DDoS ¥ %4 i
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+ Protocol: UDP

Bar: Protocol In Packets History

0 e
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I T ||| o [ | I ey
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