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100,0 100.0
e e
2 73.0 2 73.0
g g
om0 T 0.0
£ ¥
3 |0 3 o
g H H i H 3 g ] H i H
- : o :
6 8 10 12 14 16 18 20 22 0 2 4 6 6 10 12 14 6 8 10 12 14 16 18 2
EES% PING packet lost % FF L pING packet lost %
100.0 100.0
e e
2 79.0 2 73.0
g E:
oS00 T 50.0
2 2
2 .0 2 e
S S X
0.0 - R e s —— 0.0 * et
€ 8 10 12 14 16 18 20 22 0 2 4 6 8 10 12 14 € 8 10 12 14 16 18 2
KBS PING packet lost % LW S ® PING packet lost %
100.0 e - 100,0
e B H H g i H S
2 79,0 2 75,0
g g
o500 T 50.0
2 i
g 25.0 g 25.0
4 : : 4 : i H
o ; P . ; il 0w : P H
£ 8 10 12 20 22 0 2z 4 6 8 10 12 14 6 8 10 12 14 16 18 2
adbE TR hiEREBEFREHNNDE PING packet lost %
100.0 1000 - T
e e
o 75.0 o 75.0
“w 0w
S S
om0 o500
-3 2
5 2.0 5 2.0
= H A H H B H H B HH i = B A H H A H H i
9.0 - ¥ y - v ¥ - g ——t 9.0 " - - - d - d o g
€ 8 10 12 14 16 18 20 22 0 2 4 € 8 10 12 14 € 8 10 12 14 16 18 20 22 0 2 4 6 8 10 12 14

TR
AR FRIE AR PING packet lost %

1000 1
g 75.0
; 50.0 jo1-d -

L | B KSR e
[} 10 12 14 16 18 20 22 0 2 4 6 8

BB > LA Ed BEEG Out #Heng?
BOF]: Fl L4 fc3] Peer IP192.192.7.57 2 ARP ¢ o F|pt o 45 g P

FA AR i
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ZRERERE AR H 8 packetisec)

8.0 k
6.0 k

4.0 k

Packets/Second

2

012 14 16 18 20

EAREER A S PING packet lost %

100.0
£y
o 75.0
3
g 50.0
E 25.0 :
0.0 T - od 8 4 o5 og 8y
0 2 4 6 8 Qo 12 14 16 18 20|22 © 2 4 6 8
O P A G HE R @F
FEe: & VlanTag -> Bk Tt ¥
FHF RPHEP #+ Fortinet 22 ARP #t+# B to
Vlan | Source Destination Protocol  Length  Info
181 Fortinet ©9:00:11 Broadcast ARP 60 Who has 192.192.
182 Cisco 55:63:22 Fortinet ©9:00:11 ARP 60 192.192.7.57 is
665 Fortinet ©9:00:11 Broadcast ARP 60 Who has 192.192.
666 Cisco 55:63:22 Fortinet_©9:00:11 ARP 60 192.192.7.57 is
1111 Fortinet ©9:00:11 Broadcast ARP 60 Who has 192.192.
1113 Cisco_55:63:22 Fortinet 09:00:11 ARP 60 192.192.7.57 is
1543 Fortinet ©9:00:11 Broadcast ARP 60 Who has 192.192.
1544 Cisco 55:63:22 Fortinet_©9:00:11 ARP 60 192.192.7.57 is
1944 Fortinet ©9:00:11 Broadcast ARP 60 Who has 192.192.
1945 Cisco_55:63:22 Fortinet_©9:00:11 ARP 60 192.192.7.57 is
2403 Fortinet ©9:00:11 Broadcast ARP 60 Who has 192.192.
2404 Cisco 55:63:22 Fortinet ©9:00:11 ARP 60 192.192.7.57 is
2881 Fortinet ©09:00:11 Broadcast ARP 60 Who has 192.192.
2882 Cisco 55:63:22 Fortinet_©9:00:11 ARP 60 192.192.7.57 is
3335 Fortinet ©9:00:11 Broadcast ARP 60 Who has 192.192.
3336 Cisco 55:63:22 Fortinet ©9:00:11 ARP 60 192.192.7.57 is
- > 1 2, .
® Pl2E ] B
Ty Bed EBASFP A G o~ Bd RS F
TCIE T T N [ S -
4 . o h o>
;Eﬁ’é_ﬁ cov %‘;Fi [
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7.57?

at e4:

7.57?

at 04:

7.57?

at 04:

7.57?

at e4:

7.57?

at @4:

7.57?
at 04
7.57?

at 04:

7.57?

at 04:

TR

Tell 192.
6c:9d:55:
Tell 192.
6c:9d:55:
Tell 192.
6c:9d:55:
Tell 192.
6c:9d:55:
Tell 192.
6c:9d:55:
Tell 192.

16c:9d:55:

Tell 192.
6c:9d:55:
Tell 192.
6c:9d:55:

¥

192.7.

63:22

1B -7/

63:22

192.7.

63:22

192.7.

63:22

192.7.

63:22

192.7.

63:22

1827/

63:22

192.7.

63:22
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ToDo: & f*¢ =7 & { # A Zyxel ko LEL 34

0.113 i B $eB& ¥ M 4 38

(1) B X if 5:99.9% 17

Q®EEF €RIA F:90% 7

(3) % % e ipv6 # * ZF:100%

(4)% B+ -] ipve i * Z:80% 1+

(5) T M M iR T X AR 10 v

(6) ¥ fe %A% Lab 7 fmazkAz: ik 50% }

(MFHF2 EAE: 28 3PN pRFL 22

@i * FRBREFRAXFTHLAFREFTPFES L 2 223 BH
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10. T P FRFFVM 2 8% (% F 148 - WAF B3 -~ MRTG ~ Cacti )¢ Vmware ESXi #3

#& 3 Proxmox Virtual Environment(PVE)

® L Frrr \/mware ESXi z_ 3%

LR R 2 8 2 g s
B RAID
WA AR RAID + (7 £33 /)
A %8 RAID + Server £ i< Dell R750 $157,614 (#z i pL )

W+

Realtek -+ ¥ A4k 3\ £ &
V6.X
100Mbps ‘& # £ 4% ~ @t 32 1G 1+ g+

FAHEIT 6X

Broadcom BCM5751 - BCM5721
Intel ELG42ET Dual Port (82576)
[LREEE: S5 '¢

Intel Ethernet Server Adapter X520-DA2
HmCPU

IBM Server x3650 & /= = % v6.7

ASUS BP1AF i ;= < & V7

Dell Precision Tower 5810 ~ OptiPlex 990 s ;= = & v8
2.VMware z_iT%

W 2022 1% il Broadcom z i ™ 610 i % ~ (& % 50% ) & Vmware (Broadcom
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# & 2200 73)
g e & wl gt o & CATechnologies » # F*4fise £ £:4 % > 4%
W2023/11 fcRbw A (s - % £8 VMware 4 4 0 FEALAZE 2,000 4 o RS

P LA B N TR S R R ARET O AR

https://www.reddit.com/r/'vmware/comments/1blsah4/broadcom_silent_layoffs_em
ail_to_vmware_about_40/?rdt=61195

W2023/12 P~ 3G EFPETH G PRI THEE G F TR TN s TP
https://www.ithome.com.tw/news/160549

—

ik E 73 Cors &=iT#H ¥ Vmware © &7 3% 4% 7 % License
W 2024/01 * % 56 7 VMware A & > ¢ 3% vSphere Hypervisor > 12 3 it & & ~

EF=F5 HPN
https://www.thestack.technology/vmware-is-killing-off-56-products-including-vsph
ere-hypervisor-and-nsx/
W 2024/01 VMware & # % L H fbsl & X X 3248 > A Ko ¥ TR 4

https://blogs.vmware.com/cloud-foundation/2024/01/22/vmware-end-of-availabilit
y-of-perpetual-licensing-and-saas-services/
W 2024/02 End Of General Availability of the Free vSphere Hypervisor (ESXi 7.x
and 8.x)
https://kb.vmware.com/s/article/2107518?lang=en_US

W 2024/03 12 38 & # - VMware it 5 B-H et = 438 8 e (End-User

Computing » EUC) 1 & %+ 3 & KKR» ¢ 7 &£ ¥ 4 Workspace ONE

TR
7

& % =5 ¥ 12 (Unified Endpoint Management » UEM ) ~ #4544 2 i # 48 3¢

e ¥ 14 T & Horizon

https://www.ithome.com.tw/news/161589
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® it s~ ~ % LA 484 Proxmox Virtual Environment(PVE)

B Open Source Solution
Linux Debian + QEMU/KVM + LXC(Linux Container)

WA AR 7 iR
#p % ** Linux Debian Kernel
& 3% Realtek -+
+ 3% 100Mbps i+
LEEA PCl A& g+ (2 in: PCI-E/PCI Express)
PCI Passthrough 241>
* ¥ USB Mouse/Keyboad
& # USB Audio/Video (USB Camera)

® \Vmware vCenter . 3] Proxmox VE ;K £ 3

B \VM Clone

M Full Clone

B VM Template:
Link Clone

M Cluster # = 2
* 7 & FFRh gty (vCenter Appliance)
& f f e sz TR
# & Node %7 % =7 x5

¢ vCenter ¥ #5274 Host ¥
B VM Migrate: (VMware vMotion)
Node i #&4
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Storage #.4%

% PRO < MO < vitual Environment 8.2.7

Server View £ Sto
= Datacenter (TP1RC) -
% CE-15U-ASUS-DE40ME
[ prec? &
B pvect Go
102 [TrueMAS)
o’

(
ket 102 (CentDS6-TP1RC-Web)
i 104 (CentOS7-TP1RC-MRTG)
Lt 105 (Win11-24H2)

Lt 106 (OPNsense)

Lt 108 (Ubuntu24-TP1RC-WAF)

MHA 37 *
m 7 fﬁ?ggé}ﬁ%‘g v iz R4

Proxmox Backup Server

BB ® O FRRSE  EA TR

% > VM Disk p 74 > 3 5B RTF BN R

i 2= Email Notification
1. %R R

@113 F % - g gRIA F:945%

O 7 R b ¢RI

® %k PR AME M RIS R
EHFEAF AT ERRRIFEETR

o Fle - jisyslog T g T 8]
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12. “B3YHWTRE” P TANet ¥ 2 ER i

OFF T TR S ALRREKZ LT RIB EH X v RBART gl 2

H o

®112 & 12/08 & ¥ T w5 ¢ ¢ #I% TANet #£(:3 7 TANet)

PERABRTEERBT AT &

ik ¢ R P LE REHT20581348

= il

Bl . =y
na

| i == " ary

ZXH Ay EEARE
#HxAE: PERBAIZFEIZA8E
BXE® T L1258 (&) FH1120203440%%
#p 0 &
FEERAERERFEEHRR
R
I8 AHaNRLAT TEH S rEB o BPHSEE
HEM -
WA
— & d > 5BIPHEKZE2010E1 18 HFAEERT R
T ZHRALEEKRE (ZREETS) F2H -
—~REH P EEA140.131.203.024 > A A EF R B2
Ao R PHEGE -

® TANet 2. g%

Pubic IP % %
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IPS 7 2 14 i

DDoS 3£ ¢ %
g ppiE
PRk LRI

® TANet 2z "+ 4% 8t

=)
y
=

E ﬁﬁfﬁ?gu WAH i R iﬁ‘uﬁ?%‘;‘é %

TE P RAR* ISP JRixE 1 10 B

Peer & ¥ 300M: = * — g

k4 300M: = * $999

PeBR PRI &E AR EL ISP & P AR R E
R %A 5 % % 2023/09 ~ 2024/04
GCP(Google Cloud Platform)@#74c 3. %4 H i+ &+ id s 2023 /03 ~ 2024/07
LOL #:zemp #5pkae 8 (RTT B8 ):2024/10 3 4 » & & fzid

- =

FramE RS e Y ISP PRIxE = TANet # FREL

®jif Tu T
B GCP(Google Cloud Platform) s ;* ig &

RlR R g P
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ik IP 75 Bl RS
hitps:ffwww ici necuedutw! 43254 18.15 O
hitps:ffatfair.tksh ntpe.edutwiwpdpresident! 35.213.190.90
hitpsfwwwaulOlnet/ 30213134 67
hitp:flearningcollaboration.org! 2521317385
hitpedifwrwrw shoulder-elbow ore twé 25213154 B8
hitps:fmindsetzonline coukd 252141863
hitps:fficis?023 aizconferences.org/ 24174771254 |CK
hitps:ffameis202 3 aisconferences.orgd 2417471254 |CK
hitpsiifpacis?02 2 aisconferences.orgf 24174771254 |CK
hitps:ifwuzhoucollege ngu.edu.tw! 85.187.12849 |CK
hitpedfwww palangov . pwd 25213182202
hitps:fidata.aseanstats.org/ 35213.140.188
hitps:iticit.org! 25.213.140.188
hitpz:ffglobalinnovationchallenge orgf 35.210.206.25
hitps:ifiasp-stats.orgf 35214239775
hitpasffsuricata io 35212044
|http3:fﬂ§amatiam.0rgf 35.215.102.40

M GCP @374 4 35.208.0.0 255.240.0.0

B TANet Telstra 7 B RIS H48 % 3 5 1B 42
2023/10 ~ Telstra B 4% %
2023/11 % ¥ 3% A § R L K

2024/04/19 Telstra50G # -+ & 70G

2024/04/23 Cogent, Telstra Load Balance
2024/05/06 B~;}° Load Balance

2024/06 %7 B¢ € Hmw B ¢ A5F i@ iTEed @A &% Cogent % i TANet

FE el Telstra &3 - B AFITFR A5 FETFT
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$ i h R 2 FTARD S FTIARE £ MyeR ¥ A (F %R

WPl113 # R TR AE LMy E I o
2114 & & % PRax P HR(F 6 %) o

P 110~ 113 # B X F i+ 503h

| wo | m | u2 | u3
1 2B A RFHRIE
BERFHEH o.05 MF o.001/hEBE o.07 B 0.06 N
JES EIE I 0.86 /hEF  0.086 /EBF  o.25 EF 0.23 N
FHATEFHMEYE 1426 0.087 /hEF  2.88 /NEF 2.23 B

WBMTEE  99.89% 100 % 100 % 100 %
FHRAE 100% 04.48% 100% 100%
34T RFMH B
8 RT3 e : 3 E 3 : 3 0.1
JE S R IE P I e : 3 3 3 o
FH R : 3 # : 3 0
i R T AL F E 3 & £ 3 100%
FHRARF it st it 100%
FREFHBBRELTHEH 0.55-h B o.003’ N 0.83/ B 1.017 B
ERRE &Rk S 100% 56.52% 100% 98%

s RRRTATRE

(1) =% > Web Site Security
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* 2021/00 L F AL ERBEE 2 EAHTTPS

+ 2022/08 LB GHAXBBY S EXHAWERTHEEE
B B

+ 2023/ AL K ERKRELCABFESG EWEEFE A HR)
LEE®EIHEERIN .
’ &% CentOS vs

# APACHE
v2.2
* ML E MR

+ CentOS v6 + PHP v2 + MySQL v5 > @7 £ % ~ 1487
+ Let’s Encrypt %, % /& 3% Certbot 2 X 2 & £ 3% CentOS v6
+ IBHERAMEW@ELSERLRH > TR~ 24
BREREN > LEAATS - BAKRLEIH
(2)F we fEA-3 2
F] PHP V2 384 25838 2 AT V8 2 Ik » %7 B3V F £AT LR 4 4 3 &L
CEENREE < TR - S ’g T e ~ BB REARN A A R X

B DR A T AU ARG R

$ 0~ WAF T 1L 5819

—_
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www.tp1rc.edu.tw

140.112.2.208 101.1.4 AL | fuk
HTTPS HTTP 10.1.1.2
O—>> %% CentOS vs
NGINX )
Reverse Proxy # AracHE
':II:' Let’s Encrypt v2.2.41

L7 HTTP Reverse Proxy:

1. 5% FH -SRI Web Server @ .
2.[HiE web server, 0S . certbot v:iﬁ?%;‘g&ﬂﬁﬁﬁﬁﬁ

RER Internet. Let’s Encrypt 83 « . : d
3. 484N Load Balance - 1.Certbot Z23EANGINX - égg?;\ggﬁ(%mﬁﬁgﬁ)
Content Cache - WAF ThiE. >pesmsE Web Server 3. R IP - 12 Gateway
2.5 7 HE) Renew IP 25
L4 SSH Reverse Proxy: 3.3k 8 Web Server MR R HB PYAE (40 Reverse
1. SSH B|IEZ A SSL/TLS JufE# Loading Shell)
2. sftp Eib#{ 4. BIEFENEH OUEINE e
4L IDS/IPS

www.tpirc.edu.tw

140.112.2.208 10114 =10E4 | gk
10.1.1.2

> G .—9 % CentOS V6
NGiNX
Reverse Proxy [ APACHE
B Let’s Encrypt v2.2.41

HTTPS

ModSecurity: . iicertbOt
1.0pen Source WAF Project mﬂdsecurlw
2.574% Apache - IS - NGINX Opan Saures Web Applcaton Frevoll
) ( \ ws  OWASP Core Rule Set(CRS)
3. MEE S EHESR I Rule Set  \Gggg! “cive  1.OWASP 85> FHAEHHI

Docker 724

15 A%
2, R A Y i

(4)L7 HTTP Reverse Proxy Fefg i ==t Web Server, OS % #& >+ Internet

30



TR % 48 3 L7 Reverse Proxy
o Wappalyzer o Wappalyzer D
il EEHN Bl EEEM
ek il REh BREE
$ HsTs o EHE @ HsTs e PH
HREEERS E
frms AEARE RERE RS
P Apache HTTP 2215 © centos
Server - T @ Nainx 1221 @ Nginx 1221
(5) % e 33 43R 2
7. %k 88 3% L7 Reverse Proxy
Alerts distribution Alerts distribution
Total alerts found 15 [ Total alerts found 13 |
@ High 0 O High 0
Medium 3 [ © Medium 2|
O Low 7 O Low 7
© Informational 5 @ Informational 4

!

gl 2 {1855 R,
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l ) Apache hitpd remote denlal of service l

Severty Mediium
Reported by modue ISenptaPerServer/Verson Check scrigt
Description

A densal of sernce vulinerabdity has been found n B wary B muliple overlappng ranges are handied by the Agache
HTTPD server

p Paocksts orpMllSscionen 201 1AL/ 175

An amack 100l 1s orculating i the wikd. Active use of 2w 1ocls has been cbaserved  The aftack can be done remotely and
with a modest number of requests can Cause very sgnficant memory and CPU usage on e server

Thes alert was generated using only bannes nformation. | may be a talse postive

Aflecied Apache versioos (13 2 0.x thvough 2064, and 22 x Bwough 22 16)

Upgrade to the latest verson of Apache HTTP Server (2 2 20 or biter), avislable from the Apache HTTP Server Progect
Wed ste

Refeconces

CVE 201133682 (hitp fiove miire oroioos Mnicyename colaxne-CVE 2011.3192)
Apache HTTPD Securny ADY '_5'81 Dito (mad aechaes J0che Of q

Web Server

Verson detected 22 15
Roguest headers

(6) T e T~ BRIRIGH:

+ Command Injection )3
« https://www.tpirc.edu.tw/index.php?a=/bin/sh
+ SQL Injection ~ XSS # & BEXGWERENEA RS
« BEEMBEANRHK

. EREG

+ SQLInjection:‘ ori=1 --

& tplrcedutw/ndex.php?a=/bin/sh
ERRUER .
B 403 Forbidden
IESE: ["or 1=1 -
= ) ngin/1.20.2

+ XSS(Cross-Site Script): <script>alert(1)</script>

+ Web Shell 2]

— &) 3% K H(Simple Shell)
« http:/ fwww.tpirc.edu.tw/https/simple-shell.php?cmd=cat+/etc/passwd

+ B374K Shell

« RR| A 0 2K S R Mok E AR
« http:/ fwww.tpirc.edu.tw/https/byzk php

(7) % F 33 4F g0 k8
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£LEHR 1 Acunetix Burp Suit

193k (RABHFFE) Web
Vulnerability
Scanner
R 0 1 o
R 2 12 =
& 2 FHRMEEZS LI & 5 AR
2.5 B ey i £
&2 2k WEMARS B WHyMAEREF LFIMERS
R H BFF R AR 2.5 EZBA AR
HE

Fos TRk B0 WAF B ki8]

W4T b g TR A
Jexk OS~WebServer~ & e 4258 » S A X ER 2L % T EITTE S L
i g
CES L Bl R Y
WP 0 WAF B4
O AR A BTHRRY IP ERIFHE
PRIt B R s A @ (IPS 34 0 AR 3B
BT APESIFY VM EFFE
FPOVM AT R LB ki - RABFH - EDR(CrowdStrike)
® LEPTIHEGRNEE S S ~SSH - RDP

T ARG 52 F0iE WAF R0 0 WAF 20154
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i WAF SRR3R 2

% % % WAF & %_ Port Forward for SSH, RDP

M Open Source WAF ¢ F 3£ 2 f#

ww.odb.ntu.edu.tw waf.cc.ntu.edu.tw{cname)
140.112.2.200 + 2001:288:1001:4002::208

HTTPS HTTP
rowser NGINX

' Reverse Proxy 10.1.65.x or140.112.x.%
C0e0¢C IPv4 + IPv6 IPv4 only
&gk ] ST IPv6

Web Server:
K Let'sE t
- U2 T
_ Ecertbot SME
L7 HTTP Reverse Proxy:
3 Let’s Encrypt & %535
1. Web S
2-§§§$§W2b S:::::, 0s 1.Certbot ZEEEFANGINX - ‘K8 R uk.
RZ Internet. 2. 535580 B %) Renew.
3.28 48 eIt Load Balance - 3.5 % Vi Web Server SSL/TLS fifiEss

. Loading.
Content Cache - WAF ThiE. A BN S AT IDS/PS R 5347,

ww.odb.ntu.edu.tw waf.cc.ntu.edu.tw(cname)
140.112.2.200 + 2001:288:1001:4002::208

HTTPS HTTP
rowser NGiNX

: Reverse Proxy 10.1.65.x or 140.112.x.x
e o e o e 0 Let’s Encrypt

_Wgertbot

modsecurity

Open Source Web Application Firewall

ModSecurity: @ Core Rule S
1.0pen Source WAF Project &
2.573% Apache -~ NGINX

SIS
3.58 M- ERE R W HAZBI R Rule Set

OWASP Core Rule Set(CRS)
OWASP &5 7 [H 281

BDNS X 732
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Jgeskié * DNS Alias Name 4+ waf.cc.ntu.edu.tw
www.odb.ntu.edu.tw IN CNAME waf.cc.ntu.edu.tw

2% %_ waf.cc.ntu.edu.tw 2. A Record 3eéx
waf.cc.ntu.edu.tw IN A 140.112.2.x

Roest P

a4F 140.112.x.x  (IPS 34 » & URp 3 B)
ez = 10.1.x.X

B AppScan 45 & %t ik

€« > © (2: https:/Awww.adb.ntu.edubw

@ moExpsr. @ moweceen. [ 163221764 B Xrastest N

* JR 3L

T 1
B~ - 2|
| "l
% | LDAP ;% A 3|
B cors : : 1|
H Microsoft Windows MHTML § &5 Scripting 1 |
E Sar £ = JiE T Cookie 1 |
ﬂ i (target="_blank") EYE
Bl oz sHA1 1|
[ i3 TRACE £t TRACK HTTP 1|
| i 2 |
B s ADNS 77 [ SSRF 12 |
Bl e esiisR ' 15 W
2|
+ B A WAF {ﬁ
(el il 2]
~ & I
ﬂ %] SHA-1 & 1 |
[+ B 547 SR ( TR 7

W WordPress xmlrpc #23¢ POST listMethod (= # [E4§)
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Request

Pretty Raw
1 POST /xmlrpc.php HTTP/L.1

Hex

Upgrade-Insecure-Requests: 1

7 User-Agent: Mozilla/5.0
AppleWebKit/537.36
Safari/537.3€

2 Accept:

(KHTML, like Gecko)

text/html,application/xhtml+xml, application/xml;q=0.9, image/avif, imag
e/webp, image/apng, */*;q=0.8,application/signed-exchange;v=b3;q=0.7

o Sec-Fetch-Site: none
Sec-Fetch-Mode: navigate
Sec-Fetch-User: 21
Sec-Fetch-Dest: document
Accept-Encoding: gzip, deflate, br

Priority: u=0, i
Connection: close
Content-Length: 95

<methodCall>
<methodName>
system. listMethods
</methodlName>
<params>
</params>
</methodCall>

(Windows NT 10.0;
Chrome/123.0.6312

Accept-Language: zh-TW,zh;q=0.9,en-US;g=0.8,en;q=0.7

Response

Pretty Raw
HTTP/Ll.l 403 Forbidden

Hex Render

oo

Content-Length: 564
Viné4; x&4) 7
.122 <html>
<head>
<title>
403 Forbidden
</title>
</head>
<body>
<center>
<hl>
403 Forbidden
</hl>
</center>
<hr>
<center>
nginx/1.24.0
</center>
</body>
</html>
fI== g

(Ubuntu)

padding t
padding
padding
padding
padding
padding

o

disable
disable
disable
disable
disable
disable

MSIE
MSIE
MSIE
MSIE
MSIE
MSIE

o oot ot
0000

B Outbound Rules Test Directory Transversal

and

and
and
and
and

Host: pc4.buda.idv.tw 2 Server: nginx/1.24.0 (Ubuntu)
Sec-Ch-Ua: "Chromium";v="123", "Not:A-Brand";v= 3 Date: Tue, 1l Jun 2024 09:14:24 GMT
Sec-Ch-Ua-Mobile: 20 4 Content-Type: text/html
Sec-Ch-Ua-Platform: "Windows" Connection: close

Chrome
Chrome
Chrome
Chrome
Chrome
Chrome

friendly
friendly
friendly
friendly
friendly
friendly

+ https://ghp.ntu.edu.tw/icons/small/

~ messages: [Array]

Index of /icons/small

Name Lastmodified Size Description

9 arent Directory. -
ﬁhn;k.si.l’ 2004-11-21 04:16 129
2007-08-28 18:53 181
2004-11-21 04:16 134
2007-08-28 18:53 172

~ [0): [Copct]
message: Directory Lsting”
~ gdetails: [Object]

match: "Matched \'Operatoe "R’ with parameter *(7:<(7: TITLE>Index of, * ?<<H| titke>Index of, *?7<h)1>Index of] >\\[To Parent Directory\\]</[Aa])><br =)' ag

reference: "o73,66vE24,14200"

ruleld: "550130°

fibe: “fusr fshare/modsecur ity-crs fubes RESPONSE-950-DAT A-LEAKAGES. conf*
lnehumber: “35°

error
error
error
error
error
error

data: "Maiched Data: <title>Index of ficors/small</ftitle>\n </head>\n <body>\n<hl>Index of found within RESPONSE_BOOY"

severity: 3"
wer: "OMASP_CRS/4.4.0-dev®
rev: ™
to: hra) 3:ERROR Score:4
maturity: "0°
acouracy: 0°
~ [1]: [Cbpect]
message: "Outhound Anomaly Score Exceeded (Total Score: 4)°
v details: (Object]

match: “Matched \"Operator "Ge' with parameter “4" against variable "TXBLOCKING _OUTBOLIND_ANOMALY_SCORE' (Vale: "4')"

reference:; =
ruleld: "559100"
file: "jusr jshare /modsecurity-crs fules RESPONSE-9S9-BLOCKING-EVALUATION. conf™
Irehurmber: "232°
data; **
severity: 0"
ver: "OWASP_CRS/4.4.0-dev”
rev: "
> tags: [Array]
maturity: 0"
acouracy: 0
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x hu B HLY & Internet
x BRBEE
* 5% E )

« PR M % Tk

P B A ES Internet e ) BREE T EE IP R

interface Vlan10 ((( l)) —
description ## i, ## $ PrivatelP
ip address 10.112,10.254/24 secondary

ip address 140.112.10.254/24

interface Vlan20
description ## & T 2, ## A1 140.112.10.10
ip address 10.112.20.254/24 secondary ~ /140.112.10.254/24
ip address 140.112.20.254/24 10.112.10.254/24 ﬁ 10.112.10.20
=]
IOT

L 10T e ] A 28
router ospf 112 ((tll)) <__ PrivatelP
redistribute connected

140.112.20.10

140.112.20.254/24
10.112.20.254/24 ﬁ1 0.112.20.20
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