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8o [Taiwan Academic Network (TANet) Information Center 50%
80  Microsoft Corporation 25%
80  Apple Inc. 11%
80  Academic Sinica Network &%
80 Akamai International B.V. 6%

f
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B 20 ~ 87 5 ~ 7 Port Number + AS Number

2. L7 i 47 * DPI

FROFEAITR Y FLRE L RFRH TCPIP £ fo» & % = & 5 % (Payload)
BT AT 0t 3 E - S fE 5 DPI(Deep Packet Inspection ) 4 47 -

Pmd g e EEAMEA YRS DPl 247 0 bl4e P-Cube % 2 {544
Cisco @ pi= 5 Cisco SCE Service Control Engine & 7| ~ Procera % o iz 7 ¥ K i 12
* Proprietary protocol pattern & 4 474+# © & payload F 3t > ;‘g PURFERT P el

Bt 120 ATt B EF F ATe0 pattern @ e * R % pattern » W Ay MEPF { sxo
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%4 pwi* - £ Open Source DPI Library #£ % nDPI > f23%# * Portable C
library (Win and Unix, 32/64 bit) ¥ p 7 & https://github.com/ntop/nDP1 = §% 2 4in2F o
nDPl % % & Github - & 2 F BEER > e B 21 7 o K_2015 £ 3 4 i
7 ¥rie 7 { FTo 'ﬂltj;,—g,.&ﬁ;;ai%;% Bd Az 47 DL AT E2Z AT

ntop / nDPI @Watch | 113 #Star 1065 | YFork | 301
Code Issues 29 Pull requests 0 Projects 0 Wiki [ih Insights

Pulse Apr 19, 2015 - Jan 26, 2018 Contributions: Commits

Contributors
Contributions to dev, excluding merge commits
Commits
40
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21 ~ nDPI )j/\ Github J:Z/Eﬁﬁﬁfu

p o nDPIv2.3.0 @ # #¥3% 239 12 F 2. protocols » &£ # 2 % g 54eT
P2P (Skype, BitTorrent)

Messaging (Viber, Whatsapp, MSN, The Facebook)

Multimedia (YouTube, Last.gm, iTunes)

Conferencing (Webex, CitrixOnLine)

Streaming (Zattoo, Icecast, Shoutcast, Netflix)

Business (VNC, RDP, Citrix, *SQL)

Wiz nDPIl 2 3§k 2 f#Fﬁ‘]&rfﬁ?} 22 g M f 2 & Mirror 2 nDPI reader »
nDPl reader 2 # JSON %% {é % » ELK Stack & {732 B4 g ® -
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Layer7 i * 2 2~ 457 %7 64 24 - P& Top20 Layer? i * {2 2 4c® 23 ¥ *H &
BiEd 24 ] pF Layer7 Bt LA 2B ArR 24 YRR L2 Bl A TR R
http://www.tplrc.edu.tw/layer7.html

Tag: Application_Name Bytes
Telnet HTTP_Download
Unknown
FIP_DATA
smp HTTP ipsec gy

550 Facebook o .cove  Hicrosoft

RTMP BitTorrent other Skype Instagram

TeamViewer

23 ~ Top20 Layer7 JERHE
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a 0 ® |Psec
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& Tor

24 ~ #8524 /)Ny Layer7 JEFHTARE 73 i 2 1E]
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T N S | e .
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Mail, 75, 48RS, M5 ...
Ptt 5&IE: NTU AR BGP Overage
BGP Hijacking @
BGPC’TREAIVH BGP Leaks ——————>
BGP Hijack o 3 - LINE Notify

ASN TW

BH S

A
* - Cisco, Microsoft, Apache ....
AR
Common Vulnerabilities
and Exposures

25~ Line Bot T p FHF L
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o T EHEEFFEEAFREE AR T
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£ pege, 5 'ceibal, BLCH % 0§ 3 RBMEP SR MEETHE Y R
Line Notify pfi e A | > 7 P FEMAA LT 2 TR LRS- T HT
H.2019 & 11 * 2+¢ Email % 483 A 482 Hitre Ceiba % 3LV RP45PF > ptt.cc t

g

7. Post = '_'qfi_ » FpFE * Line NOtIfy iﬁ'r]\%fﬁ °

CCNET _Notify: 11/08
[#78] SANBEATEY: | BERIES ST I THEERT)
https: {iwww ptt.ccfbbsINTUIM. 157231552794 9C3 html

CCNET _Notify: 11/08
[#7hl) HARIAERFEY: AA87H | HERE
https:/ fwww.ptt.co/bbs/NTU/M.1573189876.4.994 himl

CCNET _Notify: 1111
[Ze#] NTU Mail
https:/fwww.ptt cofbbs/NTUM, 1573449576.4,42C html

Bl 26 ~ ptt 58X 3 4~ i ¥~
2. BGP Hijacking = p#3 4,

BGP B d 22 5 7 F Autonomous System(p 75 & &, @A AS) Lyt < R
2.3 % > %73 BGPHijacking # 24 » # 5 hig * ﬂi S g Flpted 4R

PRl LA F 3 p e &aBiT2 AS § 3 2 BGP Hijacking ¥ ©# >
https://bgpstream.com/ # >+ % & ~ ISP 3 &2 % i 7] BGPAS Path % it 2 &

Pok o o FpF TpE Rl & & ¥ BGP Hijacking ¥ i -

Flp B #F - 2 LineBot TrpFg N 3 IEF i A ¥ HF https://bgpstream.com/ i p

5% TW 2 AS #75 BGP Hijacking # # » %% 4| * Line Notify Frpfid o ¢
AR o TRITERRF A TW 2 AS 3 BGP Hijacking 4 2 pF » # ¥t Line
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https://bgpstream.com/
https://bgpstream.com/

Notify

&
=

@ CONET_Motify: 2019-11-11 20:50:00

S-TW Kickilack Co., Ltd, TW (AS 131845)

BGP Hijack B[IEsH 5.

CONET_Modify: 2019-11-06 05:07:00
Cutage
KLICKKLACK-AS-TW Klickitlack C

to, TW (A5 131545)

CCNET_Notify: 2019-09-25 20:17:00
Cutage

NCIC-I0C-TW Naw Century InfoComm Tech Co., Ltd., TW (AS 131586)

Start

- . More
Event time End time
type Country ASN UTe) uTC) info

2019-05-  2019-05-
Qutage NETCONMECTWIFI-AS MNet Connect Wifi Pvi Ltd, IN (AS 133873) 06 06 Ij',‘l',l'”

06:44:00 O6:42:00 o

- . 2018-05-

Possible Expected Qrigin AS: JAHIZ, LB (AS 209265) 6 More
Hijack Detected Origin AS: Beirut-Lebanon, LB (AS 9051) 063501 detail
BGP Origin AS: SSALIANDCO-AS-AP § S Ali and Co, BD (AS 136027) Spres More
Leak Leaker AS: AAMRA-ATL-BD Aarmra technologies limited, BD (AS 58601) 063522 detail

B 27 ~ BGP Hijacking rpF=n 4,

3. 2 /Fﬁi W ""V i in"’

EATE RS AN A H D A RERKA LA - EAREE AR AR
% BRI G PR o BB ¢ iR S PR B ERTE YRR d Y8
** CVE Database - F]p* B3 — £ Line Bot Trp e T} F40F ki ¥ 405
https://nvd.nist.gov/vuln/search 2. ¢ =i CVE &BiF T3 > T P §F L& * 2 F

& & #i-4e Cisco, Microsoft, Apache # & {7 i/ $&% » ¥ {]* Line Notify rpid &v
g AR VEREEASRFALL D RGPS o T BT AP Cisco
FirePower & 7> 2019 & 11 * 3Rz & F &Kk ¥ P& 7 Y Line Notify °
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https://nvd.nist.gov/vuln/search

NIST

formatio gy Laboratory Elﬂ%@ﬁ@
Cisco, Microsoft, Apache ....

NATIONAL VULNERABILITY DATABASE

VULNERABILITIES SEARCH AND STATISTICS

@ CONET_Notify: CVE-2019-1982

November 05, 2019; 03:15:11 PM -05:00

A vunerabiity in the HTTP traffic fitering companent of Cisco Frepower Threat Defense Software, Gsco

FIrePOWER Services Software for ASA, and Cisco Frepawer Management Center Software coud dlow an
Q Se arc h Re su lts (Refine Search) Unauthenticated, remote attacker to bypass fitering protections, The yunerablty i due to mproper

handing of HTTP requests, incuding those communicated over a secure HTTPS connection, that contan

malciously crafted headers. An attacker could expioit thes vulnerablity by sending malcious requests to an

Search Parameters: affected device. An explot could slow the attacker to bypsss fitering and delver malcous recuests to
protected systems, alowing attackers to delver makcious content that would otherwise be blocked.
« Results Type: Overview ittos:/frwd nist Qovfwdn/detaliCVE-2019-1982

o Search Type: SearchAll CCNET_Notify: CVE-2019-1981
cpef November 05, 2019; 03:15:11 PM -05:00
* CPEVendor: cpe:/icisco A vunerabiity in the nomakzation functionalty of Cisco Frepower Threat Defense Software, Cisco
« Published Start Date: 10/29/2019 FIePOWER Services Software for ASA, and Cisco Frepower Management Center Software could alow an

unauthenticated, remote attacker to bypass fitering protections. The vunerabiity s due to insufficent
nomalzation of a text-based payload. An attacker could exploit this vunerabiity by sending traffic that

There are 8 matching records. contans speciicaly obfuscated payloads through an affected device. An expkit could alow the attadver to
bypass fitering and delver malicious payloads to protected systems that would otherwise be blocked,
hittps: {fnvd.nist govivdn/detad/CVE-2019-1981

Wl 28 ~ T % ik ~Pid £ E

() #* <&y ELKStack &~ 478 % ¢ + & % 4 DDoS =¥ ¥ ¢

1. DDoS s<#

z# = ;£:SYN Flood

ST 14120 ~ 5/15 (B & X 485 )
FFETS A4~

s %k 3 Subnets(/24)

89.248.163.0/24 ~ 89.248.165.0/24 ~ 92.63.196.0/24
TP e

TANet > 4f > 24 ®Edhin: 5 1~3 248

sz # p & Port: Random

2. TANet 100G 4 #* i & 2L sc# 3 F: 4/20 ~ 5/15
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4.

"Yearly' Graph (1 Day Average) }fi% bits per_second

44.0 G

33.06

22.06

11.06 |

Bits per Second

0.0 6

Jun Jul Aug Sep Oct MNov Dec Jan Feb Mar pApr May Jun

Max Average Current
SIS = ILEEH 438 Gbls (438%)  8850.3 Mbfs (8.9%) 11.5 Gbis (11.5%)
IAEED = SIbEHE 131G (13.1%) 18454 Mbfs (1.8%)  2116.3 Mbis (2.1%)

it 5 [
TR RE

"Yearly' Graph (1 Day Average) #1158 packets per-second

124 M

93 M

6.2 M

34N 4E

Packets/Second

0.0M

Jun Jul fug Sep Oct Nov Dec Jan Feb Mar Apr May Jun

Max Average Current
In #1E1%, Packets 12.4 Mpkt/sec 10433 kpkt/sec  1132.8 kpktisec
Out 3181, Packets 2292 3 kpltfzec 4883 kpktisec 469 2 kpktisec

5/14 B p ¥ § e (730

EXEME[1]ipv4 - TANet B ER(& IEEHEH

40.0'35:;::;::;:::-::-:-i

30.0 G
20.0 G

10.0 G
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0.0 G

6 6 10 12 14 16 18 20 22 0 2 4 6 8 10 12

SEX&EHE([1]ipvd - TANet B ER(EIEEHE)

12.0
=
=
§ 9.0 N
"& 6.0
o
¥ 3.0H
B : RESN

0.0 N
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gl il s
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24.0 G

18.0 G
12.0 6
6.0 G

Bits per Second

0.06
6 8 10 12 14 16 18 20 22 0 2 4 6 8 10 j2

BRER(FEAR) — EEH

48.0 G

36.0 6 1+
24.0 G 1

Bits per Second

12,0 G fiieds

0.0 6 :
6 8 10 12 14 16 18 20 22 0 2 4 6 8 10 |12

BRERMIIAR) — EMH

4 212.0035.;..;::;7::,.:,.

8 180.0 G finborienind
(% :

Eios.os-é kB

8 53.06 fi

0.0 G e

5. & 5<% ki CIDR /24

+ 89.248.163.0/24 ~ 89.248.165.0/24 ~ 92.63.106.0/24

Pie: Src_IP_CIDR Protocol Top In Packets

185.234.216.0 (0.33%)
92.63.196.0 (12.28%)

89.248.165.0 (26.32%)
89.248.163.0 (58.99%)

6. ~+7:z# p 1 IPCIDR /24
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8.

Other (65.28%)

k17 ¥ p e IPCIDR /24

_

—_—
=

i

o

120.96.143.0 (1.14%)
120.96.107.0 (1.12%)
120.96.113.0 (1.08%)
120.96.112.0 (0.67%)
120.96.102.0 (0.6%)

120.96.130.0 (0.59%)

120.96.129.0 {0.59%)

120.96.121.0 {0.56%)

120.96.122.0 (0.56%)
120.96.37.0 (0.51%)

120.96.81.0 (0.45%)

ClassC f#hin: &=t 1~3 A4k
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logstash-netflow_*

Data  Options [~

Metrics 3,00010.01%)

u Slice Siza Sum of netflow.in_phts

Buckets

spiitSlicas netlowprotoc.. © 1 [x
B svicsiices © 1[x]

Sub Aggragation Terms belp
Terrms
Field

netflow.l4_dst_pornt

Order By
metric: Sum of netflow.in_pkts ~
Ordar Size

Descend ~ 100

® Group other values in separate bucket () TCP (100%)

Label for other bucket
Cther

LR E

® DDoS #/iif % (Out of Band)

Ber BT R IPT o n Bk

Migd w LERT P IP7

® Router * ACL #-sz# %k IP ¢ Drop

ACL ) 23" % 3 100G 4o In

ACL % 7*> TANet Border Router 4 & In

® Router * ACL #3sz# kih AS #73 IP ff 4t Drop
*+ TANet Border Router /i & In

FrT RNFLEL L fREF R H gL SN
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neilshu

U EF P EEEEFE T (Seychelles)RIASN202425%8 8 5618l class CHEEE,
CIDRE A& 13{Eprefixes,

FEEIPATHE B ASN202425, HAYisIPATHE S TANtEI 3 &,
EefHRERSG It AR AIEMNEREE,
ASN2024258913{B prefixesLEAN T :

"5.8.18.0/24",

"80.82.64.0/22",
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ASN2024253FHIERI S S8 E
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B P9 R HALIEES JET R RA FRPRAALY S T
TG R M 2 S

® »H GCB ## » m 2L30) mIE

FORHGEY B e
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W Cisco Config Template: % * t— 3% %th 4 4 (Login, NTP, SSH, SNMP,

ACL %)

(») B ¥ f2:8 55 & DDoS ¥ % ¢

@r

uup
¥ &
rn+

,.

EEE
TH FER, FEHEEW
P

@i
HEEEEME.

EWEEEH DDoS B

WEE AR EE DR

210.60.146.0/24
'Y

KELER S EHE

@ E AR R natF

& RBIER AsoC @ T

BT

14:03 @M ABHF A R F
14:08 ¥ & i& % DDoS =
# > & B ELK Stake 447
1413 7% 5%, DDoS RIR S
B BRE2H » @4 A-SOC
14:17 A-SOC % &% Fh 55 4%

1. 32 & ELK A7~ 27 EAETF 9 AR

2. MRTG /ing& & ife B
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ZEEFENEXAR FROivsec) ] EEERNEAS HE@acket/sec) —
920.0 M — — - 520.0 k T -
690.0 M i 390.0 k
g 40ON 1 { i G 260.0 k
8 230.0M 1 R KA §130.0k
K3 ; JLdN\ g A heha - ; S EEREERESER
o 6 8 10 12 14 16 18 20 22 0 2 4 6 8 10 12|14 9% 6 8 10 12 14 16 18 20 22 0 2 4 6 8 10 12 14
ZEB/RNEXE PING ZEEHER I AS PING packet lost %
212.0 - . . . - - 80.0
1590 ' fodbnt % 60.0
2 106.0 o 0.0
53.0 i ; § 20.0
0.0 VITERE VIV TPV OF U TVOU B T W T il 0.0 -
6 8 10 12 14 16 18 20 22 0 2 4 6 8 10 12|14 6 8 10 12 14 16 18 20 22 0 2 4 6 8 10 12 |14
3. DDoS it ifik
Concurrent Connections
D Concurrent Connections Max 3K Min 1
23.82p 2023 74:18 23.82p 2023 14:08
P
th
=
=
ﬂa-g 2K
=
[ =y
[=]
032K
5
E
Z 1k
=
[=]
[ ]
1405 1406 1407 1405 1408 1470 1471 1492 1415 1404 1405 1406 147 14098 14018
Traffic Bandwidth bps pps Inbsund Outbound
D Received Max 1.9G Min g D Dropped  More..
23.5=p 2023 14:18 23.82p 2023 14:05
26
156
% 16
2
500 M
1

14:05 1406 14:07F  14:08 14:08 7400 407 1402 1402 14004 140950 140060 1407 14008

4. st 57 ¥ Packet Size
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Bar: Protocol In Packets History

140,000

120,000

100,000

w0000 ICMP 2 &(+43/ P R) II
il

60,000
40.000

Sum of netflow.in_pkts

Itimestamg per

20,000
u ST L L

13:50:00 135500 14:00:00 140500 14:10:00

@timastamp par 30 seconds

Bar: Packet Size In Packets History
140,000
120000
S 61K /v 208 bytes
100,000

80,000

60.000

Sum of netflow.in_pkts

40,000

20,000

Sum of netflow.in
netflow.in_bytes_avg Dese
@timestamp per 30

13:50:00 135500 14:00:00 140500 14000

@timestamp par 30 seconds

5. st ke p e

Bar: Source_IP Packets History September 23rd 2023, 13:45:00.000 to September 23rd 2023,
14:15:00.000

140,000

R host.keyword: "
120,000

100,000
E0.000
60,000 Sum of netflow.i

40,000 etflow.ipvd_src_addr: Descendir

Sum of netflow.in_phkts

20,000

14:00:00 1405:00 1410:00
@timestamp per 30 seconds

Bar: Dest_|P Packets History

120,000

B HERIP Z3ax

80,000

60.000 etflow.in_pkts

ipva_dst_addr: Descend
40,000

Sum of netflow.in_pkts

20,000

0 e I e O e O e e . 0 O O B -

135000 13:55:00 1400:00 14:05:00 14:10:00
@timestamp per 30 seconds

6. TFE X REP N
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Bar: Src_IP_CIDR Packets History
140,000

120,000

1090.000

phts

WA CIDR /24 438

0,000

60,000

- I II III IIIIIIII
RIS | | | [ L] [ ]

125000 1355800 140000 140500 141000
@timestamp par 30 seconds

Sum of netflow.in

g

Bar: Dest_|P_CIDR Packets History

140.000

120.000
2 100000 % H Ry 210.60.146.0/24
k=
¢
5 60000
2
E 60,000
5
E
2 4n000

- II IIIIIII

| nliihiiin
135000 135500 140000 140500 141000
timestamp per 30 o

7. DDoS i 3F(F fS4T )

WREARR

Developed By TACERT

el mzs= HitEETIE FWAFISE TRt
DDOSE AT EHEHE BETENERER ALT &5

S EIP+ 210.60.146.0/24
DNSP [

B2t HEE N CABRNRAS v
fitt ICMP 3&15 —» i35 55 2+ TCPAUDP v
R icMP (6120 WEB FTP
EA IR (A flin:so

ERREIEM

| [Ee( R 25 EBARTANETES 5 1 5)
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() ATHBRIE =7 4§ & 52 IPv4 RE A FARR]

1. 2023/01 s s H = 7 & F % h(REKTNHAH )
B i IPv4 £:192.83.177.0/24 ~ 192.83.178.0/24
B HiEw R+ 192.83.177.0/23 % 1 ?
2. R 5:192.83.177.0/23 g dom iz A F G 7
B rpkd B P fCER K < Static Route:
B (config)# ip route 192.83.177.0 255.255.254.0 192.192.7.234
B ImgiEa i “%lnconsistent address and mask”
B p:d B uF2 i ofr Static Route:
@ #iproute 192.83.176.0 255.255.254.0 192.192.7.234
€ #iproute 192.83.178.0 255.255.254.0 192.192.7.234
KRS SULJ AR £
B 192.83.177.0/23 2L FRie B o7

B /23 WAGREY L ke
4. B
B aEiafas s 24 7 Lo /23
B ¢ i %k StaticRoute F i * A4 /24 47

€ #iproute 192.83.177.0 255.255.255.0 192.192.7.234
€ #iproute 192.83.178.0 255.255.255.0 192.192.7.234

B Root Cause: # 4" IP + ®ER A7 § 5§
B #if2 a3 24 3L

W Casel: 192.83.176.0/23
& 192.83.176.0/24 ~ 192.83.177.0/24(" =« 5 % %)

B Case2: 192.83.178.0/23
€ 192.83.178.0/24(% + § % &) ~ 192.83.179.0/244

5. M AF
B Network/Host/Broadcast Address:
B 7 192.168.0.0/24 % &
B Network Address (First): 192.168.0.0
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Host Address (& & 2 $): 192.168.0.1 ~ 254
Broadcast Address (Last): 1921.168.0.255

Host Address: For /& IP & %

€ (config)# int e0/0

€ (config-if)# ip address 192.168.0.1 255.255.255.0 --> Good

€ (config-if)# ip address 192.168.0.0 255.255.255.0 --> Fail, Bad mask /24
for address 192.168.0.0

Network Address: For . d B¢ *
m /24
€ (config)# ip route 192.168.0.0 255.255.255.0 10.0.0.1 --> Good
€ (config)# ip route 192.168.0.1 255.255.255.0 10.0.0.1 --> Fail,
%Inconsistent address and mask

m /23
€ (config)# ip route 192.168.0.0 255.255.254.0 10.0.0.1 --> Good
€ (config)# ip route 192.168.2.0 255.255.254.0 10.0.0.1 --> Good
€ (config)# ip route 192.168.1.0 255.255.254.0 10.0.0.1 --> Fail,
%Inconsistent address and mask
B P %=-FKZ5REk

(~) BARE =4 FREATRE 2 IPvE 80 H B G252

1. ZR dmfepriief ClassC RELITRE ¥
O FWG R

203.64.48.0/22 (203.64.48.0~203.64.51.255)
203.71.84.0/22 (203.71.84.0~203.87.255)
203.71.88.0/21 (203.71.88.0~203.71.95.255)
120.97.32.0/19 (120.97.32.0~120.97.63.255)
120.97.64.0/20 (120.97.64.0~120.97.79.255)

B ioirE@HEe B ClassC pE?

LR R R R 4
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2. AFvH

d 120.97.32.0/19 *» 1w i e f

B 120.97.34.0/24 ~ 120.97.35.0/24 ~ 120.97.36.0/24 ~ 120.97.37.0/24
B R F|daR]) EHF SRR R

B gl e peRazd - £d &7

® & 6 0 0 o

L
*
¢
¢
*
\ 4
\ 4
*
*

¢

120.97.34.0/22 21 ¥ e flk 7 > 5N

(config)# ip route 120.97.34.0 255.255.252.0 10.0.0.1
%Inconsistent address and mask

AEidge s 24 Fv sEd [22(% 5 4ol )
EATILNNC I N B A

120.97.34.0/23 ~ 120.97.36.0/23

B2 g

B4 £ 120.97.32.0/19 > S 2T % > BRE A
120.97.32.0/23

120.97.34.0/23 # ¥ ffoie®

120.97.36.0/123 # F B{ric ¥

120.97.38.0/23

120.97.40.0/21

120.97.48.0/20

T ey StaticRoute ¢ 1 ¥ 6 &

732 EBGP *x ¥ % 22 ISP Peering §&d

3. ArmiEH e B ClassC EFfi itz

B B ClassC & & /22

B AR P /2 RR

*
*

203.64.48.0/22
203.71.84.0/22

B AT g d o] e R

LI S i 0V S LA S A
4, BfsAg Rt e B ClassC

B 120.97.64.0/20 (120.97.64.0 ~ 120.97.79.255)

I VIR R

*

120.97.64.0/22 (120.97.64.0 ~ 120.97.67.255) --> -t % (4 Class C)
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(-

€ 120.97.68.0/22 (120.97.68.0 ~ 120.97.71.255)
€ 120.97.72.0/21 (120.97.72.0 ~ 120.97.79.255)

z ~113 BB 1 5P ooy

)1 iFp &
L ZWrRIRLR ¢ELREAMERTHRE T o
2. BEGAE - RRp M ERE IR o
3. %%ﬁwﬁi, '1%®Wﬁéia$ﬂulﬁg%o
4, FEIFPRAFES IR LERNE 22 pRT K o
5. %&%?EK@?%&%%C%ﬁEﬁ}ﬁ’jﬂﬁﬁgﬁﬁ%ﬁﬁ?Wﬁ%

BY SFEY S5 o
6. 4%t H = DNSServer & @ * s A>3 X ¥ > B2 sl B BT 37K
Ao IR E EREZO R TV RGARE T FE o
7. S8ETAFTREGFREY T RT R ERFRIRZREFILE:
T TRERTE A
e R RIA
I AR SRR
ii. Netflow eérzj=x
iii. Syslog 3z4x¥& Alert i &
B Tl A RORIE L S
i Tl R R R IP Rl SRR T @ B 5 Source
IP 2 3 e 3
ii. # & JPerf jpli# Server i #$PRjix
8. FHHWpRE ¥ EEILEA SHE VKRR ITH L SOP I &%
EHRETHA T o
9. H¥pE g ART ipve ZBME . AR mEETEERe Y bR AR E
% &7 L3 > R3% & Open Source Router #t#8 &]4e pfsense » #% i-Hojie L 45 22 4p
# 2% 3’;%: A o
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10.
11.
12.

13.

13.

14.

15.

MR T X RGE L IPV6 o bl4-DDOS K & ~ IPS »~ iRk s oo
AP E Y Aty £ & PRGR Y F o~ 1S027001-2013 5k o

i3 TCP-based it S W E iy kA Hrd o VHEBZNET RPERERAST
RTT « Packet Lost #cff %% » + |} PEE §7 Internet & fEPRAR 2 BB S o
FHpw e AR B R 50%2 4 BB o FELiE (T fE R4S 2 POC % P
FoRIBL RS SN LT PIREFERE AP HIFRGR T F 2

N - S
?&Zﬁ{‘_:; %‘&ﬁﬁ*% °

Qe pe % 3§ 50 99.99%1

Tl £/ 5 0000%1

+ & ek ipvb & * F:100%

B Rl oipv6e @ * F:80%7 ¢

T BB F F ofn 10 Hu

T AT R AR 1 500%07

g ELo R 2 JHU P RERTE M

R R STT L ks 250 3BH
®FHRPARFRAHFTRLATHREFF=EF 2
HTTPS &t p ##+2485% ¢ check.twnic.tw (Selenium)

. Google # H# 4w BEH o

B o 2 Hogde i blde D B RERPBEIEDTE F o2 p
B mlf_ v 1L ﬁ]z"\q_ﬁ

L% vxdads IPV6» = & IPV6 Bl e sk 27 IPV6 DNS & f2PR7% » T 4k (82 IR
% 100% %3 IPV6 z fent2r IPv6 DNS & jiZ izt o

i#* Netflow 447 %~ IPv6 2% H =2 IPv6 # % & > 2 IPv6 = ht2 i
B VA S

PAR SRR Y R E T P2P R IR R R BT A 45 0 A
o i AE Rt R fic2. 100% o

50



16.

17.

18.

19.

20.

21.

22.

23.

WRRAE R DNS A B PR HHFER Y FEERAERTE ¥ Open
Resolver # 12 ¥ 3 sz SH =& 7o o

BiERRSTER AR ERRBEIRL VIR g e AR
%35 % % Router % &2 Netflow eér > ¥ H{ E L PFE 2 ipRedt T 7 4
Poie e g 4 BO¥ (52 i B FEEATF R il 4 100% % 2t Netflow 2

£-4F Netflow Zedre (TP Ty 2 S FRERBFEH > VREFRERIAE L]
TARLIE o

R mEEHTE WA WA TR TR Y Z FRTAKAGE
BLZ2HaREIP  VEAPSHMRG TN FET LRZEKFTEEE T
4 o

IP 2zfpe b FALE 2 B F 0] D PRELE Y 247 RRAFT R Y A7 E o
Grytert By i@ % TCP-based M e 5B & 47 % 500 7 i H¥T 5 P IR

Internet PR7% 8 % > T & - HF{ RS E o
i BB R EERY T 73 0E o
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