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.5 LibreNMS# s

» LibreNMS p #- & #484] » 22 = %7 ~ 0 &
BF %2 . Lines B

BHER PortDown %18

LibreNMS-Alert <
LAY yes .

SEEEAR PortDowm 518

Severity: warning

Time elapsed: S5m 4s Timestamp: 2024-10-29 17:00:55

Unique-1D: 177

Rule: Port status up/down Faults:

#1: sysObjectID => .1.36.1.4.1.9.1.1709; sysDescr => Cisco [0S ¥R Software (Cisoo ASRIK Series), Version 6.4.2[ Default ]
Copyright (c) 2022 by Cisco Systems, Inc.; port_id =» 12214; ifDescr => GigabitEthernetO¢S/1/7; id == 1;

Port: Gigabit Ethernet0/9/1/7

Port Name: ## 2067 1,0 411-8 ##

Port Status:

\:Ef:: L|DreNMS ﬁ Overview a8 Devices [l Maps *g Services (@ Ports @ Health 23 Routing o Alerts a@:a\‘é: ﬂ

Alert Log entries

Device State Any v Severity Any v Filter Q
State Timestamp v Device Alert Severity
2024-10-30 13:54:01 + 192.192.60.112 Port utilisation over threshold warning
2024-10-30 13:52:01 192.192.60.112 Port utilisation over threshold warning
2024-10-30 12:41:02 192.192.60.112 Port utilisation over threshold warning
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Web Site Security

x+ 2021/00 TN & KR F 2% %~ HTTPS
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www.tplrc.edu.tw

HTTPS
Internet
Browser SSH
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L7 HTTP Reverse Proxy:
1.7 B %387 Web Server
2.PHFSER web server, OS

S Internet.
3. Z89MZAE Load Balance -

Content Cache - WAF IfgE.

L4 SSH Reverse Proxy:
1. SSH BIFE A
2. sftp FEHFty
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140.112.2.208 10.1.1.4

ia

ZILEL | 490k

WAN LAN o
HTTP
G Qﬁ %2 CentOS V6
NGiNX
Reverse Proxy # APACHE
|IPv4 + IPv6 9
WL T B ST $2 1PV6
Kl Let’s Encrypt
Web Server:
| Ecertbot | RFSEEMEIMER
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1.Certbot ZZZEFANGINX » 3.3 Zero Trust 258 i
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3. SR Im Web Server YE (41:Reverse Shell)
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HTTPS _ AN LAN ERtes 10112
Internet H ‘ﬁ@" CentOS vs
Browser NGiNX SSH /
F& ¢ | Reverse Prox APACHE
Coa0C d
B Let’s Encrypt v2.2.41

ModSecurity: _ jicel'tb()t

1.0pen Source WAF Project modsecuritv

Ziﬁ Apache X IIS 3 NGINX Open Source Web Application Firewall
AL R 2S ( \ ousse  OWASP Core Rule Set(CRS)
3.E M-I S AEHEFR A Rule Set 3 J Corefuese OWASP #8582 HIER R

(1)) OWASP ModSecurity Core Rule Set

(2)Atomicorp's Free ModSecurity Rule Docker Z2#%

(3)Comodo Free ModSecurity Rules 1.BEEASHE

. . = THA
4)WordPress ModSecurity Rule Set (WPRS \
) y (WPRS) 2, VB2 B
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L7 HTTP Reverse Proxy
B fg i 4 #E Web Server, OS # #% *% Internet

L7 Reverse Proxy

Rk e 5

Hiifiy F=a-Hil T3k i BEEH
REH HiES ZEH BREE
@ HSTS " ) P @ HsTs oo PHP
ES LA 35 PR 4 B RafERRSE
Apache HT TR CentOsS
Z Server 2218 © © MNginx 1221 ® MNginx 1221
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B~ RPIR

+ Command Injection B|i&
+ https://www.tpirc.edu.tw/index.php?a=/bin/sh
+ SQL Injection ~ XSS B} SABMEREMSARE
+ WMARHE >F kAL

/l,\ N

. ? I_E"_',_.fb 2 & tplrcedutw/indexphp?a=/bin/sh

e 403 Forbidden
MRS | or 1=1 -- |
G, | |

| BA |

nginx/1.20.2

+ SQL Injection: ‘ori=1--
+ XSS(Cross-Site Script): <script>alert(1)</script>
+ Web Shell 7|:#
x+ — ¢354 5 (Simple Shell)
« http://www.tpirc.edu.tw/https/simple-shell.php?cmd=cat+/etc/passwd
+ B374K Shell

« TOEFE 0 o (e A WA EEE T

+ http://www.tpirc.edu.tw/https/b374k.php
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3. AR EEIEMSSLIEheader

PAEAEhEBEERE  SERAERAERZS

et $ 38,000
21 500% $ 1,900
- $ 1,900
awEt $ 38,000
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Open Source WAF &} 5 3 7€ 1‘5_

ww.odb.ntu.edu.tw waf.cc.ntu.edu.tw(cname)
140.112.2.200 + 2001:288:1001:4002::208

HTTPS G HTTP

Internet

b NGinx 10.1.65.x or 140.112.x.X
I ‘~ Reverse Proxy $ ) L2t
6 AT 8 OQ IPv4 + IPv6 IPv4 only
AL m S NS $% 1PV6
KB Let’s Encrypt Web Server:
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1.3 & JE% Web Server Let’s Encrypt 28R
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HTTPS G HTTP

Internet
rowser NGiNX
o : Reverse Proxy 10.1.65.x or 140.112.x.x
CO2e0C

K3 Let’s Encrypt

_wi’gertbot

ModSecurity: modsecurltv
q Open Source Web Application Firewall
2538 Apache « NGINX N =, Shnsr core e secrs
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E-ig 3~ WAF 7 3£ ¥ 4]
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+ DNS =% 2_
« =L@ * DNS Alias Name :},Z] X
waf.cc.ntu.edu.tw
+ www.odb.ntu.edu.tw IN CNAME waf.cc.ntu.edu.tw

+ 2k Z_waf.cc.ntu.edu.tw 2. A Record 3z 4%

+ waf.cc.ntu.edu.tw IN A 140.112.2.x
x 5k [P
x ¥ 14012.x.x (IPS 4% » WL p 35 B)

x BV ET 2 10.1.X.X
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AppScan SRR A 138

o5 httpsy/mwww.odb.ntu.edu.tw]

@ BusExa4y. @ Bussxsns. K 163.2817.64 BN XFastest Ne

. BRSHDHE- N5 EPERE

. Microsoft Windows MHTML

. SameSite FiE~EE - il

i

itk Scripting

& 15a7 Cookie

5] SHA-1 &2
f TRACE B TRACKHTTP 75

| - ADNS § H SSRF

EEEEEEE
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Pretty Raw

[SESHSH S

WordPress xmlrpc #% 3\
POST listMethod (= # e 3%)

Request

W B e

Jom

5 w0

Hex =] \n

POST /xmlrpc.php HTTP/L.Ll

Host: pc4.buda.idv.tw

Sec-Ch-Ua: "Chromium";v="123", "Not:A-Brand";wv="8"
Sec-Ch-Ua-Mobile: 20

Sec-Ch-Ua-Platform: "Windows"

Upgrade-Insecure-Recquests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win€4; xE4)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/123.0.€312.122
Safari/537.36

Accept:

text/html,application/xhtml+xml, application/xml;q=0.9, image/avif, imag
e/webp, image/apng, */ *;q=0.8,application/signed-exchange;v=b3;c¢=0.7
Sec-Fetch-5Site: none

Sec-Fetch-Mode: navigate

Sec-Fetch-User: ?1

Sec-Fetch-Dest: document

Accept-Encoding: gzip, deflate, br

Accept-Language: zh-TW,zh;q=0.9,en-U5;¢q=0.8,en;q=0.7
Priority: u=0, i

Connection: close

Content-Length: 85

<methodCall>
<methodName>

system. listMethods
</methodlName>

</ paramns>
</methodCall>

Y e

Response

Pretty Raw Hex Render

1 HTTP/Ll.1l 403 Forbidden
Server: nginx/1.24.0
Date: Tue, 1l Jun
Content-Type: text/html

Connection: cl
Content-Length: 5&4

<html>
<head>

ose

<title>
403 Forbidden
</title>

<body>
<center>

<hl>

403 Forbidden

</hl>

</center>
<hr>
<center>

nginx/1.24.0

</center>
</body>

Py
g iz
FIiEs
<t
<lm-

a

a
a
a
a
a

1 </html>
5 <l

padding
padding
padding
padding
padding
padding

to
to
to
to
to

(Ubuntu)
2024 09:14:24 GMT

(Ubuntu)

disable
disable
disable
disable
disable
disable

M3IE
MSIE
MSIE
MSIE
MSIE
MSIE

and
and
and
and
and
and

Chrome
Chrome
Chrome
Chrome
Chrome
Chrome

friendly
friendly
friendly
friendly
friendly
friendly

Error
Error
error
error
error
error

\n

e—
=
page —-->
page —-->
page —-->
page -->
page —-->
page —-->



Outbound Rules Test
Directory Transversal
+ https://ghp.ntu.edu.tw/icons/small/

Index of /icons/small

Name Last modified Size Description
; Parent Directory -
@ back.gif 2004-11-21 04:16 129
@ back.png 2007-08-28 18:53 181
@ binary, gif 2004-11-21 04:16 134
@ binary.png 2007-08-28 18:53 172

h@fk\h‘i’

%

v ‘messages: [Array]
v [0]: [Ohject]

- message: "Directory Listing”

w details: [Object]

- rratch: "Matched V'Operator "Ry’ with pararmeter *(7:<(? TITLE=Index of. *?<H|titlexIndex of *?<h)L=Index of| =\[To Parent Directoryy\]</[Aal=<br=)' ac
- reference: "o73,66v524,14209"

- ruleld: "950130"

--file: "fusr fshare/modsecurity-crs/frules RESPONSE-9S0-DAT A-LEAKAGES, conf™

- lineMurmber: "33"

- data: "Matched Data: <title=Index of ficons/small</tite=yn <head=>\n <body=Yn<hl=Index of found within RESPONSE_BODY"

- geverity: "3"

—ver: "OWASP_CRS/4.4.0-dev"

S 3:ERROR Score:4

. matur ity "O"

accuracy: "0"

w -[_1]: [Object]
message: "Outbound Anomaly Score Exceeded (Total Score: 4)"
w details: [Object]

- rratch: "Matched Y'Operator " Ge' with pararmeter 4" against variable "THBLOCKING_OUTBOUND_AMOMALY_SCORE' Malus: "4' "

- reference:

- ruleld: "959100"

- file: "fusr fshare/modsecurity-crs frules /RESPONSE-999-BLOCKING-EVALUATION conf™

- lineMurnber ; "232"

data: ™

- geverity: "0"

ey "OVWASP_CRS/4.4.0-dev"

Y
tags: [Array]

e mmaturity: "0"

accuracy: "0"
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3 ¢%¥~WH\}K%ﬁma, FAFRIP 2 FEFE > RRAIEN,F
PETERTyloglcd ~#17 ASOC Bfj2 ikl - # % ASOC BIfj @ *
22 ELP 4 B2 Cisco FirePower IPS & 7 » & i B &2 52 ¥ |7 i >
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