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* NTU wireless devices

s 2010-11-1642011-7-12414,222,853%

m APPLE(MAC,IPHONE, IPAD)
(37%)

= HTC (5%)
SONNY ERISSON MOBILE (1%)

m Nokia (1%)

Samsung Electro-Mechanics
(1%)

= Others (54%)
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= 302. 11

= Bluetooth

T R ) 2 fAHE, low power,
short distance.

o (7B R R

= 2G GSM
= 3G CDMA
= 4G LTE

= 802. 16(WiMAX)
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i Bluetooth

m Bluetooth 1994 # d Ericsson % E

= Bluetooth#t & ’ﬁ?ﬁF’%ﬁ CEH S MY B
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i Wireless Network

s 3G,4G ...
= Mobility&Range High
=« Data rate low(<100Mb/s)
= High cost

= Wireless Lan 802.11a/b/g/n/ac....

= Mobility&Range low

= Data rate High(>11Mb/s)

= Low cost

= 802.11ac max rate 1300Mb/s

2014/8/15 802.11 by Bao-Jang Tseng
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i IEEE 802.11 History

= 1990,IEEE 802.11 committee
= 1997,IEEE 802.11 standard=>1,2M

= 1999, WECA(Wireless Ethernet Compatibility

Alliance)=>802.11a,b

= Intel ~ Intersil ~ IBM ~ Nokia ~ Lucent ~ Compaq -
Toshiba...

= Wi Fi (wireless fidelity )
= 2003, 802.11¢g

= 2009,802.11n

= 2014,802.11ac
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i ANSI/IEEE 802.11

Wireless LAN Medium Access Control(MAC)
and Physical Layer(PHY) Specifications

2014/8/15 802.11 by Bao-Jang Tseng 21



‘_h 802.11 Design issue

[he media impact the design
= Neither absolute nor readily observable

poundaries

Unprotected from outside signals
_ess reliable than wired PHYs
Dynamic topologies

_ack full connectivity

= Time-varing and asymmetric propagation

properties

2014/8/15 802.11 by Bao-Jang Tseng
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i 802.11 ISO Model

2014/8/15

Application

-
Session
Netwark
aperating
Transpaort
system ) .
{NDS)
Netwark
e
[ Data
Link,
802.11 4
Physical
L.

TCF

Logical Link Contral {LLC)=802.2

Media Access Contral (MAC) —Power, security, etc,

FH, DS, IR, CCE(b), OFDM(a)
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802.11 Componets(1)

= Wireless Medium(WM)
= The medium used to implement a wireless LAN
= Station(STA)

= Any device that contains an 802.11 conformant MAC and PHY
interface to the wireless medium

= Station Service

= The set of services that support transport of MSDU(Mac Service
Data Units) between Stations within a BSS

= Basic Service Set(BSS)
= The BSS is the basic building block of an 802.11 LAN

= Distribution system(DS)
= A system used to interconnect a set of BSSs to create an ESS

2014/8/15 802.11 by Bao-Jang Tseng 24



802.11 Componets(2)

= Distribution System Services(DSS)

= The set of services provided by the DS which enable the
MAC to transport MSDUs between BSSs within an ESS

= Access Point(AP):

= Any entity that has STA functionality and provides access to
the DS

= An AP is a STA which provides access to the DS by providing
DS services in addition to Station Services.

2014/8/15 802.11 by Bao-Jang Tseng 25



i 802.11 Network Infrastructure

BESS

+ -~ S
STA 1 - BSS 2 +
- b STA 3
AT
DS

Portal

IEEE 802X
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i 802.11 Services

s Station Services

= Authentication, Deauthentication
= Privacy
= MSDU delivery

= Distribution System Services
= Association, Disassociation
= Distribution( route to 802.11)
= Integration( route to 802.x)
= Reassociation( hand-off, roaming)

2014/8/15 802.11 by Bao-Jang Tseng
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‘L 802.11 Portal

Wireless network

Application

Presentation

Session

TCP

IP

802.11

D355

2014/8/15

Portal
IP
202.11 Data Link
DSSS Physical (wired)

802.11 by Bao-Jang Tseng

Wired world (Intemeft)

Application

Presentation

Session

TCP

IP

Data Link

- Physical (wired)
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:ﬁoz.n Phy(1)

= Operate within the 2.4 GHz

= 802.11-base products do not require user licensing
(2.4GHz and 5G are ISM band )or special training

= FHSS(frequency hopping spread spectrum)
= DSSS(direct sequence spread spectrum)

= Operate within the 2.4GHz and 5GHz(54Mbps)
= OFDM(orthogonal frequency division multiplexing)

2014/8/15 802.11 by Bao-Jang Tseng 29



:ﬁoz.n Phy(2)

= FHSS and DSSS are fundamentally different
signaling mechanisms and will not
interoperate with one another

= Spread-spectrum increase reliability, boost
throughput, and allow many unrelated
products to share the spectrum without
explicit cooperation and with minimal
interference

2014/8/15 802.11 by Bao-Jang Tseng
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i 802.11 FHSS

= More security and without interfere
= 2Nd War
= 1600 hops/sec

= Limited speeds no higher than
2Mbps(hopping overhead)

2014/8/15 802.11 by Bao-Jang Tseng
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802.11 DSSS

Divides the 2.4 GHz band into 14
twenty-two MHz channels

= Adjacent channels overlap on another
partially, only 3 of 14 being completely
nonoverlapping

= No hopping
= 11-bit chipping-Barker sequence

2014/8/15 802.11 by Bao-Jang Tseng 32



i 802.11

Data Rate | Code Length | Modulation | Symbol Bits/Symbol
Rate

1 Mbps 11(Barker BPSK 1 MSps 1
Sequence)

2 Mbps 11(Barker QPSK 1 MSps 2
Sequence)

5.5 Mbps 8(CCK) QPSK 1.375 MSps | 4

11 Mbps 8(CCK) QPSK 1.375 MSps | 8

= BPSK-Binary Phase Shift Keying

= QPSK-Quadrature Phase Shift Keying
= Complementary Code Keying

2014/8/15

802.11 by Bao-Jang Tseng
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Bandwidth of

narrowband signal & Bandwidth of Bandwidth of a FHSS
‘_T DSSS signal o f frequency channel
o) by - A
: : :
a =2 o
= Q
© I -

Frequency Frequency Frequency
" i 4 4 Transmitted FHSS signal
o © ) #
: : :
a a ]
© © ©
= ‘ T i c
3|_[narowbandsignal g| mansmiteapssssignal | 2
Time Time Time
Narrowband radio Direct-sequence Frequency-hopping
spread spectrum spread spectrum

Figure 2.1 Narrowband radio, DSS5, and FHSS.
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Carrier frequency DSSS wireless LAN
\ DSSS signal

30 MHz or more 30 MHz or more

AR SRR A Rt

R - e e RV T
. ..

______ ]
F 22 MHz channel 4 |‘ 22 MHz channel 4 A 22 MHz channel 4

S S P FAVaAaVaVe
& R LY S & LY ¥
F ¥ W % | .
: ] % - 2 s P

i 4 & %
1]2[3] - - - [19of

—'I +«—— 1 MHz channel

Figure 2.10 Frequency channels for 2.4 GHz DSSS and FHSS
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802.11 DSSS Frequenf:y

‘ Channel ID | Frequency ( GHz ) — — —
- EH IER | BUN | PEPEEF | JAE HA
. 2.412 0 0 0
2 2.417 @) @) @)
3 2.422 0] O 0
4 2.427 @) O @)
5 2.432 @) @) @)
6 2.437 @) O @)
7 2.442 @) @) @)
8 2.447 0] @) @)
9 2.452 @) O @)
10 2.457 @) @) @) @) O
11 2.462 0] @) @) 0O O
12 2.467 @) O
13 2.472 @) O
14 2.484 O
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i ODFM spectrum

= 802.11b=802.119:2.4-2.4835GHz
(total:83.5MHz)(3 non-Overlapping CH)

= 802.11a:5.15-5.25GHz,5.25-5.35GHz,5.725-
5.825GHz,(total 300MHz) (12 non-
Overlapping CH)

= Center frequency:
5.18,5.20,5.22,5.24,5.26,5.28,5.30,5.32,
5.745,5.765,5.785,5.805

s Ch.36..Ch.161

2014/8/15 802.11 by Bao-Jang Tseng
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Data Rate 6,9,12,18,24,36,48,54 Mbps
Modulation BPSK, QPSK, 16-QAM, 64 QAM
Coding Rate 1/2,2/3,3/4
# of Sub-Carriers 52
# of pilots .
OFDM Symbol Duration 4 us
Guard Interval 800 ns
Sub-Carrier Spacing 312.5 kHz
3 dB bandwidth 16.56 MHz
Channel Spacing 20 MHz
2014/8/15 802.11 by Bao-Jang Tseng
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802.11

ode

= The wireless network consists of at least one access point
connected to the wired network infrastructure

- -:\_ 'l
e
e

LR fopp DT =
e

2014/8/15 802.11 by Bao-Jang Tseng
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802.11

d hoc mode

= It's a simply set of 802.11 wireless stations that
communicate directly with one another without using an
access point or any connection to a wired network

-|". L
it B2
EIlI"l:IIE 1 l::l'
I'mIIE?.LE Gl ‘JI'J'E' |
ﬂlel"-ll
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802.11
i LLC & MAC

= LLC-Logical Link Control
=« The same 802.2 and 48 bits addressing
= MAC is different

s CSMA/CA(Carrier sense multiple access/collision
avoidance)

= By using explicit packet ACK, which means
an ACK is sent by receiving station to
confirm that the data packet arrived intact.

2014/8/15 802.11 by Bao-Jang Tseng 41



Carry Existing Traffic

mEthernet frames are encapsulated within 802.11

& & 2 Variohle 4
I cad Type
Destination Sounce
Ethrermet CoetEEIH) (IF) 1P packet FCS
MAL MAL (ol (ARPI
" LTy 7 e Gopy. Copy—.. Remladate
WAL SNAP | SMAP | Comtrol | Ethernet tunnel
B0 1h headers O5A4PF | S5AP Type IP packet FCS
AR OeAA | o0 (L) no00-00-F&
12 "'l— SNAP header L
AL SNAF INAP Comtned RRC 1042
RFC 1042 headers DSAP | SSAP encapsulation Type IP packet FCS
OockA LT Coal13 L} o0
240r 30 ,
SH&F SMHAP Cantnel BFC 1042
802.11 Ll MAL DsAP | SSAP encapsulation Type I packet FLS
ol oekh | AR | oeend g o000
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802.11 Protocol Stack

________ -
L 1372/1426
C 1460/1514
—————— P e
C Point Coordination Function( infrastructure)
T
D
C MAC Header Frame Body ( 0~2312 bytes) FCS
F ..........
S
A
C PLCP Preamble PLCP Header PSDU
P
: !
"D" DSSS FHSS IR
2014/8/15 802.11 by Bao-Jang T: 43
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‘L Four Addresses of the Protocol

;’i_ ) 'j’ )E;E;IJ ' ) ’_
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Four Addresses of the Protocol

¥

d

s Wireless Transmissions are fundamentally

point-to-point.
f L] ﬁ 53 ] 0-2.312 q

= Four address fields to support distinction
between
= Transmitter
= Receiver
= Sender
= Destination

2014/8/15 802.11 by Bao-Jang Tseng 45



i 802.11 DCF &PCF

= DCF(distributed coordination function):

= A class of coordination function where the same
coordination function logic is active in every
station in the BSS

= Both Ad Hoc and Infrastructure mode

= PCF(point coordination function)

= A class of possible coordination functions in which
the coordination function logic is active in only
one station in a BSS

= Only Infrastructure mode

2014/8/15 802.11 by Bao-Jang Tseng 46



i 802.11 CSMA/CA

= SIFS(Short interframe space)

= Used for an ACK ,CTS, the second or subsequent
MPDU of a fragment burst, and by a STA
responding to any polling by the PCF.

= PIFS(PCF interframe space)

= STAs operating under the PCF to gain priority
access the medium

= DIFS( DCF interframe space)

= STAs operating under the DCF to transmit data
frames and management frames

2014/8/15 802.11 by Bao-Jang Tseng
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i 802.11 Access Priority

Immediate access when medium

is free >= DIFS

DIFS

Contertion Window J

PFs "

DIFS
‘ Busy Medium ﬁ

/éafcléoff-\ﬁﬁndmv / Next Frame

A

—h

Dafer Access

‘I Slot time

Select Slot and Decrement Backoff as long

2014/8/15

as madium i idle

Figure 51—Basic access method
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i 802.11 Contention Window

s Backoff Time = Random * a SlotTime

255 D55

W max
127
83
31

CWmin | 7 ,i

T

Fy
‘ + Third Retranamisalon
Second Retramamiasion

— Firat Redra Isalo
Initial miampt nem n
20 14/8/1.) ovs.11 Uy pDav-Jai Iy 15CI Il_.j



‘L 802.11 Backoff procedure

DIFS
Station A __Frama M
Station B ﬂ*% - mn Frame |
StationC |36, Frame | CWindow _
Station D|, Defer .| Frame _ CWindow
Station E E’ﬂlrh_l_\ —— Ml
H CWindow = Cortention Window
% :mlm Backed!

Figure 52— Backoff procedure
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2| 802.11 RTS/CTS(Optional)

DIFS

are ‘ RTS Data

«—» >

SIFS SIFS SIFS
Dast CTS ACK

DIFS |/ / / i
Other NAV (RTS) , ?untunﬂnn Wlnw
NAV {CTS)
N b
Defer Access Backoff After Defer
Figure 53—RTS/CTS/data/ACK and NAV setting
2014/8/15 802.11 by Bao-Jang Tseng
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‘L Hidden sender problem

2014/8/15 802.11 by Bao-Jang Tseng
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‘L 802.11 Mac Frame Format

= Mac frame format

Ohcherts: 2 a (1] 8 13 ? L - 2342 4
[
Frama Diursficrnt SaquErihs Frame
Contrel D Addross 1 .immz_i.a.ddr.-.z. Canenl | Aodrss 4 Bedy FOg
i 1 F

hAC Heaader

s Frame Control field

B Bima GELE 67 B B8 B0 BN 812 813 B4 B
Proco Trgm |' Subiype |I To | P '-F:"’;;' mwlm I"&ﬁ WEP | Coer

— e ‘ P U

Biwa: 2 2 4 1 1 1 1
2014/8/15 802.11 by Bao-Jang Tseng
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i 802.11 Mac Frame Type

s Data
= Handled via the MAC data service path

= Management

=« Handled via the MAC Management Service data
path

= Association request, Authentication...
= De-association, De-authentication..

= Control
= RTS, CTS, ACK, Power Save-Poll...

2014/8/15 802.11 by Bao-Jang Tseng

54



802.11 PCF Transfer
Procedure

Contentlon Free Repetltion Interval >
Conkention Fres Period
SIFS SIFS SIFS PIFS SIF8

et » — N
Beacon| | D1+poll ol %L,ﬂd h ellil -

LM+ack J 411 +ank t " IJ:': F"é'-‘u'i:t
| | a
Ll "" EI-._ Coondinabor

PIFS SIFS SIFS  No FS
rea Ux = Frames
& CR Pl ReeANAY gentby polled
h J atations

NAV

CF_Max_Duration
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{ 802.11 Multipath Problem(1)

2.4GHz ~7.4cm wavelength

5GHz ~3.8cm wavelength

*Inter-Symbol Interference
* Out-of-phase impulses garble signal

2014/8/15 802.11 by Bao-Jang Tseng
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>< guard

Symbol

X guard

X guard

Symbol

X guard

Multipath component that does not cause |S|

X guard

Symbol

X guard

Multipath component that causes S|

Figure 4 : Guard Time and Cyclic Extension - Effect of Multipath

2014/8/15
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802.11 Multipath Problem(2)

Transmitted '
data signal .

Shifted copy

of gignal in
FHSS

shifted copy
of signal in S — —

DSSS 0]

—
[}
—a
=
. —
—a
P o
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i Hot spot problem?

— Eﬁ%&iﬂ R 601 A _E4, = S apied A%
;‘J% L] jek 2

= Solution 1: maximum users =20/ap ?

= Solution 2: access management system is
controlled by switch =>load balance ,
=>deassociation, deauthentication

s traffic balance or user balance?

o EEHUGHILH Y

2014/8/15 802.11 by Bao-Jang Tseng
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Load balance

before

Per client throughput

o 270 12%

B;@P‘ |

6% 10%

after

2014/8/15

Per client throughput

10% 10%

V. 10%
<) 10%

b

10% 10%

11%

11%%

7%

802.11 by Bao-Jang Tseng
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802.11 DSSS
i (Frequency usage example)

2014/8/15 802.11 by Bao-Jang Tseng
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AR PR 1 (91&93)

AT

Access
Controller

Internet

WIRELESS ACCESS POINT

2014/8/15 802.11 by Bao-Jang Tseng
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‘L OS54 247 Esthin AP .45

= Nortel,Aruba,CISCO, motorola,D-Link

o SSIDZ EAFWLAN
Controller |  WLAN
Layer 3 Internet V= = = -
m '1= — - 3 Controller

Il ap . ety ;:;:-;;::;:; | Layer 2

Y/ Truck

. £ GRE

ntu S | “ AP cunnel

mnt'u_peap

NTU
2014/8/15 802.11 by Bao-Jang Tseng 63



i Free Radius

s http://freeradius.org/

= The world's most popular RADIUS
Server

= Version 1.1.34 & #vista peap,Version
2. X.XZ Fwimax

s 1 £ X 2 A% 7 radiusd.conf clients.conf
proxy.conf sgl.conf(mysqgl) eap.conf

= DB: mssql.conf postgresqgl.conf

2014/8/15 802.11 by Bao-Jang Tseng 64
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RADIUS

Authentication
- o Server

Secrete key 7
v 7’

Access

Controller

2014/8/15

RADIUS
Accounting
Server

No Authorization in NTUWL

802.11 by Bao-Jang Tseng
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ome Entity

g berveL- .
-

Visited Entity

A

Roaming Server

—

~ -
AAA-RADIUS AAA-RADIUS
.
System 7 .‘ System
I
Authentication : Authentication
Authorization I AS, MSC , HLR Authorization
Accounting | Accounting I

Information Information /

Access ., Access
Controller Controller
Hot Spot Hot Spot
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i 802.11nf57,
s PO

s 5l A ot H (Multiple-input multiple-
output, MIMO)

= SZPRAOMHZA I
« EH ] (overhead)4Ers £ B 48K
= 802.11n[E FHEZE

=
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g A 254 (Multiple-input
i multiple-output, MIMO)

s 25l A S H (Multiple-input multiple-output,

MIMO) E2 VNS Tinn S R
U AR S = S
?Zﬁ{“\& (EFNSEE LTZZ“ Al
222 1 0 ZARREAE— (IR

LC

RER
Z

R&RMESI %U

RN ESE
i UL %K
=] I i —

Euimﬁﬁ%ﬁmm i DI ERE

802. 11NFEARUEE HEH 4 AR B L DAY
802.11abg K% » B (EHSIEEELL » e
33 LRI - T 3X3A KA 2 2

Y ER T » AR BT R
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EL NS s

H(Multiple-input

‘L multiple-output, MIMO)
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Single In Single out
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20MHzA#EE - 21 7 802.11n1] {5 F§40MHzfy
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= E A (overhead )48 S £ ELAERL » DA 4 O
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* Stepping up to 802.11n - PHY

i Short-guard

/

e

e
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Neees . Gl=800ns | Gl = 400ns

! Num?:r | 7 Rate in 7 Rate in | Rate in | Rate in
MCS spatial _ Coding , i [ i i
Index | streams | Modulation | rate | 20 | 20MHz | 40MHz | 20MHz = d40MHz | 20MHz = 40MHz |

0 1 BPSK Y 52 | 108 52 108 6.5 135 7219 15

1 1 QPSK v s2 | 18 | 104 216 13 27 | 1am 30

2 1 oPsk | % | 52 | 18 | 14 | 216 | 195 | a5 | 2123 15

3 1 16-0AM 2 52 108 208 432 26 54 288/9 60

4 1 16-0AM % 52 | 108 w8 | 4m | m | 8113 90

5 1 640aM | 23 | 52 | 1w8 | 312 | e8 | 52 | 108 5779 | 120

6 1 64-0AM % 52 | 108 | 312 | 648 585 1215 65 135

7 1 64-0AM s | 52 | 18 | 312 | o8 | 65 | 135 7220 | 1575

8 2 BPSK % 52 108 104 216 13 27 14 419 30

9 2 QPSK % 52 108 208 432 26 54 288/9 60

10 2 QPSK % 52 108 208 432 39 81 43173 90

1 2 16-0AM % 52 108 416 864 52 108 57 7/9 120

12 2 16-0AM % 52 108 416 864 78 162 86 2/3 180

13 2 64-0AM 23 52 108 624 | 129 104 216 11559 240

14 2 64-QAM % 52 108 624 | 129 17 243 130 270

15 2 64-QAM 5/6 52 108 624 | 129 130 270 144 4/9 300
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= 802.11bg only 3 of 12 being completely

nonoverlapping. -~
MRS 3T

e Am

{[145144Mbps

= 802.11a has 12 completely
nonoverlapping, B%
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i 802.11b/g exp

APg:ON, APb:OFF(or ON), USERg:ON, USERb:ON->OFF(no download)
/Mbps up to 17Mbps.

| Queue Source | Global Queve | Connections VSDeed

Speed (Timer: 1)

Transfers

Incoming: 775 ME Outgoing: 0 fB{Z7GH M InSpeed: 200 MBs W Out Speed: 0 BT

7Local Browser 1 * 140.112.3.99 ‘

‘o SmartFTPv1.0 4 #mR 18 = Rl Q/’_E@, | FFOU
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gk SSID Hi e

= NTU(nho WEP Key)s7#£802.11n
= ntu_peap(WPA2 key)=#£802.11n

= NtU(WEP Key)+~$%802.11n
= TEEFA20144°9 H 1 H /= Fntu




MH EKH @ & Kl 1E B Intel

intel
T#& ITHRABREE RE HEF RHEAE

O puszassy
0 TEAEESEER-

EERRINER

e s
3 %?%EER~ %?
SRNTETES: s K EIEI
{EEENE
WS
S ESAN

S A A
CEsETErSTERTE T # WEP =% TKIP IS8t 5§ S RE =S 7§28 54 Mbps

= © =

MEAAEED - St .
'-,-?"J:r_ —I fEAE -

FE IR Wi-fi (RS T & 1218 54 Mbps EES RS (WEP) » BRERSt Ry
b (ke e -

FigEir- 200
=2 IR :
TR AENED - 5 IEEE # 802.11 n EZEZE L{EREHENIE WEP = TKIP f HEmREmiER - 10RHE HiELEm
2 m*% T|hHE (0 - WEP - WPA TKIP) - fREVESHEEIETREE] 54 Mbps - RIHTHEEHE 245
Lozl e - b BidEEE A P IREEANE SIS F T AT IEEE 802.11 g 3= « M 2T AciESE - HHFF5 IEEE

802.11 n H= .

http://www.intel.com/support/tw/wireless/wlan/4965agn/sb/cs-025643.htm



Ref. from Apple

., i -] Mac iPod iPhone iFa iTunes

AirPort: 1EH4ﬂ=;:kWEP o, WPA ‘22 4= B il H AR I
802.1 1 n HHALE TS

FREENER

AirPort

&k

ERIREEER, WRERERAHATERE 8021 1n MERIEIEHEMERERE] 802.1 1n FEHET Wi-Fi BEihg . R
g SHEEeITEEA 54 Mbps (SRR - BRTERREHESEN Wi-f EMSERREIELE WEP 37 WPA

. AEELSHERER-

]

EE2FEES .. EEZHREE IEEE 802 110 4Z8, {HE WEP 3t WPA (TKIP) ExZE 8021 1n B EdiF=E S 54 Mbps-

BEFIRS 802.1 n HE, FERSEATEHAES Wi-Fi EMSRRAER WPA2. SET AT ERTzEE, EETENE
Wi-Fi EMISRTER WPA2 fALR-

http://support.apple.com/kb/TS3361?viewlocale=zh_TW&locale=zh_TW



‘L Ref. from 2009, Wi-Fi Alliance

Wi-Fi CERTIFIED n devices must also pass the following Wi-Fi CERTIFIED programs:

o Wi-Fi CERTIFIED 802.11a, Wi-Fi CERTIFIED 802.11b/g (depending on
frequency bands supported) to verify legacy modes of operation,

e Wi-Fi Multimedia (WMM) to verify the device implements essential QoS
mechanisms, and

e WPA2 security including EAP types (extensible authentication protocol) for the
latest generation of security protections.

© 2009, Wi-Fi Alliance
Page 11 of 18



© Intel(R) PROSet/E5 WiFi B5

wHET
BEFR IBEM EEN FESBO) FEH
(intel'}

TEEEE om -

LB iy FEEEER AL

i . - §

EE: 540 Mbps @ Intel(R) PROS=t/E WiFi ES LA EE

stakons - Heit - -

IF il : 10.117.229 15 BEFR IEM EEWV) ZRTEHEOQ) =EH)

HRE TR 2 intel)
WiFi EERE(S) ()

== 3 YRE LRI NTU -

|
— Bigg .
|I|||lg| R D BB R TS

EEE2E NTT
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b=z H=i
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NTT . ﬂ
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i FE75 AP Encryption

= 40bit/64bit/128bit/152bit WEP

= TKIP (Temporal Key Integrity Protocol)
= AES (Advanced Encryption Standard)

= WPA (802.11i draft) ,2004

= WPA2 (802.11i) ,2006

2014/8/15 802.11 by Bao-Jang Tseng



n X)2012#F =, B * G EH T 1024bits(309
decimal digits) = i, = # & — =X

s E R R, 20120088, B IR
2048bits = %, ¥ = & 3 - =X

= 5 NTU PORTAL#% %
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7 S R I R R A ]

Number of Decimal Approximate Data Achieved MIPS-years Algorithm
Digits Number of Bits
100 332 April 1991 7 quadratic sieve
110 365 April 1992 75 quadratic sieve
120 398 June 1993 830 quadratic sieve
129 428 April 1994 5000 quadratic sieve
130 431 April 1996 500 generalized number field sieve
= 140 465 Feb 1999 2000
= 155 512 Aug 1999 8000
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B R VAR AR 22 (=)
i i =N 45347 (Traffic Analysis)

s B A A AR R ERE TR
NEMEFLEREALSY BEL
AR FEE IR E?”%\ %‘r? UEE P R
B gL R DRI R a3
N EFE o
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