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° By Richard Corcoran, Manager, Global Business Continuity, Eastman Kodak Company
° http://www.contingencyplanning.com/article_index.cfm?article=393
°

|CLE ARCHIVES Harme
Lessons Learnt from 911

b Richard Corcoran
Pages: ; October, 2007

| patticipated in two Gartner conference calls that were set up to cover the
numeraus calls they were receiving from their clients regarding the September 11
disasters. Each call was attended by about 150 participants, as well as
representatives frarm IBM, Comdisco, and SunGard (the three largest providers of
contracted disaster recavery senices). The conference calls took place an
September 17 and 18
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EEFFEEE(BCM) ~ EERFEE(BCP) LSRR
(DRP)

BCM :
—{E5ZEHFramework - && T BCPEIDR » HERPFEEAFRIE
TREESE -

BCP:
R ARE S —EFERHERE - BN EENER S E DU SR
FIERBA - ZREKR---FHEIZEHE -
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| BCM 28 /7 &= HE R EGood Practice
ISO 22301

« ISO 22301:2012 Societal security -- Business continuity
management systems --- Requirements

ISO27031

« Information technology — Security techniques —
Guidelines for information and communication technology
readiness for business continuity

Business Continuity Institute’s Good Practice Guidelines
(GPG)

DRI International Institute’s Professional Practices for

Business Continuity Planners 72016
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'BCM Lifecycle
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BCM Lifecycle

ISO 22301
ISO 27031

[ITSCM]

§ 1
II:fr.gI:tlon Initiate BCM
2
i Business Impact
Requirements ;
anﬂ Strategy L.
Risk: Psescament
Bussiness Continuity
Strategy
Stage 3
Implementation Ul;l'lﬂh‘ll‘ld
Plamning
Implementt
Sani by oy o
firangements Measures
/ Develop Procedures

Initial Testing

Bssuranie

Stage 4
Operaticnal
Management
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"BCM vs. ITSCM




BCM vs. ITSCM

Business Continuity Management (BCM)

« 1is focused on managing risks to ensure that at all times an

organization can continue operating to a pre-determined minimum
level.

IT Service Continuity Management (ITSCM)
« must be a part of the overall BCM process

« 1is focused on the Continuity of IT Services to the business

7.2016
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BCP (£33 k485715 v.s. DRP ($E#EIRE1E)

Business Continuity Plan
(BCP)

Business continuity planning is best
described as the process an
procedures that an organization can
Eut in place to ensure that essential
usiness functions continue to
operate during and after a disaster.

By having a BCP, organizations seek
to prevent interruption of mission
critical services. This type of planning
enables them to re-establish services
to a fully functional level as quickly
and smoothly as possible.

BCPs generally cover most or all of an
organization's critical business
processes and operations.

H P 1057 AT DAAE AL SC BRI 5%
EEE

N=c: PN

ERETT

Disaster Recovery Plan (DRP)

As part of the business continuity
grocess an organization will normally
evelop a series of DRPs.

These are more technical plans that are
developed for specific groups within an
organization to allow them to recover a
particular business application.

The most well known example of a DRP
is the Information Technology (IT) DRP.

Other traditional areas requiring
specific DRPs include call centers,
warehouses, distribution centers and
any other areas of specialized activities.

& EE K EEp R (Recovery) > HASY 4k 2
A RESE TR R R (IR R JR)




BCP (123257 48312) v.s. DRP (S8 1EE512)

eBCP il DRP P\FEFEMEH S
« BCP EZE DRP S/ FHEAIAT
o 122 E DRP » nJgEer iK% =18
Ma EERNEE K

Top—Down

Bottom-Up

SRR RCS

éaé%ﬁ?%%ﬁiﬁiﬂiﬁgif
feilBx R R R

$EBE
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' BCP vs. DRP

Continuity of
Operations Plan
{COOP)

N
Iﬂ;i::mpllonl
Plan (BRP)
Legend

| = Facilities

=T

= Business

g =Majorim
) jor Impact

DR PR%_‘/J\%B{ﬁzom
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DR = Remote redundant Z4##£Z ?

Disaster Recovery=> $¢ 518 [FHor E i (515 2

Disaster Recovery should include

« Local redundant or backup,...(fF#{F+%, HA, Cluster,...)

« Remote redundant or backup,...(FEEH# %)

« Anything can let company recover from disaster!

{E] T A 1 e ‘k 1] DUETEE 20151 SE B S 7 FE i BB UR
o BIAIshE ~ B ~ K~ KSR SE - FERM AT A E ST

- EWEMERATEZ M E LR - SRS EEEEIREHRE - REX
PENNEETE IR

[EH R S % TEIR ) A SR EH A |
» SES TR s AR
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THE COST OF DOWNTIME Failure to keep operating
INDUSTRY SECTOR REVENUE/HOUR REVENUE/EMPLOYEE-HOUR
Energy $2,817,846 $569.20
Télecommunications 2,066,245 186.98 Fortune 1000 study
Manufacturing 1,610,654 134.24
Financial institutiors 1,495,134 1,079.89 e Average loss $78K (%Y
Information technology 1,344,461 184.03 273E 5, up to
Insurance 1,202,444 370.92 = NZ
Retal 1,107,274 244,37 $500 K(Z/\jl ’ 7501% é Vﬁfg
Pharmaceuticals 1,082,252 167.53 P 65% fal | | N g over 1 wee k
Banking 996,802 13052
Food/beverage processing 804,192 153.10 never reopen
Corsumer products 785,719 127.98
Chemicals 704,101 19453 e Loss of market share
Transportation 668,586 107.78 common
Utilties 643,250 380.94
Hedth care 636,030 142,58
Metas/natural resources 580,588 153.11
Professional services 532,510 99,59
Electronics 477,366 74.48
Construction and engineering 389,601 216,18
Media 340,432 119.74
Hospitality and travel 330,654 38.62
Average $1,010,536 $205.55
Source: IT Performance Engineering & Me asurement Strategies: Quantifying Performance Loss, Meta Group,
October 2000.
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| (12 S #1187 ( Disaster Recovery)?

Disasterjil sk il 2 15
o fELMGE R K~ KK S KK~ BiEEss
o FHVA CoREdUER - RUEE - BEAR

 Information Security Disaster Recoveryte H Fij 25 B EHY

gé 1B 5 (DR)JE% v B &= 48 7 {F (Business Continuity, BC)HY—1[
R
Hi& : fF7& 8 Natural dlsaster, infrastructure failure, human errorsZ:s

> ZE R Dl = 2
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 Natural Events KR E * Attack FREE
— Earthquake — TeI‘IL)I'iSng\l,J Sabotage and Acts of War ZVfi{T
_ Flood A& LRI s
— Mudslide 11 ~ Bombing fF5H
— Hurricane FJ& ~ Kidnapping $iR:

: - — Mailing or spreading life-threatenin
_ = L S

Blizzard 5/ bacteria or viruses %BE%QZE%W‘E e &J%%
— Tornado FE#5JE|
. N « Miscellaneous Events HAZE{4

. Acc1de.nts :v;"l\%é& _ Explosion f#£F
B E-Xp1051<(<)<n FRKE — Hardware, software failure #hi a2y
— Fire 5S¢ — Employee evacuation absence & T # %
— Power outages &5 /1 1T

— Testing outage JHz{ £

— Broken pipes & &5 . o Agpa
pipes ‘E1EHIH — Human error and omission A\ & #5535 &7 268

— Collisions from vehicles &
— Hazardous material spill /& &) m5%

— Disgruntled employee & T
— Malicious mischief & = h71%

_ i % 5 i
Nuclear disaster £%$£ — Riot &)
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Disaster Categories by Frequency

Network Hu@
Hardware Error \ /

Power Surge/Spike

Power Outage
Earthquake

Fire

Hurricane

Bombing Storm Damage

Other Flood

Source: © Contingency Planning Research, a division of Eagle Rock Alliance, West Orange, NJ,
www.eaglerockalliance.com. 7.2016
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SR ST 0 ST AT B
(Downtime) L& 7717

e 40% operation error

¢ 40% hardware error FRTP

Loh g 3

« 12% application failure .
7

« 5% disaster LS

3% other environmental

8o%HDowntime g K fy N\ Rt EsE
AR B IR IERE > 12 By {r S5

Procedure & Plan
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ITSCM Planning
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DRP $EER
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G ETE (Communication & PR)




|
Disaster Recovery Plan (DRP)

SKHEE RET & H Key elements & {72 7

HARERY H AR E 7=
- including recovery goals and objectives
BUENTE E
- WHO can activate the team's recovery plan
TAFAH
- title and functions of each recovery team or team member
EIELE
- specific methods for contacting recoyery team memlbgrs and alternates, vendors, support
g%eenr(flefsf suppliers, and a those with whom special disaster contracts and agreements
in effec

HA R0 B E 7%
- specific to disaster reactions (which disaster types will or will not be addressed in the plan)

byl =— g
ra=Ellkod
- Training of employees in recovery procedures

sTEET
- Ongoing review and revision of the plan

7.2016
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| K epfg [F# ] (Disaster Recovery Plan)

S AR [ AR S B (T TEE 7
o IREZERS FHIHESS R
- 1identifying business vulnerabilities
o BHEER TETHY 2
- assessing the impact of a disruption,
o EIE—EE Ry RS
- developing a strategy to manage the risks and
- HETH—EESH = ESETE

- implementing an integrated business continuity program

7.2016
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|
ITSCM (IT Service Continuity Management)

Stage 1

Initiation Initiate BCM
Stage 2 Business Impact
Requirements Analysis
And Strategy
Risk Assessment
Business Continuity
Strategy

Stage 3

Implementation

Stage 4
Operational
Management

Define ITSCM Scope, policy

Phase Two I ZiUSGAR NN kv SSE Vo S| S
2 Assessments and Analyses ,
Solutions Architecture & Strategy

)

SR = /5 HH Implementation
3 Management ( Implementation )

WEVREN CHIER B 4 € Testing &
Maintenance ( Operational &
Management )

7.2016
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| cie e
Stage 1 — Imitiation

Stage 1
Initiation

L Stage 2 Business Impact
Requirements Analysis

And Strategy

Risk Assessment

Business Continuity
Strategy

Stage 3
Implementation

Stage 4
Operational
Management

Business Continuity
Management Process
Model

7.2016
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| Inmitvate BCM

Policy setting

Specify terms of reference and scope

Allocate Resources

Define the project organization and control structure

Agree project and quality plans

7.2016
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Scope of ITSCM

Business processes to be covered and their IT support requirements
Risks that need to be addressed
- Risks ‘in scope’

o Risks that could result in serious disruption to business
processes

o Poison Gas, Power Loss, Earthquake, Bomb....
- Risks ‘out of scope’

o Longer-term risk e.g. changes in business direction,
diversification, restructuring, etc.

o Minor technical faults (for example, non critical disk failure).
Covered by Incident Management and Availability Management

7.2016
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|
Business Continuity Capabilities

Our approach focuses on three key areas which are essential ingredients in
achieving an effective continuity capability.

People + Plans + Infrastructure = Continuity Capability

We consider each of these three categories in turn in order to help our clients

to develop their own effective and sustainable business continuity capabilities.

Coh§5|ve feam Action driven Command centre
chain ofcommand Simple and concise Business facilities
Escalation process © reaiE s office area
Theng%mwations tailored response customer areas
ability + worst case scenario + meeting rooms
authority Roles and Resource listings
responsibilities :
specialists defined equipment
Clear roles Team recovery furniture, etc.
Well trained reference material Vendor agreements
Awareness contact numbers Communications
Accountability IT requirements

7.2016
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| Phase I — EH

DRP#—
o SCERMEFRETEAVERY
- HulE(Scope)
o Risk in Scope
o XXEHAHEXXER
o XX Gl (hazard) 2 K #E(disaster) i 2 [N fEE T2
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Stage 2 —
Requirements and Strategy

Requirements
« Business Impact Analysis (BIA)

e Risk Assessment

Business Impact
Analysis

Risk Assessmen t
Business Continuity
Strategy

Strategy

« Business Continuity Strategy

Stage 3
Implementation

+2016
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|
Business Impact Analysis

 Identify critical business process

 Identify potential damage or loss that may result in a
disruption to critical business process

e Identify the form that damage or loss may take

7.2016
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' Phase II — &5 fraissns &3

Requirements Analysis and Strategy Definition

o« EF KA USRI SEFT T S e @ n DIRIREE -
LR H s IR R

=K 571 (Requirements Analysis)
« perform Business Impact Analysis (BIA) and risk assessment

« Identify preventive controls

TR B Z%(Strategy Definition)

« determine and agree on Risk reduction measures and recovery
options to support the requirements

7.2016
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|
BIA (Business Impact Analysis)

A s (Risk Assessment)

% ) JE iz (Identify risks, know your vulnerability)

51 E Bz TEE (Cost of risk)

- Financial loss, damage reputation, regulatory breach

JE\ P22 I ) o (Strategy)

JE\ i (5 P24 77 F(Group by control element)

Pret e o~ i AN 73 #(Cost of protecting, likes preventive control)
5 ] E 25 B 2 (85 IE /7 (Priority)

I H A\ #2287 [R-F-(Out-of-control variances)

PR T {ES R THVIE R R
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BIA 7 7£

& 7] B & K

e | I R
B — (PR oy R S

| - H T AT ok L) T LSl
{ EE|§[\WWE?@5F ’ : jﬁ%izﬁé@ﬁ%@ ZE’\[}I:EIE‘ ’ J/J\&l:& ﬁﬁﬁﬁZEi/J\’fEﬁ
L\/LTETQICHEEE/‘] ,ﬁ__—: E )Faj : \J\/\/L;sztﬂ %?)‘% E H_U‘}ﬁﬁﬂ%%ﬂq H%‘FEE&;E;'%@T% }\E?ﬁ;/ \7Fﬁ
Y= S R ERIEEIF D SRR K -
B TS RS
B _E AR
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BB AR

Internet

Intranet
Clients

Networ

Connection
Wsrrewrraresress g

Edge

Services

* Core Internet Routers

* Aggregation Smtc!n{
Connectivit)

. J

K

Front End
InfraStructur
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TR A2 0y ST

LDAP
[ DNS
Web o e
NAS ecurity Device
SAN Web/AP |
Storage oS | Network Device
Network ]
Storage HW|| Server HW | | | Physical Link
Power HVAC
Building

I

= C

0

Any component’s outage will cause interrupt of service. Every
component needs backup/recovery.
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BB BB E B S (cont.)

IE AR PRAG T FETRE 2 S A I
WeARAI A BB (55)

WA= ]
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|
Determination of Recovery Point Objective (RPO)
and Recovery Time Objective (RTO)

/

Normal level

-

Max amount of
allowed Data Lost

>/JjB:;mess activity

Recovered mini. level

«

R

RPO

RMO =
Recovery
Minimum
Objective

~

» Time

T-1
Last

\Backup

RTO

Max amount of allowed Outage
Time

T+1

/
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RPO/RTO

R'Il'O

Application
A :
i
g
patavase | S = T
A
\ J a =
. e |®
EEEEnm z =
RPO | Dataloss a z

Overall Business Integrity

' Ty -

Recovery Time

Francesco Volani Engineering
www francescovolani.org
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Continuity
T Asynchronous
=] hardware
E replication
&
=
&
o
Tape with Tape with Tape with
no or cold site warm site hot site
¥ s S -
Recovery Downtime (RTO) » Continuity
HE B e
TCO »

8/28/11 15:52
http://seacliffpartners.com/wordpress/?p=706
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| B EFF L (Risk Assessment)
JE\ B S A 2 o i A]

- Business Internal External
TYPE OF EMERGENCY J Probability Impact J Resources | Resources

; Weak Strong
B — o
High Impact § 7 Lowimpact Resources 541 bt SO
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Business Continuity Strategy

Risk Reduction Measures, e.g.

« A comprehensive backup and recovery strategy, including off-site
storage

« The elimination of single points of failure
« Outsourcing services to more than one provider

 Greater security controls

ReCOVer OptionS, e. g. General Recovery Strategies:
« Do nothing

o« Manual Workarounds
Sample of

« Reciprocal arrangements ohealizedonterence fom o V"

Center Location

« Gradual Recovery (cold standby)
« Intermediate Recovery (warm standby)
« Immediate Recovery (hot standby)

7.2016
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BB 7 B A A

FIEF T ERE - APBIOSEHERENEE
H I 24 e TR TER (Redundant) 343
A AHRRE E BT K E U LR

F RSB AR 0 2t Vg F
78 e FARE P LR R i Y P B B 472

FHEG A Capacity (like DDoS)
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R 7wt SRR

%=

o RSN

o [TEERIFEEGE D

o UM —K

o ERMERAENR > FELHISH TS
o FRERE T DAFEHU A (A

o A A DAER RS BRI &R

HETE

o WD ~ WERERE D

o ZEMAMA{7(Incremental backup) + Full Backup
« [AZ ~ JEED

 File level - Block Level
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Business Continuity Strategy




Business Continuity Strategy
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| Phase II — FEMH

DRPZ "=
SR EEE T (E G (BIA)E &)
- BFE

o R — ISR (R S (Lost impact analysis)
- WIS AR A AT DUZERIE I, B8 P R B3 )
o XXEFNARGAEYYE((Thread) I - [=[fE RS H]
o WWEER A &GAEZZZ(Thread) | - [B]18 AT RERE]
- Recommended recovery priorities & strategies
° B AREEEBHIE R B IE
o FiTER FHYAR R Saig Ry el
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| Stage 3 - Implementation

 Organization & Implementation

planning

 Implement risk reduction

measures

« Implement stand-by S—
arran g emen ts Initiation Initiate BCM
. Develop ITSCM plans I

« Develop procedures

Business Continuity
rateg

 Initial testing

Stage 4
Operational
Management

2016
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Phase III — #77 (Implementation)

I TAE/NGE - AGETE SE ¥ E H#h #7512 (establish the organization
and develop implementation plans)

e LRy & JE (implement Stand-by arrangements)—
Chec list/Support Information

o FOLRRE P e i (implement risk reduction measures )

o F1EKEERETE=(develop IT recovery plans)

DTE@E{’E =2 I (develop Standard Operating Procedures (SOPs))--
(Step y-Step Procedure)

o 1T SEERE HETE NG5 H %k (undertake initial tests)

7.2016
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" BCM T /E4542

1. FETT ) E = A 5E 55 Organization Planning

o B « Three-tier structure
2. B[ = . rpE - Executive
o (KoEETLL . PYEE - Co-ordination
o ELY - Recovery teams
5. [
3. ITERFY o EHER
il

© ZIKAP
- TR
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T T/EAHEEEAY

Organization Planning

o Three-tier structure

- Executive
. . Contingency Planning
- Co-ordination Coordinator
- Recovery teams Alternate
Contingency Planning
Coordinator
| 1 ] |
Network Recovery Database Recovery Telecommunications Server Recovery
Team Leader Team Leader Team Leader Team Leader

Network O/S DBMS L WAN Engineer E-Mail System
Administrator Administrator Administrator
Desktop Support | | | SQL Admin | | Jr Systems |
Technician Engineer Server Support
Technician
Desktop Support Database a Telecom
Technician Analyst Technician App Server
Administrator
Help Desk || Telecom |
Technician Technician
Server Suppost

Techritierb6




IT T/ NEEY

Senior Management Official
Management Team
Damage Assessment Team

Operating System Administration
Team

Systems Software Team

Server Recovery Team (e.g., client
server, Web server)

LAN/WAN Recovery Team
Database Recovery Team

Network Operations Recovery
Team

Application Recovery Team(s)
Telecommunications Team

Hardware Salvage Team

Alternate Site Recovery
Coordination Team

Original Site Restoration/Salvage
Coordination Team

Test Team
Administrative Support Team

Transportation and Relocation
Team

Media Relations Team
Legal Affairs Team
Physical/Personnel Security Team

Procurement Team (equipment
and supplies)

ANB TAEAEEHE
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|
Implement

Implement risk reduction measures, e.g.
 Installation of UPS and back-up power

« Fault tolerant systems

« Offsite storage and archiving

« Disk mirroring

e Spare equipment

Implement stand-by arrangements, e.g.

« Negotiating for third party recovery facilities and entering into a contractual
arrangement

« Preparing and equipping the stand-by accommodation
« Purchasing and installing stand-by computer systems
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| Develop ITSCM Plans

Implementation Planning

Co-ordination Plan Recovery Plan
. Emergency Response Plan . Accommodation and Services Plan
. Damage Assessment Plan . Computer Systems and Network Plan
. Salvage Plan . Telecommunication Plan
. Vital Records Plan . Security Plan
. Crisis Management and . Personnel Plan
Public Relations Plan . Finance and Administration Plan
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|
Develop ITSCM Procedures

Co-ordination Plan:
« Notification/Activation Phase (#2825 & 18 [H BED)

- Notification Procedure

SE B A WA A - STTEE... (B[R BB R EE - (...
T TR (Treef B EFAE )

- EEIHLE(Damage assessment)
RALE GEEIDR Z A2
- BEh{EE (Plan activation) (78 528 SCEEAE IR BED)

Recovery Plan:

« Recovery Phase
- {EJ5IEF7 (Sequence of recovery activities)
-  {EJEF2(Recovery procedure)

« Reconstitution Phase
- Restore original site
- Test system

- Terminate operations
7.2016
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|
Recovery Process

HUts e s & e DA A
R e SEEEE R
==& 7€ Emergency
Response

edule

Expect Recovery Time

Response Recovery

|
Minutes  Hours Days

v v v \ v
Recovery Time

Install/Configure Install or Restore
Hardware Recover OS Data
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" BCP will be activated if an emergency is declared
as level 2 or above

Threat Event
ldentified mergenc
Declared

PREVENTION & RESPONSE

RECOVERY NORMALIZATION

PREPAREDNESS

L, dEMETLL | EEEE

S S — e L_,T_ —-'J- 1522:3;16
: e - | = -
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| HESF L (Damage assessment)

Al

SRR

HlRefE s E g ~ IRE BT ETHAF

s B

B IRRR (s ~ BT ~ ZZ5RIRER)
ITEFEFIRRRCEE ~ Z ILEFEE 7 E A FRRR)
ITEFEBRFEBICEK ~ K/EL - EIIRK)

A AR R B (G S (B ET)

TR [ R 2 (F s Ry (] (2re ] BE s hiEh 2 Bs )

Al
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| EBrE{E /R (Plan activation)

(és‘é E%E%{E(Damage assessment)y iy 25 #E o~ A8 22 F B ENE R A T = R R
riteria

o NEZRFHIRERGEEZAIE
* {&f(Criteria)#u
- R # E
- WELRGIEEHE
- s ZBEE B 2 475 E JH (Critical system or asset)
- TRAS AR SR

AT R AR R EAEDRP I E S
o TERMEEFRFATE MRS
o IRFFREDLGETR AN BB 2 E 22

AT S 18 [ /[\4H (Notify Recovery Teams)
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| 185 IE/7(Sequence of recovery activities)

W2 H 9 B EHIESTIHR (Priority) ST TR R

o« DIBIARY RIS R Fr 275

261 (Correlated)IHFF ES &

 OS->AP->Data

« Network->(Firewall,...Security Device)->DNS->Server
« LDAP->AP Server

o« ExfRPRIE->ER R B> R

« BIFETE AN ZERIFHIH TS

- ETEA->ETEB->51=C
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| 1B IEF2 7 (Recovery Procedure)

H

If

J/ | AFRY

i

%%%%B@@%Eﬁjifﬁd\@ﬁ%ﬂfﬁi@ﬁ%éijifﬁ’ FNHAEHSEHERER - 12
3

BRI TIRF R e B
EAIZIEE 2 HE RN/ R A S

B 50 ARV & (office supplies and work space)

Installation and testing of replacement hardware and networks
U A (o A

Restoration of software and data E2EZEOSEIAP#HIES & EE¥aEl A ER}
AEE IR 290 2 Tae (EFE E s B PR

AR A DL R BT 245t ] 2 4 HITER

R A EEAE R 2t 2 TR RE M TR A 4 2

Different time zones in a multinational organization

Business cut-off points
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it ]

Recovery Process for the LAN Recovery Team:
These procedures are used for recovering a file from backup tapes. The LAN Recovery Team is
responsible for reloading all critical files necessary to continue production.

* |dentify file and date from which file is to be recovered Time:__:__
* |dentify tape number using tape log book Time:

e [ftape is not in tape library, request tape from recovery facility; fill out
with appropriate authorizing signature Time:

When tape is received, log date and time Time:
Place tape into drive and begin recovery process Time:
When file is recovered, notify LAN Recovery Team Leader Time:
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Imitial Testing

Time objects
Staff preparedness and awareness

Staff duplication and potential over commitment of key
resources

The responsiveness, effectiveness and awareness of external
parties
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' Phase III — ZE

DRPFE =%

« KEHEFGETE
- (BFHSIRE - o TER(LaE
- {EIRMHE MRS T E
- AR S PR e s

- EETHERES

- EFER
- EREIR(ERE(SOP)
- FHEHIR &% %75 B.(Check List)

o SKHEEIG R ATES -~ s (R PLS AR KRS B Bt ais /Al ~ hioAS
S s M EHEEEN

B LA 7 PR R s U SLA
o FEHMFTEE S SR ARIE ~ BECSERL - BEEE
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l Stage 4 —
Operational Management

To maintain the ITSCM as part of business as usual.

Stage 1

Initiation
Stage 2 Business Impact
Requirements Analysis

And Strategy

Risk Assessment

Business Continuity
Strategy

Stage 3
Implementation
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' Phase IV — HEEERE (1/2)

Operational Management

 Education and awareness

- BRENECHEE A AHER RSN R T s e UMEL A &) - B SE SRR
R P % TR A A% B LSRR 2N B TR E P -
A HE T AEGEE TENEE) -

e Training
536 (S5 (SOP) IR (3| 4
« Review and Audit
- EHAReview S BB HETEE » K FEfZEducation and awareness,

Training 7 S TECek - MR KEHEFETE HE TIEZ LHEE(E
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lI%wwIV—&ﬁﬁgﬁﬁwﬁ

o Testing (JEH%K)
- BTSRRI RO R R
— G SR AT - SRR S S R 2 T
S FER BN AR T T -
« Change Management(ZEZ &S )

- RIS TR Review SS HE 8 I AR 17 2515 FLAEES - 76
TR EE D EIIE - DIREIMEE >~ SHEIE
B BRI S) - ARIBEFEIISOPHERT H# 4E% - B
PSSR SRR -

e Assurance

- FrARVMES EHEL TR - AE DI S R T R T S o8 K
HERVETE HAR - W HATA H B TAEA AR
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FHEHFACER) B EE]

System recovery on an alternate platform from backup media
Coordination among recovery teams

Internal and external connectivity

System performance using alternate equipment

Restoration of normal operations

Notification procedures.
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I 70

v DiEHEE (Classroom Exercises) (Desk Check/Checklist)

- BWPTERFEIER A EIRARE > RS HERE AR
3 A DU

i

LR
o BEEEARE > HEVM 24 (cutover) Bl g E1E S (relocation)

il

~
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 SEEEER

NUERETE T A R EIBR A N A R A
FEBRAEA A (B EA LR i &
A B PEERETEI TR AT > TR F S

H O AL R ] SR BT o BRET A

\

e YNSRI R Sk

S IEVEFIRIUR ST
JERLERR - WHERE S TR TR 2 Se B

AR A 25 BREFEHEAGR f{ﬁ] THR& | AME(RAE) | MF
]
TanEFEd G ENEHEM I BCM:- 4 £ 4 -~ -Plan & A
REAEZL(D | AMARMBRA | Guideline I\ s %
4 ) [\
Bkt sk | Xfg &#E?%BCP % ﬁﬁ;ﬁjk i-% 'EEEK List | Examples: | [
Z & I8 A2 o 5% 7 L 2 8 : -
"?f'-‘ﬁ ’F f i B R 'ﬁ" 23?“1& .SDP ﬁ ﬁ:‘ :ﬁ.ﬁ‘aﬁﬂ )
-Wﬂrkshop iﬁ.ﬁ ﬁl;ﬁﬂ- o
5 A R £HAMAG - £ | -Simulator | Examples: a
BCP+ 14 5h B W - 4 M | -Testing 48 35 |4 gmﬁmi #a
WhE R A | Env, & R 9 B R L
MagESy e | HHH S HSA | EBAMAG - £ | -Partial Exagbles: =
(¥ E,,aw ik | 2 0 BLEY ST 3EH| s - 44 Ml s | Production o J%sﬁ_.)? '
EHNERE | 2B RAR Ifh ) 4k % FE 4 il | Env. . i h ‘ﬁ:
35 14 £7) B 3 SRR e BB L
A HBCMFE s | S ERAERT | ad N ERAEM | -Real _ \ |
PLIEAE 5 ki # A B Production I VAR
i 4 Env.
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| Phase IV — EH

DRP# VU
o GlSkETE
- SCERE TS 5 2 (Awareness)
- RRFHGTE T R S R AR T 253 4
- HE4HEEHER
- KCEHEFETE R EHE
o FERZELEMETE(BREATE)
- fEESREREF(SOP)
- MR A% %% B (Check List)

o SKHEEIG R ATES -~ s (R PLS AR KRS B Bt ais /Al ~ hioAS
S s M EHEEEN

B LA 7 PR R s U SLA
o FEHMFTEE S SR ARIE ~ BECSERL - BEEE
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Q&A



