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p CISSP (Certified Information Systems Security
Professional )

» CEH (Certified Ethical Hacker) /CEI (Instructor)

» CHFI(Computer Hacking Forensic Investigation)
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- # pji (Ransomware ~ Sniffer)
> 3 vt (Command-and-Control)
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® JI* FI Py BRI FRITAE DL

7 wn AT $5 T Uk R
TR o

c CSIRT% A I AR LR ke

H3 &1 ire j*
r u g ;p_#g (Collect)
P 56%1%\ ¥7 78 ¥% (Identify and Analyze)
b % IR (Preserve)
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¥ http://ir.lib.ksu.edu.tw/bitstream/987654321/348
6/1/%E6%95%B8%E4%BD%8D%E9%91%91
%E8%AD%98%E6%A8%99%E6%BA%96%E4
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@ HTTP Attack

® SSL Attack

@ FTP from Intranet

® SMTP from Intranet

® SOQL Query

@ Non-http traffic on 80/443 port
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Event Log

@® Evt(Windows XP/2003) ~ Evitx(Windows
7/2008

¥ Application
B Security
P System

O ERET LRI T
® 2y 2R A
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EventLog # %L & P

® A & pE R e (Security Event ID 520) 42 181
J“

@z v C$, DS, ES..cn% £ (Security Event ID
5140)

@5 T L P BlAe® e SRE AR5 4
Pz (System Event ID 7045)

® % = RDP# pr(System Event ID 10006)
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EXamples or 5140

A& network share object was accessed.
Subject:

Security ID: ACME-FR\Administrator
Account Name: Administrator
Account Domain: ACME-FR

Logon ID: 0x74a739

Network Information:

Source Address: 10.42.42.221
Souarce Port: 65097
B

Share Name: wvDharma Initiative Protocols

@Event ID 5140

P s erg F B C$, DS, ES.anE 2
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@7 E ~ kw R Bfoi * R EL

¥ Application event ID : 4001
FrAFTEoRIFIETRRS BRUEA
®ip R 2
¥ Application event ID :9003
DWM(Desktop Window Manager)fcdé 4 pz > % 3 & » % o
» Application event ID :9009
DWM% &
p System event ID:7001
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® PE(Portable Executable) ¥ #% f& 3 3%

¥ &4 Microsoft 32 = < (¥ % ; *fu“’ ERl
(Fehthd > AR PPE RS AiE
’ajizl\medOWS 05+~98 - Me ~ NT ¢
2000 F #H {7 o

®iLzp 54D 5A(MZ) -

@ L L texe~dll o e i gifs H
BRhETRE
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@ -z % Hdrexplorer.exe
® P iz E o b4
%SystemRoot%\system32\explorer.exe

® 512 +S tHE
.gkgb 7R B £

fzb‘t% }%7

.%@ﬁpﬁﬁ’%%wﬁg
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® LNK#EH#,

® S5 4750

® System Volume Information
® Sk PEr
®-2LE%

® AR

® 77 LFERML
® SupperHidden

® ADS? /&

® skt

® coml%% =

® FRTITF

® IFEOZ 3+

@® debugsi i7
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® o PR 5L I8 J A (5] 4rigmail.com)

® 7+ < 1 f7(Mail, QQ)
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