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Network operation and security management issues

» Lots of users
« Faculty & staff & students > more than 40000 users on campus

» Lots of systems
« Routers, firewalls, servers....

» Lots of logs
 Netflow, syslogs, access logs, service logs, audit logs....

« Nobody cares until something go wrong....
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What kind of data we're dealing with...
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How we “traditional” system managers treat logs

* Set up one or more log servers for receiving logs from
servers/routers/appliances

* Unix commands -- grep + awk + sed + sort + uniq + perl + shell

" -k 4 z2ll-%day-geoc.out > all-5«

ccount-unig.pl




Amount of data....

* Router
* Netflow — 43GB daily

* Wifi
* NAT log — 4.8TB daily
* Auth log

* WAF/Firewall

* Server access logs & events

* Mail server log ~18GBdaily
* POP3 — avg. 7GB daily
* SMTP — avg. 1.75GB daily
* Exchange — avg. |140MB daily
* OWA —avg. 8.4GB daily

* MessageTrackinglog — avg. I00MB
daily



What is ELK, and why choose it



Splunk vs. ELK on Google Trend The ELK Stack is now

downloaded s00,000

’ times every month,
[hds mewa - making it the world’s
most popular log
One of the leaders in security : . -
splunk elk stack” + "logstash” + "elast... -
information and event }gifﬁ?ﬁ fig e o AT W\anag ement P latform
management (SIEM) market
HiEIEA IR ST

How do Netflix, Facebook, Microsoft,
LinkedIn, and Cisco monitor their
logs? With ELK.
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https://www.google.com.tw/trends/explore?q=splunk,Elasticsearch



Why ELK?

* Rapid on-premise (or cloud) installation and easy to deploy
* Scales vertically and horizontally

* Easy and various APIs to use

* Ease of writing queries, a lot easier then writing a MapReduce job

* Availability of libraries for most programming/scripting languages

* Elastic offers a host of language clients for Elasticsearch, including Ruby, Python, PHP,
Perl, .NET, Java, and Javascript, and more

* Tools availability

* It’s free (open source), and it’s quick



Logstash

Data From Any Source

Logstash is a log pipeline
tool that accepts inputs
from various sources,
executes different
transformations, and
exports the data to
various targets

< collects and parses logs

Elasticsearch
Instantly Search & Analyze

Elasticsearch (s a NoSQL
database that (s based on the
Lucene search engine

= indexes and stores the
information

Kibana

Actionable Insight

Kibana is a visualization
layer that works on top
of Elasticsearch

> presents the data in
visualizations that
provide actionable
insights



ELK modules

Open Source —
» ElasticSearch

» Logstash
» Kibana

* Beats
« data shippers — collect, parse & ship

Extension plugins —
« Alerting (Watcher)

« Proactively monitoring and alerting based on
elasticsearch queries or conditions

« Security (Shield)

« Protect and provide security to elastic stack

« Monitoring (Marvel)

« Monitor and diagnose health and performance
of elastics cluster

« Graph

« discover and explore the relationships live in
data by adding relevance to your exploration



let’s look into ELK stack



The ELK stack
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Logstash-



Logstash

Managing events and logs
Collect data
Parse data

Enrich data

Store data

Open Source: Apache License 2.0



Logstash architecture

Input Filter Output

datastore datastore
G .
Logstash Ip: 140.1.1.1

stream
City: Zurich
log files  Ip: 140.1.1.1 “ws Country:CH  email

files -——m—’ S —-vu-’ pager
| s |

files

monitoring monitoring

queues chat

network \ / API
queues

parse, enrich, tag, drop



How logstash works

input {
file {
path => "/tmp/access log"

start_position => "beginning"

filter {
grok {
match => { "message”™ => "%{COMBINEDAPACHELOG}"}

output {
elasticsearch {

}



Logstash Input plugins

* Stdin — Reads events from standard input

* File — Streams events from files (similar to “tail -OF”)

* Syslog — Reads syslog messages as events

* Eventlog — Pulls events from the Windows Event Log

* Imap — read mail from an IMAP server

* Rss — captures the output of command line tools as an event
* Snmptrap — creates events based on SNMP trap messages

* Twitter — Reads events from the Twitter Streaming API

* Irc — reads events from an IRC server

* Exec — Captures the output of a shell command as an event
* Elasticsearch — Reads query results from an Elasticsearch cluster



Logstash Filter plugins

* grok — parses unstructured event data into fields
* Mutate — performs mutations on fields
* Geoip — adds geographical information about an IP address

* Date — parse dates from fields to use as the Logstash timestamp for
an event

* Cidr — checks IP addresses against a list of network blocks

* Drop — drops all events



Logstash Output plugins

* Stdout — prints events to the standard output

* Csv — write events to disk in a delimited format

* Email — sends email to a specified address when output is received
* Elasticsearch — stores logs in Elasticsearch

* Exec — runs a command for a matching event

* File — writes events to files on disk

* mongoDB — writes events to MongoDB

* Redmine — creates tickets using the Redmine API



Elasticsearch



ElasticSearch F.a elastic
[ Schema -flexible

Built on %p\/ pache Lucene™, a full-text search-engine library
A Schema-free, REST & JSON based distributed search engine with real-time analytics

Capable of scaling to hundreds of servers and petabytes of structured and unstructured data

Open Source: Apache License 2.0 Rea{ Scalabl.h’ty comes FV'OW\
horizontal scale

Wikipedia uses Elasticsearch to provide full-text search with highlighted search snippets, andsearch-as-you-type and did-you-
mean suggestions

The Guardian uses Elasticsearch to combine visitor logs with social-network data to provide real-time feedback to its
editors about the public’s response to new articles

Stack Overflow combines full-text search with geolocation queries and uses more-like-this to find related questions and
answers

GitHub uses Elasticsearch to query 130 billion lines of code


https://lucene.apache.org/core/

Elasticsearch vs. Relational DB

ElasticSearch Relational DB

Index Database
Type Shards are how Table
D Elasticsearch distributes R
octume data around your ow
Field cluster Column
Shard Partition
Mapping Schema
- (everything is indexed) Index

Query DSL (domain specific language) SQL



What is a shard

* a shard is a single instance of Lucene, and is a complete search engine
in its own right

* Documents are stored and indexed in shards = shards are allocated
to nodes in your cluster

* As your cluster grows or shrinks, Elasticsearch will automatically
migrate shards between nodes so that the cluster remains balanced

* A shard can be either a primary shard or a replica shard
* Each document in your index belongs to a single primary shard
* A replica shard is just a copy of a primary shard



ElasticSearch clustering — single node cluster

NODE 1 - * MASTER

Node = running instance of ES

Cluster = |+ nodes with the same cluster.name

Every cluster has | master node

NODE 1 - w MASTER

| Cluster can have any number of indexes




ElasticSearch clustering — adding a second node

NODE 1 - * MASTER NODE 2

PO P1 P2 RO R1 R2

» A cluster consists of one or more nodes with the same cluster.name
* All primary and replica shards are allocated
* Each index has one primary (P) and one replica (R) shard

* Clients talk to any node in the cluster



ElasticSearch clustering — adding a third node

Increase the number of replicas

NODE 1 - w* MASTER NODE 2 NODE 3
RO P1 P2 RO R1 R2 PO R1 R2
* More primary shards: * More replicas:
* faster indexing * faster searching

* more scale * more failover



Talking to Elasticsearch

HTTP method or verb: GET,
POST, PUT, HEAD, or DELETE

* RESTful APl with [SON ov

* Over port 9200
e Access via w

client, or command line by curl command

curl -X<VERB> '<PROTOCOL>://<HOST>:<PORT>/<PATH>?<QUERY_STRING>' -d '<BODY>'

* JSON ( JavaScript Object Notation ) €& the standard format used by NoSQL

curl -XGET "http://localhost:92060/ count?pretty’ -d '
{
"ql_,]er"_‘-?."“ : _c:
"match_all": {}

Y Y }
e Elasticsearch clients }

* Java API, Java REST client, JavaScript APl, PHP API, Python API, Per| API...



Indexing a document

Index Type Id

|/

( v P

curl -XPUT localhost:9200/test/product/l -d ‘{"category": "electronics", “price": 129.99, "id": 1, “name":

Ilipudll} r

{"ok":true,"_index":"test","_type":"product",”_id":"1","_version":1}
-

Document

7

curl -XPOST localhost:9200/test/product -d ‘{"category": "electronics", "price": 129.99, “name":"ipod"}’

{"ok":true," index":"test"," type":"product”," id":"9wrADN4eSBuXm3gNpDvEIw"," version":1}

.

e Store a document in an index so that it can be retrieved and queried
* Like the INSERT keyword in SQL



Retrieving documents

curl -XGET ‘localhost:9200/test/product/1?pretty’

{
"_index" : "test",
" type" : "product”,
Il_idll ' Illll,
" version" : 2,

"exists" : true, "_source" : {"category": "electronics", "price":
129.99, "name": "ipod"}
}

* Using GET method to retrieve document

*  We can retrieve a specific document if we happen to know its id



Performing Queries

« Using the g=<query> form performs a « Query with query DSL, which is specified
full-text search by parsing the query using a JSON request body
string value

curl -XGET 'localhost:9200/test/product/_search? GET /megacorp/employee/ search
g="1ipod"&format=yaml' {
took: 104 " ,
timed_out: false query . {
_shards: . " .
total: 1 match v 1
faclcds 6 "last name"” : "Smith"
hits:
total: 1 }
max_score: @.15342641
hits:
- _index: "test" }
_type: "product" J
_id: "1
_score: 0.15342641
_source:

category: "electronics"
price: 129.99
name: "ipod"



Query DSL — Combining Filters

SELECT product
FROM  products I {
WHERE (price = 20 OR productID = "XHDK-A-1293-#fJ13")

GET /my store/products/ search

"query" : {
AND (price != 30) "constant_score" : { @
"filter" : {
"bool" : {
"should" : [
Bool Filter { "term" : {"price" : 20}}, @ _
( { "term" : {"productID" : "XHDK-A-1293-#f13"}} &
1,
"bool" : { "must_not" : {
"must” [1, "term" : {"price" : 30} @
"should" [1, }
"must_not" [1, }
"filter": [] }
} ¥
} }



Query DSL — Nesting Boolean Queries

SELECT document GET /my_store/products/_search

FROM  products » {
WHERE productID = "KDKE-B-9947-#kL5" "query" : {
OR ( productID = "J0DL-X-1937-#pV7" "constant_score" : {
AND price =38 ) "filter™ : {
"bool"™ : {
"should™ : [
{ "term” : {"productID" : "“KDKE-B-9947-#kL5"}}, @
{ "bool" : { #®
"must™ : [
{ "term" : {"productID" : "JODL-X-1937-#pV7"}}, ©
{ "term" : {"price" : 30}} @
]
13
]
}
}
¥
}



ELK use cases



Tk
Use Cases 1 ) &rightmove  J0CD

WIKIPEDIA
The Free Encydlopedia

Location
" [====3]
Activity [‘:%J \W @ LRI AN
— Machine § % mOZIlla C|ISCIO
c::_;, (Log files) USAA@




USGI" cases i Elasticsearch, Logstash, and

Kibana allow for real-time

eries a

\/ | and
| € With the ELK stack, we Internal

veri201 —~ f log more than 30K sing

messages and 100K als
documents four times  c€ption
every day from the Mars

Rover to optimize our » Engineer
Products | Elastiosearch, Logstash space missions.??

Dan Isla, Data Scientist

Use Case Logging, Analytics

‘ Use Case I Search, Logging, Analytics

Use Case | Search,l | Products I Elasticsearch, Logstash, Kibana

Products Elasticse_ |

i




Cisco Talos Security Intelligence and Research Group:
Hunting for Hackers

THREAT LANDSCAPE

TOTAL THREAT BLOCKS

p—| /




Cisco Talos use ELK to analyze...

e Sandbox data cluster

* Dynamic malware analysis reports index": "logst:
* Search for related pattern, malewares -type’: "telnet-sqs
e ES stats ource’: |
"Event.Type": "ConnectionLost’
;(_)I_EOdes "@timestamp": "2016-02-10T23:51:10.000Z
* "Event.Session”: "1272f0ccdO05111eS5bb40024Z2a«
* |00k reports/day 110001"
e ~8 months of data "Net.IP.Sr 117.158
® Honeypot C|USteI’ "User.Name": "admin”,
" ss": "1234"
* Collect attackers’ attempt "Net Port Sre™ 23.

* {Account, password } pair
* Executed commands
* url of download files
* Suspicious command center for report back




Yale’s {elastic}SEARCH —

The Search for Cancer’s Causes and Cures

ipeline ' . l

{galileo} {kepler}

Gene Sequence Quality Variant

Sequencing Alignment Assurance Annotation

Clinical Clinical Trial Research

Interpretation Eligibility Management

{galileo} {galileo/kepler} {galileo/kepler}

https://www.elastic.co/elasticon/2015/sf/videos/search-for-cancer-causes-and-cures

With Next generation
sequencing technology, the lab
can process 8 million patients
specimens yearly

How to interpret this amount
of data = what software can be
used



Over 60 million variant
annotations

oy Nearly 10 million documents

related to cancer-associated
mutations
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NYC restaurants inspection @QELK

I 0 ana Discover  Visuglize =~ Dashboard  Settings @ January 1st 2016, 18:13:05.690 1o April 15t 2016, 18:13:05.690

DOHMH: Restaurant [l

*

DOHMH : Descripfion & X DOHMH: Inspections and Flags (vs fime) & X
@ 800 y @ NotCritical
NYC Restaurant Inspection £ 600 I I I II II II II I @ Critical
o 400
Dashboards £ IIII II I III I I II I I I I I I
2 200 | | I I | i I I. I, Il I
o Overview b | L | [ B - - - .

016-01-10 2016-01-24 2016-02-07 2016-02-21 2016-03-06 2016-03-20

o Restaurant Metrics 2
Time
Data Source: hitps://data cityofnewyork us/ ~
DOHMH : Restaurant Review & X DOHMH: Violation Details #F R
, . e 2 4 5
Dba: Descending = Q Average Score # of Violations T2 7 oo
PAPAFISH MARKET 115 3 Time Violation_Code Violation_Description Critical_Flag
HELEN'S KITCHEN 108 4 » March 19th 2016, 08:00:00.000 OF Wiping cloths soiled or not stored in sanitizing salution. Critical
EAST BROADWAY CAFE 98 3
- » March 19th 2016, 08:00:00.000 0BC Pesticide use not in accordance with label or applicable laws. Prohibited chemical usedistored. Mot Critical
DABRONX PIZZA % ~ ! Cpen bait station used.
) »  March 19th 2016, 08:00:00.000 Mot Applicable
DOHMH: Violation Code Distribution &S x
®iF » March 18th 2016, 08:00:00.000 0O2H Food not cooled by an approved method whereby the internal product tem perature is reduced Critical
> 08A from 1402F fo 700 F or less within 2 hours, and from 70°F to 412F or less within 4 additional
® 05C hours.
@04
@ 06D » March 18th 2016, 08:00:00.000 04H Raw, cooked or prepared food is adulterated, contaminated, cross-contaminated, or not Critical
®iE discarded in accordance with HACGCP plan.
®02G
[ Yazz] » March 18th 2016, 08:00:00.000 0O4L Evidence of mice or live mice present in facility's food and'or non-food areas. Critical
® 04N
@ 06E » March 18th 2016, 08:00:00.000 0BA Facility not vermin proof. Harborapge or conditions conducive to afiracting wermin to the Mot Critical
@ 04A premises andior allowing vermin to exist.
® 06F
@ 04H - » March 18th 2016, 08:00:00.000 10F Mon-food contact surface improperly construcied. Unacceptable material used. Non-food Mot Critical




Implementation of ELK on
Campus network & account
anomaly detection



Network anomaly detection — case |

» IESMTPE R & A BRI LI 25 FArI MR 5%
AREEEREEEM.....

EREI  KHEEFRITIRRSEAKRER > EERT1E > SIREHER
=> grep, awk, sort, uniq, shell script, perl.....
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Network anomaly detection — case |

« BBELK....
itloqbE AELKZ# - FiKibana/TEZIRMTHIE - SSHMWHBIEIER BN

WeA{E B = 5 ASMTP

Discover Visualize Dashboard Settings

@ July 7th 20 3, 00:00:00.000 o July 7th 2016, 23:59:59

FRT-...

daily-msg-stats

& x

daily-smip-country-stats daily-smip-multiple-log

> @ Max off_campus

30 ® Max from_campus
20
10
o
o o = 5 @ = - = . 1] 3
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ch
® ok
®or
@ hk
®in

onmy field value Sum of smip
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Network anomaly detection — case BB AR BRI

. - l ~ Discover Visualize Dashboard Settings @ July 7th 2016, 00:00:00.000 o July 7th 2016, 23:59:59.000

account: *b99901017* Actions »

daily-msg-stats & % daily-smip-country-stats & % daily-smip-m ultiple-login & x

> @ Max off_campus » ®br

> @ b99901017

@ Max from_campus o [ 1 1]
35 ®ua
® po9301017
25
2
15
1
05
o
= 5 /
EIZ O] RRIRSRE - PR
= O ’
detaiHogging ;c % ‘(5/[11 &%
= == [=1a=x
BEREREGEMN
Time service client_ip geoip.city_name geoip.country_name agent

v July 7th 2016, 05:31:25 00  b89901017 SMTP 20114812774 - Brazil smtp
v July 7th 2016, 04:21f b28901017 216.134.234 250 Salem United States smtp
v July 7th 2016, 01:54 b99901017 SMTP 158224 53134 - Ukraine smtp

v July Tth 2016, 01:54:17 08 bB89901017

SMTP 093.153.205.115 - Russian Federation smip



Network anomaly detection — case 2

—— BHIRSRBBSMTPE A Z B R PE3

|
kl ba n a Discover  Visuaize ~ Dashboard  Seftings @ June 25th 2016, DD:00:00.000 to June 25th 2016, 23:5

gins-detail-dashboard *

daily-msg-stats & % daily-smtp-multiple-login daily-smtp-country-stats 4
> Max off_campus > ®au
50 @ Max from_cam pus @ bd
@ bh
0 ® o
®es
- @fr
2 @
®gu
20 b98600018 ®hr
@ d99223123 @it
10 ®hni e
@ r98123008 ®h
@ doD521104 ®mm
0 g ® suling ®nmn
U;E'_QE_C“—- g '_" :IE‘::%E "v—gj_"}g g
ReE23 23 5 égﬂggggﬁgggggggﬁg @ 099201327 ®mo
: 825 BafsBigattcg638=ggoyega @ 100643001 ®nu
€ Bwm 5% = 2§ gz ERZ20 5
= o a £ o =23 -~ ® 1227102 ®ng
© @ lincf @np
account: Descending ® mayufang 4 @®pr
A ~ ~
detail-logging
1 2 3 4 5 .10 =
Time account service client_ip geoip.city_name geoip.country_name agent
June 25th 2016, 23:58:50.000 r00325001 POP3 209.85213.25 Mauntain View United States pop3
June 25th 2016, 23:58:58.000 01922030 POP3 209.85.218.30 Mauntain View United States pop3
June 25th 2016, 23:58:57.000 b97801056 POP3 209.85.216.138 Mauntain View United States pop3

June 25th 2016, 23:58:56.000 jauchen Exchange 427210174 Taipei Taiwan OUTLOOK EXE "ﬁn "
=iEEIERNIE



10aNa

logins-detail-dashboard

account: *b98609018°

daily-msg-stats

N 2N

Discover Visualize

Dashboard

Settings

=

1E O] ZEMRSIR

@ June 25th 2016, 0D0:D0:00.000 to June 25th 2016, 23:59:59.000

Actions »

2 BFE - AR EFEBIRIDAGEE.

detail-logging

Time

»June 25th 2016,

» Jungz 25th 2018,

v June 25th 2016,

v June 25th 2016,

v June 25th 2016,

v June 25th 2016,

v June 25th 2016,

¥ June 25th 2016,

» June 25th 20186,

v June 25th 2016,

\————————————————————————————————————————————_

19:20:08.000

19:26:52.000

19:26:13.000

19:25:53.000

19:25:05.000

19:24:50.000

19:24:49.000

19:23:48.000

19:23:47.000

19:23:01.000

&

No results found

account

b98609018
b93609018
b98609018
b98609018
b98609018
b98609018
b93609018
b98609018
b93609018

b93609018

service

SMTP

EMTP

SMTP

SMTP

SMTP

SMTP

SMTP

SMTP

EMTP

SMTP

daily-smip-mult}

Ple-login

\ 4

client_ip

117.248.21.109

192.117.182.186

113.201116.18

195.174.56.77

114.79.36.246

111.118.175.158

126.78.184.107

111.81.88.13

180.93.52.170

123.237 224187

geoip.city_name

Bangalore

Hanoi

Corlu

Kazo
Thane
San Luis

Rajkot

—— daily-smip-country-stats

).25

b98609018
o0000OO0FS

N

—————1&————————————————\

\

geoip.country_name

India
Isragel
Vietnam
Turkey
Indonesia
Pakistan
Japan
India

Argentina

India /

L S S —

agent

smip
smip
smip
smip
smip
smip
smip
smip
smtp

smip

> ®ar
@b
@ br
®cn
L Ji:]
®ceg
®qu
®hu
id
@i
@in
@i
L g
@ kr
® kw
@z
ok
@nmm
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Network anomaly detection — case 3

B HAZEE ASMTP

I . a na Discover Visualize Dashboard Settings @ -~ a month ago o ~ a month ago

logins-detail-dashboard =3 [+] o

daily-msg-stats a4 daily-smip-multiple-login F R daily-smip-country-stats P

@ Max off_campus ).2 s ®ob
~ @ Max from_campus @ b006D6E012 ®kn
@ @ b0O703006 @ b00104052
@ b01106023 @ b02701117
@ 95402025 @ b29608032
20 b97102053 @ 02623002
b97402003
@ 098302228
10 @ 198401028
@ 039403047
@ b99b02021
@ chunwei
0 @ tksmiki
EbEER:Ef3eScEEEEE s foz08883¢8 ® whsu
EEEQgzo Q2865 :z2:ig5 > smp_2odfygpmzE2 83 ® wuchn
= o E = 255 a0 L£ = 28 T ;s =Ec = =2 E£0 0 ‘ ‘
[} =L t0o £ &8 5 ® Z @ S 2z - 5 c
= 8 ,_; = m o = = =
5
account: Descending
A A ~
msgirk-stats &R detail-logging & x
1 2 3 4 5 10 = -
Time account service client_ip geoip.city_name geoip.country_name agent
I 3 I 2 v June 11th 2016, 23:03:41.000 {08524031842 Exchange 220.134.155.61 - Taiwan OUTLOOK EXE
, » June 11th 2016, 0B:17:58.000 {0952502456e Exchange 220.136.215.161 - Taiwan OUTLOOK EXE
Count
v June 11th 2016, 16:10:40.000 famn Exchange 140.112.77.180 Taipei Taiwan OUTLOOK EXE
» June 11th 2016, 09:35:06.000 gchlu Exchange 123.194.100.61 Taipei Taiwan OUTLOOK EXE
v June 11th 2016, 23:38:21.000 fam Exchange 140.112.73.16 Taipei Taiwan OUTLOOK EXE
2 6 3 » June 11th 2016, 12:34:50.000 gltseng Exchange 14011216091 Taipei Taiwan OUTLOOK EXE
, v June 11th 2016, 10:12:40.000 homerhchen Exchange 140112402 Taipei Taiwan OUTLOOK EXE
Unique count of account » June 11th 2016, 11:55:12.000  hschen Exchange 1.169.68.211 - Taiwan OUTLOOK EXE

~ v June 11th 2016, 21:07:36.000 ivancheng Exchange 36.230.22.148 - Taiwan OUTLOOK EXE -



I k I ba na Discover  Visualize ~ Dashboard  Settings © -~ amaonth ago o ~ a month agg

logins-detail-dashboard =3 = [+] &
account: “b99b02021" Actions »
R F E P —{E R 5RE
daily-msg-stats F daily-smip-multiple-login S x daily-smip-country-stats P
2 @ Max off_campus > @®co
@ Max from_campus ® b99b02021 @ pk
(I 1111 1]] @ b99b02021
(11111711 ]
15
"
0.5
o]
b@9b02021
account: Descending
A
msgirk-stats & x detail-logging & x
Time account service client_ip oip.city_name geoip.country_name agent
» June 11th 2015, 11:24:47.000  b99b02021 SMTP 203.175.74.157 - Pakistan smip
v June 11th 2016, 11:04:28.000  b99b02021 SMTP 181.48.167.178 - Colombia smip
Count Unigue count of account
~
msgtrk-detai & x
Time account client_geoip.ip client_geoip.city_name client_geoip.country_name subject recipient
June 11th 2016, 11:24:49.000 b89b02021 203.175.74.157 - Fakistan " ail.nfuedu.tw 587, b89b02021 @ ntu.edu.tw ninjadragon00?™ den236d@el.u

June 11th 2016, 11:04:31.000 b89b02021 18140167178 - Colombia " ail.nfuedu.tw 587, b89b02021 @ ntu.edu.tw ninjadragon00?™ info @ newinfo-kurs.ru
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* Mail protocols
* VPN
* Outbound Message logs
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Network anomaly detection
- netflow 1L AR B 54T 1 T A P 7 ST
N
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Network anomaly detection - netflow

+ 6:TCP 17:UDP 1:ICMP

» Top Protocol PacketsfE ZE {F1E (O TR Top Protocal Packets
w®ZHERIRIES - HE D LBl > ot
& = fE #Protocol: 6 TCP .

« ZRZWED M RProtocol: 17

UDP - H8ML1E /#8318 98% Z
A M =

> HILR/RZIRIEEZUDP
Flooding IZZ8

~

% E LB FE e L E



Network anomaly detection - netflow

M_SI’E_FIEITT TIIIFI B}I"[ES #F X ipvd_dst_addr Top Bytes & X
3 120897 .6.96
3 ei12a ®140131.110.3
® 443 e ar
. I:I ®12087.8.165
® a0 e
@ 4 266 ® 12087343
i
@ED B ®17
® 33071 v o
Ny
- ¥iZZ |4_src_port Top Bytes#&RSource - EEHEZ ipv4_dst_addr Top BytesF#RH
Port 123 15 f #& KEEHI AYIP 120.97.6.56 15 B2 R E XN =
« Port 1235 #ERENTP ServerfifER 2 > FRUL ol 0 1E R = I EE B RYIPfiT it

Port
> BILFIETIE IR ASNTPI E



Network anomaly detection - netflow

ipvd _src_addr Top Bytes #F X

y ®I176197 TE ST
15014013515

> DMBERIR

@ 5551 155211 - Hipv4_src_addr Top Packets#t st
@ 50.32.09 251 (& o] ¥R 22 22 & 2K JRIP

®222172.20018 > EBUILOIXIUEINEERIRE S Distributed
@®153.131.106.8 Denial of Service (DDoS)

®150140174.10
@ 209.23.236.145
125772271
@ 465125 46
e17




What we can do next...

* Anomaly network traffic detection
» Detect from analyzing across netflow, FW, and server logs

e Suspicious account usage
* Account - IP address - Netflow

« Suspicious email discovery

 Establish “sender address”™"sender mail server” relationship from daily
mail log = discover suspicious sender-forgery email spoofing

* And there’re many more ...



