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Gartner

Research

Publication Date: 1 December 2005 ID Number: G00127407

Now Is the Time for Security at the Application Level
Theresa Lanowitz

Applications must be available, useful, reliable, scalable and, now more than ever,
secure. Therefore, build security directly into the application life cycle to reduce costs
and significantly increase application security.

Security is many things to i R ",
many people ... o ‘.‘
1 L 4
= Network Layer s— . P
Application <= 75 percent of hacks =
= ID Theft = o N
L . .
= Physical " at the application g
= Administrative Database Server .’. level ".
= Patches ®angasr’®
= Infrastructure Web Server

= Denial-of-Service Attacks

= Hacks

= Worms and Viruses

= Terrorism (Cyber or Physical)

Source: Gartner (November 2005)
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[3] Gary McGraw, Software Security: Building Security In,Addison-Wesley Professienal, 2006.
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R B HAARRBRETHILZ EEE(OWASP Top 10 553573 fin)

A10: Invalidated Redirects and Forwards

A2: Broken
Authentication and
Session Management

A9: Using Known

AS5: Security MIS-Configuration

Vulnerable Components

A6: Sensitive Data Exposure

1% M H B iE FHLE &- 26 IR E
: Bensitive Data Exposure - .
4% % F ok
By ak - A W 2 1] Sh R 32 ﬁ-‘:ﬁéecurity MIS-Configuration
WEB A A2 X, HoH &
w 77 15) AR 25 1=) AR B 15) AR 35
B 5 = K > g [ —
Web
" AR T ——
A6: Sensitive Data ExXposuire
A1: Injdction |
HWoHARE A3: XS FEAZERCEE IoERME
e 3
7 i sasmn R B iE R AR Aﬁgﬁgens”i% 5 A?Sﬁsﬁv?
B EE &9 :ﬁ' ’H' 2_ i!: ‘;ﬁ;ﬁ ﬁ;‘h Data Exposure Data Exposure
. : A7: Missing Function
28: Croe St Roques B e reternens Level Access Contro

A7: Missing Function
Level Access Control

A1: Injection
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management) &%)
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SWESEHMEE - A124 50 #F B B %7 (Logging and

Monitoring) : ECERSEH - EEFE - LINERRE

— A12.41 SHECHR(Event logging) : ECiRERFEHZEIEE -
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[6] CSA Mobile Working Group, Security Guidance for Early Adopters of the Internet of Things (loT) , 2015.
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« BRI E X (Tampering with Data)
- &2 (Repudiation)
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— Demo

24



FHENEZEE R IA

NG EIES )
=Y

Z 4 : DevOps s

- REBEME - —HOJZRET -
EUHE RERZAT - REAE - RE

.......

‘‘‘‘‘‘‘

B/*/\

o OJTE{RZFEFERIFFE M (Business
Continuity) - Z#tDowntimefiF o] R 3R
ClEH D - BERA - B/ OIFEMIERK

\.

| -

- ERRIREE - RIBIRIBEIIETUIR
iﬁ, R S Tl B B AR ETT AR AN
ZHl - BRI - BEImE -
BBV KRR - AREik ~ Rl

AESEE  mBERS -

< BMDANFTEK - BDABEERH
BT  gxgRy -




