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Tutorial List
o BREEBEN (ZEH)

https://www.dropbox.com/sh/bzesgstziawoay4/AABBG6ilY6v3OtNBAHje9zap9a?dI=0
o TERBEHSH (KFH)
https://www.dropbox.com/sh/bzesgstziawoay4/AABBG6ilY6v3OtNBAHje9zap9a?dI=0

o BEBEATAHNIT (RER)

https://www.dropbox.com/sh/bzesgstziawoay4/AABBG6ilY6v3OtNBAHje9zap9a?dI=0
o LabFfft (&= hH)



Introduction

Virtual Machinei2ft—{Epre-install I E SRR, R RFIRE, S ET EE
XS SEEITAD R

o Kali-LinuxElA&EZRBEAHEHATIE (https:/www.kali.org/)

o REMNUXEI|& R Malware7 #7 (https:/remnux.org/)

Data Analytics 2 —{Elecosystem, @& :ETL(Extraction Transform Loading).
Repository(SQL, NoSQL). Computation(Hadoop, HDFS)%s
ERM—iEESES?

ARERFZFR FPython- Python# i EE 8 A2 SecurityE3Data Analytics Rz,



https://www.kali.org/
https://remnux.org/

Introduction

o EEITANMAEIE:
o Intrusion Detection System Log

Firewall Log

Host Activity Event

Process

Proxy Log

Web Access Log

Netflow

DNS log

Cloud log

o EMOMEERBEITADITHR, MEEAR?
o WEEH. MEIT.ITAHER, BEBETEA

O 0O O O O O o o
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L6 og A LU {1 EE ? - IDS Logs

Intrusion Detection System (IDS) X & A RSB R, EE R E#(Host
IDS)z}, = #8 % & O (Network IDS)
HIRE MBI BN, NPT A(ERBport, protocol, F 45, 1FEEEN
), AMEFERAKR, EEXEES
BEESEUTERN  EHLH,KRIP, ZEPort, B1EIP, B 1Z2Port, B & 50
BETZF, FELSHRREMRSHTIDSHILog (not a novel direction)

o [EFEZE (False Alarm Reduction)

o FMZLIRKRE (Multi-steps Attacks)

o FHBEWETA (HE)
BEEERERE S SOC (security operation center), CERT, ISAC...



& £ELog Al LU 4T EE ? - Firewall Logs

Firewall 5 A&, H1TERITAEIETIEE, SEERLERELEEITHEIE,

RGHEFEFENAER

fhE R IEEIFRIENITE, AMIERZ 2 HTEES, BRI R, w:IP,

Domain Name3s, T2 73 #THE

o MHANBEELELTEN:KIRIP., KiEPort, BEIP. B4EPort, E1E
(Permit/Deny)Z

o FirewalltBEEEM D Hth+ 2o, EENRKRIEERIT AR

HH R SRS RS

BERRRARERERGE

e B MRS E AT
MR
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SRBFESHLAB




38 LEL ogA] LA BE ? Web Server 77EXH i

Web Serverf7EX BHiE, MEEHMEERIRFZERE, #5HWeb ServerfERBES, I
HITHTTPEARBHEE 1T A{EA

Web ServerfFER At @ % A KIEIP. FEIEBE. FHUARE. FIERE, RS\ A%
N ERTERK/N, HTTPIZREE A

EElogiBZWeb Server&ifl, Es2E306E, Web ServeriF IR AFSIEREREMNFE
FB R E 1T 4 (Script)

Web Server B i 72 #T£91£2005F B tn

o BRAZBIREEFES ‘*ﬁURLE’]PATHéfnﬂ P2 EH XSSE 2SQL Injection 1T A
o HHEMRAEZEHTFIERE

o BRAN éﬁﬁﬁ#lllzﬁrequestﬂ’]ﬂllﬁhf'



& £ELog Al LUH T EE ? Proxy HES

o ProxyBit@BERMESMERERRS MEREFMIREN, AIELHERNE
fis EW1T 4
o LAITAHMEHEEREAMER":

o =mEREAEEEURLEKRA, HEHIVEL C&C Serverig@
o WARHENENMLSFEFREERINANE
o AHKHEEREULAKENITA
e Proxya & :source_ip, EiF HiZMURL, BB (FTEEAEHEEHAP), 2IE S
BE

o ProxyBEDMIE2010FERZHRINER, RTESESA LAHME, EEEHR
TAtFEEEER

o SNIMBERAEANITNTS
o FAEEMAEEN: AD, IDS. FW, LIRSE RS ETE 8 A E 24



i& Lt Log Al LAk {t EE ? Active Directory B &%

Active Directory 2 HE X R M EME A RRImATEEMVEEIAES, ATHAKS
MEGEEBNEEREXTS A8 EEHENSITA. EEEHNTE

Active Directory B 5 EZ AN BB HRIER, EEEETA HEHEFEK
 MEFEFREEEHSTHEM A, HAREREE

e Active Directory8l & : FFfEIBiEC . ADIRAR. KIRIP. EH-2TE. FEHLBERA
o EM=FMMREEHIRER, BEZTKmMBEHER AActive Directoryiii £ £ B 55895
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Analytics Docker in this Course

Remote Elasticsearch
(114.32.24.166:9200)

Spofl'(\z i :",:;ﬁ %9 elastic i logstash
________________ \
Docker -*
docker
%
N
[ Host OS
55%3 \ J /

Docker ELK: https://github.com/deviantony/docker-elk
Docker Spark/Anaconda: https://github.com/LogBaselnc/spark-anaconda



https://github.com/deviantony/docker-elk
https://github.com/LogBaseInc/spark-anaconda

Analytics Docker in this Course

-
ElasticSearch
127.0.0.1:9200

\

Code (Java, Python)

LogStash

/
ElasticSearch
114.42.2.89:9200

\

/




Cloud Audit Log Dataset

e ElasticSearch Source

o http://114.32.24.166:9200/ plugin/head/

o |P:114.32.24.166 Port: 9200
e (Google Audit Log with two index



http://114.32.24.166:9200/_plugin/head/
http://114.32.24.166:9200/_plugin/head/

Install LogStash ElasticSearch on your Host

e LogStash: https://www.elastic.co/products/logstash
o https://download.elastic.co/logstash/logstash/logstash-

2.3.4.zip
e ElasticSearch:

O https://download.elastic.co/elasticsearch/release/org/el
asticsearch/distribution/zip/elasticsearch/2.3.5/elastics

earch-2.3.5.zip



https://www.elastic.co/products/logstash
https://download.elastic.co/logstash/logstash/logstash-2.3.4.zip
https://download.elastic.co/logstash/logstash/logstash-2.3.4.zip
https://download.elastic.co/logstash/logstash/logstash-2.3.4.zip
https://download.elastic.co/elasticsearch/release/org/elasticsearch/distribution/zip/elasticsearch/2.3.5/elasticsearch-2.3.5.zip
https://download.elastic.co/elasticsearch/release/org/elasticsearch/distribution/zip/elasticsearch/2.3.5/elasticsearch-2.3.5.zip
https://download.elastic.co/elasticsearch/release/org/elasticsearch/distribution/zip/elasticsearch/2.3.5/elasticsearch-2.3.5.zip
https://download.elastic.co/elasticsearch/release/org/elasticsearch/distribution/zip/elasticsearch/2.3.5/elasticsearch-2.3.5.zip

RiETENRECDocker&E# 2T IRiE

Lab 1: [R1&E

#ZDocker (either Docker [ 4 or Docker Toolbox)
T &Eyml#E (DockerfJlCompose file reference)
o THEFEZBALEA
o BASIELE: iPython Notebook
o &¥lE: Elasticsearch
o EHHEE: Logstash
o FiEterminalfEFRimagesticontainers



ZdEDocker

o Z#Docker
o Windows: https://docs.docker.com/engine/installation/windows/
m  FEERTE: https://download.docker.com/win/stable/InstallDocker.msi
o Mac: https://docs.docker.com/engine/installation/mac/
m  FEEEE: hitps://download.docker.com/mac/stable/Docker.dmg
e Docker Toolbox (MR R4EDockerfEE L%, FFLREEME)
o URL: https://www.docker.com/products/docker-toolbox
o TEIRE
- https://github.com/docker/toolbox/releases/download/v1.12.0/DockerToo
lbox-1.12.0.exe



https://docs.docker.com/engine/installation/windows/
https://download.docker.com/win/stable/InstallDocker.msi
https://docs.docker.com/engine/installation/mac/
https://download.docker.com/mac/stable/Docker.dmg
https://www.docker.com/products/docker-toolbox
https://github.com/docker/toolbox/releases/download/v1.12.0/DockerToolbox-1.12.0.exe
https://github.com/docker/toolbox/releases/download/v1.12.0/DockerToolbox-1.12.0.exe
https://github.com/docker/toolbox/releases/download/v1.12.0/DockerToolbox-1.12.0.exe

TEYMLEE (77i%1)

o TEYYMLHELL
- https://dl.dropboxusercontent.com/u/23229197/NTU_course2016/yml/jupyter
%2Belasticsearch%2Blogstash.zip

o fREERHEENS: docker-compose.yml

e #11T:docker-compose up

e Done



https://dl.dropboxusercontent.com/u/23229197/NTU_course2016/yml/jupyter%2Belasticsearch%2Blogstash.zip
https://dl.dropboxusercontent.com/u/23229197/NTU_course2016/yml/jupyter%2Belasticsearch%2Blogstash.zip
https://dl.dropboxusercontent.com/u/23229197/NTU_course2016/yml/jupyter%2Belasticsearch%2Blogstash.zip

T & Docker VirtualBox for Docker

T & VirtualBox VM for Docker: hitps://goo.gl/1z2ulLX
VMIRER / Z 1% : docker / docker

docker compose R E &3 : docker-compose.yml
RIS B containerig 47 :

cd /home/docker/jupyter+elasticsearch+logstash/

vim logstash.config

docker-compose up
BIFR1%E 2 E : http://192.168.xxx.xxx:8888



https://goo.gl/1z2uLX

EREAERESE

Anaconda iPython Notebook: Elasticsearch: http://127.0.0.1:29200
http://127.0.0.1:8888 Head: http://127.0.0.1:29200/ plugin/head

< C O © 127.0.0.1:8888/tree % & 0 @ : € > C O © 127.0.0.1:29200/_plugin/head/ * 8 0 ® :
MMt £ Redmine £ Honeynet £ Spark Study £ Markdown S #82(E5 £ 10T Security £ SocialMedia ) logstash/pkg at ma... E5JDocker 4» elasticsearch-py ES SNFV. » B REEE £ @A £ Redmine £ Honeynet £ Spark Study E5IMarkdown ESI#881KB5 5 1oT Security £ SocialMedia () logstash/pkg at ma... ESDocker & elasticsearch-py ESISNFV. » B HAEE
i hitp://127.0.0.1:29200 i elasti h : yellow (5 of 10]
Elasticsearch ttp://127.0.0.1: 1 f elasticsearch  ##{2E{H: yellow (5 of 10) [
m | RSl mEin | shkE (+] | EAEN (4]
[ -

Z Jupyter

SREHRLE k? | Iz
filtered_log
size: 25.1Mi (25.1Mi)

Files  Rumning  Clusters  Conda
Upload | New~ | &
ocs: 75,000 (75,000)

Select items to perform actions on them.

-la A Unassigned |:| D |:| D

0 samples
* Optoman @
o €



http://127.0.0.1:29200
http://127.0.0.1:29200/_plugin/head

BB TerminalkEs2Docker imagesEicontainers

e Anaconda, ElasticSearch
o FE FEYMLEE:
m https://drive.google.com/drive/folders/O0B6CSO_BFk1BRUFVDbkdKa21zVUO?usp=shari
ng
m docker-compose.yml
o THEi#%:
m docker-compose up
o JRZE#IDocker
m ### To connect the website of Jupyter
m  hitp://localhost:8888/tree
m ### To connect the head plugin of elasticsearch
m  http://localhost:29200/_plugin/head/
o Docker Toolkit
m localhost -> 192.168.99.100 (7%, 14} : LidockerE I IPAZE)



http://localhost:8888/tree
http://localhost:29200/_plugin/head/

=T

& iEterminalfg2imagesEicontainers

o HHEFHAHMILimages
o docker images
o THEIHAHUMILEIF 7FE/ERcontainers
o docker ps
o MEEHFTHMCcontainers (£ Icontainersth & 51| )

o docker ps -a

o Effl#=Container
o docker rm [CONTAONER ID]
o TEffliEimage
o docker rmi [IMAGE_ID]
o fHl¥=Eimagen], ExfEEContainerE &5l
o — IR
o docker rm $(docker ps -a -q)
o docker rmi $(docker images -q)
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Lab 2: {# FHElasticsearch®#Z& H it

B EINEE ElasticSearch T 2 B2 %
(https://bigdataanalytics2014.files.wordpress.com/2015/03/elasticsearch.pptx
)

T f#shardEdreplica setE &

A %25, 5#42 index -> google, E#Etype -> drive (B £EHM)
BhEACER, THREMNERE (WEaE)
HEAEREHN, BEETREY EHAX (NTE)

o i AheadBEENME (http://114.32.24.166:9200/_plugin/head/)

< C 0 ® 114.32.24.166:9200/_plugin/head/

it @2t £ Redmine 5 Honeynet ES Spark Study ESiMarkdown B #BE8IB5 B 10T Security S SocialMedia () logstash/pkg at ma... £ Docker
Elasticsearch http://114.32.24.166:9200/ #i# elasticsearch #EH{i2FE{H: yellow (26 of 52)

BE | Rl | BENE | BAEH (+] | HAFA[+] | EFEH1[-)

R kibana (14 N3#) 3Ry . EREM:

must 4 | dashboard.title

BF REKR: Table s BARKE: 10 ¢ [ BREEES e

prefix

fuzzy
range
query_string
text

missing



https://bigdataanalytics2014.files.wordpress.com/2015/03/elasticsearch.pptx
http://114.32.24.166:9200/_plugin/head/

Lab 3: E ARz BEE

o 1EFE HFHRIMIP: 114.32.24.166 Port: 9200, index- filtered log & A I f?
container#fJElasticsearch, B9 E ZIP: 127.0.0.1 Port: 29200

o B ZELogStashig®-
https://www.dropbox.com/s/a7fh7p9iaqeib6k/logstash.zip?d|=0

e Tfi#lLogStash ConffgiE

o Elasticsearch -> Elasticsearch, 22 £i§l
- https://dl.dropboxusercontent.com/u/23229197/NTU course2016/logstash/es-to-es.conf

o Apache Log to Redis or Elasticsearch:
http://www.wklken.me/posts/2015/05/08/elk-data-collect.html#logstash-shipper


https://www.dropbox.com/s/a7fh7p9iaqeib6k/logstash.zip?dl=0
https://www.dropbox.com/s/a7fh7p9iaqeib6k/logstash.zip?dl=0
https://dl.dropboxusercontent.com/u/23229197/NTU_course2016/logstash/es-to-es.conf

Lab 3: E A

pof

=}

HE

=

£ (cont.)

input {

elasticsearch{
hosts=>"114.32.24.166"
index=>"filtered_log"

}

}
output {

elasticsearch{
hosts=>"127.0.0.1:29200"
index=>"filtered_log"
}
stdout {
codec => rubydebug

}
}



Lab 4: Iris% 8 & &

e :FZIiPython Notebook,
http://127.0.0.1:8888/tree/samples/example-data-science-notebook
o #if5IF2= : Example Machine Learning Notebook.ipynb (2@ T )
o F&&F— Tiris-data.csviyi& =
o EE¥IT, THESHTH code
e :5%& AiPython notebooks, T&E R+ —Eiris-data.csviIE ¥ 7 HrFE=

SchEsR container B id, 45140: ${CONTAINER_ID}
docker exec -i -t 5{CONTAINER _ID} /bash/bin

wget

(@)

https://dl.dropboxusercontent.com/u/23229197/NTU_course2016/pyes_google/bokeh_iris_plot
practice.ipynb

o W TEi#%Mbokeh iris_plot_practice.ipynbZ|/sampleE T

o  #EBiPython Notebook B EL



http://127.0.0.1:8888/tree/samples/example-data-science-notebook
http://127.0.0.1:8888/tree/samples/example-data-science-notebook
https://dl.dropboxusercontent.com/u/23229197/NTU_course2016/pyes_google/bokeh_iris_plot_practice.ipynb
https://dl.dropboxusercontent.com/u/23229197/NTU_course2016/pyes_google/bokeh_iris_plot_practice.ipynb
https://dl.dropboxusercontent.com/u/23229197/NTU_course2016/pyes_google/bokeh_iris_plot_practice.ipynb

Lab 5: Apache Log 43 &%

o —XME, EXHEAIEXZiLEk HRZ"AE"
o {EAE?
m MERREFHOAE? BETHMNAE > SEHHBBHAE?
n EREESKHHE?
n EXRZEZEENMERHEERE ZFERIZFIERER ? (Social Network Analysis)
o TELELI
- https://www.dropbox.com/sh/92uwQ0e7u11ouu9b/AAD-08hRvogXIUZxY1k3 U

u9a?di=0

Entity-Entity

Transacations Entity-oriented Similarity
Data Vector (Distance
Matrix)

/4 /4 /4



https://www.dropbox.com/sh/92uw0e7u11ouu9b/AAD-o8hRvoqXlUZxYlk3_Uu9a?dl=0
https://www.dropbox.com/sh/92uw0e7u11ouu9b/AAD-o8hRvoqXlUZxYlk3_Uu9a?dl=0
https://www.dropbox.com/sh/92uw0e7u11ouu9b/AAD-o8hRvoqXlUZxYlk3_Uu9a?dl=0

Lab 6: Google Drive Access Log# EfEitRE 1L H 17

o EHIFER:
https://www.dropbox.com/sh/wwp49xxcavifzk6/AAAgNvd-fngklcHya53nAAfDa
2dI=0

o {E7%

o HELIARIP: 114.32.24.166 Port: 9200, index- Google EE A container{&#

ES

JEEPythoniN{a[ BN fSesE #l, A EREF

SRR ANA] A% & e B Rl B PR

& #hBIBMDS LI R K-means 7 &

REBILTHFEER, EEBokeh

O O O O


https://www.dropbox.com/sh/wwp49xxcgvifzk6/AAAgNvd-fnqkIcHya53nAAfDa?dl=0
https://www.dropbox.com/sh/wwp49xxcgvifzk6/AAAgNvd-fnqkIcHya53nAAfDa?dl=0
https://www.dropbox.com/sh/wwp49xxcgvifzk6/AAAgNvd-fnqkIcHya53nAAfDa?dl=0

