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BlackNurse Attack

TDC-SOC?&EEE’Q%IET—?E%)?EEE@ICMP Attack -

X9

=0

BlackNurse, - B/ FBIICMP Flooding Attack ( Ping

of Death ) ‘EDDoSISZ &I, AE - BlackNursefEEE 2%
=/ D8R (/20Mbit/sec ) Destination Unreachable

HEME  FoEEREESEREXIBICPUER -

X DoS ( Denial of Service ) B9EHR -



BlackNurse Attack

Devices verified by TDC to be vulnerable to the
BlackNurse attack

® Cisco ASA 5506, 5515, 5525
| (default settings)
— ® Cisco ASA 5550 and 5515-X
= === (latest generation)
=274 e Cisco Router 897 (unless rate-
limited)
® Palo Alto (unverified)
® SonicWall (if misconfigured)
® Zyxel NWA3560-N (wireless
attack from LAN Side)

® Zyxel Zywall USG50




BlackNurse Attack

8 BlackNurse

A low-volume ping attack

P& :
1. BRBA XK i
( RiEH
2. IR Eii5E%
3. FHERER
4. BiEPHX

rf:https://fossbytes.com/blacknurse-attack-servers
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My name is Emerson Rodrigues

Your network will be destroyed starting 03/01/2017 if you
don't pay protection fee - 3 Bitcoins @
15t4AySw8byURMZHMPKRexi7NxLMuvbtEv

If you don't pay by 02/20/2017, my virus will start to
destroy your files and the price to stop will increase to 5
BTC and will go up 10 BTC for every day of attack.

This is not a joke.

If you do not pay, the virus will destroy all your files. Its
propagating in your network right now while you re
Reading this print job.

Prevent it all with just 3 BTC @
15t4AySwB8byURMZHMPKRexi7NxLMuvbtEv

Contact ElliotRodger@Openmailbox.org for instructions.

Bitcoin is anonymous, nobody will ever know you
cooperated.
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My name is Emerson Rodrigues

Your network will be destroyed starting 03/01/2017 if you
don't pay protection fee - 3 Bitcoins @
15t4Ay5w8byURMZHMPKRexi7NxLMuvbtEv

If you don't pay by 02/20/2017, my virus will start to
destroy your files and the price to stop will increase to 5
BTC and will go up 10 BTC for every day of attack.

This is not a joke.

If you do not pay, the virus will destroy all your files. Its
propagating in your network right now while you re
Reading this print job.

Prevent it all with just 3 BTC @
15t4Ay5w8byURMZHMPKRexi7ZNxLMuvbtEv

Contact ElliotRodger@Openmailbox.org for instructions.

Bitcoin is anonymous, nobody will ever know you
cooperated.
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> REPAEN R 2 = In E M ARFFRFU (remote
firmware update)
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