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Indiser Threats Detection in Cloud
using UEBA

(ISC)? Security Congress APAC 2017
e Slideshare:
o http://goo.gl/M3glgf
e Outline:
o Insider Threats in Cloud
o User and Entity Behavior Analytics
o Anomaly Detection System
o Case Study



http://goo.gl/M3g1qf

ElasticSearch
Logstash
Kibana
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e ElasticSearch :

o EMMLucenel)EF. 5|, HEZ5|E
e Logstash :

st

o It AmL, U RERFEHNBHGSEELLER
e Kibana

o IREHE. TERIL. EHESHERENE
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klbanLQ - elasticsearch

Data Source




What is Elasticsearch?

asticsearch = Lucene + RESTapi
TR UER RS AN TR

3, Lucas , 25, Taipei

DB Index
ID Name | Age City Name | ID Age ID
1 Mark |25 Taipei Mark |1 25 1.3
2 Eric |30 Taipei Eric |2 30 2
3 Lucas |25 Taipei Lucas |3
City D
Taipei | 1,2,3




What is Elasticsearch?

Open SourceMi B FE KEHRIERAE, AR
BB

PRAREEE. BEASERMY, nfERFIgmnsi®
BREMEE

{5 F§ Apache Lucene 7 JSON 03044, IRRZEZE
TEEMAL, RIS X RIIEE

FTAIRME %@ RESTfUlAPI =R,
BER, JWABE R | e | N

Distributed
search s Restful APl s cystem
engine




Who is using Elasticsearch?

Amazing things are being done with data using elasticsearch

Path e github  Rumgmre @ SONY
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You have to know in Elasticsearch

eIndex: RESHEHFEF LA, FH{LRDBMSHDatabase,

oType: $8{LIRDBMSHTable, AI @& Z{EDocument,

eDocument: ¥H{XIRDBMSH#IRow, LIE—HIID{EAE S, AIE = Z{EField,
oField : ¥8{2l\RDBMSHJColumn, ZElasticsearch& $} A TFrIFR/NESL,

curl -XPCOST http:ﬁlr::rr::aIhﬂst:ﬂzﬂﬂfpﬂmpanyfgmplr:rxee}“ 1-d’
{

"first name" : "John",
"last name" : "Smith",
"age”: 25,

"about” : "Ilove to go rock climbing”,

"Interests”: [ "sports”, "music” ]




Shards & Replicas

e Shard:

o BEEMMNE, ;ER Elasticsearch 122 8=
HENERE HEE2 —ETER Index 73X
= TH5, FEFEEMERSAFRER Node £, 5L
#H A Index BYEB 72 7L ALk Shard,

e Replica:
o = BIR Replication Z4%, 72 Shard BI{E{7




Shards & Replicas

e movies : 5shards and 2 replica
e students : 5shards and 1 replica

Cluster Overview y Cluste

movies students

* Coams 02113114 1| 13114
o oo s |0]1]|2]3][4] 0] [2]]3]/4
o T2 [0]1][2](3]]4] [ol]1][2




Elasticsearch VS Relational DB

Elasticsearch Relational DB

Index Database

Documents Rows
Fields Columns

Node {2l iR 28

Primary key Id




How to install Elasticsearch

https://www.elastic.co/downloads/past-rel
eases/elasticsearch-2-3-0

e )
'..‘ E|aSt|C Products Cloud Services Customers Learn

Downloads

Elasticsearch 2.3.0

ZIP sha1

TAR sha1
DEB sha1
RPM sha1


https://www.elastic.co/downloads/past-releases/elasticsearch-2-3-0
https://www.elastic.co/downloads/past-releases/elasticsearch-2-3-0

How to install Elasticsearch

e |nstall Plugin:
o ./bin/plugininstall mobz/elasticsearch-head

e Run:
o ./bin/elasticsearch -d
e Open
o http://localhost:2200/ plugin/head/



http://localhost:9200/_plugin/head/

How to install Elasticsearch

http://localhost:9200

& C @ localhost:9200

{
name: "Hawkeye",
cluster_name: "elasticsearch",
- version: {
number: "2.3.0",
build_hash: "8371be8d5fe5df7fb9c0516c474d77b9%feddd888",
build_timestamp: "2016-03-29T07:54:48%2",
build_snapshot: false,
lucene_version: "5.5.0"
b
tagline: "You Know, for Search”
}


http://localhost:9200/_plugin/head/

How to install Elasticsearch

http://localhost:9200/ plugin/head/

< C @ localhost:9200/_plugin/head/

Elasticsearch nte:/ocahost9200/ s
B | w3 mEWE | RABH(+] | EATH[+]

BB E8H5 ~ || SortIndices ~ Index Filter

* Hawkeye
GO €D



http://localhost:9200/_plugin/head/

How to use Elasticsearch

& C' | © 127.0.0.1:9200/_plugin/head/

E Iasti csea rch http://127.0.0.1:9200/ puz:
Ek | Z3| mEwE | BAmE [+] | SAEE (+]
’ i E p FEiEFE
wEH

1 http://127.0.0.1:9200/

I/ E: Q _search POST %

y {"query":{"match_all":{}}}

T

lizs
R

BRiER  RIEJSON [ Hix

b ERYehE ?
P EEIER
P BRIER ?



TR —FE8TEHM
company =>DB
employee ->tab|e

1=>Id (TR EELEUE Ekey)
W%\‘?.'!JSON POST /company/employee/1
{

"first_ name" : "John",

"last_name" : "Smith",

"age" : 25,

“year” : 1989 ,

"about" : "l love to go rock climbing”,
"interests": [ "sports"”, "music"] }



Update

PUT /company/employee/1
{

o BH—ERTEHN

o 1EFHPUT } "age":28
o —REZEFTI

® E%ﬁ' EZIjJH# 1% { " index": "company”,
o BRHOME e omoies
o %ﬁ-i@ > false " version": 2,

"created"”: false

W5 (HI800) )




Query

GET /company/employee/1
GET /company/employee/_search

GET
Jcompany/employee/ search?g=last_name:S
mith

POST /company/employee/ search
{
Ifquewlfi.{
"match":{ "last_name": "Smith" }
}
}




Query v.s Filter
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Filter

o NBAKEESHEERER

o BRFMEBES
o (EHHPAAFGHEKRZARNE)

o FE—IEITZEHANTIR, ElasticSearchii &
filter & fF#C 2k

o MEBAEMHART —HMfilter, MEEEBIIY
7,




Delete

DELETE /company/employee/1

o fHil ﬂ'-—_é_-',% é*‘l‘
{FFADELETE
—EZTId
W?é_\:/?.'lgc: { "found": true,
"_index": "company”,

o fHIFRA LB EIE :ﬁﬁﬁmm’
ﬁ *SI' E"] ﬁilﬁ \ _version™ 3
HREIE
hix A< 5% (45 18 0)




Filter

"query" : {
"filtered" : {
"query" : {
"term" : { "last_name" : "joe" }
e
"filter" : {
"term" : { "year" : 1991 }



Filtered Query#lPost Filter

Filtered Query

o SEfEMAFilter, BERMIIER B Query (L BIEEFTES)
Post Filter,

o FtQuery, QueryBIfER HEFilter, (LFERHBEIRE)
FilterB9iR{E{E R T cache, EEFE R, FEE LEQueryik
Post_filter&§EEH 2 Z T SHWMNIT

o BikZEcachetr@/EMrELEEY

Post_filterfEEx RARE—keEH, W BIEERERT AF
B8 R 14 B



Aggregations Z&&

o HNEISQLFAHIGROUP BY

{
"query": {
"bool": {
"must": []

}

},
"aggs": {
ll_agell: {
"terms": {
"field": "age",
"size": 1000



Elascticsearchig ¥

e Master
o ZEH

e Slave
o T
o frin

APP
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o TRER
o BintiEAED, FEREX R G & Elasticsearch
fIMasterE 1TiE LR
o HreElasticsearchfMaster, Z{EARFSF = # L
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Sniffing =

e Client.transport.sniffi% & &true

o IEHE{Ecluster B &N EL

o BEIFIRMIMATZIAIRK

TransportAddress address =
new InetSocketTransportAddress(

==

Aim, =

InetAddress.getByName("localhost"), 9300);

Settings settings = Settings.builder()
.put("client.transport.sniff", true)

APP

.build();

Client client = new PreBuiltTransportClient(settings)
addTransportAddress(address);

LE#axmipZit m A,



Twitter - Application Management 1/3

o FTwitter:

o https://twitter.com/signup?lang=zh-tw
o R{FAAPP, ¥EHIAPI Key

o https://apps.twitter.com/

LucasKoApp
ttings Keys and Access Tokens

Organization

Organization website ~ None



https://twitter.com/signup?lang=zh-tw
https://apps.twitter.com/

Twitter - Application Management 2/3

LucasKoApp

Details Settings Keys and Access Tokens Permissions

Application Settings

Keep the "Consumer Secret" a secret. This key should never be human-readable in your application.

Consumer Key (APl Key)  YnhQGGK3nxL9eUeRxz1WyyGjJ

Consumer Secret (API Secret) TYSX2h85QphLoqrBuWul0hF4vCqEBRQKKNhLSDAKKyY 1nuHywl

Access Level Read and write (modify app permissions)
Owner KoLucas
Owner ID 795252007216914433



Twitter - Application Management 3/3

Your Access Token

This access token can be used to make API requests on your own account's behalf. Do not share your access token secret with anyone.

795252007216914433-kXwR5rMnnAGC2ZvXGXgaGeumytkKWTGz

Access Token Secret QCTR4YUTTVS4AV9IMPMLV6EIqWHe9EqEBpdHIpxsegEf6Q
Access Level ad and write

Owner KoLucas

Owner ID 795252007216914433



Logstash 1/4

e Download:

o https://www.elastic.co/downloads/past-releases/|
ogstash-2-3-4
o LTEEH:
o bin/logstash-plugin install logstash-output-csv
O

o EHlogstash.configi® E1E



https://www.elastic.co/downloads/past-releases/logstash-2-3-4
https://www.elastic.co/downloads/past-releases/logstash-2-3-4

Logstash 2/4

logstash-tweets.config

input {
twitter {
# add your data
consumer_key =>"YOUR_CONSUMER_KEY"
consumer_secret =>"YOUR_CONSUMER_SECTET"
oauth_token =>"YOUR_OAUTH_TOKEN"
oauth_token_secret =>"YOUR_OAUTH_TOKEN_SECRET"
keywords => ["NBA"]
full_tweet => true
}
}
output{
elasticsearch{
hosts => "http://localhost:2200/"
index => "tweets"
document_type => "NBA"
template_name => "twitter"
}
stdout { codec => dots }
}
D



Logstash 3/4

input {
twitter {

consumer_key => "YnhQGGK3nxL9eUeRxz1WyyGjJ"
consumer_secret => "TuSX2h85QphLoqrBuWuI@hF4vCgEBRQKKNnhLY
oauth_token => "795252007216914433—-kXwR5rMnnAGC2ZvXGXqaG6
oauth_token_secret => "QCTR4YuTTVS4Av9iMPMLV6IqWHe9EQEGpPd
keywords => ["NBA"]

full_tweet => true

}

I
output{

elasticsearch{
hosts => "http://localhost:9200/"
index => "tweets"
document_type => '"NBA"
template => "twitter_template.json"
template_name => "twitter"

I

stdout { codec => dots }




Logstash 4/4

"created_at" => "Sat Apr 07 19:57:17 +0000 2012",
"is_translator" )
"profile_background_image_url_https" "https://abs.twimg.com/images/themes/themeld/bg.gif",
"protected" s
"screen_name" "aprilthomas825",
"id_str" "547867532",
"profile_link_color" => "009999",
wign
"geo_enabled" .
"profile_background_color" "131516",
"lang" “en',
"profile_sidebar_border_color" "EEEEEE",
"profile_text_color" U33333 31
"verified" ,
"profile_image_url" "http://pbs.twimg.com/profile_images/2060797716/she_girl_normal
"time_zone" ,
Yuel "http://aprilthomas826.com/",
"contributors_enabled"
"profile_background_tile" ue,
"profile_banner_url" "https://pbs.twimg.com/profile_banners/547867532/1354901459"
"statuses_count"
"follow_request_sent"
"followers_count"
"profile_use_background_image" =
"default_profile"
"following" 5
"name" => "THE WORLD IS YOURS",
"location" "new york",
"profile_sidebar_fill_color" “EFEEEF™:,
"notifications"
}
}
lucaskos-MBP:logstash-5.0.0 lucasko$ ./bin/logstash -f ./config/logstash—tweets.configl




Kibana

=& =

o TEHUER:
o https://www.elastic.co/downloads/past-releas
es/kibana-4-1-3

o goo.gl/01xxmc

e Kibana-4.5.4-darwin-x64.tar.gz
o HITIESR:
m ./bin/kibana
o JEfR:
m http://127.0.0.1:5601/



https://www.elastic.co/downloads/past-releases/kibana-4-1-3
https://www.elastic.co/downloads/past-releases/kibana-4-1-3

Kibana

P HRIER
v
http://127.0.0.1:9200/
/tweets/NBA/_search
{
"query": {
"bool": {
"must": []
}
}
"aggs": {
"age": {
"terms": {
"field": "user.lang",
"size": 1000

RITIER | WIEJSON | Hix
P SEREmE

P ESER

P BRIER

POST

A
v

%

"took": 3,

"timed_out": false,

v "_shards": {
"total": 5,
"successful": 5,
"failed": O

}

v "hits": {
"total": 25,

"max_score": 1,

» "hits": [ { "_index": "tweets","_type": "NBA","_id":

}
v "aggregations": {

v " age": {
"doc_count_error_upper_bound": 0,
"sum_other_doc_count": 0,
v "buckets": [

4
"key": "en”,
"doc_count": 16

}

{
"key": "ja",
"doc_count": 4

3

{
"key": "es",
"doc_count": 2

3

{
"key": "fr",
"doc_count": 2

3

]
}
}



Kibana

e http://127.0.0.1:5601/

tweets 16

Data Options

metrics

D v-axis Count
+ Add metrics 12

buckets

B x-axis a -

Aggregation

Terms

«

Count
©

Field A Analyzed Field

user.lang ]

Order By

Term

«

Order Size

Descending B 5 8

CustomLabel

~ Advanced

Exclude Pattern user.lang: Descending

A


http://127.0.0.1:5601/

Spark




Apache Spark

Apache Spark
o FREFRERESE
o 200980 K27 I 77 XAMPLabRTFEE
o 2010Fi&
Hadoop v.s Spark
o HadoopHIMapReduceiBZ & E R FHAENERG,
o Sparkff AERRIEEPHERERT, EMAREENTINER.
o Spark:EH EE R
m 2014FEHREFHEE, 100TBE23% (Hadoop&7247)
B RARER2EEREE,




Sparkf&sh

¥EFE 14 (Scalable)

A2 (Fault Tolerant)

AHEHE (Data Locality)
iLREEERE

o FAGEREAERZMNFEENTEFZERM




Spark#ib» 1/2

Bt N E S (RDDs)
Spark SQL
Spark Streaming

MLIib

o HHFREIOER: ZIEF=HE. BIER. RIERIER. R3
. R EE

o 1wE®E : ALS

o N k-EWEFE

AT



Spark#il 2/2

Java. Scala. Python#[R APIs,
BEIXER 2T

A [ EfERER EHHE R R ERR,
Spark Streaming & B & # BBV R IR -

AiERE. M=, A EE,
Spark SQLXZ £ e b FOFNRARE X a1 R EE (SQL) .
MLIibi&z 2B EBEHEE,
Graphx[E iz B ZE EZM S BRI E,




Spark

e Spark&5EEIHES
o XEBJ/IREAEN (KRithiSparkzZxE)
o Hadoop YARN
o Apache Mesos

o NEINIFERF:

HDFS

o Cassandra
o OpenStack Swift
o Amazon S3




RIESHAERR (RDDs)

e 3T RDDs:
o I FITE A (Parallelized collections)
data = [1, 2, 3, 4, 5]
distData = sc.parallelize(data)

o BIRANEEFRHIEMSE
distFile = sc.textFile("data.txt")



RDD £1E

e RDD #1E:
o EEHA(transformations)
n HERFEMENSEEEERI—EFNENSE
o E)fE(actions)
n EEMEEMER & RE—EERIEEENE,
o FRAERMIEHL(transformations)& 2 & 1E(lazy)Bd, A EE LFTERER,
o lines = sc.textFile("data.txt")
lineLengths = lines.map(lambda s: len(s))
totalLength = lineLengths.reduce(lambda a, b: a + b)

e F7FRDD
o lineLengths.persist()




Transformations & Actions

e Transformations e Actions
o map() o reducel()
o filter() o collect()
o groupByKey() o count()
o mapValues() o first()
o smaple() o take()
o union() o saveAsTextFile()
o distinct() o countByKey()
o sortByKey()




Flow of RDD

OQUTPUT

INPUT

DATA




RDD {#fKey-Value Pairs

e 7EPair RDDH, #{TRDD{E FARIEZ{LIEIE,
e [XA&Pair RDDH & Rtuple, FrLIFEEEIEIE{FtuplefIEK kS Pair RDD
lines = sc.textFile("data.txt")

pairs = lines.map(lambda s: (s, 1))

counts = pairs.reduceByKey(lambda a, b: a + b)

{§ 8 counts.sortByKey(), #110, i§REHHREBEFBMEEEF, &xEH
counts.collect() &t A FE R fE S X B EREHFER .

.[: 'A', 6), HJ , 4), (u'B', 6), (U'E', 4), (u'D', 4), (u'G"', 2), (u'F', 2), (u
, 2), (u'H', .1]]




RDD kiR

= RTEHEF—ERDD pubH %, aJ i ERHEAFRIEEIEEE
A7 & ¥ al 4 EN4E ( action ) ZREMEE .
o MV EFNER, FEEMIRE
T EIM{EFES R #EFE —E®KEIER RDD,
o MEMORY_ONLY. MEMORY_AND DISK.
DISK ONLY
RDD.unpersist(), FEIMIREZEEEZEF




HRFHTFAR

e MEMORY_ONLY:

o sEcpu FIARRIFHALER, RDD LRIRIFF IR,

e MEMORY_ONLY_SER:

o BIRMFFIEWHRIZE R A

e DISK_ONLY:

o RDD#RERZ, BEEHMEBREKX

e MEMORY_ONLY_2, MEMORY_AND_DISK_2, etc.:

o BHREESEBIRFMNMEERLE

e OFF_HEAP:

o OFF_HEAP R/ [ElUkhIikATFER, EESEMER KEEE=/
RIETREZHBERMNIREPEERA,



Spark&i&

Driver Program

SparkContext

el

Cluster Manager

\

Worker Node
Executar
Cache
‘/ Task | | Task
‘\‘ Worker Node
Executor | Cache
|| Task Task




Spark&i&

Spark bin B # T Bspark-submit ZE{R7E £ 7%
J:FQEJJ & *IH:IE:T'—EO

./bin/spark-submit \

--class <main-class> ./bin/spark-submit \
--master <master-url> \ --class org.apache.spark.examples.SparkPi \
--conf <key>=<value> \ --master local[8] \
--deploy-mode <deploy-mode> \ /path/to/examples.jar \
100
***.jar



Master URLs

{E & #ASpark Burl BT B T AR =

Master URL Meaning

local F—{@worker K ith#11T Spark

local[K] FAk fBworker A #11T Spark (BB IER T, BEAHIRCPU WEE)

local[*] % bworker SLAAZ A, LUIAMEIT Spark

spark://HOST:PORT EHEZIHE TE Spark BEIL &£ & master, if Q7B master BERERIRA, T8
RE7077

mesos://HOST:PORT EFEEIFEE I mesos &3

yarn-cluster

Llclustert2 N E#E R Yarn 8, SHUERTEEEH
HADOOP CONF_DIR




AMesosEpFE Spark

E 7 Mesos_E1E{TSpark, {REZEEMesos
BesA B EI RO Hh 5 Bl E Spark ) —E S &, b
BEZFAE— T SparkEEE)F2 = (driver)

client host

; spark-mesos-dispatch Mesos Cluster
spark-submit *

server spark Driver




SparkZ&d&




PySpark — &

T&iSpark

® http://spark.apache.org/downloads.html
o kA% :spark-2.1.0-bin-hadoop2.7.tgz

fREEMETE SR, I B EHan R BEHIKATE Zspark

® tar xzvf spark-2.1.1-bin-hadoop2.7.tgz
® /Jusr/local/spark-2.1.0-bin-hadoop2.7 --> /Jusr/local/spark

TREBIRIE R BERTE
vim ~/.bashrc

8T HNAEZE~/bashrc

export SPARK_HOME="/usr/local/spark"
export PYTHONPATH=$SPARK_HOME/python/:SPYTHONPATH

reloadIRIEEHEREERE

source ~/.bashrc



http://spark.apache.org/downloads.html

Mesos Master & Slave




Mesos &I

weget http://www.apache.org/dist/mesos/1.3.0/mesos-1.3.0.tar.gz

tar -zxf mesos-1.3.0.tar.gz
cd mesos

mkdir build

cd build

../configure

make

make install


http://www.apache.org/dist/mesos/1.3.0/mesos-1.3.0.tar.gz

Mesos 1T

e Master:
o ./mesos-master.sh --ip=127.0.0.1
--work_dir=/home/spark/Desktop/mesos-1.3.0
e Slave:
o sudo./bin/mesos-agent.sh --master=127.0.0.1:5050
--work_dir=/home/spark/Desktop/mesos-1.3.0



Mesos Web GUI 1/3

http://127.0.0.1:5050

€ ©]127.0.0.1:5050/#/ @ ||Q search WA 3+ @

-
;g M ESOS Frameworks Agents Roles Offers Maintenance
L

95acd1b7-c9b8-49¢c2-bdea-e5349b0d637e

Cluster: (Unnamed) Active Tasks
Leader: Spark:5050

Framework ID Task ID Task Name Role State Started v Host

No active tasks.

e Unreachable Tasks
Agents
g Framework ID Task ID Task Name Role Started v Agent ID
Activated 1 No unreachable tasks.
Deactivated 0
Unreachable 0
Completed Tasks
Tasks
Framework ID Task ID Task Name Role State Started v Stopped Host
Staging 0 No completed tasks.
Starting 0
Running 0
Orphan Tasks
Unreachable 0
Killng 0 Framework ID Task ID Task Name Role State Started v Stopped Host
Finished 0 No orphan tasks.



http://127.0.0.1:5050

Mesos Web GUI 2/3

e http://127.0.0.1:5050/#/agents

v ':‘:|Q.Seafch % B 4+ @

L BNOR127.0.0.1:5050/#/agents|

“®« :
ag MESOS  Frameworks Agents Roles Offers Maintenance

AQEHTS Y | Find...
CPUs (Allocated / GPUs (Allocated/ Mem (Allocated/ Disk (Allocated / Re-
ID v Host Total) Total) Total) Total) Registered Registered
...bdea-e5349b0d637e- Spark 0/2 0/0 0B/3.8GB 0B/39.2GB 4 minutes
S0 a



http://127.0.0.1:5050/#/agents

Mesos Web GUI 1/3

e Submit Tesk to Mesos

o ./spark-submit --master mesos://127.0.0.1:5050
~/Desktop/example-pyspark-cf.py

€ ®127.0.0.1:5050/#/ v | @ ||Q search

MESOS  Framewol Agents Roles Offers Maintenance

wB 9 3 4 =

2d710415-aaef-4449-8280-eb9f7af323e5

Cluster: (Unnamed)
Leader: localhost:5050
Version: 1.3.0

Built: 47
Started: 13 min
Elected: 1

Active Tasks

Task Task
Framework ID D Name  Role

s ago by spark
utes ago

ad710415-aaef-4449-8280- 0 Task0 *
eb9f7af323e5-0002

LOG
Agents
2 Unreachable Tasks
Activated 1
Framework ID Task ID Task Name
Deactivated 0
No unreachable tasks.
Unreachable 1
Task:
asks Completed Tasks
Staging 0
Starting 0

No completed tasks.
Running 1

Y | Find

Started v Host

RUNNING justnow  Spark Sandbox

Started v Agent ID

Framework ID  TaskID TaskName Role State Started v  Stopped Host
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PySparkggi% - createDataFrame

e |lambdarow: row.value.split("::")
o lambdaZE R C++HRIE £ (#define)
o MZ2ABHLTE hAE2AEER

e |ambdaab:atb

o EEABHAE BRATRA— ARAERMSIE

>>> sum = lambda a,b : a+b
>>> sum(1,2)

3

e parts = lines.map(lambda row: row.value.split("::"))
o mapNHIFERHE, MEEMSparkth, EILEEE

o mapEittranformation, $I{TE T A ZEIT, BFEactionBENE, ¥
FFmapHETENIT o




PySparkggi% - createDataFrame

>>>| =[('Alice', 1)]

>>> sqlContext.createDataFrame(l).collect()
[Row(_1=u'Alice', 2=1)]

>>> sqlContext.createDataFrame(l, ['name’, 'age']).collect()
[Row(name=u'Alice’, age=1)]



PySpark§gik - createDataFrame

>>> from pyspark.sql import Row

>>> Person = Row('name’, 'age’)

>>> person = rdd.map(lambda r: Person(*r))
>>> df2 = sqlContext.createDataFrame(person)
>>> df2.collect()

[Row(name=u'Alice', age=1)]




PySpark§gik - createDataFrame

>>> from pyspark.sql.types import *

>>>schema = StructType(|

... StructField("name", StringType(), True),

... StructField("age", IntegerType(), True)])

>>> df3 = sqlContext.createDataFrame(rdd, schema)
>>> df3.collect()

[Row(name=u'Alice’, age=1)]




PySparkggi% - createDataFrame

>>> sglContext.createDataFrame(df.toPandas()).collect()
[Row(name=u'Alice', age=1)]

>>> sglContext.createDataFrame(pandas.DataFrame([[ 1, 2]])).collect()
[Row(0=1, 1=2)]



PySpark§&i% - createDataFrame

TSl AT SparkfIREE, SEXINT

from pyspark.sql import SQLContext
from pyspark import SparkContext, SparkConf

conf = SparkConf().setAppName("ntu ] J.setMaster(
sc = SparkContext(conf=conf)
IsglCtx = SQLContext(sc)

setAppName:

o THLIFEERET

setMaster:

o T:E}E'l:ﬂ%’ P& & Al 5% Alocal

o EEiE RKmesosHETEIENES, HEXTEA

setMaster("mesos //127.0.0.1:5050")




PySpark§&i% - createDataFrame

From pyspark.sql import SQLContext
from pyspark import SparkContext, SparkConf

conf = SparkConf().setAppName("ntu-course").setMaster(
sc = SparkContext(conf=conf)
sglCtx = SQLContext(sc)

trainingLIST =[ [®, B8, 4.0], [0, 1, 2.8], [1,
testinglLIST = [ [@, 2], [1, € 2, 8] ]

df = sglCtx.createDataFrame( tralnlngLIST s b
als = ALS(rank=18, maxIte
model = als.fit(df) # py

[Mest = sqlCtx.createDataFrame( testingLIST , [
predictions = sorted(model. transform(test).collect(), ke ambda r: r[@])

print predictions

17/08/68 22:43:21 WARN BLAS: Failed to load implementation from: com.github.fommil.netlib.NativeRefBLAS

17/08/08 22:43:22 WARN LAPACK: Failed to load implementation from: com.github.fommil.netlib.NativeSystemLAPACK

17/08/08 22:43:22 WARN LAPACK: Failed to load implementation from: com.github.fommil.netlib.NativeRefLAPACK

[Row(user=0, item=2, prediction=-0.13807615637779236), Row(user=1, item=0, prediction=2.6258413791656494), Row(user=2, item=0, prediction=
-1.50184094960585327) ]




Spark Streaming

o HEIFEHEBERWEEEFMIETE. EH=E. AR
YRR I:.FEHR/J\?HSREI’J%H—I ¥ 2 ${TRDDEE

Flume

s Spork [>—
Stfeamlng Dashboa ds

o ?&H&E]H#E’J:éf*—l$um ﬂ-r:éfﬂtﬂ 5 At R E #HitSpark 5|
ZEhRIE, Spark5 | ZEMERMREHIEREF

input data \ batchesof [ " batches of
stream Spark input data Spark processed data

. Streaming !:][:1$ Engine 1]
. \ J

\




Spark SQL

e Spark SQL#ESpark#zib LFH—iER A
SchemaRDDHIE# MR ILEL S, IRIEFEFIL
MF Rt EFERAN IR

o Spark SQLIRHL T HRIEIFFEE S, Al{E R
Scala. JavasPythonZkig#tSchemaRDDs.,




MLlIib

o MLlleSparkJ: > BT H
*ﬁtl:Hadoopﬁmﬁ‘tEl’JApache Mahout'li’%J: 10/Z

O O O O O O O

.
\4

AR B EHEL, Spark B X EEIRAE XY

7 E B E : ALS
T kK-EBERE
HEMER T2 ESHE (SVD), £ 94T (PCA)
=4 - TF-IDF,. Word2Vec. StandardScaler

iR BN AN
: a7

1:|:

ET

EiRMaT. ARRBEIE. ST B RERTE . B E R £
A MR F?I-TJ%/;"s

(155, #RIEEIER., RERH, BEREEH

i%3% (SGD) . L-BFGS




Recommendation System

Collaborative Filtering



HEMARBER

Collaborative

Model-based

Filtering

Recommendation
Y User-based
Neighborhood
Hybrid-based -based

(CF + Cotent)



WREREER

o FHIFTS (Explicit) :
o WEAI LR REAEEMAMEF ., — RIS
i FERFTFTIARE ER TEEE
o HENFES (Implicit) :
o =REBFEAZEMNITAEABRMABFERSEST
AEHE, PR EFAEERITY @M AFEE
o, BB REAEREDFEIMEMNERLSE
A;?%%ﬁ‘ FAREEENEMECEREREGRAN
=g S




Collaborative FilteringfZfk 34

o CFHI{EEL:
o AFEEITAHNBT
o AILISEIR{E A B EIRIRLT
o CFRYTREL:
o 1.F&ERRIRE(Sparsity)
m EFL FRABSIHFHETITEIRIEED (AL
IEERFEANEREE D, )
o 2.7mBARMERE(Cold-start)
m IMANES, BESKLE - BETERUE
o 3.%R#fIE{RTHREEE (Scalability)
s BERlEX - B REEEE,




ERE A&E® (User-based) WiGFEHER 1/2

o #IERIAREEE(Neighbor-based Collaborative Filtering).
o ¥iLUsersto ltems%bfeE
n EBE EFFFD IS EBNFTE T IEILLEAE EEBA A,
n Bl EEEEETTBELHKSFERAERR,

Items
1

Users




EFAE AEH (User-based) Wi EEE 2/2

° E—ﬁzﬁllﬁ-@(Nearest neighbor search, NNS)
o LIEREAEME (User-based), s1EEREFEAZHIHBLE, =
ELFERS,
o *EME/A%Zi
m Pearson Correlation Coefficient., Cosine-based Similarity.
Adjusted Cosine Similarity. Jaccard similarites,



HEM S R

e Recall:

o {EFEXMEERFEE PRI ER LA
e Precision:

o FTEHEBRIBEED, HEIERRILLH




Model-Based
Collaborative Filtering



Model-based Collaborative Filtering

o LIRE A EIERI17E1EE(Model-based

Collaborative Filtering)

o ERBEMNEREMEIL

17788,

1=, EiELtt

o Model basedifE@ER RIIFHBERK

o BEL:
o Prediction Speedi®
o Scalability

[t

by




Explicit Matrix Factorization

funl

user-item#E[ER A%, FIFAR
o, B —TEEHE BT,

/

A {IE B B /N RE PR RY 3




MFIEE aN{al 51 B — {EuserHf E@item{F 1T, EFER=FEERENT]

Explicit Matrix Factorization

=D



Explicit Matrix Factorization

el 5+ E RR{EitemBaSFEELE -

)



Implicit Matrix Factorization

o HRMHIEATR, EXRNEMEEN

e Implict:

o ZAEAMEMERFPHEBEitemBRIFE.

o ¢RI FRIGCE.F

:'HS(' =i

o =RlAER. 2ERAEERE

i

. = FEUERE

‘IXI




Implicit Matrix Factorization

User to Items %B[&

PR IrEREEHERFPE A
CZR it 5E ¥ M confidence weighting (B & HI R &)

a ] Star Wars




Alternating Least Squares

e Usersto ltems @& K= HIMissing Value
o ALSHEBIE[ES R, B fERMatrix Factorizationftl &,
o {EifrIFEIESESVD (FEEH ) BEABMAERILFE,
MLIibeh Rz L2 175 @SB & i
o HMR (mxn)EI’J%E[E, ALSH I /R B B 46 28 FEX (mxK) FOFEFEY (nxk), 2R 1Ll
&iITR(mxn), B
O (mxn)ﬁiﬁﬁ)ﬁi’fﬁnnﬂ’lﬁ 43 b e
o X(mxk){XF AP #HIE & = 17560
o Y(nxk)RREMAMEEREESHFHMIENRE, TRIEMYMEEE

T
Rm:u:n —~ mxh}fnxh




Alternating Least Squares

m m n
-~ I ' 1 -~ I ' 1 -~ I ' 1
en @R &R -l -l - ERA ®EE REC
o ‘A” 0 4 7 K - 4?;1 0 1 1 .. E{i o . .,
E¥B 1 5 10 Egz 1 2 o Egz 1 5 10
| ®EC 5 24 16 ] er?ﬁt?s ° ! ! ] Eﬁi 5 24 16

R(mxn) =P F# 8 M BET 5 3E 8 X(mxk) = FAFHB SR8 7T ERE Y(nxk) = AT & S R & e A 3R B
TRRAREYHEE



Alternating Least Squares

AT HE(FEEKREEXFIYE T EEHEAR, S ER/METEMIEAREELX
BRIE4:

BEAEH—MFEMAERLIER R EBESF/ME, HMFERBL2IEAE, i
UEEMARBES:

LX,Y) =) (rui — 2L y:)* + Mzl + |3l (2)

.1




Alternating Least Squares

FEEY (HIanFEHE#1181EX)
REF AN (2) oKX
ARREEX, BRAEY

IR & L &)1 2 2 Uik

., =YY + 2D 'YTr, ...(3)

yi = (XTX + X)X Ty . (4)




Alternating Least Squares

o ARLER: BEMEHAIBILY, FIAAK()EHFEIX AR
MARIN(4)EFY, BRI ARBZEZZERMSELR/NEE B
12 B RIx U REL

R=XY

_ | Z(B-R)
RMSE = \/ .




PySpark —ALS 1/4

if name__=='_ main__"

trainingLIST =[ [O, O, 4.0], [0,1,2.0], [1,1,3.0], [1,2,4.0], [2,1,1.0], [2,2,5.0]]
testLIST=[[O, 2], [1, O], [2,0]1]

spark = sparkALS()
resultLIST = spark.CF( trainingLIST , testLIST )

for userld , itemld , prediction in resultLIST :
print "userld=%s , itemIld=%s ,prediction=%s " % ( userld , itemld , prediction)

userId=6 , itemId=2 ,prediction
userId=1 , itemId=0 ,prediction=2.¢

userId=2 , itemId=0 ,prediction




PySpark —ALS 2/4

class sparkALS():
sc = None
sqlCtx = None
def _init_ (self):
conf = SparkConf().setAppName("myApp").setMaster("local”)
#conf = SparkConf().setAppName('lucasSpark").setMaster("mesos://127.0.0.1:5050")
self.sc = SparkContext(conf=conf)
self.sqlCtx = SQLContext(self.sc)



PySpark —ALS 3/4

def CF(self, traingLIST , testingLIST ):
df = self.sqlCtx.createDataFrame(traingLIST, ["'user”, "item", "rating"])

als = ALS(rank=10, maxlter=5, seed=0)
model = als.fit(df) # Training

test = self.sqlCtx.createDataFrame( testingLIST, ['user”, "item"])
predictions = sorted(model.transform(test).collect(), key=lamlbda r: r[O])

resultLIST = list()
for p in predictions:

resultLIST.append( [ p[O], p[1], pl2] 1)
return resultLIST



PySpark —ALS 4/4

o STEFEIIE:
o https://github.com/lucasko-tw/ntu-summer-course
o THEEH:

weget

https: i.python.org/packages/07/a0/11d3d76df54b2701c0f7bf23ea9b00cb61c5e14eb7962bb2%ae
d866a5844e/setuptools-36.2.7.zip#md5=b%2e6c049617bacOf9e208a41ab4a2%ac

uzip setuptools-36.2.7.zip

cd setuptools-36.2.7/

sudo python setup.py install

sudo easy_install pip

sudo pip install py4j

sudo pip install numpy

O O O 0O O O


https://github.com/lucasko-tw/ntu-summer-course
https://pypi.python.org/packages/07/a0/11d3d76df54b9701c0f7bf23ea9b00c61c5e14eb7962bb29aed866a5844e/setuptools-36.2.7.zip#md5=b9e6c049617bac0f9e908a41ab4a29ac
https://pypi.python.org/packages/07/a0/11d3d76df54b9701c0f7bf23ea9b00c61c5e14eb7962bb29aed866a5844e/setuptools-36.2.7.zip#md5=b9e6c049617bac0f9e908a41ab4a29ac

PySpark —ALS Ref

https://spark.apache.org/docs/2.0.2/ap1/python/pyspark.ml.html#pyspark.ml.recommendation.ALS

class pyspark.ml.recommendation. ALS(self,

rank=10, maxlter=10, regParam=0.1, numUserBlocks=10,
numltemBlocks=10, implicitPrefs=false, alpha=1.0, userCol="user",
itemCol="item", seed=None, ratingCol="rating", nonnegative=false,
checkpointinterval=10,intermediateStorageLevel="MEMORY_AND _ DISK",
finalStoragelLevel="MEMORY_AND_DISK")


https://spark.apache.org/docs/2.0.2/api/python/pyspark.ml.html#pyspark.ml.recommendation.ALS

PySpark —ALS Ref

rank=10

o HHEmEH#E (latent factorfIEE)

Mmaxlter=10
o RIRRELIE, REHAMRBMITF
o HEI10-~20XK
regParam=1.0
o (lambda) BIEHHAMES, 2 ALS
HIIE BB 28, #7E {E:0.01,
alpha=1.0
o m—EHHENREMREE ALS lRAK
B, EEBBRE TRIFTAEEE
R,
numUserBlocks=10
o mRARTITIEFHENS RER
numlitemBlocks=10

o ERAMRTITILFEMSRERK

implicitPrefs=false
userCol="user"
itemCol="item"
seed=None
ratingCol="rating"
nonnegative=false

checkpointinterval=10,intermediateStorage
Level="MEMORY_AND DISK"

finalStoragelLevel="MEMORY_AND_DISK"



PySpark —ALS for Rating 1/2

e Dataset :

o https://grouplens.org/datasets/movielens/
e TXTtoRDD

o data =sc.textFile("-at")
ratings = data.map(lambda I: I.split("::"))\
.map(lambda I: Rating(int(I[0]), int(I[1]), float(I[2])))



https://grouplens.org/datasets/movielens/

PySpark —ALS for Rating 2/2

DataSet : 150040 %)

o 30A% 100 TS il e

o FE4aA 1~5% 1 941

DataSet7EdTraining, Testing (8:2) 2 207

3 179

ratings = sqlCtx.createDataFrame(ratingsRDD) 4 99
(training, test) = ratings.randomSplit([ . 1)

5 75

FErangess: 1~57
Evaluating RMSE (Root-Mean-Square Error)
o 1.94138748189




Docker & Container
IT#8



Docker - %8

o —FEERELHIE LT,
o HIAEZEIRIMEA,

o HpEZAFEIRAIL (Infrastructure as code)




Docker - ZHE XIS

o MR{E}E (Image):
o Docker FHITHEFE—EAEENIRE, B Image
o BRERETI LLIFAZKEIL Container,
o ZBE%(Container):
o ER=hRM Linux IRiE,
o Container # Image FTE1L,
o HE{BContainerfIREABIIWTFE,
m E{THFProcess, Networkl@g, (B FR{EE R
e BE(Repository):
o BAHIBHMIRRIEReqistryRFEFETE A Docker Hub
» FALIGIthubfEX BRI ARTS IRHLE Slmage)




Container v.s VM 1/2

Container Virtual Machine
- &L’ 201) LIE AR A&SD PEEZRFAT D (BULEIR)
nang | B DRRRRT RS RERBRELRBERR
(2t FHost OS) (R¥EGuest OS) FEEHITHREATER
B8 K/M4600~500MB up 5GB ~10GB up
St R 3 E E#FAHost OS, FILMEBAHES A& SvmBI R

& AR IS R B AL RO E Al




Container v.s VM 2/2

VM:
ZBEIMIEERRIR

Container:

FEREXS B/, BRIt EA
EXRIR. HXEFEIR.

VM —

Container —

Host OS

Server




Container Ed Dockerfile

E&E
Dockerfile s g IMage?2 oumemm g Container
(BA) BT

o Dockerfilei& &5 HImagel Bl Rig 5 GEE S ikl
4), Billmage2
o FHBMRIZHE, RILIESEFZAERIHILAIContainer




B ]

IndexHubs

My computer

Dockerfile

i e e e Cann ey L L e DA e s

Docker - Work Flow



ContainerfE& 1/2

$ docker run $ docker-compose

docker % \ /I\
o —REMA—{Econtainer

docker-compose EBe |/\C<)\| |/\(2\| Image

o —RERAZ%Z{Econtainer

| v '
LN

container container container I

container

Rl—&2 /| £5&



ContainerS& & 2/2

o —{EContainerfIMRIENT LI EE L ZFEZ, Hla0E] R
ZApache, MySQL. PHPZ,
m DockerEAiEE, —SE1EATEE—E
ContainerN
o HXTHEZAFE T[ERF i H h—{EContainer,
m BlIAIEAHHZEMYSQL, REZFEFHHAHIRMYSQL
fBIContainerli %18, TR EEERARTIEH,




DevOpsEiDockerfpf{& 1/2

® DevOpsE 15 “Development B[l Operation”
® DevOpi&Ei&EDockerfileiZE :

O RIRERE

O IRIGH—

O SZHE(ZFIFBEEH/IL)

o RFEHEANBHE —FEMAN (Dockerfile) E1Z528 (container), SZE#EANE RS
ERE, W BB AN B R —HIRIE,

O [RHEEHMMER, RIRES—BETERIEE,



% 2/2

DevOpsEdDockerfI#

e Docker¥tDevOpsH A EE) ?

o HEZEEEXIE (Infrastructure as code)

o Dockerfileit#kE I Containerlt RIEME— B
B

o B ANBFHEANE 2B 8 LLF|ADockerfilezk i
BEEITIRIERET .

o BBRAEEEITEE
m GitHub




2 F A




L& Docker

curl -sSL https://get.docker.com/ | sh
sudo groupadd docker

sudo gpasswd -a ${USER} docker
sudo apt-get install docker-compose
sudo reboot




B ]

IndexHubs

My computer

Dockerfile

i e e e Cann ey L L e DA e s

AHREEMLUBB—X



f€Docker Hub T#,Tomcat Image

docker pull tomcat:7.0

docker@docker-virtual-machine:~/Desktop/tomcat$ docker pull tomcat:7.0
7.0: Pulling from library/tomcat

: sha256:7724c57483038024cca23edd433fcB80e5d76e05364aa35cellfelel3q
: Downloaded newer image for tomcat:7.0




S RPA/KImages

docker images

docker@docker-virtual-machine:~/Desktop/tomcatS docker images

REPOSITORY
tomcat

kafka
elasticsearch
elasticsearch
<noneg=

kafkadocker kafka
1tzgfelast1csearch

TAG
hello
6.8.2.2
slave
master
<none=
latest

e- alplne

IMAGE ID

ed873ae5a45b
ed54dc3e7392
c6310d1141bo
065366Cc27ch2
Cc35e7689357a
69cbof1aa7d7y
2clcllaablee
5a62a28797b3
ea®Bd342cla7
13f413e924a3
bdB8e525f9770
7598ed87f3ef

CR
40
13

EATED
minutes ago
hours ago
hours ago
hours ago
hours ago
hours ago
hours ago

days ago

days ago
days ago
weeks ago
weeks ago




ZEiBTomcat Image, 3L Container

e docker run -p 8081:8080 -d tomcat:7.0

docker@docker-virtual-machine: ~/Desktop/Course

docker@docker-virtual-machine:~/ &S docker run -p 8081:8080 -d tomcat:7.0@
db126447281296091296%e4decf0®0a7543b7a791759e8919bb76154d7027b123
docker@docker-virtual-machine:~/ CourseS docker ps

CONTAINER ID IMAGE COMMAND CREATED

NAMES
db1264472812 tomcat:7.0 "catalina.sh run” 3 seconds ago
backstabbing mclean

Fo W

root@ubuntu: /

root@ubuntu: f#
root@ubuntu: f#
root@ubuntu: /i: docker run|-d --name|web -m 512m [-p 8080:80 | joshhu/webdemo

name of the

docker client Fomncy setting system the image to fill up
command resource(512M memory) container




E#RZEContainerfJfIR¥E ( Tomcat )

Apache Tomcakt/7.0.72 - Mozilla Firefox

' [#] Apache Tomcat/7.0.72 =

€ (@ localhost:8081|

Home Documentation Configuration Examples Wiki Mail

Apache Tomcat/7.0.72

Recommended Reading:

Security Considerations HOW-TO
Manager Application HOW-TO
Clustering/Session Replication HOW-TO




B AZEbash

e docker exec -i -t {contain id} /bin/bash
e docker exec -u 0 -i -t {contain id} /bin/bash

™ = @ docker@docker-virtual-machine: ~

docker@docker-virtual-machine:~$ docker ps

CONTAINER ID IMAGE COMMAND CREATED
NAMES

8318bdd1317f vimagick/mantisbt:latest "apache2-foreground” 5 hours ago
mantis mantisbt 1

@9dcladadfe2 mysgql:latest "docker-entrypoint.sh" 5 hours ago
mantis mysqgl 1

docker@docker-virtual-machine:~% docker exec -i -t 8318bdd1317f /bin/bash
root@s318bdd1317f: fvar /www/html# pwd

Jvar fwww/html

root@8318bdd1317f: /var /www/html#




=1k Container

S docker stop {container id}
e S docker stop {container name}

docker@docker-virtual-machine:~$ docker stop dca65c1b4635
dca65c1b4m35
docker@docker-virtual-machine:~$ docker ps

CONTAINER ID IMAGE COMMAND
STATUS PORTS NAMES

CREATED



=&l Container
By Dockerfile



DockerfileFE IR

e FROM <image>:«<tag>
o 5|FARGIE
e MAINTAINER

o &
e RUN

o MRBEZFIAMITshellfgw
e CMD

o IEEMBBHRBFRITHGS
e EXPOSE

o EXTE Docker {7 iR25 A 35 # 4\ BOIRER
e ENV
o HETE—EIREZE, FHERE RUN IESEHA

o M5 EEEIETEM <src> ARSI <dest>




docker build

# 3T — {4 ADockerfileftE =
o https://hub.docker.com/r/lucasko/tomcat/~/dockerfile/
o docker build -t tomcat:latest.

docker@docker-virtual-machine:~/Desktop/github/docker-tomcatS docker build -t tomcat:latest .
Sending build context to Docker daemon 61.44kB
Step 1/15 : FROM ubuntu:16.04
---> ccc7alld6sbl
Step 2/15 : ENV TOMCAT_VERSION 8.0.41

---> Running in f4db28f596ca
---> 9a5fe71e9al16
Removing intermediate container f4db28f596ca
Step 3/15 : RUN rm /bin/sh && 1n -s /bin/bash /bin/sh
---> Running in ed469%a2ffac2o
---> 234bde9358e5



https://hub.docker.com/r/lucasko/tomcat/~/dockerfile/

docker run

e docker run -it -p 8081:8080 -v SPWD/webapps:/opt/tomcat/webapps tomcat:latest
o -t:attachFContainerfB R SEFIREKMER L,
o -i:attachBFEE &4 A E# ContainerizF
o -dBRHT
O

-p BiR, HRSHAE  RaBHR

docker@docker-virtual-machine: p/github mkdir webapps

docker@docker-virtual-machine:~ 0 ithuk mkdir webapps/ROOT

docker@docker-virtual-machine:~, ithub -t vim webapps/ROOTfindex.html

docker@docker-virtual-machine: it docker run -it -p 8081:8080 -v SPWD/webapps:/opt/tomcat/webapps tomc
at:latest

Using CATALINA_BASE: Jopt/tomcat

Using CATALIMA HOME: fopt/tomcat

Using CATALINA TMPDIR: /fopt/tomcat/temp

Using JRE_HOME: fusr/1ib/jvm/java-8-oracle

Using CLASSPATH: Jopt/tomcat/bin/bootstrap.jar:/opt/tomcat/binftomcat-juli. jar




T E $8 Z Containerf$ Tomcat

Mozilla Firefox

& http://localhost:8081/ x §

€ (0 localhost:8081|

Hello World!



1R Container{h A& R LA

e docker stats

docker@docker-virtual-machine: ~/Downloads/mantis

CONTAINER CPU % MEM USAGE [/ LIMIT MEM %
2c7aB41301a8 0.00% 102.6 MB / 4.929 GB 2.08%

3ded3ddie8af 0.05% 220. ' 4.929 GB 4.47%
ACdocker@docker-virtual-machine:~/ _ tis$ docker stats]]




docker for ES

e docker pull lucasko/elasticsearch

e docker run -p 29200:9200 -p 29300:9300 --user
elsearch -d -it elasticsearch:2.3

e http://localhost:29200/ plugin/head/



http://localhost:29200/_plugin/head/

docker-compose.yml



docker-compose.ymi

docker-compose up

container container

“

HEFIT Aes




i docker-compose

o T
o Ak :apt-getinstall docker-compose
o JAix—:pipinstall docker-compose

o &

o i3I —1{& docker-compose.ymltg=E
o #14T docker-compose up

o R F%FRE container
o 4T docker-compose up {name}




Bt docker-compose

AT
o docker-compose up
o ltlzii"/\A EHY dokcer-compose.ymlf& == i

$ sudo docker Ps

CREATED STATUS

é 2-foreground" About an hour ago Up About an hour
"docker-entrypoint.sh" About an hour ago Up About an hour

2 B docker-compose down {name}




Bt docker-compose.yml

docker@docker-virtual-machine: ~/Desktop/github

elasticsearch:
image: lucasko/elasticsearch
user: elsearch
ports:

restart: always

logstash:
image: logstash
links:
- elasticsearch
volumes:
- SPWD: /config- d1r
command: -f "/config-dir/]
restart: always

THEMAK git clone https://github.com/lucasko-tw/docker-compose-ES-Logstash-Twitter.git
EEEEGECEGECECECECEGEGEGEGEGEEEESESESESSESSESERRS r



docker for Elasticsearch & Logstash

e T&H,docker-compose.yml
o https://github.com/lucasko-tw/docker-compo
se-ES-Logstash-Twitter
e {Elogstash.config
o {EXTwitter key, secret, token
e 1Eimdocker-compose.yml#iLcontainer cluster
o 5% docker-compose up



https://github.com/lucasko-tw/docker-compose-ES-Logstash-Twitter
https://github.com/lucasko-tw/docker-compose-ES-Logstash-Twitter

docker for spark

e https://hub.docker.com/r/lucasko/spark
Z lucasko/spark vy

Repo Info Tags Dockerfile Build Details Build Settings Collaborators Webhooks Settings

Short Description 3

docker for spark

Full Description 3

##Quick Start

docker pull lucasko/spark:1.0

docker run -v $PWD:/spark -it lucasko/spark:1.0 python SparkEgine.py


https://hub.docker.com/r/lucasko/spark/
https://hub.docker.com/r/lucasko/spark/

7£Docker Hub_E
237 Image




Docker - Work Flow

auto build Image

Docker
registry

| A
! |
| |
I |
! I
! i
! I
! ]
! I
! ]
|
! |
: Dockerfile i
| !
! I
} I
I
I : |
| | |
| | |
| | |
I I |
: ! start !
! : restart !
| | . 1
i | Local Docker instance !
| —_—— |
| |
L My computer /,'




F{EDockerfileZGithub 1/2

https://github.com/lucasko-tw/docker-jupyter/blob/master/Dockerfile
¥ T repository
o _E{EDockerfile E2 README.md

?‘;‘; lucasko-tw add samples + seaborn install

i notebooks

B example-for-scikitlearn.py

[E example-for-tensorflow.py

[E jupyter_notebook_config.py


https://github.com/lucasko-tw/docker-jupyter/blob/master/Dockerfile

F{EDockerfileZGithub 1/2

Dockerfile

(] lH:I mageE¥%E1$ FROM continuumio/anaconda
anacondaf{Dockerfile, iiZf

NREHRMRIEZEYE:

o elasticsearch

MAINTAINER lucasko.twlgmail.com

### Install jupyter
RUN /opt/conda/bin/conda install jupyter -y --quiet

O pyeS RUN mkdir /opt/notebooks

o Sklea rn ENV PATH /opt/conda/bin:$PATH
o seaborn # Tnstall Python Lib

0O tenSO I’ﬂOW RUN pip install elasticsearch

RUN pip install pyes
RUN pip install scikit-learn
RUN /opt/conda/bin/conda install -y -c anaconda seaborn=0.7.1

### Install Tensor Flow

RUN apt-get update && apt-get install -y --no-install-recommends \
build-essential \
curl \



AGithub_EfDockerfile2Image 1/3

e _E{&EDockerfileElgithub
o ji%githubEidocker hubfi#iE, A Dockerfile

aiii. Dashboard Explore Organizations arc Create

g8l 5 Create Repository

I 4 Create Automated Build H

pository +

Repositories

& Create Org anization

Create Auto-build




FGithub_EBIDockerfileEImage 2/3

Dashboard Explore Organizations QSeamh . lucasko

PUBLIC | AUTOMATED BUILD

lucasko/jupyter v¢

Repo Info Tags Dockerfile Build Details . - Collaborators Webhooks Settings

Build Settings

# When active, builds will happen automatically

on pushes.

The build rules below specify how to build your
source into Docker images. The name can be a Source Repository
string or a regex. The Docker Tag name may O

contain variables. We currently support
{sourceref}, which refers to the source
branch/tag name. Show more

lucasko-tw/docker-jupyter

Type Name Dockerfile Docker Tag Name
Location
Brane master / latest

ger

Zi&Image




HGithub_EfDockerfileZImage 3/3

Z#FImageBESTR %, Bl LLEBdocker pull lucaskol/jupyterfg 4y, Tk

Image

Short Description «

docker with jupyter-notebbook * anaconda - scikit-learn ~ elasticsearch ~ pyes

Full Description @

Dockerfile for Jupyter

There are many libs of python, such as anaconda ~ scikit-learn * elasticsearch *
pyes

To build image by Dockerfile

docker build -t jupyter:latest .

To run the container

docker run -p 8888:8888 -d -it jupyter:latest /bin/bash -c

Docker Pull Command [ 1)

docker pull lucasko/jupyter

Owner

lucasko

Source Repository

© lucasko-tw/docker-jupyter



Try it

T Github

FffDocker Hub

J:EDockerflleEGlthub

H#15%E Github_EfJDockerfile & Docker Hub
7£Docker Hub_Ebuild Dockerfile

docker pull B 2 #Jdocker Images

docker run

NOoOOaRWN



Thanks




