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During the 2015 attacks, Wild Neutron used a dropper signed with a stolen, yet valid Incorporated
certificate.
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CodeRed

A worm that exploited an operating system
vulnerability in machines running windows 2000
and Windows NT.

ﬂa

Ho

The worm created a backdoor into the computer's
operating system, allowing a remote user to access
and control the machine. It initiated a distributed
denial of service (DDoS) attack on the White
House, meaning that all the computers infected
with Code Red tried to contact the web servers at
the White House at the same time, overloading the
machines.
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£ Approximately 1 million
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SQL Slammer : % 3LiBF i = 2R BR
.@ Sapphire/Slammer Worm

* was the fastest computer worm in history
— doubled in size every 8.5 seconds

— infected more than 90 percent of vulnerable ~75K
hosts within 10 minutes.

C5 450/650 Lecture 16: Malicious Codes
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WannaCry Ransomware
Attack distribution by country - top 20







AL RepaiBaape s

PREFT % 2 b G
— 3988 (Spyware)
— & & %4 (Malicious Mobile Code)
— 49 4.:7 ¥ (Phishing Attack)
— 445 & ¥ (Key-logger)
PR F R
— & 3§53 P~(Internet Access)
— AE R R
e B iyl * (Streaming Media)
e EE2 iz ¥ (Internet radio)
- L R Rl
— W EFid 2 (Instant Messaging)
— P2P?§1$;7(Peer-to-peer file sharing)
E R LR
— EERE R T AL
— PR EPER 5 E 7 % (Employee Hacking)

29



EHEE REE BRO BFEe FEEB

P A FRESBHEERE - *

I8y EReAME

& (D wwew appledadly com tw/realti fE1| & ||Qf§§§ | ﬁ 8 ¥+ # =

§

AEKEGBEEHMERE BTIKHEHPE

|/

KESEENE - ERER
B S A
20170422 08:07 - . . = Twitter
. R+ 530+ [ 55eun | S5

i 20172£04520115:56 EXTEY EI0) o+ ¢
20170422 08:06 i Py ) e s i
ABRITTE FESREETATNRERARS  FIAGRT - #

ZME TETHE EEER TArmadaZEi R BE 0 REAEER
%ﬁﬁfﬂh 0 = (AE[ 1855 - féﬁ%ﬁﬁrﬁ’ﬁlﬁ{i » BER2012EFHE _»ld




7 fﬁj"g.“}}}:iz LR

=EhH# 8 TEAES R IRSZRERILSE |
B ZIFN50002E7T

FRETHFAEE G EET ERS I=50SEERE TS HHEEEE  ZERIAEERRES
SEZAECHENER BETTRESLAEEEFEI2ERSER - FF5000=T -

7/ ST | 2017-02-02 B R cEmAitomeinse g led o

EECEE {FE - Isokivi

F,




S WA

File Edit View History Bookmarks Tools Help b
i j-" [ slsrasazs S x "h"'
(i) www.ithome com tw/news/111674 b 808 c Q, Search ﬁ E # 3 =

RIRREEHES , BIEEEAE1SEaEE
T

BEENFEREFESES  EEEStackoverflowinfIBEEE LB EISELERNEE s RS EFIEIY
ZEEBE=FE  &#FCanon - Epson * HP « LexmarkZIBrotherEX EREHE=EE -

17-02-06 B G 7= 53nAmhomeZ2E [ EEd 200] &9 1
$ acker god has returned from the dead.
Tih%ﬁf? Fg?NTER HAS BEEN OWNED <---
Poe o\
\'---'1] —
AN/
/- \E N\ d MO
/=dIN 15 1
ST ME SR NE
Fll-==111 1|
I W |
WL 2 27000 s N s




et W2 R T 1 B¢ F

| @5 How the coffee-machinetc % | 4+
_/ \.

= (D @  httpsy//www.reddit.com/rftalesfromtechsupport/comments/GovyOh/how_the_coffeemachi I ":}1 |}-E..E-".'.'."" ‘ ﬁ B & 4+ @ -~ =

MGGIT TFTS | comments | Want to join? Log in or sign up in seconds. | English :

) | search Q |

How the coffee-machine took down a factories control room (-ciftslesfromtecheupport

submitted 2 days ago * by C1O0H1ISN1

I made a throwaway account for this because with the posts on my normal account people this post was submitted on 22 Jul 2017
could easily figure out which company I work for. 413 points (98% upvated)

I'm a Chemical Engineer, who also has a degree in CS. I work for a company that has

shortlink:
multiple petrochemical factories in Europe making chemicals.

https://redd.itc/éovy0h

All the factories have a local control room, with multiple operators who are there to make

sure the factory is doing what the computer tells its doing. All the factories are also username || password

maonitored remotely from a central control room. whe' a factory trips an alarm, it means

that one of the sensors is reporting a value that is outside the operating window. 9 out of [] remember me  resst password
the 10 times, the control system will automatically solve these issues.

common alarms for example are:

Issue Reason Solution  Adwas L\\s
inappropriate

Low pressure in the pipe

; a client started using more Increase production
line Seen this ad
multiple times
T T a client stopped/lowered the 4
Iinge P PP amount they take from the pipe Lower Production
; Ad covered
line content
Increase or Lower the
Temperature in part o0t Incoming product has a e ———
i : x : Mot interested
of the factory is high/low lower/higher purity odiet s

So most of the times these operators, mute the alarm, and if the situation will get worse,

tha slarm will Aan AfF anain T it Aaote hattar thoa foimhbaoar an thoa crroan fnirne Arcan onsin
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[Room Type:
ICheck in date : -




% i E

(all=e]=] =
/ N DNAfTES =S x\[\
<« @ =2 | hitps;//technews.tw/2017/08/14/dna-malicious-progra-hacker/ ‘ﬂr‘ W « 0O

DNA O ESEsEiE  NEXEHAERLEK

EE HEE | 25HE 2017 $02 514 0000 | £F S BEEE =K G+




F AR i

X
Security
. BT AL

Performance

T

Convenient-==g

o B I2/R Tea 4
Administration
& A



DoS ¢ DDoS sz #



DOS/DDOS

e DOS — Denial Of Service
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e DDOS — Distributed DOS
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Right now we wilfstart 15 minutes attackjon one of your IPs (202.39.34.23).

It will not be hard, we will not crash it at the moment to try to minimize eventual
damage, which we want to avoid at this moment, It's just to prove that this is

not a hoax. Check your logs!
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FEmCloudflare &% - IREE

8 8%18%1 300 Gb K9 DDos

e RRHER - IRE

MEBALDEEGHE  XXE

BE622 i RIRE |

fEf2ER 2014/06/20 10:54am facebook status Statistics

HKIX Switching Statistics

“Daily' Graph (5 Minute Average)

T R ¢ s v A |

Bits per Second

SIS Thu 12:08 Fri 00:00 Fri 12:00
N SRE — — er Second
—t N rn‘ A \ ’ er Second |
. ) EJ imal Dut: 336.608 G {
-—\‘ rage Out: 232.843 G
—_ / rent Dut: 271.196 G |
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Gty Rlba i O oo

Tris bomotuits 145507 camerasiovr (1 | 1,5 Tbps ' 20165%9R l -5 prs

30Mbps per IP) is able D send >1.5Tbps

OGS, Type: tepiack, leplackepeh tepiayr. | P H) * R EISREES
e il | OVHEBTRLRTbE

Last days. we got Iot of huge DDeS. Here,
the st of "bigger that 1008bps" onty, You DDo SHI - umﬁ‘! g |
can see the Octave Klabai8% ' B 5006bps

im‘f-aw?aingaf*m .ﬁ 7 | 145m@PRBDDOSH

-:;;'. ..-.T*:_.;“i :f:i;i:-;r:‘f?': wi'ly B SEIPHREES1~ | *
iR 30Mpbs - BERRRE |
#iB81.5Thps ' BEGbps

MEERRED 26K

2015 2016




7 I A B m';s-

o WEEITH BRI E > - g ¥ Stateless(F iz i K k)
— SYN Flood

— ACK/RST Flood

— UDP/ICMP Flood

— Fragment Packet Attack

— Any packet flooding (ip/tcp/udp/icmp/...)
CORBRA S MBS BBV FPTEE B

fr % kL BRI

— Syn/ack/rst/connection ... & %
H % 3% (Amplification)sT# @ 3+ 5T chg 17

— Fraggle, Smurf, DrDoS, DNS/NTP Amplificationattack
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DoSeisc# P

o PLELP T HKA
o Bk P PRI
— 47 5 42 (Bandwidth Depletion

— + 3£ 32 & (Disrupt connection)

o FTHF P L O #4 PR FAAR N

— 33 gLy ¥ (Exploitation)
— 7 R 4~ (Resource Depletion)
e fEZFHRYE ¥ XK

{
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 NetCut
e (Wireless) De-authentication
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(B E DDoSHEE n] Fizalf K A

HEAEES - FEEAR BN R F @RS DDoS JHEE - ISR B R AHrEZEai ik
e AR T EAE AR RS -

8 BlackNurse

A low-volume ping attack




SYN Flood

o FFELXEHSYNEHSF » # ERAE - N F

PRE e Session Table @ 2 - fy 12
SYN RCVD » @ & % &< 78 3
+ & [ 5] > [Timeoutig 5] -
PRI%— B ™t Bk Ak
o [FZE 3 ;V
— SYN Proxy / Server
e 4y = Table
e 477® timeout
— SYN Cookie
— RFC 4987

~

PR K



SYN Flood DDOS Attack

Client Server Client Server

P ~ 5
‘/S\(N& Session Table !
YN

ACK ‘M
T FETCPaE s SYN Flooding

E P % % %3 2SYN RECV




i HhE 5

e SYN 4+

\

—IP + TCP Header length = 46 bytes
— Ethernet Frame size = 64 bytes
— B BEH (TpF 4 ) overhead—’L ¥=2f B = 84 bytes

° 1|\/|bpS T B E‘] F

41 1560 pps SYN

— 100Mbps => 156 000 pps SYN
o © R ° B < IMixP FF2 U
— 500Mbps = > 780,190 pps SYN

° 4:)’7r§]zb)rk|%ﬂ‘-ﬂi'/z g

o — AT &% % «h New Session/s = %> % &

62



R
— 100 Mbps
 ~ 156,000 pps
— 1000 Mbps
« ~ 1,560,000 pps
— 10Gbps !1?

o 12121217217
ST AR5 2 A
B S &

— CPU

— NIC

F I

— Linux

— UNIX-based
— Windows

63



gw 3 % fL FT?II? ﬁi

o RIFFR B

— On Linux 2.6 kernel
— Intel chip NIC
— — & Thinkpad X220

2% 1,000,000 pps

64



RFC 4987

« TCP SYN Flooding Attacks and Common
Mitigations
— Filtering
— Increasing Backlog
— Reducing SYN-RECEIVED Timer
— Recycling the Oldest Half-Open TCB
— SYN Cache
— SYN Cookies
— Hybrid Approaches
— Firewalls and Proxies




Attack Tools

http://www.packetstormsecurity.org/

Before WInXP spl

— hping
— HGod

— Using WinPcap

Linux

— tin/tin2k

— juno.c

— synk4.c

— netflood.cpp
— dOs.pl



e CAWIN DO WS syrstermn ¥ 2 md exe

HUC DoS Tool UB.51
Welcome to httpzs-wnmmr.cnhonker.com

hgod <Target?> <StartPort[—-EndPort]iPortl. Port2. Portd...>» [Optionl
{Target> Flooding Host IPiHosztname.
“StartPort > Flooding Host Port. Port Hum must <168.

[Dption:1]

—a:AttackTime The Time{minute} of Attack. Set B for Always. Default is BA.
—h:Packsi=e The Si=ze of Packet. for UDPAICMPAIGMF Mode. Default iz 1H@HHA.
Set B to Random.
—d:Delay Delay of Send Packet,. for UDP-ICHP-IGHMP HMode. Default is 18ms.
—1:S5peed Your Metwork Link Speed{?M>. Default iz 1HHAM.
Set B to no Restrict Mode, Set >188 to Horror MHode.
—m:-Hode Attack Mode, Use S¥WAs-DrDoS-UDPAICHP-IGHPF. Default iz SYH.
—n = MHum Only for SYWNAsDrDofS Mode. Change SourcelP. Set Mum to 1-65535.
—p:SourcePort Set SourcePort,. Defauwlt i= Random. DrDoS Hode mast he =set.
—sz SourcelP Set SourcelP, Default iz Random. DyDof Hode mast be set.
—t :iThread The Threads Mum for Flooding. Max is 188, Default iz 5.

Z:~>"A




DDOS 1 E #41] &

File(E} Functons{M)} Setting(l} Help{H)

Cnline PC DDos permit DDOS  ShellDDOS Tran View Update IP Setting Buildserver  HomePage Exit

Common WEE Mttack: Speical Atack: Combine Attack: Mew Attack:
[01]5YM Flood  [0ZHICMP Food [07INoCache Get Flood  [10]JCG Game Attack [1315YM+UDF Flood [16]Fin_Wait1 Attack
[03JUDF Flood  [MJUDP Small Size  [0BJCC Attack Mutation  [11]Route Attack [T14JICMP+TCP Food [17]Fin_Wait2 Atack

[O5]TCP Food [D]TCP Mult-Connect [OSJHTTP GET MWothing  [12]Smart Auto Attack  [15]UDP +TCP Connect [18]Established Attack
se Selected PCs{Taskd)

Target:  http:/Awww target .comysshow aspTid=123 ™ Mew connect PCs auto attac
Por: 80  Atack Type: (08 (gThread 10 & Mum100 =] Speed: 50 & [ Use Selected PCsto Attack [
Auto Select PCs{Task 1-6)

Type: [03 (g Thvead: 10 22 Num: 100 2 Speed 50 5] Target www target!.com E I oo [
Type: |03 ﬂ_Threau:I: 10 : Num: 100 ': Speed 50 : Target www target?.com Port: 80 |_w-£—_l
Tvpe: ﬁB aThread: 10 : Mum: 100 : Speed B0 :, Target www target3.com Port: 20 |wﬂ—l
Type: |03 eThread: 10 : Mum: 100 : Speed B0 :, Target www targetd.com Port: 20 |w£—l
Circle CC AMtacki{Task5)

Wildzard Ud:  http:/Aewew target .com/showlist. aspFid=1386256306 Change Param: 11 - 132 m
Port: a0 Thread: 10 [5] MNum: 100 ]  SendSpeed: 50 [5] [T Use Selected PCsto Attack (SN

Mote: Use wildcard "d" to replace the number in URL you want to change by step 5o bots can cinculation visit these LIRLs.
Target should be IP,DMS and URL.CC Atack&Circle CC need URL as target.



@' OuTian-NE
cutian@uTian-NB[~] $ ./ficpfld
Usage: .ftcpfld [-h] [-c count] [-d delay] [-F Flags] [-p DSTPORT] [-s SRCADDR] [-v 0OI1]

[-z size] DSTADDR

send number of count packets
interrupt after sending delay packet
specify tcp flags [uaprsi]
show this help
numbers of process
-p DSTPORT specify destinatien pert in tcp header , default 1s 30
-5 SRCADDR specify scurce address in ip header ( 0 = random ) , default is O
-v display packets per second
-W wait for usec when delay , default is 1000

-z silze packet size in bytes ( content will be random generated ) , default is O

Auther - OuTian <outi1an®mail .cutian.nei>
cutian@uTian-NB[ ~ |




Active Internet connectlons (servers and established)

Proto Becv-Q Send-Q Local Address Forelgn Address

tcp 0.0.0.0-32306 0.0.0.0:*

tcp 192.1468.147.130:80 24.94.203.20:-84629
tcp 192.168.147.130:-80 151.32.115.246-43190
tcp 192.168.147.130:-80 16.34.67.178-7744
tcp 192.168.147.130:80 200.3.105.137:-51444
tcp 192.1468.147.130:80 177.186.62 .46-17202
tcp 192.1468.147.130:80 123.76.200.146-53794
tcp 192.1468.147.130:80 174.233.75.236:-30221
tcp 192.1468.147.130:80 59.183.237.112-42075
tcp 192.168.147.130:-80 $9.41.16.109-24219
tcp 192.168.147.130:-80 119.51.91.151-28644
tcp 192.1468.147.130:80 167.188.6.1:-545848
tcp 192.1468.147.130:80 109.22.170.117-57552
tcp 192.1468.147.130:80 208.187.191.200:-55479
tcp 192.1468.147.130:80 72.219.71.145:-45773
tcp 192.1468.147.130:80 17.183.127.93:-9103
tcp 192.168.147.130:-80 212.208.248 .70:-14531
tcp 192.168.147.130:-80D 126.78.214 . 56-21647
tcp 192.1468.147.130:80 74.76.146.207:-39207
tCp 192.168.147.130:-30 158.112.80.142-37985
lines 1-22

oo ooooOoOoOoooOooooOoooo
oo ooooOoOoOoooOooooOoooo




ACK/RST Flood

g KR %~ g éﬁACK/RSTiﬂL
Firewall ~ Proxy ~ L4 ~ s iz @ 2 8 » #-Z
#FF A £ 2_Session Table ) 2 A 5 pihid
APl ¥ & RST (2 Drop #t# )

3 % —

— R R G AL T3
— i Outboundﬁg LA

43 8, —

— Stateful 3 & (&4cfr V3 ) € 2 &Dropit#



UDP/ICMP Flood

Bag K Rw iZ <~ £ UDP/ICMP 4t &

7 B N A% Bl 34 ¢ shoverheadi
TCP: M » txdte FiEF AP P 5 5 %
!

s P eh— 8 P RAE R A

— 1 Firewalls* ACLIF# iEim 3t

— PSSkt ¥ LT 2 4t e

— 3% % QOS*14|PPS



UDP Flood

@ [afr TUDP#EIT T aS 2.1

ol el |
—HEUDPE T () P RA AR ET =lnEE g (E

o BT
=

=l
t T BTN R RGO F AR I RE Dt

BRI DPI & (fE fa) PR CERR S s <15

e | INUX

— pktgen (kernel module)
— Scapy
 http://www.secdev.org/projects/scapy/



Fragment Packet Flood
. )’?z;—: e Fo s 0 F | ie BT E

_ ;zg_;};s;»,d ?L;L p\ Hrt %:;Jfb ¢



3 9 3 % s

o ¥ % e+ 2 F F 5H ;N & (Distributed
Reflection DoS, DrDoS) : d &% i3 % 2
Isz— N Ae o Bd B é :f-rwf‘&jcﬁﬁ%?

<
Eg
i

J, T
Y
ke
ok 2

— DrDoS
— DNS/NTP Amplification Attack



Fraggle
o i KR > % :x udp 3¢ I Broadcast
Address

— port 7 (echo)
— port 19 (chargen)

7 Je Fx "Lr)a B EHRe v BEUDPite 3 450
?Bﬁ’ ® e RLR
— p @ Firewall ¥ ¥ #F#

— Internet }+ % #Router’s = 7 # % P & 5 Broadcast
Addressz_#t = (no Ip directed-broadcast)

— B B 3% UDP JRix



Smurf

o i Kk - %% icmp echo-requestits %
Broadcast Address
‘J%f‘ TR :t*g v J&icmp echo-reply 3¢
& X ArITH P 1@ M e B
c LR -
L Flrewall e §

— Internet } 7 #&Router’s ¢ 7 # % P # 5 Broadcast
Addressz 3t (no Ip directed-broadcast)

— B wmWindows ¢ :z 3 7 v & ICMP Broadcast %t ¢

— Linux A8 %8s ¥ 2 v R
(net.ipv4.icmp_echo_ignore_broadcasts)



Distributed Reflection DoS

B 5 A * AL
5% %R TR e
et b et d

AL s

BGP 1’59&5‘_

e (S W

o ) W
<

%)E% Z‘U"‘]‘
e T ook
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Smurf 7 %, B

AttaCkeE
ICMP_ECHO_REQ

Source: Target
Destination: 10.1.1.255

MP_ECHO_REPLY
ource: 10.1.1.% 31 %
ination: Target



B % %% DNSENTP

Root Servers

.com Mamespace

. 4
- a2 -
e -
g ?:i 274 ns.alibaba.com.cn
-
se¥ e o e (Compromised DNS Server

Step 4
Answer: | don't know but .com
NameSpace should have the _ 1y

answer P

v

Open DNS Servers

Step 3 with TXT record)

Question: where can |
find the IP Address of
big alibaba.com.cn?

o

____________.P

Primary DMNS Server of
big.alibaba.com.cn

Not authoritative for
big.alibaba.com.cn

ns.bjtu.edu.cn User's Primary DNS Servers

(Recursion Allowed) -
Victim's Server
Step 2 -
Question: what is the IP = _7
Address of -
big.alibaba.com.cn?
Please reply to

WWW7_mir gov.cn

www7 _mir.gov.cn
(B LE245)
pce.bjtu.edy.
(b FREAE)

Sends signal to

FCs) activate Bots

Attacker



00:00:42.847373 IP 140.113.114.1.32799 > 182.140.167.189.53:
00:00:42.847388 IP 140.113.114.1.32799 > 182.140.167.189.53:
00:00:44.022380 IP 140.113.114.1.32799 > 18@.153.162.150.53:
00:00:44.022398 IP 140.113.114.1.32799 > 18@.153.162.150.53:
00:00:44.022432 1P 140.113.114.1.32799 > 182.140.167.166.53:
00:00:44.022442 1P 140.113.114.1.32799 > 182.140.167.166.53:
00:00:44.022502 IP 140.113.114.1.32799 > 182.140.167.166.53:
00:00:44,022503 IP 140.113,114.1.32799 > 182.140.167.189.53:
00:00:44,022515 IP 140.113,114.1.32799 > 182.140.167.166.53:
00:00:44,022515 IP 140.113,114.1.32799 > 182.140.167.189.53:
00:00:44,022555 IP 140.113,114.1.32799 > 182.140.167.189,.53:
00:00:44,022557 IP 140.113,114.1.32799 > 182.140.167.189,.53:
00:00:44.022571 IP 140.113.114.1.32799 > 182.140.167.189.53:
00:00:44.022572 IP 140.113,.114.1.32799 > 182.140.167.189.53:
00:00:44.023270 IP 140.113.114.1.32799 > 182.140.167.166.53:
00:00:44.023280 IP 140.113.114.1.32799 > 182.140.167.166.53:
00:00:44.023340 IP 140.113.114.1.32799 > 182.140.167.166.53:
00:00:44.023341 IP 140.113.114.1.32799 > 182.140.167.166.53:
00:00:44.023352 IP 140.113.114.1.32799 > 182.140.167.166.53:
00:00:44.023353 IP 140.113.114.1.32799 > 182.140.167.166.53:
00:00:44.023405 IP 140.113.114.1.32799 > 132 140.167.166.53:

00:00:44.023419 42 ‘
00:00:44.02348
00:00:44.02348
00:00:44.02349

00:00:44.023497 IP 140.113.114.1.32799 > 180.153.162.150.53: 53616 A? ir“liszkﬁ.m.im??ﬁ.cm. iMi

33735 A? cdyhcdov.ww.game?76.com, (42)
46431 A? cdyhcdcv.www,game?776.com. (42)
27987 A? olwrmbenktwvul .www.game776.com.
16001 A? olwwbenktwvul .www.game776.com.
58339 A? mraf.ww.game?76.com, (38)
579 A? mraf.ww,game776.com. (38)
50210 A? elabct.www.game?76.com, (4@)
59774 A? grwfupgzwtmb ,.www,game?76.com, (46)
2966 A? elabct.www,gome?76.com, (49)
522 A? grwfupgzwtmb ,www,game776.com, (46)
33715 A? chargtabgpcjyrgr.www,game776.com. (50)
39252 A? clkvejijgbmxozcx.www,game776.com. (50)
4954 A? chargtabgpcjyrgr.ww.game?76.com, (50)
37047 A? clkvejijgbmxozcx.www.game776.com. (50)
47666 A? chuxohah.www.game?776.com. (42)
7365 A? chuxohah,ww,game?76.com. (42)
1007 A? itujqrmdylupkt.www.game7?76.com. (48)
61675 A? knkvctmx.ww.game776.com, (42)
38398 A? itujqrmdylupkt.www.game7?76.com. (48)
17491 A? knkvctmx.ww.game?776.com. (42)
39355 A? gnnlwvnruhyd WINW . gnwe??ﬁ com. (46)
10 . 22228 com. (46)

. (44)
. (44)
. (44)

(48)
(48)
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..vbDNS%I -—-%

r

£ Capturing from BRI (port53) [Wireshark 1.10.8 ¢ 1.10.8-2-g5225244 from master-1.10)] = EcR ==
Fle Edit Miew Go Capture Analvee  Statistics Telephony Tools Internals  Help
oo dmy BEXZ A¢s0T2(EF QAQan #DB % B
Filter: Expression... Clear Apply Save
Mao. Time Source Destination Protocol Length Info 2/ T
i 172 198.133 INS 87 standard guery 0x0001 ,a:] . "?
2 0.000338001?2.25.198.133 1?2.25.198.202 DM= J andard guery respon
3 0.00192400172,25.195. 202 172.25.198.1353 DMS 72 Frandard guery 0x0002 ANy small.com.cn
4 0.00343700172, 25,198,133 172.25.198, 202 DM 554 Srandard guery response 0x0002 A 172.25.1

4 | LI

F Frame 1: 87 bytes on wire (696 bits), 87 bytes captured (696 bits) on interface 0
# Ethernet II, sre: vmware c8:dc:fa (00:0cC:29:c8:dc:6a), Dst: vmware el:62:8a (00:0c:29:el:62:8a)
@ Internet Protocol Version 4, sSrc: 172.25.198.202 (172.25.198.2020, Dst: 172.25.198.133 (172.25.198.133)
[ User Datagram Protocol, Src Port: 54096 (540960, Dst Port: domain 530
E Domain Mame System (guery)
[Response In: 2]
Transaction ID: O0x000L1
[ Flags: O0x0l00 standard gquery
ouestions: 1

4 m 3
0000 00 0cC 29 el A2 Ba 00 0cC 29 C8 dc 6a 05 00 45 00 A < TR T T =N

0010 00 4% Q0a 3d 00 00 80 11 00 00 ac 1% cé ca ac 19 P

Qozo  ¢6 85 d3 50 00 35 00 35 &5 <9 00 0l 01 00 00 01 T T T

0030 00 00 OO0 00 00 00 03 31 33 33 03 31 39 38 02 32 ....... 1 33.198.2

0040 35 03 31 37 32 07 69 6e  2d 61 64 &4 F2 04 61 F2 5.172.14n -addr. ar

[aTal-Nal T e T AT T P W B | [t

) @T ®iziEER: <live capture in progress= File: ... | Packets: 4+ Displayed: 4 (100.... | Profie: Default

»

|.m

1




EDNSO

o 1B %L DNS UDP 3¢ w & *24] 512 bytes

e DNSSEC Z & p »#ci> & F » F|p T &
* EDNSO > #- UDP #t# F *U3E B 1
4,096 bytes -

o i ¥ #® * TXT Record# » » 1 * query
ANY rc #



B 17225198133 - SR HHEE

Wireshar

H

& Capturing from LSRR (host 172.25.198.135 and notarp)  [Wireshark 1.10.8 (v1.1 0.8...

File Edit Wiew Go Capture Analyze Statistics Telephonz Tools Internals Help
ing BRpxXxZ acesaTLEEQaan @88 %
Filter: Expression... Clear Apply Save

Mo, i Destination

Qoo0 00 O0c 29 g1 /2 Ba 00 0c 29 ha Gd I - T

0010 04 2h 24 44 01 72 80 11 2bh cC ac 48D+

0020 ¢/ 85 49 43 4b 4¢ 4d 4 4F 50 51 L CIJELMN OPQRSTUW
Q030 57 58 5% 5a <O Oc Q0 10 00 01 00 WATZE. ..

0040 fd 31 32 32 33 34 35 36 37 38 39 1223456 FEQQABCD
0G0 45 4/ A7 AR 46 d4a dh Ac  4Ad 4. aF FEGHT K| MRNOPORST

Frarne (1085 bytes) | Reassembled IPvd (4007 bytes)

.t.g LL#F]: =live capture in progress= File: ... | P... | Profile: Default




DNSsz# £ #-ANY 3% % 1%

; global options: +amd
; Got answer:
; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 31697
flags: gr rd ra; QUERY: 1, ANSWER: 11, AUTHORITY: @, ADDITIONAL: @

3 QUESTION SECTION:
swradish. com.

;3 ANSWER SECTION:

wradish . com. IN ns19.domaincontrol.com. dns.jomax.net. 2014942218 28800 7200 6B4300 600

wradish.com, IN A 50.63.202.55

wradish.com. IN MX @ smtp.secureserver.net.

wradish.com, IN MX 10 mailstorel.secureserver.net,

wradish.com, IN NS ns19.domaincontrol .com.

wradish.com, IN NS ns2@.domaincontrol.com.

wradish.com. IN T "test test teststtest test teststtest test teststtest test teststtest test teststtest test teststtest test teststtest test teststt
est test teststtest test teststtest test teststtest test teststtest test teststtest test teststtest test teststtest test tests" "ttest test teststtest test teststtest test testst
test test teststtest test teststtest test teststtest test teststtest test teststtest test test test teststtest test teststtest test teststtest test teststtest test teststtest tes
t teststtest test teststtest" " test teststtest test teststtest test teststtest test teststtest test teststtest test teststtest test teststtest test teststtest test teststtest te
st teststtest test teststtest test teststtest test teststtest test teststtest test teststtest test teststtes" "t test teststtest test test test teststtest test teststtest test te
ststtest test teststtest test teststtest test teststtest test teststtest test teststtest test teststtest test teststtest test teststtest test teststtest test teststtest test test
sttest tes" "t te"

wradish.com. 3053 IN T "asdfasdfasdfasdf asdfasdfasdfasdf asdfasdfasdfasdf asdfasdfasdfasdf asdfasdfasdfasdf asdfasdfasdfasdf asdfasdfasdfasdf asdfasdfas
dfasdf asdfasdfasdfasdf asdfasdfosdfasdf asdfasdfasdfasdf asdfasdfasdfasdf asdfasdfasdfasdf asdfasdfasdfasdf asdfasdfasdfasdf " "asdfasdfasdfasdf asdfosdfasdfasdf asdfasdfasdfasd
f asdfasdfasdfasdf asdfasdfasdfasdf asdfasdfasdfasdf asdfasdfasdfasdf asdfosdfosdfasdf asdfasdfasdfasdf asdfasdfasdfasdf”

wradish.com. 30853 IN T "trtttttttttttyyyyyyyy tttttttttttttyyyyyyyy tttttttttttttyyyyyyyy tttttttttttttyyyyyyyy tttttttttttttyyyyyyyy tttttttttttttyyyyyy
yy tttttttttttttyyyyyyyy tttttttttttttyyyyyyyy tttttttttttttyyyyyyyy tttttttttttttyyyyyyyy tttttttttttttyyyyyyyy ttttttttttttt” "yyyyyyyy tttttttttttttyyyyyyyy tttttttttttttyyyyy
yyy tttttttttttityyyyyyyy tttttttttttttyyyyyyyy tttttttttttttyyyyyyyy tttttttttttttyyyyyyyy tttttttttttttyyyyyyyy tttttttttttttyyyyyyyy tttttttttttttyyyyyyyy tttttttttttttyyyyyyy
y tttttttttttttyyyyyyyy thtt" "tttttttttyyyyyyyy tttttttttttttyyyyyyyy tttttttttttttyyyyyyyy”

wradish.com, 30853 IN T "hkhkhaksdfhasdhfasdfhal sdfhkhkhaksdfhasdhfasdfhal sdfhkhkhaksdfhasdhfasdfhal sdfhkhkhaksdfhasdhfasdfhal sdfhkhkhaksdfhasdhfasdfhalsd
fhkhkhaksdfhasdhfasdfhal sdfhkhkhaksdfhasdhfasdfhal sdfhkhkhaksdfhasdhfasdfhal sdfhkhkhaksdfhasdhfasdfhal sdfhkhkhaksdfhasdhfasdfh” "alsdfhkhkhaksdfhasdhfasdfhalsdfhkhkhaksdfhasdhfas
dfhal sdfhkhkhaksdfhasdhfasdfhal sdfhkhkhaksdfhasdhfasdfhal sdfhkhkhaksdfhasdhfasdfhal sdfhkhkhaksdfhasdhfasdfhal sdfhkhkhaksdfhasdhfasdfhal sdfhkhkhaksdfhasdhfasdfhal sdfhkhkhaksdfhasd
hfasdfhal sdfhkhkhaksdfhasdhf" "asdfhalsdfhkhkhaksdfhasdhfasdfhalsdfhkhkhaksdfhasdhfasdfhal sdfhkhkhaksdfhasdhfasdfhalsdfhkhkhaksdfhasdhfasdfhalsdfhkhkhaksdfhasdhfasdfhalsdfhkhkhak
sdfhasdhfasdfhal sdfhkhkhaksdfhasdhfasdfhal sdfhkhkhaksdfhasdhfasdfhalsdfhkhkhaksdfhasdhfasdfhalsdfhkhkhaksdfh" "asdhfasdfhalsdfhkhkhoksdfhasdhfasdfhal sdfhkhkhaksdfhasdhfasdfhalsdf
hkhkhaksdfhasdhfasdfhal sdfhkhkhaksdfhasdhfasdfhal sdfhkhkhaksdfhasdhfasdfhal sdfhkhkhaksdfhasdhfasdfhalsdfhkhkhaksdfhasdhfasdfhal sdfhkhkhaksdfhasdhfasdfhal sdfhkhkhaksdfhasdhfasdfha
1sdf”

wradish.com. 3053 IN T "asdfasfwerwer234234234 asdfasfwerwer234234234 asdfasfwerwer234234234 asdfasfwerwer234234234 asdfasfwerwer234234234 asdfasfwerwer2
34234234 asdfasfwerwer234234234 asdfasfwerwer234234234 asdfasfwerwer234234234 asdfasfwerwer234234234 asdfasfwerwer234234234 as" "dfasfwerwer234234234 asdfasfwerwer234234234 asdfa
sfwerwer234234234 asdfasfwerwer234234234 asdfasfwerwer234234234 asdfasfwerwer234234234 asdfasfwerwer234234234 asdfasfwerwer234234234 asdfasfwerwer234234234 asdfaosfwerwer234234234

+3 Query time: 22 msec

;3 SERVER: 8.8.8.8#53(8.8.8.8)

3 WHEN: Tue Nov 25 12:03:35 2014
33 MSG SIZE rovd: 3798

1-167-189-114 :: - » I




Open Resolver Project

{Z Open Resolver Project - Windows Internet Explorer ol
' = [N o depemmalveprmgetony =1 [8][](x] BB
ﬁﬁ@ BEE wHO EREEW IBM HRAM

EMRE L

"y Open Resolver Project - >

Open Resolver Project

Open Resolvers pose a significant threat to the global network infrastructure by answering recursive queries for
hosts outside of its domain. They are utilized in DNS Amplification attacks and pose a similar threat as those
from Smurf attacks commonly seen in the late 1990s.

We have collected a list of 32 million resolvers that respond to queries in some fashion. 28 million of these pose
a significant threat (as of 27-0OCT-2013). Detailed Histary and Breakdown

Check my IP space

Search my IP space (eg: 192.0.2.0/24 - searches "larger"” than /22 will be rejected): |1 18.169.4.144 o

ipvd-heatmap of 20130519 data heatmap archive

What can | do? If you are in the security community:
If you operate a DNS server, please check the Please contact dns-scan /at/ puck nether net for
settings. access to raw data.

Recursive servers should be restricted to your Additional Information

enterprise or customer IP ranges to prevent abuse.
Directions on securina BIND and Microsoft Informacdes em Portuaués =l




DrDOS & # NTP

06:44:26.741649 TP x.x.x.x.123 > x.x.x.X.80: NTPv2, Beserved, length 440
Og:44:26.741678 IP x.¥X.X.x.123 > x.x.%x.x.80: NTPvZ, Reserved, length 440
06:44:26.741738 IP x.x.x.x.123 > x.x.x.xXx.80: NTPv2, Beserved, length 440
Og:44:26.741751 IP x.¥X.X.x.123 > x.x.%x.x.80: NTPvZ, Reserved, length 440
06:44:26.741763 IP x.x.x.x.123 > x.x.x.X.80: NTPv2, Beserved, length 440

Figure 19: Traffic snippet of an NTP attack that targeted a security company

SJC LON HKG DCA
Peak bits per second (bps) 35.00 Gbps 80.00 Gbhps 26.00 Gbps 55.00 Gbps
Peak packets per second 9.00 Mpps 19.00 Mpps 7.00 Mpps 15.00 Mpps
(PPS)

Figure 20: Attack metrics from each of four scrubbing center location for the attack against a security company



DrDOS UDP 23z = ¥t &

Bandwidth Amplification Factor Vulnerable Command
DOMS 28 to 54 see: TA13-088A [4]
MTF 5569 see: TA14-013A [5]
SHMPv2 6.3 GetBulk request
MetBIOS 38 Mame resolution
S5DP 30.8 SEARCH reguest
CharGEN 358.8 Character generation request
QoTD 140.3 Quote request
BitTorrent 3.8 File search
Kad 16.3 Peer list exchange
Quake Metwork Protocol 63.9 Server info exchange
Steam Protocol 55 Server info exchange

https://www.us-cert.gov/ncas/alerts/TA14-017A
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How to Exploit BitToment for--+ x

| € | @ thehackemnews.com/ 201 Sbitiorrent-dos-stisck himl cllass

B A e

(@ Disable- K Cookiss # C38- [ Forms- (B Imsges @@ Informstion- [0] Miseellmeonss 7 Outline- &7 Resizer € Tools- B8 View Source- || Optinns o §

How to Exploit BitTorrent for Large-Scale DoS =
Attacks

Suwday, August 16, 2015 - Mohit Kumar

41| 124 m 1594 W Tweet 477 [ Share 30| Eeicsili @ 2573

BitTorrent
KN E %ﬁﬁgﬂ"ﬁ%&
(50~1207%)

BitTorrent Can Be Exploited for DoS Attacks

Aflaw discovered in several widely used BitTorrent applications, including uTerrent, Vuze and Mainfine,

could be used to carry out a devastating distributed denial of service (DDo5) attack that makes it very easy

K

for a single undetectable hacker to bring down large sites.



DoSeisc# P

© PP HRF MK A
o B PR PRAR R
— #f F )" 42 (Bandwidth Depletion)
— + 3£ 32 & (Disrupt connection)
o 4TH PR A PRFfE S
— 7R 4~ (Resource Depletion)
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Teardrop

o B2 EHFEHNTCP e » # P &
J ¥ £ &3¢ aabugm Crash

£S
e

\

o p @ Firewall & ¥ 4F#& ~ g 2 31]Server
<7 B, %%
7‘ )\‘E/-—‘gg
. g;_g_rs_l -

—Windows 3.1 ~ 95 - NT
— Linux kernel < 2.0.32 ~ 2.1.63



Teardrop 7+ & @

Teardrop Attack

M=1 |Fragment Offset=1400

M=1 means More fragmentls are expected

FO=1400 means this packet's data are to
be inserted starting at the 1400 byte
position

M=0 |Fragment Offset=1300

M=0 means no more fragments are expected
FO=1300 means this packet's data are to be
inserted starting at the 1300 byte position
which overlaps the previous fragment’s
position




Fragment Flags

I3l NVIDIA nForce MCP Network dapter Dirdver: Captoring - W

File Edit View ©Go Caphue Analvee Stefistics  Telephony  Tools  Help
e o | golacconTi(aEBlaaan|[ s |

* Eupresson.. Clear Applr

| Source | Destnation |Pr0b3cal| Info |£I
) ] i 15 i 1.7 Fragmented IP protocal (proto=ICMP X

2 0.000017 192 168 16 2 168 95 1.1 IF Fragmented IF protocol (proto=ICMP Ox0L, off= 1480 ID_SdBBJ
3 0.00002% 192.168.16.2 168.95.1.1 IF Fragmented IFP protocol (proto=ICMP Ox01, off=2960, ID=5d83) _:J

F Frame 1 (1514 bytes on wire, 1514 bytes captured)
@ Ethernet II, sr¢: 00:17:31:5e:d3:ae (00:17:31:5e:d3:ae), Dst: 00:0c:20:14:12:c0 (00:0cC:20:14:12:£9)
E Internet Protocol, Src: 192.168.16.2 (192.168.16.20, Dst: 168.95.1.1 (168.95.1.1)
version: 4
Header length: 20 bytes
# Differentiated services Field: 0x00 (psCP Ox00: pefault; ECH: 0x000)
Total Length: 1500
Identification: Ox5d83 (23939)
= Flags: 0Ox0l ¢More Fragments)
0.. = Reserved bit: NOt Set
L0, Don't fragment MOt Set

Fragment offset:

Time to Tive: &4

Protocol: ICMP (Qx0L)

Header checksum: 0x7d23

Source: 192.168.16.2 (192.168.16.2)

cestination: 165.95.1.1 (165.95.1.1)
F Data (1480 bytes)

()| Frame (frs.me), 1514 bortes | Packets: 55 Displayed: 55 MSIk.Ed 0 rofile: Defanlt v




Land

o ¥ 11 Source/Destination IP ' 5 P &4
TCP SYN & » & F 1‘%%5’]% %éfrg A w B
M %E’;_-mCrash

a- Firewall # 7 ff# -~ ¢ & 3]Server=
420

&
.
| 4

/
/
N7

TR

/
/
/

g
7
7

-mb,&)‘%ﬁ' }]\
|y

— AIX 3

— FreeBSD 2.2.5

— |IRIX 5.3

— NetBSD 1.3

— Sun0S4.1.4

— Windows 95 ~ NT



Ping of Death

o 7% £ B 4Z1F 65535 bytes 2. ping 3t ¢

o SiF LrouterpF o d AAZIEMTU > 3o A7
1) 4 vE

s B PARP B £ “E'J?E-i‘ d AT Ag i
T H - e nE BT %yzCrash

+ £ 1097-1098 & [ » “7§ S0S = i 1

Flrewall TV AFE ~ iR D] Servert



Apache Killer i3~ 2

2 4172 & § 4 Range Request

GET/ HTTP/1.0
‘Host: default

- Accept-Encoding: gzip
Range: bytes=0-,5-0

PR B w i 206 Partial Content » B
2% 5003 et 33 L

& Patch g2, # IR B R ™ & 200 OK
) kLB g £ TR R

i B
K
B
2zt
i A



ApacheKiller

o ITH &

— http://lwww.hackersgarage.com/apache-killer-
denial-of-service-flaw-in-apache-
webserver.html

o IS R

— http://marc.info/?l=apache-httpd-

dev&m=131418828705324&w=2
e B Apache F = ¢ iz 1 338> 2 { 73
2.2.21



IS HTTP.syssz #
IR IS EELRHTTP.sysEL i > —

_L.

g

LH

Ping i 2Lt » SANSZELIEG AT
R EHY = AN TG ik

Mission and .
National Cyber Awareness System

ML EERGERIEEV ulnerability Summary for CVE-2015-1635
government = .

repository of Original release date: 04/14/2015

standards Last revised: 04/15/2015

based Source: US-CERT/NIST

vulnerability

management Overview
data. This data
enables
automation of

HTTP.sys in Microsoft Windows 7 SP1, Windows Server 2008 R2 SP1, Windows 8,
Windows 8.1, and Windows Server 2012 Gold and R2 allows remote attackers to
execute arbitrary code via crafted HTTP requests, aka "HTTP.sys Remote Code

vulnerability Execution Vulnerability.”
management,
security Impact
measurement, cygg Severity (version 2.0):
and compliance
(e.g. FISMA). CVSS v2 Bas ,
= A% I 38 2
esource Impact Subs - 5 N I =+
Status =
Exploitability

H:%;;E:in’: CVSS Versiol (-;l— -& ﬁi . )
2015/05 — e s * % > 1 #7




MS15-034 /CVE-2015-1635

+¥tMicrosoft IIS 7. 5 64 bitserpng## & i 4 3F 2
Range%%,g (60 g ) ek

£

g ]

— Range: bytes=24688-18446744073709551615

— = qya ]38 ~ 4294967296 3|18446744073709551615
B enfieT SR g #  77 2132~264-1

— 127p] % 64 bits x st¥ftpng=handlerit * 7 32bitsik A& &7
A2 5

— LA R3EL

2014/12 — Heac/Citrixz 3

2015/05 — pcicsd # % > L &7



DoSenrc# p

o FLEL P T R G
o B P HRFRIE R
— 47 % 42 (Bandwidth Depletion)
— * #:4 5 (Disrupt connection)
o TP RO {8 PRIXAR S

— 33 217 ¥ (Exploitation




3 I & BT R 4

o e s
— TCP Connect Flood
— Zombie Connection

— SSL Flood

—HTTP Flood
— Application Flood



TCP Connect Flood

T2 IXFE Rk B %WR%’Z»% o

- TCPg & ~ -+ & @4& hals I IR

% LE B

%/ 1 iaf] SRR ARZ
G A =Rl PF»ZZ‘:%% Il

1P ;U —

— Firewall/IPS — *34| PR 722 Connection Per Second

— Y& timeout p= &

— T DA CPSZ kRIedE

— MWt AT 2. Proxy/L4 3K % A E 2 m
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Zombie Connections

WA E2ZxFERR P EE TCPiM
’ _j_"_ ﬁ]{ﬁ’?ﬂ: j‘g I,E—j’:h_@%ﬂ% 7 %2"’
PRI A /A8 B-7F) Session Table 4t /%
AERE FE B~ mF IR

— Firewall/IPS — *24| e — IP z_ ¥ & s #ic

— 452 idle timeout p*

— TPEINAE R S ARPR R E B

— Waki RAF 2. Proxy/L4 X A F A sE g s

3
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DNS Query Flood

o Peig % EDNSHE > e+ A TR 4
e SR L VTN

Victim

—

& 192168301 - EEgEsg = | =

i Windows TiEERS H=1E
WEE REO WA HBH)

WA | R | R TOE | mEaohae | 8RS |

—packet 100800

chat |ENMNS CPU Emm cru mmiﬁ
FrICRe R ik
e ME)
R 4095 Eﬂ]’ﬁ:ﬂ 14076
2 567 TTEE 480
A 687 RRITEE A 41
#ER 127 ﬁ_ﬁm 28010331
EREF | & T . 2406 /8189
|IE am = Iy SRR *EF..{%E.M (ME) dbidivec?
76
- llll g N ol IR )
251 Erdcath CPU (ERE 64 % FAEICEN o
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Application Flood

o A E 2 3TH R KPR ETiE
Rz %75

o I K- 7 ‘%éfr/%@ﬁ—’ﬁi‘_&;%‘#ﬁ
’ﬂr—g N —,’:E/é?PF»ffZ‘

— SSL Flood

— HTTP Flood

— DNS Flood

— LOGIN/DB_QUERY Flood




HTTP DoS

GET with unended request
— ex: Slowloris

POST with unreached body
— ex: OWASP HTTP Post Tool

HTTP Flood
CCic#
— Proxy
— iframe



& ¥ 0 HTTP GET

 GET /HTTP/1.1\r\n]

| Accept: */*[\r\n]

. Accept-Language: zh-tw[\r\n]

. User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 5.1) [\r\n]
. Accept-Encoding: gzip, deflate[\r\n]

. Host: www.google.com.tw[\r\n]

: Connection: Keep-Alive[\r\n]

—b» [\r\n]

@ 473 CRLFE AR 5 s R &



Slow HTTP GET

- B ¥ 2 HTTP Get Requesti$ & % i i 3 ok {7
"ﬁ%iCRLF[\r\n] AT F @ § 3 2CRLFZ % » PIRE ¢
Lt Requesty A& 0 F FLE g R
PR E T K EF *‘Lﬁ:%@]\ ABEFTR O BRERG A
mm ¢ % 2 S (IDLE Timeout) » 516 # %ri¥ JHTTP
Get Request:Header » ¥ # i# J:d 3 2 CRLF » ¥+
%?@%ﬁﬁ@ﬁo
T Y PR LS BThread » & % Thread:d %4 p 2.
EL ﬁ%&ﬁHeaderp\ R “ﬁ%@ﬁﬂ ) b LR PR B T #
WA o BB AR#H S Y L v (] 4-Apache siMax
Clientsz 7)) » PPREB - B et & iFigd A = = duf 4 o

a—

& AR TR AR 0 T i3 2 DOS -
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Slowloris

GET/HTTP/1.1

Host: www.google.com
Connection: keep-alive
User-Agent: Mozilla/5.0
X-a: baaaaaaa

X-a:
X-a:
X-a:
X-a:
X-a:

O O T T T



& ¥ 0 HTTP POST

POST /accounts/ServiceLoginAuth HTTP/1. 1[\r\n]
Host: www.google.com[\r\n]

Content-Length: 38[\r\n]

Connection: Keep-Alive[\r\n]

\r\n] :
Email=http.dos@gmail.com&Passwd= 123456[\r\n]

e 7 **post body ¥ # 1z 3] Content-Length:;
T L R



Slow HTTP POST

o — B ¥ =EFOHTTP POST Request® ¢ 41
Content- Length_g_ 4 ZPOSTa ~ 3k
 Web Server DL_CIlent#\ B2 Ak B o
EFEFEF B
— (1)4= 3|POST data+ & &2 Content-lengthz £ = & » &
- (Qup
2 2HTTP:g & ie » i IPOSTE ~ ik * @ 4
A ER PIRE ST Y R

113



OWASP HTTP Post Tool

POST /post.aspx HTTP/1.1

Accept: text/html, */*

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 6.3; Win64; x64)

AppleWebKit/537.36 (KHTML, like Gecko) Chrome/37.0.2049.0
Safari/537.36

Accept-Encoding: gzip, deflate
Host: 192.168.37.14
Connection: Close

(¥ A)d(# 2)= (¥ Aa(F4) ... ...



OWASP HTTP Post Tool

https://www.owasp.org/index.php/OWASP_HTTP_Post_Tool

(i HTTP attack version 3.6 (slow headers and s m O] x|
Test type and destination
Attack type §5|DW headers "l"'
URL http://targethost/test. html
Proxy
General parameters
Connections 400
Connection rate 20
Timeout (s) 100.0 [ ] Random
User agent Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.1
[ ] Diagnostics
Attack-specific parameters
[] Use POST (instead of GET)
PROACTIVE RISK Run attack Quit

115



HTTP Flood

o A E 2 I H KR HPARF ETF i HTTP
Request
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Evernote DDoS® #

{2 Erm B FEvernotelBDDoSH® R | FHF |iThome - Windows Internet Explorer I ]
m ~ [] et ithome com beine w8560 =] |§| |E| |£| |Ez|
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050,
" ASUS Solution Da
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. evernote ©

We're actively working to neutralize a
denial of service attack. You may
experience problems accessing your
Evernote while we resolve this.
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Default Max Connection

IS

Optional uint attribute.

Specifies the maximum number of connections for a site. Use this setting to limit the number of

maxConnections _ _ _
simultaneous client connections.

I The default value is 4294957295, I

« Apache

MaxClients Directive

Description: Maximum number of connections that will be processed simultaneously

Syntax: MaxClients number

Default: See usage for details

Context: server config

Status: MPM

Module: beos, leader, prefork, threadpool, worker

The MaxClients directive sets the limit on the number of simultaneous requests that will be served. Any connection attempts over the Maxclients limit will normally
be queued, up to a number based on the ListenBacklog directive. Once a child process is freed at the end of a different request, the connection will then be

serviced.

aabaa-taeaaricd servers

value is 258,

For threaded and hybrid servers (.g. beos Or worker) MaxClients resfricts the total number of threads that will be available to serve clients. The default value for
beos i5 50. For hybrid MPMs the default value is 16 (SexverLimit) multiplied by the value of 25 (ThreadsFerchild). Therefore, to increase MaxClients to a value

{l.e., prefork), MaxClients transliates into the maximum number of child processes that will be launched to serve requests. The default

b increase it, you must also raise SerxverLimit.

that requires more than 16 processes, you must also raise SexverLimit.

118
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HTTP Flood 1 E

ab (Apache Benchmark)
— http://httpd.apache.org/

JMeter

— http://jakarta.apache.org/jmeter/

Siege

— http://www.joedog.org/siege/

Microsoft Web Application Stress Tool

— http://www.microsoft.com/technet/archive/itsolutions/i
ntranet/downloads/webstres.mspx

.... Many tools
— http://lwww.softwareqgatest.com/gatwebl.html



http://httpd.apache.org/
http://jakarta.apache.org/jmeter/
http://www.joedog.org/siege/
http://www.microsoft.com/technet/archive/itsolutions/intranet/downloads/webstres.mspx
http://www.microsoft.com/technet/archive/itsolutions/intranet/downloads/webstres.mspx
http://www.softwareqatest.com/qatweb1.html

Low Orbit lon Cannon

Low Orbit Ion Cannon | When harpoons, air sirikes and nukes fails | ¥ 1.0.7.0

1. Select your target 2. Ready?

URL Lock on
P 168.95.1.1 Lock on

IMMA CHARGIN MAH LAZER

Selected target

68.95.1.1

3. Attack options
Timeout HTTP Subsite TCP / UDP message

5001 ! A cat is fine too. Desudesudesu~

80 M 10 I wait for reply |

k Threads == faster Speed slower=»

Attack status

D 'aE 0 ﬁmm idle Connecting Requesting Downloading Downloaded Requested Failed




H.O.1.C

o BHTTP GET# » 4 »Sg i R8> RA P EKRHF

e *

IN GEOSYRCHONOUS OREIT

Stabus

HIGH DREIT IO CANNOM
STANDING BY THREADS OuUTPUT TARGETS

HEHH HH@JF ! o e i 0 bytes + =
I0ON CANNON FIRE TEH LAZER!

g HOLC - [Target] ¥ . o ]|
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JS LOIC

JS LOIC

No need to download, install or setup anything - just click the button, sit and enjoy the show.

—Step 1. Select your target:
URL.:

http:f fwewnw. paypal.com)/

For current target see: http://anonops.net/

—Step 2. Ready?

IMMA CHARGING MAH LAZER

—Optional. Options
Requests per second:
Append message:

— Attack status:

Requested:

We need your help in support of wikileaks leave this page firing as long as you can. Don't worry if requests show as failed.
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o 4% XSS 2 4K
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CC %
¥
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[ 127.0.0.1:8080/wo.bugthe %

& - € [ 127.00.1:8080/wo.bug?host=datatext/htmi,1 L n @ KB

click-click
Hey, Super :1.5795025324377303: Mario!

O »Unsafe JavaScript attempt to access frame with URL http://127.8.8.1:8888/w0. bug?host=data:text/html,l from frame
with URL data:text/html,1. The frame requesting access has a protocol of '', the frame being accessed has a
protocol of “http’. Frntﬁcnls must match,

@ »Unsafe JavaScript attempt to access frame with URL http://127.0.8.1:88808/wo.bugihost=data:text/html,1 From frame
with URL data:text/html,l. The frame requesting access has a protocol of "', the frame being accessed has a
protecel of "http'. Protocels must match.

@ »Unsafe JavaScript attempt to access frame with URL i Vi v 2 = htm from frame
with URL data:text/html,1. The frame reguesting access has a protocol of '', the frame be1ng accessed has a
protocol of "http'. F'-utocnls must match.

© e Unsafe lavaScript attempt to access frame with URL http://137.8.8.1:8888/vo.bug?hostedata:text/html,1 from frame
with URL data:text/html,l. The frame reguesting access has a protocol of '', the frame being accessed has a

protocel of “http'. Protocols must match.

pUnzafe JavaScript attempt to access frame with URL http://127.8.08.1:8080/wo.buglhost=data:text/html.1 from frame
with URL data:text/html,1. The frame reqguesting access has a protocol of "', the frame being accessed has a
protocol of "http'. Protocols must match.

E‘ = <top frame> ¥ <page context> v m | Errors Warnings Logs [« 1] 'ﬂ
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l:l Tar node
— unencrypled Link
— encrypted link
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. (E{E
Alice [* . Jane
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Nine Tor nodes and 4 users / Tor nodes
A: Alice connects to Bob - B: Bob connects to Dave
J: Jane connects to Alice - D: Dave connects to Jane
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TOR’S Hammer

._-'.'_JLl_ll.r_l‘Ll_ll.l'_l‘l.J ..'.._::'.:-_rl:"__u.rer.i'ﬂu'ﬂ'm
torshammer — -bash — B0 x24

Tor 's Hammer

Slow POST Dos Testing Tool
entropy [at] phiral.net
Anon-vmized wia Tor

We are Legion.

JStorzshammer.py -t «<target= [-r «threads: -p «port= -T -h]
-t |--target -Hoztrnome|IP=

-t |--threads -Mumber of threods= Defaults to 2586
—-pl--port eb Server Ports Defoaults to 8@

-T|--tor Enaoble anonymizing through tor on 127.0.8.1:9658
-hl--help Shows thiz help

Eq. ./torshammer.py -t 192.168.1.100 -r 256

MacBook :torshammer Aird




SSL Flood
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Handshake
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SSL Renegotiation Flood

— SSlzedrtsik (SSL Record Protocol )

Ld:
B O(40TCP) 2 1 v 5 3 K thkdh Blcih 34 2
75

— SSLi#E+ %7 (SSL Handshake Protocol) @ v = & SSLieék
Bk b o T B R Dl B B e AT RS R
ECAR ]L,;z,—:r‘g Sp ,%/g';_gr E S AR %%j—ﬁ o
« %t {TnegotiationsiEAzg ¢ 0 € 42 L SLCPUSE R
A M7 Yreng? poEWeb Serversg 7 SSL
negotiation » i p 1% & 3LCPU% §* @ & % 3& I PRG% -
o %T;IJT E
http://www.thc.org/thc-ssl-dos/thc-ssl-dos-1.4.tar.gz
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The JG}' of Tech-. by Nitrozac & Snaggy

The Internet of ransomware things... 30 BUCKS IN
@ BITCOIN, OR NEXT
TIME L SMELL

ON STRIKE -, : SMOKE, T MIGHT
HUNGRY? UNTIL YOU JusErL EEL You
PAY UP AND SEND MONEY )
I'LL UNLOCK oo THE NEXT TIME
'“;&EUHT‘”' YOU LEAVE, IT/LL MY ALARM
. COST YouU 100 SYSTEM IS
ORLLL ONLY || (BURNING THE BUCKS TO GET GOING TO GO
BREW TOAST IF YOU OFF RANDOMLY

BACK INTO THE
HOUSE, UNLESS
YOU GIVE ME

475 NOW!

DONT GET
ME SOME

THROUGHOUT
THE NIGHT,
UMLESS ¥YOU

“DONATE®.

EXCUSE UsS

DISHES CAN

WAIT, IM WHILE WE i,
y o
HACKER $100 BUSY MINING F’ﬂ'C'F’A;E " gg?ue
OR I’LL REVERSE BITCOINS. bbo SFE T
il YOU WARM UP
BLOW DIRT ALL U WARM |
OVER THIS 07 BANK

PLACE/

YOUR CAR, BUT
ONLY TO TAKE
YOU TO YOUR

BANK TO MAKE

SEND ME #25 OR
IF You o', A TRANSFER. T'LL TELL EVERYONE
ON YOUR SOCIAL
YOUR REPUTATION NETWORK THAT YOU
WILL BE IN THE WERE STUPID ENOUGH

TRASH. INET-
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ﬁ Infozecurity - Google cloud platform used for botnet control - Windows Internet Explorer

s

@ y v httpfitaesew infosecurity-magazine comtview /S 11 5izoo gle-cloud -platform-vzed -for-botnet-control

BEE HEE WA HEsEEL IRO RSB

O BRE |

Infozecurity - Google clo... X [ | malware |Blog

Home The Magazine Advertising' Lead Gen Contacts Links E-Hewsletter

= .
-g+._~ Wiew UK Content You are here: Home [ News / Google cloud platform used for botnet control

E View Us Content

. News
6 Mo Preference

inf'?securfty‘

Google cloud platform used for
botnet control

10 November 2009

Botnet controllers have been using cloud based

Virtual Conference
systems such as the Google cloud platform as

Webinars command and control nodes for infected PCs,

Downloads) White said a researcher at Arbor Networks.
Papers
Arboor's manager of security research Jlose Nazario
Events & Training found that AppEngine, a cloud based application
- platform operated by Goozle, has been used as a botnet to relay

SRR LT commands to infected computers.

Application Security Arbor found & malware sample over the weekend that accessed
appspot.com, the doemain used by the Google cloud based AppEngine,

RSS Alerts Enter your search te

ForeScout CounterACT™

Cumpl% Metwork
Visibility and Control.
Any Device. Anywhere.

Fod

ForeScout




DDoS IRC/CLoud Based

Terminal

ame ko the control channe

4[5]

Broot et
oot yes
oot no
oot i iendly name, nick
wilmer: acc
Broots Tr - L oall ; 1ts connected, ..
oot
oot
oot
oot
oot
oot
l
l =y 2 | +y m=nl by root
I 1i Jjoined #bhitlbee
I modes#bitlbee ¢ lintux| by root
I silwver_chai haz joined #bitlbee
#hitlbee

Boot | [ Bwilmer | [#lintux| [#msn =ilwver_chai

I Irssi: sbhitlbee: Total of 5 nicks |2 ops. 0 halfops, 2 woi

niarmal

22+d0] [Bwilmer] [2:#bitlbeel(+nst)]
[#hitlhEE] I
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.onion/join

Address 1JLR¥D8rjRgQLTS IMvEQAT.fHgGWau 9L 9ky
Payout ratio T5%

Installs e

Lockscreens e

Paids o

Paid BTC e

BTC amount to ask: G

Don't be ay
@ Fully lock the computer e
B Low CPU usage e
@ show the lockscreen before encrypting e
@ show a message box o

@ Latent Timeout e

Download chentscr

Don't worry if the download " gs". W the download
bar i I i Ist wait.
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Tox - Viruses

Summary

Create a virus

Tox, how to create your ransomware in 3 steps

May 26, 2015 By Pierluigi Paganini
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* https://docs.google.com/spreadsheets/d/1TWS238xacAt
o-fLKh1n5uTsdijWdCEsGIMOYOHvmc5g/pubhtml

Eile Edit View History Bookmarks Tools Help

| & Ransomware Overview x | +

€ @ | https://docs google.com/spreadsheets/d/1TWS238xacAto-fLKh1n5uTsdijWdCEsGIMOYOHvmc5g/pubhtm ¥ Ransomware Overview B & ¥

Ransomware Overview
Ransomware | Unidentified Detection Prevention Infographics Download Sources and Contributors

m Extensions Extension Pattern Ransom Note Filename(s)  Comment Encryption Algorithm  Also known as Decryptor Info 1 [j ~

Alpha Ransomware Lol Read Me (How Decrypt) !ltxt AES(256) Alphalocker http://download.bleepii http://www.bleepingcor
International Police A <6 random characters> %Temp%'<random>.bmp CryptoTorLocker2015 http://download.bleepii
variant
NanoLocker ATTENTION.RTF no extension change AES (256), RSA http://github.com/Cybe
has a GUI
KeRanger .encrypted 0S X Ransomware AES http://news.drweb.com hitp://www. welivesecu
Operation Global Il 343 Is a file infector (virus) http://news.thewindow
Scraper no extension change http://securelist.com/b
CryFile .criptiko SHTODELATVAM.txt Moves bytes http://virusinfo.info/sh
.criptoko Instructionaga.txt
.criptokod
.cripttt
.aga
TorrentLocker .Encrypted HOW_TO_RESTORE_FILES.ht1 Newer variants not AES(256) CBC for files CryptOLOcker http://www.bleepingcol
DECRYPT_INSTRUCTIONS.ht1 decryptable. RSA(1024) for AES key (subvariant)

DESIFROVANI_POKYNY.html  Only first 2 MB are encrypted uses le{}mf}rypt
INSTRUCCIONES_DESCIFRAL
ISTRUZIONI_DECRITTAZIONE
ENTSCHLUSSELN_HINWEISE
ONTSLEUTELINGS_INSTRUCT
INSTRUCTIONS_DE_DECRYP1
SIFRE_COZME_TALIMATI. htrr

wie_zum_Wiederherstellen_vt -
1| 1 2

Published by Google Sheets — Report Abuse — Updated automatically every 5 minutes
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(€¢) i arstechnica comsscusity 201603 bigname-sieshith B € || O big name site B 9 3 A e

Your personal files are encrypted!

Your files have been safely encrypted on this PC: photos, videos, documents, etr,
Click "Show encrypted files" Buthon to view a complete list of encrypted files,
and you can parsonally verify this.

Encryption was produced using & unique public key RS4-2048 generated
for this computer. To decrypt files you need to abtain the private key. LATEST FEATURE STOR

The onby copy of the private key, which will allow you to decrypt your files,
is located on a secret server in the Internet; the server will eliminate the key
Your private key will be after 3 time period specified in this window,

destrow,red on: Once this has been done, nobody will ever be able to restore files...
In order to decrypt the files press button to open your personal page

3/10/2015 File decryption site | and follow the instruction.

in case of "File decryption button" malfunction use one of our gates:

Time left: 95:30:42 http://34r6hq26q2h4jkz].2kjbs net FEATURE STORY (4 PAGES!
https:/ /34r6hg26g2hdjkzj.tor 2web.fi How a form

Use your Bitcoin address to enter the site: b h
15¥ 2 TmHrmRFxINUttwbSaU4DifuDpWKM ecame the

Click to copy address to clipboard indust[’y’s w
if both button and reserve gate not opening, please fallow the steps: Thm Ywheeler tells Ar

Angler,}}é\a .%- & and wireless ir
P EP e P - BBC ~ MSN ~ AOL CH ARS VIDED
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https://blog.malwarebytes.com/cybercrime/2016/06/neutrino-exploit-kit-
fills-in-for-angler-ek-in-recent- malvertlsmg campaigns/

BEE REE

= =]

) Neutring Explodt Kit Fills In F-=

=

& | hitpsiibloz malwarsbytes. comivbererime 20 B G eutino-esplod. ED 0 || s |{} :=| 3 A ©

e 0A/09/2016: Rogue subdomain goes offline

e 0A/10/2016: Blog post about this incident is puklished

| ¢ Publisher (Yahoo Taiwan): tw.yahoo.com

e Yahoo ads: s.yimgfom/rg/darla/2-9-2/html ir-sf-flx bl

e Fraudulent ertiser: watch pnwpgal Jcom/www/delivery/spcis.php ?lredacted)

o Open regrect: p.rithub. com/cm?forward=http./fhiapitlarealizel Jtop/blackness

utrino EK landing: ufysefs. tlarealizel Jtop/almost/ 1605620/ unhappy-career-health

* Neutrino Flash Explolt{CVE 2016-4117): hiapitlarealizel Jtop/1977/11/19

i ﬁYahooi: }’;‘\T Fl
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ThunderCrypt — & 3334

15 B2 SSR R A ¢ 21.0.0.182 PPAPI { Chrome » Windows) » & HIEY

Flash Playeraf § & SR R Ee U R T (Eif S - Adobe B RIIGEVE R
E@E%ﬁ LA 7 BV EERT"Fe - ISR TR B WSk [FI S Adobe BB 7 1T 155
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¥
= C {7 D w2y comiindexsph

i AEgE

Lk Flash Plogin Jltwrll_l'h kEET.NRATE KV_Q W= e S DT xVF‘1 Adzke « Flagh Player b I‘I'II‘_

This site works best with Adobe Flash Player wersion 23 or later

Currantly ins1aked vedsion: 21.0.0.182 PPAPI [Cheeme, Windows]

Curidaiad Fiash Flawer may Cause Some conlent 10 b2 displayed incomecily. Adobe
el oanmersds Wal you Ihways Eratal the Rbesl updales.,
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ThunderCrypt — & 3334

Deadline: Good aftermoon!
SOUID gz k5 (install_flash_player_ax.exe.exe) £ —SETEERTE 1T 2{F + 7E58
fime lefi B ETIETEZE( .exebd d“ﬁ'—-}

92:4 S ol
eive m m ! J' ._ fyou dan't, the

install_flash_play anstall_flash_play risCralegedll Lalup. e Syrtepndll

BF_AN SN, SN A

r vour payment. If
ts confirmed. the
firmed. You waill |

« install_flash_player ax.exe — — FRFAdobez2d84E

* sefup.exe FaEiET. (UPKER)
s System.dll — DLLE

o nsDialogs.dll —— EEwEE

Also we can up to 3 MIB for free as a proof that decryption is possible.




ThunderCrypt % PR 4§

my monthly income only 400dollar... you really
LR wanna do this on me? |

thundercrypt@tuta.io Mo
To: Detals W

‘an't. Frankly speaking, our

A1 F 5 4004
& 4* N300%
L B S Fx Wi

e switched ThunderCrypt to decryption mode
for your computer. Therefore, as soon as our
server establishes connection with your
computer, the decryption should start
autormatically. If it doesn't, let us know.

||

2o e yout
4F "vf" -rr B ?f sa

Pl BF twr ol Wl G By e ww it 0 50
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ThunderCrypt

Yes, the screenshot with our message 1s genuine. It was all jual a big
accident. On the third day since the beginning of lhﬁ bmmpa1gnﬂ e had

I;'_
a lot of encrypted computers, but no one paid us. And all that we ;JL
In our 1nbox were just a few messages asking for a lower price.

We thought that people 1n Taiwan must have set up some backups for

their data or something like that. So, we decrypted files for free for
those poor souls, who wrote the messages, and decided to give up the
campaign. But soon we discovered a bug 1n our software, because of
which our ransom note could not be displayed on most computers even
though encryption stage was over.



ThunderCrypt % PR 4§

Shortly after we became aware of this, we dLleand a patch that was
deployed quite quickly tha n}n to our utn upgrade s3 ath That

radically changed the state of affairs.
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Deadline: Good afternoon!
2017/05/05 04:44:13  WUEREAERET (Vo] T

lime left:

11:59:48

g the deadling

Receved: ase encrypled

Il‘.?!rBT'II:

You have to pay:

0.145 BTC ' : Jf8 T fm IR '
Q- AP ERRB T

R 5 o
VET] WE Wor ‘k;. F#—-‘%i‘\' f,,i *’r #ﬁ- .

I you have any questions or IT you e

You have ordered free demo decryption. Your file is ready,




Deadline: Good evening!
WL BB ERE We have encrypted all your personal files!
lo see the hst of encrypted hiles

Time left:

| 06:06:10

We did this using hybrid RSA-2048 public key encryption, It basically means there is no way to decrypt your files

I you dan t, the

d you will lose encrypted files forever.

Received:

ﬂ BTC- ansfer nred amount (see on the lefi) to the Bitc

2o b

| [ I WIEE SEAT Ay, AT L Iy [AKES aDoul A0 minutes lor a 1
You have to pay:

0.02 BTC

lizable

WL wiris b 1= de 80 1S ianed Alen dor W J ;
MR  ERE R TR EERREIET  BEEER  RITE—
RS R ST AN BT S B TRMFINE - BE - BRERS
SR B LR - | BRRERREIARESANIEES - Hit
ASHHFRERERSENE  EFSEINE (ERNRtfeTeRES
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™) First Mac-targeting ransomyar

[ = ) il arstechnice. com/securitg 201 610 2 irst-mas-targeting-ransomuare- hits- transm: || bl | f}f B 9 3 A& & =

MAIN MENU MY STORIES: FORUMS JOBS

First Mac-targeting ransomware hits
Transmission users, researchers say

Fogue copy of BitTorrent client results in KeRanger install, which demands 1 kitcoin.

by Cyrus Farivar - Mar 7, 20016 4:15am C5T [}S
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Microsoft EflZZE A5 MS17-010 -
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 https://github.com/gentilkiwi/wanadecrypt/releas
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0.2

Eg gentilkiwi released this 2 hours ago

® Can decrypt the user privatekey (and files) if malware privatekey (!) and user encrypted privatekey

are provided

® Multiple files support

Password: infected

Downloads

@ wanadecrypt.zip 639 KB

&l Source code (zip)

&1 Source code (tar.gz)
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Hackers holding websites to ransom by B

switching their encryption keys

Websites taken offline in new attack, which sees hackers change codes to permanently lock
owners out unless they paya ransom i

K3 Ransomware has moved to the web targeting businesses with encyption attacks. Photograph: L1Sphotography |
Alamy/Alamy

Samuel Gibbs =]



52 I E—Windows i 3
Microsoft EMET

BEE &

wRE EhRE FEE IBD HAG@ -10] x|

B Download Enhanced Mitigati=- % WGp

g
(€) @ | npeitvu mismsoftoomien-veowslostidets ¢ llamETiomed > B U + A O

" [}

Enhanced Mitigation Experience Toolkit (EMET) 5.5

enaags Enghsh

A toolkit for deploying and configuring security mitigation technologies

@ Details

@ System Requirements -

@ Install Instructions
o Related Resources {b

Follow Microsoft n u

Product sites Daownloads =
hitpaifarurw microzoft comden-usid ownload detadls aspxid =50700 840 3ffad 0-calb-4£7 3-0358-01914 7 5a7468=Tre



¥z B E —Windows [ &

e 7 ® & kxjs/jse

- - | rtest
Ritas 0 TS
RO s=0 msv I=Mm =HEH
i SEHSEH) 8 ?5’5' HEEE v  FEZAE =~ 0 @
: =) b EREEG | =
7 == =5 o )
E= .
'E ACDSee Image Sequence P ——————
| & 1l B "
|@H ACDSes BMPImage =
= BmA | N
IIE—I_] Microsoft Word 30

r
L]

f& |

o TEREED) ||

HTTP Archive File
Http\Watch Log File
Microsoit PowerPoint B3R
Faint Shop Pro 5 Image
WinRAR B8

Text Document

Micn:r[%:uft Excel THF=
WinRAR ZIP B2

e

= =]
Lzmuzo) ||B
=)

o THER D

G E% Ml

Lo ]
il
i)
]

i

1]

= x#
& BZ
B =5

= BkR

.

o =
& reuE )
o FEEED)
e FEEED

€ EE =
L HXEH
Text Document

s

{11}

CER1EEE




¥z 2 E—Wind

E=8FoR 5
( }Q|  » rtest BE rfest ,Ol
BRP SEE BEN IE-(T_J EREAH)
SozE - WMQLZEEE- HENs - 55 » ) [ v rest
e BYEE =g WEFR #ARE WAV AT EFEH
[=7] OneDrive | testjs gawd - & RE - =RER - A mEg
B T ' SRR - £& Rk
=7 Bl
F = ® 1 OneDrive E‘Elteﬂ.js " =
G EENHE . TE HESATREW
= AT HelF)
ﬁ._ EE w BENCE Media Infa
B = i 7-Zip
= = WEH
J =2 p— MEREH)
B =7 ¥ e =EEAH)
= EE J m . B 5l AEARSERN
H =25 @ UltraEdit
- E - B A B EESEA.
& BEE ) B T3 tecrarr(T)
s THEED) - = B EADREs
ey TEEE D I & =muEmic) B Paf tetrar SRES
- ca TREX D) S, Unlocker
G =E pall | [kl s TEERAD
1EEE BWESN
, € 7 = o WEEIN)
1 EEE Es [f!'ﬂ.js S | e EE-'- :':'_.:.. £EFm
= tenipt IS W 0z
WEC)
Edik1EMNE -
BTEES)
ERD)
Ewsam

HE(R)

OWSI[# 3

) )

== I J
L]
¥
K
¥
Fe= 06:45




¥4

%z I E—Windows

—#  [senpt | &0k | emE | LeoREE

H

fEFELRAY.
FARTER:

s
ol

T

a7 HER:
{04 B ER:
TFHI EER:

B

tezt iz

Tocript 3544 (A

. Microsft ® Windows! [ BE(C). |

&

CMTseraucifer Desktophitest
0 @i L mErEERAREE B
0 B 7 Em we
2016E 28158, TF TR
Arple Ine.

2016FE3IHF158, TF
2016FE3IHF158, TF

ClosEEy /R

e |

Microzoft Office Pictore Manager
Microsoft Corporation

FotPlaver TSR (64 (8T)

Danm Kakan

OVES

Alexander Foshal

bR
58 Microsoft Corporation

—

=5 Media Flayer Clasic - Home Cinema

W

L

MPC-HC Team

Microsoft Office Word
Microsoft Corporation

Whiware Player

=" Vhiware, Inc.

= Windows 8 iR

| Vh{ware Workstation
Whdware, Inc \ L)
WinRAR BT R

=

=

7]

Microsoft Corporation

WordPad
Microsoft Corporation

SEF _
Microsoft Corporation

m

1

AaERiERAE AR SRR ()

E

[

e

| {

HL:H

l




b

E —WindowsF %

—8 [Seipt | ZtE | SeEEH | MEEHES |

fest iz

Teript 15548 (s

FOEMER: 5] WordPad | sm@EC). |
wE: C AT seralnciferDeskiop'ctest
el 0 & il

B 0 fEEE

G HER 2016 3R15R, FF 06:45:08
{E2 HER: 2016 3R15R, FF 06:45:08
ITHEHER  2016EFE3R15R, FF 06:45:08

it ClomE) RS | ERED).. |

[ ®e |[ mE |[ =R@ |




¥z 2 E —Windows &

/5] testjse - AE 5] testjse - AEE
—4% | Sonpt | Rt | seeEREE | LiROREA —h% [ Soenpt | Ttk | seeEEe | LimEmEa
P : =l :
= test jue T tesst ga

fEFHERY IScript Encoded 35538 () EEEHERY:  IScript Encoded 35538 ()

FRMMERE: [T WordPad [ wE0. | I ISR gp. Microsoft® Windows! [ SE(@C). |

iE: C AT zerluciferDeskiopirest & C AT serluciferDeskiopictest

Foil 0 fEliv el ol 0 Eliimal

B 0 fEfTEE BRE 0 fETTEE

B AEE  2016EIH15H, T 064508 By HER 2016F3815H, TF 05:45135[

M EE: 201aEIH15H, T 064508 S EER: 2016 2R15H, T4 064508

FEAE:  201aE:H15H, T 064508 HFEIHER:  2016%E2B15H, T4 064508

Bt (L= R - 12 | ERED).. | Bt (L= Y- 412 | ERED).. |
[ ®m= | mAE || =A@ | &= [ &E || =AW




¥z FE— P4 B

 Malwarebytes Anti-Ransomware

Malwa h
ANTI-RANSOMWARE @ 7))

BETA Dashboard Quarantine Exdusions

@ Quarantine

These threats have been guarantined by your Malwarebytes Anti-Ransomware. They do not poss a threat when quarantined. You may restore
or delete these threats. Threats deleted from guarantine will be permanently removed from your computer.

Threat Marme Date Location

Malware.Ransom.Agent.Generic 01/27/16 11:44:52.899 C:\Program Files (x86 )\Skype'\Phone\Skype.exe

Malware.Ransom.Agent.Generic 01/27/16 11:45:08.842 Fle C:\Program Files (x86 )\Skype'\Phone\SKY PE.EXE
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set a=1
CARA
tirmeout / 3

if MOT EXIST "CMLJPG" set a=2
if MOT EXIST "C:A pdf* set a=2
if MOT EXIST "C:Axls" set a=2
if MOT EXIST "C:A1txt" set a=2
if MOT EXIST "C:A1.doc” set a=2
if MOT EXIST "C:Abmp" set a=2

if MOT EXIST "DAMLJPG" set a=2
if MOT EXIST "D:A pdf* set a=2
if MOT EXIST "D xls" set a=2
if MOT EXIST "D txt" set a=2
if MOT EXIST "D:A .doc” set a=2
if MOT EXIST "D bmp" set a=2

if ¥%oa% == 1 goto AAL
shutdown. exe -5 -f-t 0
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 https://noransom.kaspersky.com/

Ly
@ Ransomware decryptor | Kaspersky Lab - Mozilla Firefox E\@

File Edit Wiew History Bookmarks Tools Help

| W& Ransomware decryptor | ... x | +

[~ e L EL s el ) Ml ttps-//noransom. kaspersky.co c Search B & ¥ =

@) Disable & Cookies~ # S5 [J] Forms- (& Imagess @ Information [E Miscellaneouss #* Outliner @ Resizer 2% Tools~ B View Sourcer [fi]

-~

m

KASPER§KY?3

RANSOMWARE DECRYPTOR

Are you a ransomware victim? The MNational High Tech Crime Unit (NHTCU) of the Netherlands’
police, the Netherlands’ National Prosecutors Office and Kaspersky Lab, have been working
together to fight the CoinVault and Bitcryptor ransomware campaigns. During our joint
investigation we have obtained data that can help you to decrypt the files being held hostage
on your PC. We are now able to share a new decryption application that will automatically

decrypt all files for Coinvault and Bitcryptor victims. For more information please see this
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