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111 Dockerf& 1t dgocker

° DOCkerZEIIE_ﬂEIEﬁ»?%E—;’E (start from 2013)
— K SRER LI
— ERLinuxfILXCEflg  (Cgroups / Namespace)
« 2017.04 DockerblRE 2 24 %= A Moby (mony
- OJUERICECHEsR 24
— Docker CE ~ Docker EE

Virtual Machine

BE2EAZET - App || App || App || App || App || App

ZBHLibrary & A A B B’ B’ B’ Docker

GmuestOS g BEEERRET

SE=I=E
— Library ~ Guest
L Docker Engine 0S
Host OS

Hypervisor (Type2)
Server

{ Host OS \




Docker fE=

-
docker

Build, Ship, Run, Any App Anywhere

From Dev To Ops

= aufl

Sa > | - ale
&> docker

Any OS l [L— Windows

Anywhere ﬂ
il

Physical Virtual Cloud

www.docker.com/enterprise

ERIE : www.docker.com
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ContainerBEiVM 7 EE&

Container VS VM
— VM 2 [REEVIRIE
e Host B & T EIVMA R
Container BBRE 1t [REtIRIE
« E2Host OS 9 —ZB%
— A LAf¢Host L BRI R ZBRIRE T

sudo docker top some- ngmx?

petermubuntu ~5 qudo docker
PLD
64486

top some- nglnx
PPID
64469

64537 HOST PI D54486

uIp

root

aemon off;
systemd+
peter@ubuntu:~$ |

STIME
14:37

14:37

ps —aux I§<%

AA4A0
04486

root
root

413700 5204 ?
32416 5340 ?
32920 2340 ?

51
5s
5

14:37
14:37

0.0 0.0
9.1 0.0
0.6 0.0 14:37

systemd+ 64537

0:06 nginx: worker

A:00 dnrkar-rantainard-chim ar10aradiRd7haah7 5572

0:0€ nginx: master process nginx -g daemon off;
process
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« Fork Bomb : K& fork - E’]HEWBEI@)TIQ%

3 @) 8oipm {

. 2 & @ peter@ubuntu: ~ .
Q= 2t bunbiss sudodockes feunF LE wbintiur 16 o4 ozl \ 1. B¥&icontainer (&
; SR EEMI2E)

2. ¥ Acontainer -

#{TFork Bomb

- B
i Download
{) Embed
SHAREIT! 3. HOSt&EﬁgH

VN -C

Host
- crush!!!!
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o ContainerZBSEEEORBRAZEMY - #iEFork Bomb I

13 €0) 824Pm &

% root@cdb4329b391b: /

peter@ubuntu:~$ sudo docker run -it --pids-limit 20 ubuntu:16.04 bash
#|[sudo] password for peter:

root@cdb4329b391b: /# . %ﬂ[
= .
_// °

E --pids-limit 20

! Download

{) Embed

SHAREIT!
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Docker #Z 0\ 221&

V-

Docker Deamon

%%FDocker APIZ 3K ~ &1
Image/Container/Network/Volumes

Docker
Client

AFADocker
APIEADocker
Deamon;&i&@

\
: [ Client } . [DOCKER_HOST)
docker build ;.., ,H Docker daemon
 Panmmsmssssssssssss h -------------- “Emmm -"--'I--;_:-l
] . e e e E =
docker pull ~|:/|: : : E
1] Gontalnersl— :
docker run =% ;

1
IIIIIIIIIIIIIIIIIIIIIIIIIIIIII

00ug

-------------------------------------------------

Docker
: Registry

= Docker
" Image - ¥ :

Docker Hub -
Private Hub

Docker Object
Image — FZRE# Docker&ass

API ~ CLI

Container- #11THiR & S2s - oJFE®Docker

ERAGE - Docker Doc
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https://docs.docker.com/engine/docker-overview/#docker-architecture
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DockertzinJRIE : PREEME-EALXC

« LXC (Linux Container) Q’

— EE 2 ZEEREFT (operating system-level virtualization ) \‘//
ALinuxNZB R sEN—ERFPZEETE -
o FEFEE 2481 ] Bl —BUEE S =8 ( Container ) - AR EREAS
HIETUES ~ PRERERTEE R0 KA TUE

~- ERERREE . ZBER—NinBEBNEHAPIR S BC A SRS B e
o HEREER - BliSEAENNBEIDDRATIRIE

— B\IRIE . FlFcgroupsBinamespacelgE - I EFREE —E)E
VHITEERFIRIE

— AEZEHypervisorfiigg : B3z S & ( Container ) XEMBBEEE -
A BV ERERNERE




o Dockertz/ithJRIE : AUFS

(g

- EFAUFSH{ig
— UnionFS :
- YIEFBABBHEBSAE—EER GRS FHXEZRR
- YRAEE—EMRERR ($BLIGit Branch ) & Eread-only
read-write Awhiteout-able #FE
— BB

. ¥read-only #PEMbranch B I EE FETTIEN
% —1{Eread-onlyBybranch Al—{&writeable RYbranch i —
it - Bl EAZRERE ETER

— Docker ZEAUFS & i#Z#Ycontainer image mi@ AL
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BIAYLinux : AEBILINUXARZS :
R ENEETTEMIEFS (bootfs + rootfs) HEmbootfs - rootfsK[E

N




T Docker #%zil\RIE

« AUFSHEY4514 :
F—{E%read-onlyE X /B #FNEB LA RS EER _LEHWwriteable
Els

- HZ=read-onlyBIFSIE : ZfEcontainero] H=read-onlyHIFSE
- Dockeri&read-onlyBJFS

EHE{E "image"
- #Rcontainer - Z{E
rootfsZlEread-writeF]  (Read Only)Fs_» [l

references
 Dparent

( h (Read Only)FS—

EEL FIENEBUEE A& LER | (ReadOnly)FS—
writeable @ - image ~MEEFHB
AREE - HAERENR - FrEAEHIH

. J/
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» Docker#@gtE & 2 3 i

| Network namespace |

- BEBERNIREE - BIZRABRE - [PVARIIPVvoRZER ~ IPREER ~ BXiE -
/proc/netB &% ~ /sys/class/netH % - port ( socket ) %

—_Linux Bridge |
« NEEEERYIER R - BETH FURE (S ) BXRENE - 0
dockerO Bridge

— Iptables |
 TELRBRUNATRERBFELZE

-~ veth pair |

- MEERARAMNEIEBE

« FAREREDocker&a & MLinux Bridge - —InfE & P 1E/ethOf+ - 5
—l®#ELinux Bridge® {E & —In
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4 )
hostf& 1\ : containert£z :
BesfHostH=Network namespace - B % MAZRHE=Network namespace - 1 :
BEAHAL D - FFHEHAport mappingZE1T1# kubernetestfJpod - ZEFHRHZ—1E
) Network namespace - MIEHostHE=
\_ 7\
4 N\ . .
nonet#E1 : bridget#E= :
BB B IINetwork namespace - B2 5% DockerfEst ABHRHRTE - SESREZE
HETHORERE - o Ecveth pair 7 Network Namespace * IP% - Wif§Host EHA
bridgeiE#z - ECEIPE ea 2% 2 — B E#Ebridge
. Y u J
Docker Docker Docker
eth0 eth0 ethO0
veth | veth | ' veth

docker0 172.17.42.1/16

ipv4 ip_forward
Host

| etho |
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> ©
DOCKER CE FOR AWS DOCKER CE FOR AZURE DOCKER CE FOR DEBIAN
=4/pz
a5 £
DOCKER CE FOR CENTOS DISTRIBUTION DOCKER CE FOR FEDORA
4
< ® =
L ||
DOCKER CE FOR MAC DOCKER CE FOR UBUNTU DOCKER CE FOR WINDOWS

« Docker tfHEE IR
*::;ker '“E' docker store

« DockerfEH

«}@Egiﬁ . ._ Google

= ==%= BlueMix
@ Cloud Platform

o CHEF ‘ -

docker
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m EHRRHTE : AWS

=Ea - REFFEE

o
b

« Amazon web services : EIlfw3
s Web Al 7%

- BIESEES - BEEIR - MAEERE (W : Amazon EC2 -
Amazon S3 ~ EC2 Container Service)

— RIREBE N ARTS - IRH507& LA ERUMRTS
WebERRER - KEUBHEHPC - ERMENREES
- U ERIBEEE
—- BffREEREIX
- IRAEP

Jet Propulsion Laboratory .
@ California Institute of Technology QN n p o

D-Link
y meouex 4

BERIZK : https://aws.amazon.com/tw/
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.~ OrchestratorRisks K

m Docker/g| fs & H

L S L L ']
o* taa, "rtea,,
.* ., ny
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L] N 4 \ " \ /
. . e

4 \'-‘.‘ “‘ : ..\‘ /'f’ \\\ .000
E*& E IEE‘_ [ - /

~* Improper user access rights ‘ ..

3 : 3 |/ * Image vulnerabilities
% | * Hostcomponent [ %+ Image configuration "|
vulnerabilities %« Embedded malware |
F %+ Embeddedsecrets Image / 'CO ntainer
'\,{Q Image trust / [& |3
JESPPRRTIIL L ooz, '___.‘/_:"“a ',‘\\ / 4 ““

. Container Runtime Risks
A /,/ \.\‘ .",... ‘x‘ \*.\\ /; . “‘
[ * Unboundedadministrativkaccess T, /"« Vulnerabilities within the :
L ' * Weak or unmanaged credentials T, e oftare %
I‘ | I-"f . .“.I i e - \‘~ II‘ “
s * Unmanaged inter- contamer " Registry Risks AN B e el ot on acce$s :
network traffic N, from containers :
. . Y / \ “: ‘00 I""., /
., :thnIng of workload sensmvnty \%™. \ ¢ Insecurecontainerru ntlme
., levels / . IRERRN
| * Insecureconnectionsto | % w, configurations H
.'N,: RN~ - ‘. registries J : Si:]aI'Ed kernel % / :.'.
\ * Staleimagesin registries “‘ R
fs e
Mﬁgﬂnh\. \ o .
N ERIZGE : NIST SP800-190
.... ‘\\ Le®

Nug +in . .
LTSS . ___’_),,-"'/‘ 2017 © Institute for Information Industry


http://csrc.nist.gov/publications/drafts/800-190/sp800-190-draft.pdf
http://csrc.nist.gov/publications/drafts/800-190/sp800-190-draft.pdf
http://csrc.nist.gov/publications/drafts/800-190/sp800-190-draft.pdf

m Docker IRIEZ 2 & [

g < Registry Risk <
Image Risk <

Registry

| ‘ ull | Ad@. |
_%h \\\ AP'S IR . APIs

? rs
. Container Engine } ------------ : Container Engine }
Development /

r

Toolki
oolkits _@_ > )/ Container Runtime R|sk <

Dev. Machine E/ 8
S '
Container ( Container
‘ Client I L. -J ’ Client ‘

Container Host ontainer Host

>

it

ERZOR | BRRER
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i Docker IXEE 151 1

Host OS Risks

Attack — Opened Node from QOutside | 1. BEEAAHR
Docker=#

Open Docker Host Containers
Attacker 5 \ 4

_@_ - __El 2. EII—{ERoot#
E FRAYContainer

\ \ === 4
Y (53l | 3. mmEmEaEnS
1. Control open Docker host E *E:Contalner ’ ISZ
2. Create a privileged container i ZHost & E—1#
3. Compromise the host Privileged T e~

5 _ER9Containers

Container

BRIZRIR © http://www.ithome.com.tw/news/113303
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m Docker 21515 II

Container Runtime Risks

Orchestrator Risks

1. REEATRER

Attack — Opened Node from Inside

Containers .
Container -
Attacker - EHISKRES — E Containerzﬂ ﬂg
-@- T T oy —— OEAEEETHE
m= = 553
T ﬁ — \ 4

2. BaEiEEContainer
ARREEIENE -
1S HostRYHERR

1. Attack container

2. Comprise the node

Vulnerable

Because container can access management Container
interface from container network. ©

BRIZRIR © http://www.ithome.com.tw/news/113303
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Image Risk

1. = ELEBAREBH
EBRZEAIIMmageE

Attack — Poisoned image

Repository
Unsecured
Repository Containers \ 4
Docker Host
= —[2] | 12 2@EzImagen®
Attacker S D - A#1TZEDocker
_@_ / * = | Host
Y ’

= 3 NE
1. Push poisoned image 3 'Eﬁ_z =] EI]EJ’EAEIJI-':E
2. Deploy by Sysadmin 7IE.| ZCOHtalner ’

3. Create a poisoned container Poisoned Container

EMENEZ I
2 Host

BRIZRIR © http://www.ithome.com.tw/news/113303
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CUWITARINTEnRo

For containers, security is problem #1

It may take a disaster or two for the lessons of needing to do security right
sink in. Only then will containers be ready for prime time.

O060DODCOO®OO

By Steven J. Vaughan-Nichols
Tworld | Docker and other container technologies run as root

I quote directly from the security documentation from the most popular of
LINODE CLOUD HO

Root Access, 1GB RAM for Only $5/month! 7 Da

all container technologies, Docker: "Running containers (and applications)
with Docker implies running the Docker daemon. This daemon currently

requires root privileges.

SSD Uinux Servers, 2GB RAM for Only $10/montr

Linode Cloud =
Hosting

Root Access, 1GB RAM for
Only $5/month! 7 Day
Money Back Guarantee.

Linode @

ERIFUR : IT World (2015/05/11)


http://www.itworld.com/article/2920349/security/for-containers-security-is-problem-1.html
http://www.itworld.com/article/2920349/security/for-containers-security-is-problem-1.html
http://www.itworld.com/article/2920349/security/for-containers-security-is-problem-1.html

i Containers %77

17 %% | CVE-2016-9962: Run Container Run

Recently, an interesting vulnerability was discovered (CVE-2016-9962) that enables container
escape to the host. The vulnerability stems from a bug found in opencontainers’ runc code,
which is used by several container engines, including Docker.

By Sagie Dulce y

The vulnerability is exploited when exec-ing a command inside an already running container.
When that happens, a malicious process inside the container can access a “forgotten” file
descriptor of a directory that resides on the host. This in turn can be used to perform directory

Recently, an interesting vulnerabili traversal to the host's file system, thus facilitating a nasty and easy escape.
the host. The vulnerability stems fro
several container engines, including Docker.

RunC Like the Wind

ERKIR : aqua security
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"hme WHE ETPH Hft ZE  BigData Cloud DevOps &% Video BRfE i

S ARFRE TR EHERE IWEDockerfl s HINE .

Aqua Security ZERET T HRRASHEURSENEEME  BRFDocker APIEVTRERET  §8
TRENACHEZNEL:R  EAF AR RENHypervisors - 1. }'ZI Dockerﬁﬂ ﬁxA %E :% gﬁﬁjﬂ‘u

EETE) s momenéE CEBER o .E—.E/\]“HE

2. FFDocker API# 1TIE4FHERVEZSS -
RREKREFHRHE (Host
Rebinding ) W

3. NEXEEHE EMWDockersrE#
A Y25 | #E

4. BZEEoEI{E{aIDocker API - &
ZHBERDockertHEARFBE - L
R Hypervisord -

N/ BEF | 2007-07-31 8%

o ”,

/B

L/' |
2

ERFGE ;- iThome (2017/07/31)



http://www.ithome.com.tw/news/115958

i Images ZEI[%7?7

0 [ o= Unique CVEs reported eryeur |
§ — Unigue CVEs reported per vear 1
7000 - ! e \

] 3
60[}0- = A E— AN : :_ . ﬂ=—\
ool A - = A e EEYREEZimages - §&90%
4000 — i
@ 30004 ) 100 - [ Official
a T T T T T T ] X oy Official :latest
et 2008 2009 2010 2011 2012 2013 2014 2015 :::ﬁ BR&R Community
° 3 80- 0 -
5 S; EEEE Community :latest
£ 2500+ e OVEs Biing S— . 2 NN
£ | | —®—Unique CVEs found in community Images 5D :.:,:
= 2000 4 #— Unique CVEs found in official Images = 604 o:oj
z : i N
1000 i 2 401 :.:.;
= 0:0:
500 —— 3 5
] e 1 ,E :::::
04 - e 20 ;:g:;
2008 2009 2010 2011 2012 2013 2014 2015 0:02 :
N5 S -
Year of CVEs NN 2 NN M N\
Medium Low None

Comparison between CVEs discovered in CVE Vulnerability severity rankings

database and CVEs found in community images

and official images from 2008 to 2015 o
ERIGR ;- http://dance.csc.ncsu.edu/papers/codaspyl7.pdf (2017/03/24)
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http://dance.csc.ncsu.edu/papers/codaspy17.pdf
http://dance.csc.ncsu.edu/papers/codaspy17.pdf

M 0154 : Official Images %77 o)

BanvanOps have published a report stating that|'Over 30% of Official Images in Docker Hub
Contain High Priority Security Vulnerabilities’, which include some of the sensational 2014 issues
such as Shellshock and Heartbleed. 'he analysis also looks at user generated ‘general’

a0 a5 « Docker Hub EBEX75EE

70% 4% .
. Jirepository (#9601
g sox a7 Images)
E a  36% o - ¥8i81/3 imagesB = A&
R 30% 23% 7%5@
2 o 20155 EIZEmimagess -
1 EMRkimagesASEERE
. All Images (n=962) Created in 2015 (n=675) Tagged "latest" (n=73) ¢ %EB% lateSt tagE/\]
u High Priority = High or Medium Priority imageEF' ’ 1)3%23% and

47%mimagesBF ~ SR
a)

ERIHCR ; https://banyanops.com/blog/analyzing-docker-

hub/ (2015/05/26)
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L 20154 : Official Images %77 2

250
206
g 200
E 150
I . E7ImageR iR Al S AR CVEGET
£ 43 42
Z 50 | I 3 23 23 20 15
) AR R
é\*\é;s&;Qe“é,\@@“-\o“"&:&oé ¢ &L SR & E
& & o‘ @fé&" © \&e” Package High Priority CVEs
aP}\«’:‘} € mercurial CVE-2014-9462
Q\‘,&c’ libtasn1-3 CVE-2015-2806
openss! CVE-2014-0160,CVE-2014-3513,CVE-2014-3567,CVE-2015-0292
libmodule-signature-perl | CVE-2015-3408,CVE-2015-3409
binutils CVE-2014-8485,CVE-2014-8501,CVE-2014-8502,CVE-2014-8503,CVE-2014-8504
mime-support CVE-2014-7209
file CVE-2014-9653
bash CVE-2014-6271,CVE-2014-7169,CVE-2014-7186,CVE-2014-7187
apt CVE-2012-0954,CVE-2012-3587,CVE-2013-1051,CVE-2014-0487,CVE-2014-0488, CVE-2014-0489,CVE-2014-0490
sqlite3 CVE-2015-3414,CVE-2015-3415,CVE-2015-3416
sudo CVE-2013-1775
rpm CVE-2013-6435,CVE-2014-8118
Bl ARE - heirloom-mailx CVE-2004-2771
https://banyanops.com/blog/ana  [drke CVE-2014-3127
lyzing-docker-hub/ (2015/05/26) wget CVE-2014-4877
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80% 15% 73% 74%
« Docker Hub_EE#£795,000
{E—#grepository (£9105
Z{Elimages)
0% . - B ER17001Eimages
31% 'ﬂz \7Fﬁ
- 40% imagesA SRR
G
o 20155 EIZEmimagess -
#11/3 imagesA = @ [ ifmifE

e

g 8

% of images
=
S

30%
20%
10%
0%
All Images (n=1694)  Created in 2015 (n=1163) Tageed "latest" (n=811) : ﬁﬁ?O\%L,U:E’JImageSEEP )
SEOERNE

u High Priority  » High or Medium Priority

BERIERR : https://banyanops.com/blog/analyzing-docker-
hub/ (2015/05/26)
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450
400
350
300
250
200
150
100

50

ZE?? 2)

422
366|
80
7L 63 59 58 51 49 49 4 s
12 11
|IIII|||||--
& e & & D & b x
S Q Nl & 2 RN >
o> ? ;S‘ .g:& < \}QQo @a‘? N ﬁt\"’ ﬁ"* By ‘E:Qe' & &
N 63‘ & \00 >
& B o
o &
N
6\0
»

BERIER : https://banyanops.com/blog/analyzing-docker-hub/ (2015/05/26)
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Cgroups

Control/limit
container access
to CPU, memory,

swap, block 10
(rates), network

Docker

LSMs

AppArmor and
SELinux are both
supported in the

Docker engine

(via runc); a
default profile is
applied for the
engine and
containers

Capabilities

Docker by
default only
allows 14 of the
37 Linux
capability
groups; more
can be dropped
or added as
required

é *EE {55)

Seccomp

Fine grained
per-syscall
control is
available via
seccomp; a
default profile
limiting many
syscalls is
already applied

Userns

User
namespaced
processes
remap root to
an unprivileged
ID on the host.
Docker supports
a global uid/gid

mapping

ERARIR : https://www.slideshare.net/PhilEstes/docker-london-container-security
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Py N
— ZZt=1: Cgroup @
IR ) 2 A R

« Memory
« -m Bk —memory : REIEIEFHE - e.g. 100M (&/NENI4M)

« --memory-swap : T EEEswaplIHE
docker run -m 300M --memory-swap=400M Ubuntu

(T

/| B EFCIE#E 300M - swap 100M

- CPU
« Docker v1.13krALL E : BRHIFZContainer &2 R E{HEHA—EBCPURH 1T

docker run -it --cpus="1" ubuntu:16.04 bash

« Docker L13RRALLT : £ -cpu-period A--cpu-quota RAE

docker run -it --cpu-period=“100000" --cpu-quota="200000 ubuntu:16.04 bash
/] BEEH2BCPU

- PID

e --pids-limit 20 : BR&HIEZContianer&gs i AProcessEI £ 520
docker run —it --pids-limit 20 ubuntu:16.04 bash
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Py N
— ZZ1:= 1: Cgroup @
IR ) 3 4 BB

« HIthSREE
* --kernel-memory
* --cpu-shares
* --cpuset-cpus
* --cpuset-mems
* --device-read-bps
* --device-read-ios
* --device-write-bps
* --device-write-ios
* --blkio-weight

* --blkio-weight-device
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m Z 2= 2 - LSMs

AppArmor / SELinux

. AppArmor . Linux A#EMandatory Access Control (MAC) % %
R EANTREFBREEHER - ol RHREFNERS B #5004 -

-

Eﬁ)ﬁg FIE’/% Ornz==x
: DockerllBH&Zé H &) =4 —1pdefaultiy i 4~

docker run --rm -it --security-opt apparmor=docker-default ubuntu:16.04

bash
ERHBE B CRMRZE - F£Host L&A
apparmor_parser -r -W /path/to/your_profile
docker run -it -security-opt apparmor=[profilename| ubuntu:16.04
&1t apparmor
/etc/init.d/apparmor stop
EE] apparmor #381
apparmor_parser -R /path/to/profile
EXE) apparmor

/etc/init.d/apparmor start

2017 ® Institute for Information Industry



m Z = 3 : Capabilities

#riZ/MIER Linux Kernel Capabilities

- 5f5l : FRIESYS_ADMIN - RIBRNET_RAWIIHE

$ docker run --rm -ti busybox sh
/ # hostname foo
hostname: sethostname: Operation not permitted

$ docker run --rm -ti --cap-add=SYS ADMIN busybox sh
/ # hostname foo
<hostname changed>

$ docker run --rm -ti --cap-drop=NET RAW busybox sh
/ # ping 8.8.8.8
Ping permission denied (are you root?)

/ #

2017 © Institute for Information Industry



i ZZEZ 4 : Seccomp

Linux Security Computing

» PRFHl—{ElContaineral LI 1TRY 2 Gt iE F

$ car policy.json

{

“defaultAction” : “SCMP ACT ALLOW”,

“syscalls” : [

{

“‘name” : “chmod”,
“action” : “SCMB;ACT_ERRNO”

]
}

$ docker run --rm -it --security-opt
busybox chmod 640

/etc/resolv.conf
Chmod: /etc/resolve.conf: Opration not permitted

seccomp:policy. json

2017 © Institute for Information Industry




M 22425 User Namespaces

- & EContainerA9M& mRoot
« {EFHZE --priviledge
docker run —privileged Ubuntu

// Container B #&/17#E /FHost

- F&EBFContaineriEt& : s Edocker deamonfY& £l --userns-remap

$ docker deamon —-userns-remap=default (|someuser:somegrp)
<deamon starts with uid and gid mappings from /etc/sub{u,g}id>

$ docker run -rm -ti -v /bin:/host/bin busybox sh
/ # cp mybadshell /host/bin/sh
cp: can’t create ‘/host/bin/sh’ : File exists

/ # cp /host/bin && mv sh sh.bak
mv: can’t rename ‘sh’ : Permission denied

/ #

2017 © Institute for Information Industry



=

Docker Image E#%

« DockertoJZ#&DockerfileiZ&image

- EAEMDockerfile BIEEH

« OJ#KIFIE - JHER

« UEs/\ECERRRE - B —{Elcontainer

« BERR AR RN XX & B #%

o« O IRTTEBUE

BRI - BRI RIEREA/N

« ZERMpackage Tl BEF R L Z £

« —{EContainerRE—TEEARER

« BRUKFHEIL - ERER - R/ DKM

o Layergl/\o[#2 FContainer & &R E

« Z& : DockerfileRy Ol ;& 14 EA 4 M 7 IRV 18
« LIFH -~ MFRIBTHIRZE
OHEEELE 5B

e —no-cache=true

« 21805 - MlCache AE L= HEAimage S

Container & aniBHA%E
= M.dockerignore file
it B ZR A nERPackage

ContainerIhgEE—(kE

LayerBi{g/\E

HEFS#

Zizls{EHCache



https://docs.docker.com/engine/userguide/eng-image/dockerfile_best-practices/
https://docs.docker.com/engine/userguide/eng-image/dockerfile_best-practices/
https://docs.docker.com/engine/userguide/eng-image/dockerfile_best-practices/

M FHEAMHubZImageZ2 ()
°

- REREEAERAIER

« ZiEDocker Store #EA:BIE
- WEVERHEETNROENAS
- WEBBZZFH - tHET  HEREEENERSERE
- BERTENSHEESINE

& C | ® https://store.docker.com * [n S

Wdockerstore Explore Publish Feedback Logln

The Docker Store

Find Trusted and Enterprise Ready Containers, Plugins, and Docker Editions

2017 © Institute for Information Industry
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@ Docker EE

Filters (1)  Clear All

TYPE

o Store

()

N

Community (Docker Hub)

@ Docker CE

Docker Store

[=] containers

» Plugins

1- 10 of 28 available images.

X Docker Certified

DOCKER CERTIFIED

© Docker Certified

CATEGORIES

Analytics

Application Frameworks

Application Infrastructure

Application Services

Base Images

Databases

DevOps Tools

Featured Images

dotnet
Microsoft Inc. | 1T0M+ Pull

Official images for .NET Core for Linux and Windows Server 2016 Nano Server

Application Frameworks

iis

©

Microsoft Inc. | 1M+ Pulls &

Internet Information Services (11S) installed in a Windows Server Core based container

Application Infrastructure

windowsservercore

Microsoft Inc. | 100K+ Pulls &4

Windows Server 2016 Server Core base OS image for Windows containers

Base Images

[ —]

=]

7

==

E=3

£

Most Popular A

B335 B image

2017 ® Institute for Information Industry



it ER 2 RAHubZImageZ=

: . Docker 2FHub - BIRZAZZRIimage
« HfATEERI??
- BERRMHZimage r FHEHS - THEM

OFFICIAL REPOSITORY
5 aK 10M+ ubuntu s
official STARS PULLS DE

- BB T B AlimageZ x4
PR S = H AT EZ B 994
P E—ESHbinaryigimE T 5| S = FH RV E9R
Python « Tomcat
Ruby « Heartbleed / Shellshock

o DIIEEHE = F KT ERLicense X RS
HEEE o

@ .
oy @ Clair g

2017 ® Institute for

nformation Industry



M Dpocker Imaget&AITE : @) clair

- FREDMDocker ImageZFIRETLE
« XIERVIRIEFAE

Data Source Data Collected Format License
Debian Security Bug Tracker Debian 6, 7, 8, unstable namespaces dpkg Debian
portage  WIUEMIZIOBOUNI0 g

Red Hat Security Data CentOS 5, 6, 7 namespaces rpm CVRF

Oracle Linux Security Data Oracle Linux 5, 6, 7 namespaces rpm CVRF

Alpine SecDB Alpine 3.3, Alpine 3.4, Alpine 3.5 namespaces apk MIT

NIST NVD Generic Vulnerability Metadata N/A Public Domain

2017 © Institute for Information Industry


https://security-tracker.debian.org/tracker
https://security-tracker.debian.org/tracker
https://security-tracker.debian.org/tracker
https://en.wikipedia.org/wiki/dpkg
https://www.debian.org/license
https://launchpad.net/ubuntu-cve-tracker
https://en.wikipedia.org/wiki/dpkg
https://www.gnu.org/licenses/old-licenses/gpl-2.0.en.html
https://www.redhat.com/security/data/metrics
http://www.rpm.org/
http://www.icasi.org/cvrf-licensing/
https://linux.oracle.com/security/
http://www.rpm.org/
http://www.icasi.org/cvrf-licensing/
http://git.alpinelinux.org/cgit/alpine-secdb/
http://git.alpinelinux.org/cgit/apk-tools/
https://gist.github.com/jzelinskie/6da1e2da728424d88518be2adbd76979
https://nvd.nist.gov/
https://nvd.nist.gov/faq

m @) clair 74

CLAIR CONTROL REPORT

Image name p. Image: cassandra

NN Total : 90 vulnerabilities
e AR

4
o 1o B [ B 21

® Unknown : 4 ® Negligible : 32 ® Low: 11 ® Medium : 28 ® High:15

A4a9aabaef7f39a5de9ec48f489f4bfdf32dbb8eed4bdd1914d88fadb&69bbta2d

libtasn1-6 4.2-3+deb8u3 - A

= CWE-2017-10790
s o fm T’ The _asn1_check_identifier function in GMU Libtasn1 through £.12 causes a NULL pointer dereference and crash when
_H, HH % — J i IQI reading crafted input that triggers assignment of a NULL value within an asni1_node structure. It may lead to a remote

ECE E’\J Hﬁ$ . | cL:Iiir:(ial of service attack.
;}I-'=E ;E.I W %Q' libxtst 2:1.2.2-1 - &

- CVE-2016-7951
Multiple integer overflows in X.org libXtst before 1.2.3 allow remote X servers to trigger out-of-bounds memory access
operations by leveraging the lack of range checks.
Link

= CWVE-2016-7952
X.org libXtst before 1.2.3 allows remote X servers to cause a denial of service (infinite loop) via a reply in the (1)
XRecordStartOfData, (2) XRecordEndOfData, or (3) XRecordClientDied category without a client sequence and with
attached data.

Link ERIPR : clair
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https://github.com/coreos/clair

il Docker#% =t
d’ Docker image Scan

T DOCKER N -
'Ii' | CLOUD Get Help sanscontext

Repositories / sanscontext / my-image / :latest

General Tags Builds Timeline Settings

latest
View All Tags

There are 20 vulnerable Corefcomponents (Last scanned 4 days ago) Provide Feedback

1. ADD 49.0ME  base -~ ---
layer Elin]

file:1d214d2...e616f23870

in /
Component Vulnerability Severity
bash 4.3-11+b1 CWE-2016-7543 Critical
GPLW3: Copyleft License CWE-2016-94017
systemd 215-17+deb8u5 CVWE-2016-10156 Critical

LGPL: Lgpl License

selinux 2.3-2 CWVE-2016-7545 Critical
Public domain: Permissive

License

pcre 8.35-3.3+deb8u4 CWVE-2015-3217

B5D: Permissive License

Show all components -

EflzE - Docker Doc

2017 ® Institute for Information Industry


https://docs.docker.com/docker-cloud/builds/image-scan/

P
III
@

Docker

* Jrgxay JFrog Xray

— H¥EEHAIBIinarytE 3

« Report License

License Report

bution

L

License Compliance

BN AGPL-30 W Apache-2 0 WIEN GPL-20 NEEEE Other I bannec W unknown I valid

« Top Vulnerabilities

Top Vulnerabilities

Summary

Description

Severity

Properties

Created

CWE-20 Improper Input Validatian

Eé 79 IJ

Sfiim i - Ex: Java, python ..

« Deep Recursive Scanning

commons-collections-3.2.1.jar
artifactory-4.7.0.watr
artifactory-4.7.0.rpm

artifactory-4.7.0 docker image

ERACR ¢ JFrog Xray


https://www.jfrog.com/xray/features/
https://www.jfrog.com/xray/features/

LAB 2
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DevOps=E{tE?

« DevOps = Development + Operations
- FBBEENME "B L A T RBEE , fURE  EBE - A
a1, ERTRERASAESU SR NI IREE ~ SRE A O] 58

Development QA

(SOFTWARE ENGINEERING) (QUALITY ASSURANCE)

' DevOps .

Operations

ERIZER - Wikipedia DevOps
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https://zh.wikipedia.org/wiki/DevOps

DevOpsERE E 4

Operations
@ Jenkins
R
t+Bamboo

cucumbere

Noteork

A
MySOL

. mongo '’

J APACHE AN CODE CLIMATE

vmware
@ SALTSTACK

Nagios

¥ JIRA Software

Development Quality Assurance . . _
SRR - Kraftic

2017 ® Institute for Information Industry


https://www.kraftic.com/services/devops

i L
1548 8 (continuous integration, CI)

7\

E N |
- EERE

Eﬁ@ﬁhﬁg
-— DevOmﬁ - deploy 1§ZZ’E
4. CONtiNUOUS Delivery R ERTEBHRG - [‘ KARE

hRZASTIEZE(F - INEE tept BREE

44— Continuous Integration N EENLHE - EELRE .
2 2B IE YU BEEHT
< Agile Deuelopment

— O EXQ?Eglﬁ 1&%%1%15?9% collaboration

value

SRR iThome
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http://www.ithome.com.tw/guest-post/98457

y =
il . . . .
F 4822 5 (continuous integration, CI)

. BiZ
— BRSHEAtER
- WEMEmE

— D BR BN BT I B RS R
DevOps Movement

Continuous Continuous Continuous Continuous
Waterfall Agile Lean Integration Delivery Deployment Operations

ERIEE © iThome
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http://www.ithome.com.tw/guest-post/98457

11 DevOpsiF B S B
QD 15.[ E:ﬁ gzﬁ [I)E? one command line

gzﬁ;ommand line test
* Java:maven, ant " Java:junit
: R * javascript: mochg

DevOps basics

Version
Control

- qit
* svn

Contoso App

CI Server
« Jenkins: E=F5
« Travirs: %t

6) Monitor and Improve

BERIZRIR © https://www.linkedin.com/pulse/10-tools-devops-success-article-ericka-chickowski-parham-ashoori
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\

Version Control : m=g

SUBVERSION

« Subversion(SVN) : FIR IS R ANTESI 2478

- RESAXBER—2E

- FRAEIEE

- BARNXHRERSESEIBIESR
- B RAEREERFERT
— oJ& o ARIRER

EFnd et

— Trunk : 90X - EHEFEETHINS

— Branches : [&EX M Ireleaseli 2 - o] 4B 1T RS2 A4 ERY
. AEEHERARA - o] UNED TS TR EE

— Tags : MM (read-only)

2017 ® Institute for Information
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Py N . II.--———
— Version Control : g

4[E$? } SUBVERSION
checkout (co) : ##SVN_EmRE Rl checkoutt 2k

svn checkout svn+ssh://trac.net/home/svn/repos/branches/life

 update (up) : EFTASVN_ERISHTARA

svn up

- commit (ci) : F BBRIBEXA commit 2| SVN
svn ci (EEHEEBLAIEZcommit)
svn ci filel file2 file3 (Rifilel 2 3 commit)

- add:BEREEINE SYN - ZEBEZEH commit 7 E/RNZE SVN
svn add file/folder

« mv:HRIER BRI EE =S HERSE
svn mv old_file new_f:.le

- revert: E[RAI—ERRARIAREE
svn revert file/folder
svn revert *

« resolved : t1REZFBconflict - BIET®E - Eresolved - A o] Lci

svn resolved file

« diff : IFIRERIE R IESVNMELER
svn diff (LLEIEED)
svn diff file/folder

2017 ® Institute for Information Industry



: N —
Version Control : e _

SUBVERSION

- SVN #REE3RAR J

? - BAAIIESE - ATESVNE
- FTIERITESE
- ITBZEIRSVNI AR - SR - 2FHEE
D - BIRIIES
M - BiEc#E
U-8B&E#
G - IRSVN ERIIEZE AR - BEH ALY
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Version Control ;: m=g

SUBVERSION

AL E :
TortoiseSVN *&°

TorfoiseSVN

Ankhsvn : Visual Studio®ISVN Client#t g2
Subclipse : EclipseRISVN Client#x 52
SVNx : FEMac OS X My—HClient# 52
eSVN : Unix MM Tortoise SVNREL3S

kdesvn : FLinux MERAKDEEEEIE 48 TortoiseSVNRI &R 52
RabbitVCS : ELinux MEREGnomeEEH=E N8 TortoiseSVNBYBX

Irl:::)
A=

2017 ® Institute for Information Industry



Il TortoriseSvn Tool

TortoiseSVN

&% TortoiseBlame

.9\0»5 information about TortosaSYN

Bk Edt Yew Favorkes Jooks Help ,?’
Ok~ ) (T JO search [ roiders | [T33)~
Agddress o x:\tmtoseswwcxr&tm B ) - v
Folders x Names -~ Author SYN Status SWYN Revison
+ b CD-RW Drive {E2) ~ | steveking modied 1701
4 .2 DVD Drive (F:) t?] resource  OPen steveking normal 1640
= <we Data (%2) g&smel!.icoj Scan wath OffceScan Clent sterveling notmal 1550
) Download ‘{ Tortoisai steveking normal 2419
3 Screenshots 5] Tortoiset & SWN Update steveking normal 2419
#-50 Subversion £A, Tortoiset ¢ SYN Commi., .. iuabbe noemal 1750
= @ TortoiseSYN Q oFF 1640
& 2510
: ¥ contrib UkraEdR-32 ;:- Show Leg
S dac B WnRAR » A& Repo-Browser
& ext ‘ =2, Chadk for Modifications
g Languages Send Yo » & Revision Graph
= @ src c d |
= ) crashept CO;W & Update To Ravision...
) Resizabl=lib 7 Rename...
# 0 Resources Create Shortout X Delete
Fi) ResTaxt Qelete D Revert...
) SUbACRE 5 Rename # Gettock..
&) SN I Pr rlics
@J Tore e v BranchiTag...
153 Tortoiselang N Switch. ..
* 50 Tortotseferge Y Mergs...
[0 TortosePlink.
5 TortoiseProc A, Biame...
) TortoiseShell 3
£ TortolseSYNSstup % Create Patch...
® ) TSVNCache 2 neip
= ) Leis tong
S S
s O Cormolpanm 1
; - *® »Ou
= W My Network Places v . e >
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m Ankhsvn in Visual Studio

Solution Explorer - Solution 'AnkhSvn.2008" (1. » I X ATestCommand.cs| Brar

= | &3 &
2 @EEH&L &% Ankh.Commands.ATes
B ApplyPatch.cs - -
= Husing System;
Extension Manager R S R +cl=j| fTestcommand.cs | using System.C
- # C, 1 K = - '
Installed Extensions Sortby: [Name: Ascending =] #lsi | BranchSolutionCommand.c LT
Al - ##] CheckForUpdates.cs i Run Test(s)
AnkhSVN - Subversion Support for Visual St... ; .
Controls _‘;- Open Source Subversion SCC Provider for Visual Studio 2005, Lble ""'ﬁcﬂ CheckoutCommand.cs Test With P nkh
;z;nlzlates 2008 and 2010, Uninstall .----@Eﬂ CleanupCommand Repeat Test Run
Orline Gallery s | MuGet Package Manager ﬁclJ CommandBase.cs Y| 0 ==
=iy A collection of tools to autormate the process of installing, upgrading, configuring [].@j CommandStrin gs.resx D pen
Updates and removing packages from a VS Project. o . 0 With
----- + l;fl CreateDirectoryCommand.o pen With...
i .
#t] ExportCommand.cs [E| View Code

e 'Ii;] ItemAnnotateCommand.cs

] kemCommitCommand.cs & | View Class Diagram

%] TtemConflictEdit.cs Fy | Update...

-# ] temCreatePatch.cs 3% Commit..
-] emEditPropertiesComman

—# ] ‘emlgnore.cs Z&Y Show Changes
%] ItemMoveToChangelist.cs €5 | View History
-##] ItemResolveCasing.cs ’. Revert

....»"Iﬂ ItemResolveCommand.cs
....#Cﬂ ItemBevertCommand.cs
##] ItemShowChanges.cs Exclude From Project

Subversion »

] TtemUnifiedDiffCommand.c % | cut
-##] LocalDiffCommandBase.cs 2l Copy
~##] LockCommand.cs 1

-#%] LogCommand.cs X | Delete
-] MigrateAnkhSettings.cs Rename
-##] OpenFromSubversion.cs Properties

—##] OpenlnVisualStudio.cs
e s R
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Subclipse in Eclipse

File Edit Mavigate Search Project Run  Window Help
rﬁv = Qv Ef?v !.‘: - '-} - ¥ S o o oW ﬁﬁg;_:ﬁJ
(SRR © 5N Aot =g =5
- : sl ~lm =
- 22 &) BIE 7B oy = EEEIEREYA - S
« 0 g’tpl;ﬁsu:cllpse.tlgrls.orgfsvn!subcllpse i Jtrunk/subclipse/org.tigris.subversion.subclipse.core in http://subclipse.tigris.org/svn/subclipse
B ranches v
Revision Date Author Comment v
= tags
4 (= trunk 4298 2/18/09 4:02 PM markphip  Merge all changes from tree-conflicts branch
I 4 [= subclipse 4287 2/16/0910:24 AM  selsemore  Return different paths for remote resources ar
I = orgtigr ! : L 1 4152 1/7/09 9:39 AM selsemore  Log errors rather than printing stack trace, Issi
A [» (= org.tig New Y | 4150 1/8/09 10:27 AM selsemore  Fix potential NPE if null progress monitor is pe |
[+ [ org.tig @ Show History 4149 1/6/09 9:10 AM selsemore Do not allow file or folder to be moved to a pr
. I» [= org.tig c 4148 1/5/09 9:08 AM selsemore  Show author for incoming changes in Sync vi
. ompare..
[l [» [ org.tig . * . 4124 12/5/08 1:00 PM markphip  Bump revision for build
b G orgiigy saw Show Revision Graph 0122 12/5/0811:01 AM  selsemaore  Fix target URL for switch after branch/tag. Issi| =
' : selsemore en merging multiple items with different r
b = orgtig Checkout... 4120 12/3/08 5:08 PM I Wh ging multiple i ith diff
4 (= orgtig 4115 12/3/0812:32 PM  selsemore  When merging multiple items with different r
b & set Export... 4099 11/17/08 5:24 PM  selsemore  Checkout multiple projects at cnce with renar
= Mi Import... 4001 9/26/0811:24 AM  markphip  Bump revisions for builds
! selsemore  Fix performance problem when default port is
; g = Rename/ 3998 9/24/0811:07 AM  sel Fix perf problem when default port i
’ R srlc ENAMEMEVE.. 3994 9/23/08 12:26 AM  selsemore  Added UIfront end to the Show Annotations
«cla
I - LR 2988 9/9/08 11:57 AM selsermnare  Show progress while adding rescurces during
E Ic'p Cop!" L | O N0 4An.T1 AKA USRI [ M i SSRGS N N A o | i
" [¥] .prg 14| m | 3
&  Paste..
! @ abo - e = /trunk/subclipse/org.tigris.subversion » Log errors rather than -
! (& abo Delete.. [ RevertResourcesCommand.java |E|printing stack trace.
L abg Copy URL to Clipboard = (trunk/subclipse/org tigris.subversion  Issue #: 825
L i bui ) |53 LocalResource java
| @ epl Properties [ SVNFileModificationValidator java
L plu Qéh Refresh = ftrunk/subclipseforg.tigris.subversion
p g.tig
] plug ZR_TW properties 2493 |y FileMedificationManager.java -
i plugin_zh.properties 2483 ™ [N —r— b dh
nj Strunk/subclipse/org.tigris.subversion.clientadapter in http://subclipse.tigris.org/svn/subclipse
m
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i Version Control : ) git

» Git : 77 BITVARZASIZE R 2 4
- REEMESLLCE - AHEBED
- BNEREINET L EF

- EER LEIERs:  BEEMANETERE 2%
B A=

« EFRI

PostgreSQL

p- -9
n .
Lmuﬁf\ an>x0I1>
ol

Linkedm @ % Microsoft
& eclipse h‘

Adobe

twitker

2017 ® Institute for Information
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111 Version Control :

| EAES
« #1I Repository

mkdir sandbox
cd sandbox
git init

git

-

. £ _ - .
sB—-Kcommit
touch README
git add README
git status
git commit -m “First Commit”

. B4

git status

git diff

git add .

#—RIMA P EEZ B RATIEIEE - (B EREMFAIIEE!
git status

git diff --cached

git commit -m “Update README”

2017 ® Institute for Information Industry



m Version Control : it
| EAES } 0 5

Y
JI; A

# BTIE—ZF commit KER

# BIWAKE] commit EHFIE—TT - HEF revert commit FLEBLLA—
git revert e37c75787

git revert HEAD"

- LEERZERE Diff
git diff <SHAI>

git diff <SHAI> <SHAIl>
git diff --stat <SHAI>

. RERBEEWEE

# #E .gitignore (BREEHIFZT commit [MZX)
# ##E ~/.gitignore (//\/E/(/EW Global &E&F)
%E’ff% commit i WEBEFFZEWK .gitkeep 153

gl

Commit EZAHEH|
. %*E’Jmfhﬂfﬁﬁfﬁ&/ﬁﬁ&

PI—@E/NINBE ~ /NES—Blbug fixedBE

HEMunit testZEXER—{Ecommit

EAHENEBNAERE —Ecommit

o R AR F A mIZTNABEcommit

« git diff -check DI BEZEHRNIEH
|+ commit MEREZE F—1TERE  AHRESEFHAaEGE  WE_1TZ21E&
I 2017 © Institute for Information Industry
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SmartGit (Windows, Mac, Linux)

<> SmartGit 7.1 - [E:\java\smartgit\release] - SmartGit 7.1.0
Repository Edit View Remote Local Branch Query Changes Tools Revi

5] e 4 L ;

4 B & R (&3

Pull Sync Push | Git-Flow Merge Commit Stage

Repositories
all-together* (master) Name - Sta:

o q x )

s SmartGit 7.1" (release-7." CgCloneOperation.java Sta
SmartGit develop™ (develc | CgFetchOperation.java Sta
arduino _ CgReviewClientEnvironmentjava Sta:
cad o SaCloneService java Sta
ecl_lpse.platform.swt | saCloneWizard.java Sta
eclipse.platform.swt binariy| SaCloneWizardSelectionPage java Mo

_| SgBackgroundFetchRunnable.java Mo

SourceTree (Windows, Mac)

[ & L sourcetree-website (Git)
~ A ¢ F o T
W) BT b I 3 =) [>-] {9}
Commit Pull Push Branch Merge Shelve Show in Finder Terminal Settings
;l WORKSPACE All Branches Show Remote Branches Ancestor Order Jump to: .
File stat Graph Commit Author Description Date
ile status
b7358c7 Rahul Chha.. [rmaster [roriginmaster [rorigiVHEAD Removing ol... Mar 3, 2018, 11:...
m 5 bdbBbef Rahul Chhab... Merged in update-google-verification (pull request #14) Feb 18, 2018, 1:3..
Search H dfe875d  Tyler Tadej.. [ originupdate-google-verification Update google verificati.. Feb 11, 2018, 2:2...
o I 3bc3290  Tyler Tadej.. Replace cutdated Atlassian logo in footer with base-B4 en... Feb 11, 2018, 2:1...
4F BRANCHES I dbad7i@  Tyler Tadej.. Add gitignore Feb 11, 2016, 1:3...
- HETDAS Mike Minns..  Updated Mac min-spec te 10,10 Feb 15, 2016, 1
—| BOOKMARKS 72d3288  Michael Min... Merged in hero_images (pull request #13) Feb 15, 2016, 10:...
@ 2a8caff Joel Unger.. 17 originhero_images  [f hero_images Used Tinypng to c... Feb 11, 2018, 3:3...
TA . . Ny .
35 9d9438c Joel Unger...  Replacing hero images with new version of SourceTree Feb 9, 2016, 2:59...
i ce?5b63 Michael Min... Merged in bug/date-https (pull request #12) Feb 15, 2018, 10:...
{5 REMOTES =1 .
I Jo B5367bb Patrick Tho..  Jr originbugidate-https  fixed date and https errors Jan 7, 2018, 12:2...
& sHELVED = Af@b557  Joel Unger.. New Fawicon Feb 8, 2016, 3'55...
: J 384eBd5  Rahul Chhab.. [r originfsearch-console-access search console google ver.. Feb 3, 2016, 2:08..
TS e Bfad7a@ Mike Minns... updated to move supported version to OSX 10.9+ Dec 15, 2015, 2:0...
5 E N BddB7bb  Mike Minns.. remove extra , when a line is skipped due to empty server  Nov 23, 2015, 2:2...
faa195e Mike Minns..  Skip records with empty serverjuser id as gas rejects therm  Nov 23, 2015, 2:1...
Ocdfe8  Mike Minns,.. corrected paths after merge HNov 23, 2015, 2:0...
051ablb Mike Minns,.  coffected column counting Nov 23, 2015, 1:5...
o a723bc2 Mike Minns... Merge branch ‘auZgex’ Nov 23, 2015, 1:5...
- 65fd580 Mike Minns.. deal with invalid instanceids Nov 23, 2015, 1:5...
J 5002892  Michael Min.. Merged in au2gex (pull request #11) Nov 23, 2015, 1:0...

Git GUI Tool

GitKraken (Windows, Mac, Linux)

electron ~

O

<] Viewing 298

update-docs

Show All

Q 0 auto-launch-squirrel...

LOCAL
master
read-disk
update-docs
& REMOTE
justinrobots
origin
2 STASHES
PULL REQUESTS

TAGS

& SUBMODULES

GUI Client Er gz

3 upgrade-libce

S 0Ohhh master

=

First pass at auto-launch s
Get us compiling on mac
Get us compiling on Win3
fix bulid config

Upgrade libce to b4dd78d
Merge pull request #8475
Merge pull re St #8472
Merge pull request #8467
Upgrade multiparty for os
fix failing download spec
enable pdf plugin by defa

fix crash when pdf viewer

2 .

https.//git-scm.com/downloads/quis
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ogit vs.
gt |swn

hRAIZEE 2 el (DVCS) B AR AR E R
EREHE MRER (AREE)

EHER o] FEREH/iEIR

A3z (branch) &t¥repositoryfEn sz - —BEIBRE)

BIR

B (Commit) BRAitrepositoryiyiEEf
(git pushf|EZrepositorBld] - GitEBH[EL

(Synq))
EIEAS commitARE - BEEmerge - &3
ERE - SENAALEE
NBTEM CGES

(RNEREEFERSHA-L - R /DS HR A PR el AR e

#frepositoryIHK %)

-—
L

SUBVERSION

&£oh 3 (VCS)

o[ {k & A / B #%:8 E %R
BB RAIEIR

o] & ¥ F H #f(28)

B #F&C 82 Rrepository
(BEMYHEERBRER - #AME - HEPE

FARR)

Fccommitst i
(& commitAistupdate + i8> commit
=)
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gulp.js
The streaming build system

v webpack



i HitTH

* Test Tool & Framework

Unit testing with /7

JUnit mockit 2 PowerVI&ék @grquiLLign

js Bluell{Gi[s[:1 Test JSLint

incorporated

* Cl Server

Travis Cl

Dgee]
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Jel]kills » Suchen

Jenkins ENABLE AUTO REFRESH
& Benutzer All

— s W Name | Letzter Erfolg Letzter Fehlschlag Letzte Dauer

= Build-Verlauf
o J android 44 Minuten (cm_manta-userdebug) 1 Stunde 14 Minuten (cm_jewel-userdebug) 30 Minuten
Build Warteschlange -
recovery J android-build-all-lunches 2 Monate 24 Tage (#146) 4 Monate 16 Tage (£109) 17 Sekunden
recovery =
android u cm-build-all 8 Stunden 5 Minuten (#122) ] -

. : uE! Jenkins Claudia Meindl | log out
ngrok s
em_daily build cycle i #235 "
—i o 0 cm_dally build cycle 8 Stunden 5 Minuten (£235) JET0TS Rollout Rollout-system #36
android i .
o recovery 31 Minuten (4ficac2aSbac78321ed0) ﬁ Back to PI’O]BCt
android @ .
android @ 0 | submission-test 3 Stunden 31 Minuten (aerrictest-3 2 Status Q Console Output
android @ Symbol: S ML ...} Changes
. Skipping 1.196 KB.. Eull Log
andreid @ B Console Output KoEtt1JONjBwdnF2sVayAwD4vuoDpQAAAA==[@mskipping: [teamwiesn.com]
android (@ . .
andoid @ View as plain text TASK [smtp-server : include]
==, View Build Inf ti skipping: [teamwiesn.com]

android o == View Build Information
android @ 0 Git Build Data TASK [ssl : include] F

oo included r/1ib/j fssl/tasks/setup.y for
aoce @ 41 Previous Build teamwies
android °
android @ TASK [ssl : install ssl packages]

ok: [teamwiesn.com] == (item=[u'ssl-cert’', u'sslscan'])

android @
andeoid TASK [ssl : Install ssl certificates] #**

ok: [teamwiesn.com] == (item=teamwiesn.cr

TASK [ssl : Install ssl keys] *
ok: [teamwiesn.com] => (item=teamwiesn.key)

TASK [ssl : Generate dhparam key]
ok: [teamwiesn.com]

TASK [ssl : Check ssl forward secrecy key permission]
ok: [teamwiesn.com]

TASK [ssl : include]
skif

ing: [teamwiesn.

TASK [pip : Check to see if pip is already installed.] *
ok: [teamwiesn.com]
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Travis Cli

Travis Cl — Free Hosted Co 3

= C' | £ https://travis—ci.org/alexgorbatchev/node-crc/pull_requests

Travis CI Home Blog

Search all repositories

My Repositories Recent

© npmawesome/generator-npmawes...
@ 27 sec

a day ago

© alexgorbatchev/generator-coffee-m...
@ 20 sec

9 days ago

© alexgorbatchev/coffee-errors
@ 7 sec

16 days ago

© alexgorbatchev/node-crc
@ 18 sec

about a month ago

© ben-eb/gulp-symlink
@ 14 sec

about a month ago

© AriaMinaei/pretty-error
@ 8sec

about a month ago
© alexgorbatchev/ackmate-parser
@ 17 sec

2 months ago

s PR ; PRV S W SODRRSS NEVR VR, ISR PERSOSRp i, S

Status

26

37

T2

19

Help

We're Hiring! Travis Cl for Private Repositories

alexgorbatchev/node-crc ©

Verious CRC for node.js and browser

Current

Build

© 30

© 18
© 10
[~}
(-]
[N
o5

<3

Build History Pull Requests Branch Summary

Message

updating generated library files to version that support 0x0 as
CRC initial value

fix README.md: a synchronous reading of a file is implied
Add a test for buffer as parameter

drop redundant badge

Improve performance of CRC#each_ byte

use SVG badges instead of PNG badges

Support Buffer object as input

the repository does not contain a makefile — " npm test”

should run

Show more

Commit

B

FEEREBER

Alex Gorbatchev

Duration

9 sec

T sec

43 sec

36 sec

48 sec

1min 1sec

45 sec

25 sec

Finished

about a month ago

6 months ago
8 months ago
8 months ago
8 months ago
8 months ago
8 months ago

9 months ago
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