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Cuckoo Sandbox

•Traces of calls performed by all processes spawned by the malware.

•Files being created, deleted and downloaded by the malware during its execution.

•Memory dumps of the malware processes.

•Network traffic trace in PCAP format.

•Screenshots taken during the execution of the malware.

•Full memory dumps of the machines.
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Architecture
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Requirements
•Virtual Machine : VMware Fusion

•Host : Mac OS X 10.12.6

•Client : Windows 7 x64
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Preparing Client
•Drop agent.py to Guset Client

•Python 2.7
◦ https://www.python.org/ftp/python/2.7.13/python-2.7.13rc1.msi
◦ For agent.py
◦ Rename the file from agent.py to agent.pyw which will prevent the console 

window from spawning.

•Python Pillow
◦ http://effbot.org/downloads/PIL-1.1.7.win32-py2.7.exe
◦ For screenshot
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Preparing Client

•Enable auto-logon
◦ reg add "hklm\software\Microsoft\Windows NT\CurrentVersion\WinLogon" /v 

DefaultUserName /d <USERNAME> /t REG_SZ /f 
◦ reg add "hklm\software\Microsoft\Windows NT\CurrentVersion\WinLogon" /v 

DefaultPassword /d <PASSWORD> /t REG_SZ /f 
◦ reg add "hklm\software\Microsoft\Windows NT\CurrentVersion\WinLogon" /v 

AutoAdminLogon /d 1 /t REG_SZ /f
◦ https://support.microsoft.com/zh-tw/help/324737/how-to-turn-on-automatic-

logon-in-windows
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Preparing Client
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Preparing Client
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Preparing Guest Client
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Preparing Host

$ sudo pip install -U pip setuptools

$ sudo pip install -U cuckoo

or

$ virtualenv cuckoo

$ source cuckoo/bin/activate

(cuckoo)$ pip install -U pip setuptools

(cuckoo)$ pip install -U cuckoo
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Preparing Host(Ubuntu)
$ sudo apt-get install python python-pip python-dev libffi-dev libssl-dev

$ sudo apt-get install python-virtualenv python-setuptools

$ sudo apt-get install libjpeg-dev zlib1g-dev swig

$ sudo apt-get install mongodb

$ sudo apt-get install tcpdump apparmor-utils

$ sudo aa-disable /usr/sbin/tcpdump

$ sudo setcap cap_net_raw,cap_net_admin=eip /usr/sbin/tcpdump

(http://blog.csdn.net/mark20170902/article/details/53422384)
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Preparing Host(Ubuntu)

•Setting IP Forwarding
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Preparing Host (Mac)
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$ brew install libmagic



Preparing Host (Mac)
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•Setting ip Forwarding



Preparing Host

•Initial Cuckoo
• (cuckoo) $ cuckoo -d
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Preparing Host

•Configuring general behavior and analysis options
• (cuckoo) $ vim ~/.cuckoo/conf/cuckoo.conf

•Modify part

•ip = 192.168.31.1

•machinery = vmware
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Preparing Host
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•Enabling and configuring auxiliary modules
• (cuckoo) $ vim ~/.cuckoo/conf/auxiliary.conf

•Modify part

•None



Preparing Host
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•Volatility configuration
• (cuckoo) $ vim ~/.cuckoo/conf/memory.conf

•Modify part

•None



Preparing Host
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•Enabling and configuring processing modules
• (cuckoo) $ vim ~/.cuckoo/conf/processing.conf

•Modify part

•[Virustotal]

•enable = yes



Preparing Host
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•Enabling or disabling report formats
• (cuckoo) $ vim ~/.cuckoo/conf/reporting.conf

•Modify part

•[mongodb]

•enable = yes



Preparing Host
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•Enabling or disabling report formats
• (cuckoo) $ vim ~/.cuckoo/conf/vmware.conf

•Modify part

•path = /Applications/VMware Fusion.app/Contents/Library/vmrun

•interface = vmnet2

•machines = windows7

•[windows7]

•vmx_path = 
/Users/scml/Documents/VirtualMachines.localized/Cuckoo.vmwarevm/Cuckoo1.vmx

•Snapshot = Cuckoo Clean

•ip = 192.168.31.101



Preparing Host



Preparing Host
•(cuckoo) $ cuckoo community

•(cuckoo) $ git clone --recursive https://github.com/VirusTotal/yara-python

•(cuckoo) $ cd yara-python

•(cuckoo) $ python setup.py build

•(cuckoo) $ python setup.py install



Wannacry @ Cuckoo



Process Monitor
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Process Monitor

Process Monitor是windows系統的即時監控程式,可以對process , activity, File, Registry, 
Network…等等進行分析
Ø同時監控Registry和Process
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Process Monitor v3.33

免安裝,直接執行exe檔

下載網址: https://technet.microsoft.com/en-us/sysinternals/processmonitor.aspx
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主畫面
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功能介紹

開啟/停止捕捉:開始/停止捕捉行為
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功能介紹

自動下拉:保持在最下(新)的紀錄
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功能介紹

清除記錄:清除目前的紀錄
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功能介紹

設定過濾:可用PID, Operation, Process
Name…等等來設定過濾紀錄
ØOperation is “TCP Connect”
ØOperation is “RegSetValue”
ØOperation is “WriteFile”
Ø“Category” is “Write”
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功能介紹

突出標示:標示出所設定的紀錄
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功能介紹

指定程式:直接拖曳到指定的程式,
Procmon會過濾此程式的紀錄
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功能介紹

Process樹:畫出Process樹
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功能介紹
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功能介紹

搜尋:搜尋指定文字
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功能介紹

跳至File/ Registry:跳至File檔案位置/
登陸編輯程式該Registry Key
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檔案儲存

可以將所有或部分的紀錄儲存,可以儲存為不
同的格式(PML, CSV, XML)
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儲存結果
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Noriben
Nori-Ben = seaweed lunchbox

Simplest "box" to make

Cheap

Minimal ingredients



Noriben
•Simple Malware Anlysis Sandbox:
• Wrapper for Microsoft SysInternals Process Monitor(ProcMon)

•Build a Sandbox VM with just:
◦ Noriben.py
◦ Procmin.exe

Optional:
◦ Extra Procmon binary filter
◦ YARA signature files
◦ Virustotal API Key
◦ Add new filter to the script



Goal of Noriben
•Quick malware analysis results
•Flexibility for open-ended runs(manually stopped analysis)
•Allow for user interaction
•Analysis of 
• GUI apps
• Command line args
• Malware requiring debugging(Z-flag, code/men altering)
• Long sleeps(hours, days)



Noriben focus on:
•Processes, File activaity, Registry Activity, Network Activity

•Log high level API calls while filtering out known noise
◦ Thumbnail creation
◦ Prefetch creation
◦ Explorer registry key(MRUs)
◦ RecentDocs
◦ Malware analysis tools (CaptureBat, IDA, FakeNet)
◦ VMWare tools
◦ Java updater



Strat Noriben
Open "CMD" with administration

Run path/to/python.exe path/to/noriben.py



Compare with cuckoo sandbox
Cuckoo Sandbox Noriben

Spend time(sample/sec) time-out 120s 140s 230s

Simulate human activity Yes(just random move mouse) No

Memory dump Plugin(volatility) No

Static Analysis(Strings, PE header, ...) Yes No

Interface Web and console Just console

Network Analysis Use wireshark catch package and analysis Just analysis windows api

Report Json and use web present Just CSV

Portable Slightly complicated Very easy to use

Analysis range Only Malware and process spawned by Malware Whole systems


