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Cuckoo Sandbox

*Traces of calls performed by all processes spawned by the malware.

Files being created, deleted and downloaded by the malware during its execution.
*Memory dumps of the malware processes.

*Network traffic trace in PCAP format.

*Screenshots taken during the execution of the malware.

*Full memory dumps of the machines.



Architecture

networkif

Iptables forward

In VMware
192.168.31.10
Windows 7

] 19 168.31.1

7" THEX ST 11)Y)



Requirements

*Virtual Machine : VMware Fusion

*Host : Mac OS X 10.12.6

*Client : Windows 7 x64




Preparing Client

*Drop agent.py to Guset Client

*Python 2.7
o https://www.python.org/ftp/python/2.7.13/python-2.7.13rcl.msi

> For agent.py

> Rename the file from agent.py to agent.pyw which will prevent the console
window from spawning.

*Python Pillow
o http://effbot.org/downloads/PIL-1.1.7.win32-py2.7.exe

o For screenshot




Preparing Client

*Enable auto-logon

> reg add "hklm\software\Microsoft\Windows NT\CurrentVersion\WinLogon" /v
DefaultUserName /d <USERNAME> /t REG SZ /f

o reg add "hklm\software\Microsoft\Windows NT\CurrentVersion\WinLogon" /v
DetaultPassword /d <PASSWORD> /t REG_SZ /f

o reg add "hklm\software\Microsoft\Windows NT\CurrentVersion\WinLogon" /v
AutoAdminLogon/d 1 /t REG SZ /f

o https://support.microsoft.com/zh-tw/help/32473°7/how-to-turn-on-automatic-
logon-in-windows




Preparing Client
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Preparing Client

® O O Show All

Windows 7 x64: Network Adapter

Add Device...

Connect Network Adapter

This network adapter is configured to use:

Internet Sharing
® Share with my Mac

Bridged Networking
® Autodetect

® Wi-Fi

® iPhone USB

® Bluetooth PAN

Custom

® Private to my Mac o

p» Advanced options

The virtual machine is connected to your Mac using a
private virtual network. The private network is not
normally accessible from the physical networks on
the Mac.

Multiple virtual machines can be connected to the
same private network.
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Preparing Guest Client

Windows 7 x64: Snapshots

Q

AutoProtect Settings

: IR IEARFEST - C\Python27/python.exe Cagent.py

C:A\Windo 7/python.exe C:\agent.py

window?7 clean
SR EF12:28

Current State
Powered on

1 snapshot, 10.5 GB used




Preparing Host

$ sudo pip install -U pip setuptools
$ sudo pip install -U cuckoo

or
$ virtualenv cuckoo
$ source cuckoo/bin/activate
(cuckoo)$ pip install -U pip setuptools
(cuckoo)$ pip install -U cuckoo



Preparing Host(Ubuntu)

$ sudo apt-get install python python-pip python-dev libffi-dev libssl-dev

$ sudo apt-get install python-virtualenv python-setuptools
$ sudo apt-get install libjpeg-dev zlib1g-dev swig

$ sudo apt-get install mongodb

$ sudo apt-get install tcpdump apparmor-utils
$ sudo aa-disable /usr/sbin/tcpdump
$ sudo setcap cap_net raw,cap net admin=eip /usr/sbin/tcpdump

(http://blog.csdn.net/mark20170902/article/details/53422384)




Preparing Host(Ubuntu)

*Setting [P Forwarding

iptables -A FORWARD -0 ens33 -1 ens38 -s 192.168.31.0/24 -m conntrack --ctstate NEW -3j ACCEPT

iptables -A FORWARD -m conntrack --ctstate ESTABLISHED,RELATED -j ACCEPT

iptables -A POSTROUTING -t nat -j MASQUERADE

7 sysctl -w net.ipv4.ip_forwar




Preparing Host (Mac)

$ brew install libmagic




Preparing Host (Mac)

Setting 1p Forwarding

sudo sysctl -w net.inet.ip.forwarding=1 #setting mac os x port forwarding
rules="nat on en® [from vmnet2:network to any —>(en@)

pass inet proto icmp all

pass in on|vmnet2 proto udp from any to any port domain keep state

pass quick on |en@|proto udp from any to any port domain keep state"

echo "$rules" ./pfrules
sudo pfctl -e —f ./pfrules




Preparing Host

o Cuckoo Sandbox 2.0.2
Initial Cuckoo www . cuckoosandbox.org

Copyright (c) 2010-2017
(cuckoo) § cuckoo -d

Welcome to Cuckoo Sandbox, this appears to be your first run!
We will now set you up with our default configuration.

You will be able to see and modify the Cuckoo configuration,
Yara rules, Cuckoo Signatures, and much more to your likings
by exploring the directory.

Among other configurable items of most interest is the
new location for your Cuckoo configuration:

Cuckoo has finished setting up the default configuration.
Please modify the default settings where required and
start Cuckoo again (by running "cuckoo  or "cuckoo -d ).




Preparing Host

*Configuring general behavior and analysis options
* (cuckoo) $ vim ~/.cuckoo/conf/cuckoo.conf

*Modify part

“ip = 192.168.31.1

*machinery = vmware



Preparing Host

*Enabling and configuring auxiliary modules
* (cuckoo) $ vim ~/.cuckoo/conf/auxiliary.conf

*Modify part

*None



Preparing Host

*Volatility configuration
* (cuckoo) $ vim ~/.cuckoo/conf/memory.conf

*Modify part

*None



Preparing Host

*Enabling and configuring processing modules
* (cuckoo) $ vim ~/.cuckoo/conf/processing.conf

*Modify part
*[Virustotal]

*enable = yes



Preparing Host

*Enabling or disabling report formats
* (cuckoo) $ vim ~/.cuckoo/conf/reporting.conf

*Modify part
*[mongodb]

*enable = yes



Preparing Host

*Enabling or disabling report formats
* (cuckoo) $ vim ~/.cuckoo/conf/vmware.conf

*Modify part
*path = /Applications/VMware Fusion.app/Contents/Library/vmrun
*interface = vmnet2
*machines = windows7
*[windows7]

*vmx_path =
/Users/scml/Documents/VirtualMachines.localized/Cuckoo.vmwarevm/Cuckool.vmx

*Snapshot = Cuckoo Clean




Preparing Host




Preparing Host

*(cuckoo) $ cuckoo community

*(cuckoo) $ git clone --recursive https://github.com/VirusTotal/yara-python

*(cuckoo) $ cd yara-python
*(cuckoo) $ python setup.py build
*(cuckoo) $ python setup.py install



Wannacry (@ Cuckoo

Qoops, your files have been encrypted!

Your files wil be lost on

2007 115001

Time Lok

Send $300 worth of bicoin 1o this address

mvr»m-zmu'-uww .

ghOflingN... @Wa




Process Monitor




_ Process Monitor @_

+

Process Monitor & windows % #t &4 Bp 85 B ¥ 42 X, =T XA $process , activity, File, Registry,
Network... 5 2 & 4T 5 #7
> [B] B B #E RegistryFoProcess




Process Monitor v3.33

%K K, AEEHATexeld

T 3% 489 1k : https://technet. microsoft.com/en-us/sysinternals/processmonitor.aspx
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File Edit

Event

Filter

Tools

Options Help

EHIAEER|(TAG B4 (EHEEsER

Tiree ...

[FoF 4.
[FoF 04,
[FoF 4.
[FoF 4.
[FoF 04
[T 4.
[FoF 4.
[FoF 04,
[FoF 4.
[FoF 04,
[ 4.
[FoF 4.
[FoF 04,
(o 4.
[FoF 4.
[FoF 04
[FoF 4.
[FoF 4.
[FoF 04,
[FoF 4.
[FoF 04,
[FoF 04
[FoF 4.
[FoF 04,
(o 4.
[FoF 4.
[P 04
[ 4.
[FoF 4.
(o 04,
[FoF 4.
[FoF 04
[T 4.

Frocess Nare

£ chuome exe
£ chuome exe
£ chuome e
£ chaome exe
£ chuome exe
£ chuome e
£ chuome exe
£ chuome exe
£ chuome e
£ chuome exe
£ chuome exe
£ chuome exe
£ chuome exe
£ chuome e
£ chaome exe
£ chuome exe
£ chuome e
£ chuome exe
£ chuome exe
£ chuome e
£ chuome exe
£ chuome exe
£ chuome exe
£ chuome exe
£ chuome e
£ chaome exe
£ chuome e
£ chuome e
£ chuome exe
£ chuome exe
£ chuome e
£ chuome exe
£ chuome exe

FID'  Operation
2% B CreateFile

Fath
AW indowes'Shsterd Zirestf A1l

2% B QuenyBtandandIng . CWindowshSyste s Hirestf ALl

2% B CreateFileMapping CWindowshSysterd Airestf ALl

2% B QuenyStandandIng .. CWindowshSyste i Hirestf A1l

X% B CreateFileMapping CWindowshSyste i Hirestf ALl
HELN

2% @ RezOpenKey
2% @ RegOpenKey
2% # RegClos=Key
2% @ RezOpenKey
2% @ RegOpenKey
2% @ ReglloeeKey
2% @ RezOpenKey
% @ RegOpenKey
X% @ RegCloeeKey
% @ RegOpenKey
2% @ RegOpenKey
% @ RegloeKey

yaternChwmentClontolSe thContol Wy,
HELM S ste e ndContolSe tvC ontonl vy
HELM S ystermtCume rdCantol ety ontonlyCx.
HELM S yste e rdContiolSe tvContol vy
HELM S sterntCwme rdContol ety ontoo]l vy
HELM S yste rnbCwmerdContolSe tvC ondonlvCy.
HELM S yste e ndContiolSe tvContonl iy
HELM S yste rmtCwmerdContolSe tvC ondonl vy
HELMS steretChwme ndClontonl e tWC ontuc Wy
HELM S yste b wmerdContiolSe tvContoo]l vy
HELM S yste rnbCwmendContol e tvC ontonlvCy.
HELM S yste mtCwme ndContiolSe tvContol vy

2% B QuenyStandandIng .. CAWindowshSyste S Hirestf ALl
2% B CreateFileMapping CWindowshSyste s Direstf A1l
2% B QuenyStandandIng .. CWindowshSysterd Airestf ALl
%6 B CueateFilsMapping C AWindows\Systerd Zirmes dll

% B ReadFile
2% B\ ReadFile
2% B ReadFile
2% B\ ReadFile
2% Bk ReadFile
2% B\ ReadFile
2% B\ ReadFile
% B ReadFile
2% B\ ReadFile
X% B\ ReadFile
% B ReadFile
226 13 ResdFile

AW indowes S ysterd Zirrectf A1l
AW indows'Ssterd Dires tf A1l
AW indowes S ysterd Zirestf A1
W ndowes S ystemd Direstf. d1
AW indowes S yste il Zires tf A1l
AW indowes S ysterd Zirectf A1l
AW indows' S ysterd Zivestf A1l
AW indowes Systerd Dires A1l
AW indowes S ysterd Airectf A1l
W indowes Shysterd Zires A1l
AW indowes S yste il Zires tf A1l
AW indowes S vsterd Zirectf A1l

Result

SUCCESS
SUCCESS

SUCCESS
SUCCESS
REFARSE
SUCCESS
SUCCESS
REFARSE
SUCCESS
SUCCESS
REFAREE
SUCCESS
SUCCESS
SUCCESS
FILE LOCEED WIT...
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS

Detail

Desived Access: Geneac Read, Dispoaition: €
Allecatontize: 1,068,056, EndCfFile: 1,067,

-oyme Type: Syme TypeCreateBechon, PageFuo

AllceatonSize: 1,062 056, EndCfFile: 1,067,
Syme Type: Syme TypeOther

Desived bccess: Read

Desied Lccess: Read

Desived Sccess: Read
Desived Access: Read

Desived Access: Read
Desied Access: Read

Desied Sccess: Read
Desied Sccess: Read

Allecahontize: 1,068,056, EndCfFile: 1,067,
Syme Type: Syme TypeCreateSecton, FageFio
Alecahontize: 1,062 056, EndCfFile: 1,067,
Syme Type: Syme TypeOthex

Offset: 328, Length: 3208, 100 Flags: No
Offset: 65,5536, Length: 32,08, 100 Flags: No
COffzet: 98,304, Length: 3208, I00 Flags: No
Offset: 131,072, Length: 328, 10 Flags: N
Offset: 163,240, Length: 328, [0 Flags: N
Cffset: 196600, Length: 3208, [0 Flags: N
Offset: 229 5W, Length: 328, 100 Flags: N
Offset: 262 144, Length: 328, 10 Flags: N
Cffset: 294,912 Length: 3208, N0 Flags: N
Offset: 327,680, Length: 328, 10 Flags: I-ID
Offset: 360,448, Length: 3208, 100 Flags: N

<

Offset: 393,216, Length: 3298, O Flags: N 7
| »




File Eg nt

Filter Tools

Options Help

By AG B @8 ([EBEHR

AP chuome exe
o AP cluore exe
AP chumime exe
o A clumioe exe
AP chuoine exe
. AP cluome exe
AP cluoie exe
AP chumine exe
o AP clumioe exe
o A claome exe
o AP chuore exe
o P cluoime exe
AP clumie exe
o AP clumioe exe
o B chuore exe
AR cluome exe
o AP cluoime exe
AP chuine exe
o AP clumioe exe
oo A cluoime exs
o A cluore exe
AP cluoie exe
AP chumime exe
o AP cluioe exe
. AP claore exe

. cluore exe

FID'  Opexation
2% Bk CreateFile

Fath
W indeones\Syste G Zirentf.dll

2606 B QueryStandaudnd... CWindows\Systerd Zimestf 411
206 B CreateFileMapping O \Windowrs'Systerd Zirestf dll
206 B QuenyStandaudlnd. . CAWindows\Systernd Zirestf 41l
2606 B CreateFileMapping O Windows\Systerad Zirestf 41l

2% @ RegOpenKey
2% @ RegOpenKey
% ] FegClos=Key
% @ RegOpenKey
2% @ RegOpenkey
2% @ RegClosKey
2% @ RegOpenkey
% @ RegOpenkey
2% @ FegCloszKey
2% @ RegOpenkey
2% @ FegOpenKey
2% @ RegClosKey

HELM S yste i woe dContolSe oty
HELM S yste v woe ndConduolety ontoo Wy
HELM W yste i woe dContiol 8oty ontol Wy,
HELM W yste i woe dContiolSe ool Wy
HELM & yste i woe dContiolSe ool Wy
HELM S ysterntCwoe dContiolSe oty
HELM S ysternCwoe dContiolSe i ontoe Wy
HELN e v e dClontiolSe tiContoelCx.
HELM W ysteriCwoe dContiolSe ool Wy
HELM S yste i woe dContiolSetyontol Wy
HELM S ysternCwoe dContiolSetyontoe Wy
HELM S ysternCwoe dContolSe i ontoe Wy

206 b QueryStandaudlnd... CWindavwesSystend Zrmestf 41l
2606 Bk, CuzateFileMapping € Windmws Syster Zmestf 41l
206 B, Querytandandlnd .. ¢ WindavwsSysten Zrventf.dll
2606 [Bh, CueateFileMapping € WindawsSystend Zrventf.dll

% B\ ReadFile
% B\ ReadFile
2% B ReadFile
2% Bk ReadFile
2% B ReadFile
% B\ ReadFile
% B\ ReadFile
2% B, ReadFile
2% B ReadFile
% B\ ReadFile
2% [ ReadFile

AW indows\Systernd Zirectf.dll
CAWindows\Systernd Airectf.dll
W Indoes\Syste G Zirentf.dll
W indenes\Syste il Zirentf.dll
W ind s\ yste G Zirentf.dll
AW indows\Systerrd Zirectf.dll
CAWindows S ysternd Airvectf.dll
W indeones\S el Zirestf.All
W Ind s\ yste G Zirectf.dll
W indeones\S e Airentf.dll
W indowes\Systemd irestf. ALl
CAWindows\Systernd Zirectf.dll

Fesult

SUCCESS
SUCCESS
LOCEED WIT...
SUCCESS
SUCCESS
REFARSE

CBUCCESS

SUCCESS
REFARSE
SUCCESS
SUCCESS
REFAREE
BUCCESS
SUCCESS
REFARSE
SUCCESS
SUCCES:
SUCCESS
FILE LOCKED WIT...
SUCCESS
SUCCESS
BUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
BUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
BUCCES:
SUCCESS

Detail -

Desied Access: Genenc Read, Dispoaition: €
Allocationtize: 1,069,056, EndCOfFile: 1,067,
Syme Type: Syme TypeCreatelechon, PageFuo
Alecahontize: 1,068 056, EndOfFile: 1,067,
Syme Type: Syme TypeOthex

Desived Access: Read

Desied Access: Read

Desited Access: Read
Desived Access: Read

Desived Access: Read
Desited Access: Read

Desived Access: Read
Desived Access: Read

Allecationiize: 1,069 056, EndOfFile: 1,067,
Syme Type: Syme TypeCreatelecton, PageFuo
Allecatoniize: 1,069,056, EndOfFile: 1,067,
Syme Type: Syme TypeOthex

Offset: 3208, Length: 3288, 100 Flags: No
Offzet: 65 536, Length: 32, %8, [0 Flags: No
Offzet: 9,304, Length: 3298, 100 Flags: No
Offset: 131,072, Length: 3288, 100 Flags: N
Offzet: 163,240, Length: 3288, 10 Flags: N
Offset: 196600, Length: 3298, 100 Flags: N
Offset: 223 5%, Length: 3298, 10 Flags: N
Offset: 262,144, Length: 3298, 100 Flags: N
Offset: 254,912, Length: 3288, 10 Flags: N

Offset: 327,620, Length: 3298, 100 Flags: ND

Offset: 360,448, Length: 3288, 100 Flags: N

Offset: 393,216, Length: 32368, IO Flaga: N 7
»




Filter Tools Options Help

=H

Dl AG R a8 ([EBEs M

Trne ..

T 04
T 4.
(T 04
T 04,
T 04
(o 04,
T 04
T 04
T 04,
T 04
(T 04
T 04
(T 4.
T 04,
T 04,
T 04
T 04,
(T 04
T 04,
(T 04
(o 04
T 04,
T 04,
(T 04,
T 04
(T 4.
(T 04
T 04,
T 04
(T 04,
T 04
(T 04,
T 04...

£ cluoime exe
5 chuoe e
£ chuoe exe
£ clusioe exe
£ cluoime exe
£ chuorme exe
£ chuoe e
& chuore exe
£ clusime exe
£ clugime exe
5 chuore e
£ chuore e
£ clusime exe
£ clugime exe
£ clusie exe
£ clumime exe
& chuoe e
£ chuoe exe
£ clugime exe
£ cluoime exe
& chuore e
£ chuoe exe
& chuore exe
£ clusioe exe
£ clumime exe

£ cluome exe

FID'  Opexation
2% Bk CreateFile

Fath
W indeones\Syste G Zirentf.dll

2606 B QueryStandaudnd... CWindows\Systerd Zimestf 411
206 B CreateFileMapping O \Windowrs'Systerd Zirestf dll
206 B QuenyStandaudlnd. . CAWindows\Systernd Zirestf 41l
2606 B CreateFileMapping O Windows\Systerad Zirestf 41l

2% @ RegOpenKey
2% @ RegOpenKey
% ] FegClos=Key
% @ RegOpenKey
2% @ RegOpenkey
2% @ RegClosKey
2% @ RegOpenkey
% @ RegOpenkey
2% @ FegCloszKey
2% @ RegOpenkey
2% @ FegOpenKey
2% @ RegClosKey

HELM S yste i woe dContolSe oty
HELM S yste v woe ndConduolety ontoo Wy
HELM W yste i woe dContiol 8oty ontol Wy,
HELM W yste i woe dContiolSe ool Wy
HELM & yste i woe dContiolSe ool Wy
HELM S ysterntCwoe dContiolSe oty
HELM S ysternCwoe dContiolSe i ontoe Wy
HELN e v e dClontiolSe tiContoelCx.
HELM W ysteriCwoe dContiolSe ool Wy
HELM S yste i woe dContiolSetyontol Wy
HELM S ysternCwoe dContiolSetyontoe Wy
HELM S ysternCwoe dContolSe i ontoe Wy

206 b QueryStandaudlnd... CWindavwesSystend Zrmestf 41l
2606 Bk, CuzateFileMapping € Windmws Syster Zmestf 41l
206 B, Querytandandlnd .. ¢ WindavwsSysten Zrventf.dll
2606 [Bh, CueateFileMapping € WindawsSystend Zrventf.dll

% B\ ReadFile
% B\ ReadFile
2% B ReadFile
2% Bk ReadFile
2% B ReadFile
% B\ ReadFile
% B\ ReadFile
2% B, ReadFile
2% B ReadFile
% B\ ReadFile
2% [ ReadFile

AW indows\Systernd Zirectf.dll
CAWindows\Systernd Airectf.dll
W Indoes\Syste G Zirentf.dll
W indenes\Syste il Zirentf.dll
W ind s\ yste G Zirentf.dll
AW indows\Systerrd Zirectf.dll
CAWindows S ysternd Airvectf.dll
W indeones\S el Zirestf.All
W Ind s\ yste G Zirectf.dll
W indeones\S e Airentf.dll
W indowes\Systemd irestf. ALl
CAWindows\Systernd Zirectf.dll

Fesult

SUCCESS
SUCCESS
LOCEED WIT...
SUCCESS
SUCCESS
REFARSE

CBUCCESS

SUCCESS
REFARSE
SUCCESS
SUCCESS
REFAREE
BUCCESS
SUCCESS
REFARSE
SUCCESS
SUCCES:
SUCCESS
FILE LOCKED WIT...
SUCCESS
SUCCESS
BUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
BUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
BUCCES:
SUCCESS

Detail -

Desied Access: Genenc Read, Dispoaition: €
Allocationtize: 1,069,056, EndCOfFile: 1,067,
Syme Type: Syme TypeCreatelechon, PageFuo
Alecahontize: 1,068 056, EndOfFile: 1,067,
Syme Type: Syme TypeOthex

Desived Access: Read

Desied Access: Read

Desited Access: Read
Desived Access: Read

Desived Access: Read
Desited Access: Read

Desived Access: Read
Desived Access: Read

Allecationiize: 1,069 056, EndOfFile: 1,067,
Syme Type: Syme TypeCreatelecton, PageFuo
Allecatoniize: 1,069,056, EndOfFile: 1,067,
Syme Type: Syme TypeOthex

Offset: 3208, Length: 3288, 100 Flags: No
Offzet: 65 536, Length: 32, %8, [0 Flags: No
Offzet: 9,304, Length: 3298, 100 Flags: No
Offset: 131,072, Length: 3288, 100 Flags: N
Offzet: 163,240, Length: 3288, 10 Flags: N
Offset: 196600, Length: 3298, 100 Flags: N
Offset: 223 5%, Length: 3298, 10 Flags: N
Offset: 262,144, Length: 3298, 100 Flags: N
Offset: 254,912, Length: 3288, 10 Flags: N

Offset: 327,620, Length: 3298, 100 Flags: ND

Offset: 360,448, Length: 3288, 100 Flags: N

<

Offset: 393,216, Length: 32368, IO Flaga: N 7
»
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Tools

Options Help

v AG B a8 [EBLM

AP chuome exe
o AP cluore exe
AP chumime exe
o A clumioe exe
AP chuoine exe
. AP cluome exe
AP cluoie exe
AP chumine exe
o AP clumioe exe
o A claome exe
o AP chuore exe
o P cluoime exe
AP clumie exe
o AP clumioe exe
o B chuore exe
AR cluome exe
o AP cluoime exe
AP chuine exe
o AP clumioe exe
oo A cluoime exs
o A cluore exe
AP cluoie exe
AP chumime exe
o AP cluioe exe
. AP claore exe

. cluore exe

FID'  Opexation
2% Bk CreateFile

Fath
W indeones\Syste G Zirentf.dll

2606 B QueryStandaudnd... CWindows\Systerd Zimestf 411
206 B CreateFileMapping O \Windowrs'Systerd Zirestf dll
206 B QuenyStandaudlnd. . CAWindows\Systernd Zirestf 41l
2606 B CreateFileMapping O Windows\Systerad Zirestf 41l

2% @ RegOpenKey
2% @ RegOpenKey
% ] FegClos=Key
% @ RegOpenKey
2% @ RegOpenkey
2% @ RegClosKey
2% @ RegOpenkey
% @ RegOpenkey
2% @ FegCloszKey
2% @ RegOpenkey
2% @ FegOpenKey
2% @ RegClosKey

HELM S yste i woe dContolSe oty
HELM S yste v woe ndConduolety ontoo Wy
HELM W yste i woe dContiol 8oty ontol Wy,
HELM W yste i woe dContiolSe ool Wy
HELM & yste i woe dContiolSe ool Wy
HELM S ysterntCwoe dContiolSe oty
HELM S ysternCwoe dContiolSe i ontoe Wy
HELN e v e dClontiolSe tiContoelCx.
HELM W ysteriCwoe dContiolSe ool Wy
HELM S yste i woe dContiolSetyontol Wy
HELM S ysternCwoe dContiolSetyontoe Wy
HELM S ysternCwoe dContolSe i ontoe Wy

206 b QueryStandaudlnd... CWindavwesSystend Zrmestf 41l
2606 Bk, CuzateFileMapping € Windmws Syster Zmestf 41l
206 B, Querytandandlnd .. ¢ WindavwsSysten Zrventf.dll

2% B, Cusate FilsMapping - \Windaws\ityste rrd Zirestf A1l
2% Bk ReadFile N indoves\Systemd Airestf.dll
% B\ ReadFile CAWindows\Systernd Airectf.dll
2% Bk ReadFile CAWindows\Systend Airrectf.dll
2% Bk FesdFile AN indonwe ity ste 1 v A1l
2% Bk ReadFile CAWindowestSyste s Arrectf.dll
2% B, ReadFile AW indows\Systerrd Zirectf.dll
% B\ ReadFile CAWindows S ysternd Airvectf.dll
% Bk ReadFile CAWindows S ysternd Airrectf.dll
2% B ResdFile AN indenwe iy ste rd st ALl
2% Bk ReadFile CAWindoweshSyste s Arrectf.dll
2% Bk ReadFile W indowes\Systemd irestf. ALl
% B ReadFile W indeowes\Syste G Airmestf.dll

Fesult

SUCCESS
SUCCESS
LOCEED WIT...
SUCCESS
SUCCESS
REFARSE

CBUCCESS

SUCCESS
REFARSE
SUCCESS
SUCCESS
REFAREE
BUCCESS
SUCCESS
REFARSE
SUCCESS
SUCCES:
SUCCESS
FILE LOCKED WIT...
SUCCESS
SUCCESS
BUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
BUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
BUCCES:
SUCCESS

Detail -

Desied Access: Genenc Read, Dispoaition: €
Allocationtize: 1,069,056, EndCOfFile: 1,067,
Syme Type: Syme TypeCreatelechon, PageFuo
Alecahontize: 1,068 056, EndOfFile: 1,067,
Syme Type: Syme TypeOthex

Desived Access: Read

Desied Access: Read

Desited Access: Read
Desived Access: Read

Desived Access: Read
Desited Access: Read

Desived Access: Read
Desived Access: Read

Allecationiize: 1,069 056, EndOfFile: 1,067,
Syme Type: Syme TypeCreatelecton, PageFuo
Allecatoniize: 1,069,056, EndOfFile: 1,067,
Syme Type: Syme TypeOthex

Offset: 3208, Length: 3288, 100 Flags: No
Offzet: 65 536, Length: 32, %8, [0 Flags: No
Offzet: 9,304, Length: 3298, 100 Flags: No
Offset: 131,072, Length: 3288, 100 Flags: N
Offzet: 163,240, Length: 3288, 10 Flags: N
Offset: 196600, Length: 3298, 100 Flags: N
Offset: 223 5%, Length: 3298, 10 Flags: N
Offset: 262,144, Length: 3298, 100 Flags: N
Offset: 254,912, Length: 3288, 10 Flags: N
Offset: 327,620, Length: 32%8, 100 Flags: ND
Offset: 360,448, Length: 3208, 10 Flags: N

Offset: 393,216, Length: 32368, IO Flaga: N 7
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= —=JL -7 2 ~ .
Fie Edit Event Fgamagools Options Help X € @ @] A PID, Operation, Process
= \ £ N B R B S d
EH AE CIRORN W WA ENENpy ame...F F 2 uX/i:{"/,‘@}éa"«"\
Tiree ... Fuocess Name Opexation Fath Fesult Detail -
[F2F 4. 8 chumme.exe 206 B, CuzateFile COWindawsSysten Zrvent] dll SUCCESS Desived fecess: Genede Read, Disposition: ¢ 1 1Q ¢ 72
ITF 4. & chuome exe 2696 Bk QueryStandaudInd.. CAWindows\Systerd Hiventf 41l SUCCESS Allecahonize: 1,069,056, EndCfFile: 1,067, > Operatlon 1S TCP ConneCt
T ... & chuome exs 206 B CreateFileMapping O \Windowrs'Systerd Zirestf dll LOCKEED WIT... e Type: Syme TypeCreatelection, PageFio . .
(F2F 4., 8 chuome.exe 2606 B CrerytandaadInd.. O W indones S ysterid Airentf. dll SUCCESS e ationize: 1,063,056, EndOfFile: 1,067, > Operatlon 1S “Re gS etValue”
ITF 4. chuome exe 2606 B CreateFileMapping O Windows\Systerad Zirestf 41l BUCCES Syme Type: Syme TypeOthex
ITF 4. & chuome exe 2% @ RegOpenkey HELMysternvCwnerdContiolfetiContclvCr.. REFARSE Desied Access: Read . . . R
[FoF (4., chuore exe 20 @ RegOpenKey  HELMEysteriVumentContelSetontiolyy . STCCESS Desied Access: Read > Operatlon 1S “WI'ItCF 1le”
T ... & chuome exs % ] FegClos=Key HELM & ysternCwoe dContiolSetConticl Wy STCCESS
ITF 4. cluoime exe 26 g RegOpenKey HELM S ystermvCwnendContiolfetiContel s . REFARSE Lesied bccess: Read . 9 - iy . v
ITF 4. § chuome exe 2% ] RezOpenkey HELM Wyt e rdContiolSe tiContel . STCCESS Desiied Access: Read
ITF 4. chuome exe 2% @ RegClosKey HELM S ysterntCwoe dContiolSetContoe Wy STCCESS > Ca’tegory 1S Wnte
ITF 04 & chuome exe 2% @ RegOpenkey HELM S ysternCwoedContiolSetContielCr. . REFARSE Desiied Access: Read
T ... § chuome exs 2% @Y RegOpenKey HELN S yste v wme dContiolSe tiContocl . STCCESE Desited Access: Read
TF 4. cluoime exe 2% @Y RegCloesKey HELM & ysterCuoe dContiolSe i ontocl Wy STCCESS
TF 4. & chuome exe 2% @Y RegOperKey HELMystermvCwnerdContiolfetiContclvCs. . REFARSE Desied Access: Read
ITF 4. chuome exe 2% @ RegOpenKey HELM W ysteravCunerdContolSetiContelvCr. . STCCESE Desied Access: Read
T ... & chuoime.exs % ] FegClosKey HELM S ystemtChume ntContol¥e W ontol V0. STICCESS
T ... & chuome exs 206 B QuenyStandaudIng. . \Windowes'Systerd Zirestf dll SUCCESS Allecanontize: 1,068 056, EndOfFile: 1,067,
TF M. § cluoime exe 269 B CreateFileMapping C\Windows\Systerd Divestf 41l FILE LOCEED WIT... Syme Type: Syme TypeCreateSecton, FageFio
T 04, 8 chuore.exe 2656 B\ Quenytaadaadbit... CWindawSysterd imes 411 STICCESS Allecationtize: 1,060 56, EndOfFile: 1067,
ITF 4. & chuome exe 2626 Bk CreateFileMapping ¢ Windows\Systerd Zivestf 41l BUCCES Syme Type: Syme TypeOthex
T ... § chuome exs % B\ ReadFile CAWindows\Systermd Airrectf.dll BUCCESS Offset: 3298, Length: 32,78, 110 Flags: No
T ... & chuome exe 2% Bk ReadFile W indowes\Syste G Zimestf.dll SUCCESS Offzet: 65 536, Length: 32, %8, [0 Flags: No
TF .. chuoime exe 2% B ReadFile W Indoes\Syste G Zirentf.dll SUCCESS Offzet: %8304, Length: 3298, [0 Flags: No
FF 04, 8 chuore.exe 2% B\ ResdFile CAWindows\Syste rd Zirrentf Al STICCESS Offost: 131,072 Length 32,78, 100 Flage: N
T ... § chuome.exe 2% B ReadFile CAWindowestSyste s Arrectf.dll SUCCESE Offset: 163,240, Length: 3298, 10 Flags: N
[FF 4., & cluome.exe 2696 B\ ReadFile AW indows S ysterd ez .41l SUCCESS Offset: 196,606, Langfh: 32,768, 100 Flags: N
T ... & chuome exe 2% B ReadFile W indoes\S el Zirentf.dll SUCCESS Offzet: 223 3N, Length: 32 %8, 10 Flags: N
T 04 8 chuore.exe 299 B\ ResdFile CAWindows\Syste rd Zirrentf Al STICCESS Offost: 262 144, Longthe 3278, 10 Flage: N
FF 4. 8 chuore.exe 26% B\ ResdFile CAWindows\Syste rd Zirrentf Al STICCESS Offost: 254912 Longth 32768, 100 Flage: N
T ... chuime exe 2% B ReadFile CAWindoweshSyste s Arrectf.dll SUCCESE Offset: 327,620, Length: 3298, 100 Flags: N‘:]
T ... § chuome.exe 2% Bk ReadFile W indowes\Systemd irestf. ALl BUCCESE Offset: 360,448, Length: 32 %8, 10 Flags: N
T’-’ﬂ- ... & chooe.exe 2% B ReadFile W indows'Systerd Zirestf.dll SUCCESS Offzet: 395,216, Length: 3298, 10 Flags: N 7
< I »




File Edit Event Filter

Options Help

SH KXE E (B da 5 | (B2 M

Tire ... Fuocess Name Crpegation Fath Result Detaal -
ITF 4. & chuome exe 266 B, CreateFile W indeones\Syste G Zirentf.dll SUCCESS Desiied Access: Genede Read, Dispesition: ¢
ITF 4. & chuome exe 2696 Bk QueryStandaudInd.. CAWindows\Systerd Hiventf 41l SUCCESS Allecahonize: 1,069,056, EndCfFile: 1,067,
T ... & chuome exs 206 B CreateFileMapping O \Windowrs'Systerd Zirestf dll LOCKEED WIT... e Type: Syme TypeCreatelection, PageFio
T 04 8 chuore.exe 256 Bk Quenytandaadlnd... C:WindawsSysterd imes 411 SUCCES Allecstionstize: 1069056, EndOfFile: 1,067,
ITF 4. chuome exe 2606 B CreateFileMapping O Windows\Systerad Zirestf 41l BUCCES Syme Type: Syme TypeOthex
ITF 4. & chuome exe 2% @ RegOpenkey HELMysternvCwnerdContiolfetiContclvCr.. REFARSE Desied Access: Read
ITF 4. & chuome exe 2% @ RegOpenKey HELM S ysternCwae dContolSe oty STCCESS Desied Access: Read
T ... & chuome exs % ] FegClos=Key HELM & ysternCwoe dContiolSetConticl Wy STCCESS
ITF 4. cluoime exe 2% @Y RegOpenKey HELM S ystermvCwnendContiolfetiContel s . REFARSE Lesied bccess: Read
ITF 4. § chuome exe 2% @ RegOperKey HELM Wyt e rdContiolSe tiContel . STCCESS Desiied Access: Read
ITF 4. chuome exe 2% @ RegClosKey HELM S ysterntCwoe dContiolSetContoe Wy STCCESS
ITF 04 & chuome exe 2% @ RegOpenkey HELM S ysternCwoedContiolSetContielCr. . REFARSE Desiied Access: Read
T ... § chuome exs 2% @Y RegOpenKey HELN S yste v wme dContiolSe tiContocl . STCCESE Desited Access: Read
TF 4. cluoime exe 2% @Y RegCloesKey HELM & ysterCuoe dContiolSe i ontocl Wy STCCESS
TF 4. & chuome exe 2% @Y RegOperKey HELMystermvCwnerdContiolfetiContclvCs. . REFARSE Desied Access: Read
ITF 4. chuome exe 2% @ RegOpenKey HELM W ysteravCunerdContolSetiContelvCr. . STCCESE Desied Access: Read
T ... § chuome.exe 2% @ RegClossKey HELM S ysternCwaedContimlSetC oty STCCESS
F2F 04 8 chuore exe F6 B, Oueyittandandld . CWindewstysternd Airrestf All STCCRS Allecstionstize: 1060056, ExdOfFile: 1,067,
TF M. § cluoime exe 269 B CreateFileMapping C\Windows\Systerd Divestf 41l FILE LOCEED WIT... Syme Type: Syme TypeCreateSecton, FageFio
T 04, 8 chuore.exe 2656 B\ Quenytaadaadbit... CWindawSysterd imes 411 SUCCESS Allocstionstize: 1069056, EndOfFile: 1,067,
ITF 4. & chuome exe 2626 Bk CreateFileMapping ¢ Windows\Systerd Zivestf 41l BUCCES Syme Type: Syme TypeOthex
T ... § chume exe % B\ ReadFile N indoves\Systemd Airestf.dll SUCCESS Offset: 32 W8, Length: 3208, 100 Flags: Mo
T ... & chuome exe 2% Bk ReadFile W indowes\Syste G Zimestf.dll SUCCESS Offzet: 65 536, Length: 32, %8, [0 Flags: No
TF .. chuoime exe 2% B ReadFile W Indoes\Syste G Zirentf.dll SUCCESS Offzet: %8304, Length: 3298, [0 Flags: No
FF 04, 8 chuore.exe 2% B\ ResdFile CAWindows\Syste rd Zirrentf Al SUCCESS Offsnt: 131,072 Length: 3278, 140 Flags: N
T ... § chuome.exe 2% B ReadFile CAWindowestSyste s Arrectf.dll SUCCESE Offset: 163,240, Length: 3298, 10 Flags: N
TF 04 & chuome exe 2% Bk ReadFile AW indowes\Syste G Aimestf.dll SUCCESS Offzet: 196,606, Length: 32 %8, 10 Flags: N
ITF M. § chuoime exe 2% B ReadFile W indoes\S el Zirentf.dll SUCCESS Offzet: 223 3N, Length: 32 %8, 10 Flags: N
T 04 8 chuore.exe 299 B\ ResdFile CAWindows\Syste rd Zirrentf Al SUCCES Offont: 292 144, Length: 32768, 100 Flags: N
FF 4. 8 chuore.exe 26% B\ ResdFile CAWindows\Syste rd Zirrentf Al SUCCES Offsnt: 24,912, Length: 3278, 100 Flags: N
ITF 4. chuome exe 2% Bk ReadFile CAWindoweshSyste s Arrectf.dll BUCCESS Offset: 327,620, Length: 3298, 100 Flags: ND
T ... § chuome.exe 2% Bk ReadFile W indowes\Systemd irestf. ALl BUCCESE Offset: 360,448, Length: 32 %8, 10 Flags: N
T ... & chuoime.exe 2% B ReadFile W indows'Systerd Zirestf.dll SUCCESS

<

Offset: 393,216, Length: 32368, IO Flaga: N 7
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Tq @ptions Help

Trne ..

T 04
T 4.
(T 04
T 04,
T 04
(o 04,
T 04
T 04
T 04,
T 04
(T 04
T 04
(T 4.
T 04,
T 04,
T 04
T 04,
(T 04
T 04,
(T 04
(o 04
T 04,
[T 4.
(T 04,
T 04
(T 4.
(T 04
T 04,
T 04
(T 04,
T 04
(T 04,
[T 4.

KRy B

Frocess Narme

£ clusime exe
£ clusie exe
£ clusime exe
5 chuore e
& chuoe exe
£ cluoime exe
£ clusioe exe
£ cluoime exe
5 chuoe e
£ chuoe exe
£ clusioe exe
£ cluoime exe
£ clumime exe
£ chuoe e
& chuore exe
£ clusime exe
£ clugime exe
5 chuore e
£ chuore e
£ clusime exe
£ clugime exe
£ clusie exe
£ clumime exe
& chuoe e
£ clusime exe
£ clugime exe
£ cluoime exe
& chuore e
£ chuoe exe
& chuore exe
£ clusioe exe
£ clumime exe
£ cluome exe

2% Bk CreateFile

B 6 5| ([ZBEL M

Fath
W indeones\Syste G Zirentf.dll

2606 B QueryStandaudnd... CWindows\Systerd Zimestf 411
206 B CreateFileMapping O \Windowrs'Systerd Zirestf dll
206 B QuenyStandaudlnd. . CAWindows\Systernd Zirestf 41l
2606 B CreateFileMapping O Windows\Systerad Zirestf 41l

2% @ RegOpenKey
2% @ RegOpenKey
% ] FegClos=Key
% @ RegOpenKey
2% @ RegOpenkey
2% @ RegClosKey
2% @ RegOpenkey
% @ RegOpenkey
2% @ FegCloszKey
2% @ RegOpenkey
2% @ FegOpenKey
2% @ RegClosKey

HELM S yste i woe dContolSe oty
HELM S yste v woe ndConduolety ontoo Wy
HELM W yste i woe dContiol 8oty ontol Wy,
HELM W yste i woe dContiolSe ool Wy
HELM & yste i woe dContiolSe ool Wy
HELM S ysterntCwoe dContiolSe oty
HELM S ysternCwoe dContiolSe i ontoe Wy
HELN e v e dClontiolSe tiContoelCx.
HELM W ysteriCwoe dContiolSe ool Wy
HELM S yste i woe dContiolSetyontol Wy
HELM S ysternCwoe dContiolSetyontoe Wy
HELM S ystembChume ntContoole W antuol V.

2606 B QuenyStandaudInd. . CAWindows\Systerd Dientf 41l
206 Bk CreateFileMapping C\Windows'Syste s Zirestf A1l
2606 B Queryitandaudlnd.. CWindows\Systerd Zirestf 41l
2606 B CreateFilaMapping O Windows\Systerd Zimestf 411

% B\ ReadFile
% B\ ReadFile
2% Bk ReadFile
2% Bk ReadFile
2% B ReadFile
2% B ReadFile
% B\ ReadFile
2% Bk ReadFile
2% B ReadFile
% B\ ReadFile
2% [ ReadFile

CAWindows\Systermd Airrectf.dll
CAWindows\Systernd Airectf.dll
CAWindows\Systend Airrectf.dll
W indenes\Syste il Zirentf.dll
CAWindowestSyste s Arrectf.dll
C AN indmSysterrd AmestLdll
CAWindows S ysternd Airvectf.dll
W indeones\S el Zirestf.All
W Ind s\ yste G Zirectf.dll
CAWindoweshSyste s Arrectf.dll
W indowes\Systemd irestf. ALl
CAWindows\Systernd Zirectf.dll

Fesult

SUCCESS
SUCCESS
LOCEED WIT...
SUCCESS
SUCCESS
REFARSE

CBUCCESS

SUCCESS
REFARSE
SUCCESS
SUCCESS
REFAREE
SUCCESS
SUCCESS
REFARSE
SUCCESS
SUCCES:
SUCCESS
FILE LOCKED WIT...
SUCCESS
SUCCESS
BUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
BUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
BUCCES:
SUCCESS

Detail -

Desied Access: Genenc Read, Dispoaition: €
Allocationtize: 1,069,056, EndCOfFile: 1,067,
Syme Type: Syme TypeCreatelechon, PageFuo
Alecahontize: 1,068 056, EndOfFile: 1,067,
Syme Type: Syme TypeOthex

Desived Access: Read

Desied Access: Read

Desited Access: Read
Desived Access: Read

Desived Access: Read
Desited Access: Read

Desived Access: Read
Desived Access: Read

Allecationiize: 1,069 056, EndOfFile: 1,067,
Syme Type: Syme TypeCreatelecton, PageFuo
Allecatoniize: 1,069,056, EndOfFile: 1,067,
Syme Type: Syme TypeOthex

Offset: 3208, Length: 3288, 100 Flags: No
Offzet: 65 536, Length: 32, %8, [0 Flags: No
Offzet: 9,304, Length: 3298, 100 Flags: No
Offset: 131,072, Length: 3288, 100 Flags: N
Offzet: 163,240, Length: 3288, 10 Flags: N
Offset: 196600, Length: 3298, 100 Flags: N
Offset: 223 5%, Length: 3298, 10 Flags: N
Offset: 262,144, Length: 3298, 100 Flags: N
Offset: 254,912, Length: 3288, 10 Flags: N

Offset: 327,620, Length: 3298, 100 Flags: N‘:]

Offset: 360,448, Length: 3288, 100 Flags: N

Offeet: 393,216, Lengfh: 32,768, IO Flags: N 7
T
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BEHIREBE T AS

LQIEREVENR]

Trne ..

T 04
T 4.
(T 04
T 04,
T 04
(o 04,
T 04
T 04
T 04,
T 04
(T 04
T 04
(T 4.
T 04,
T 04,
T 04
T 04,
(T 04
T 04,
(T 04
(o 04
T 04,
T 04,
(T 04,
T 04
(T 4.
(T 04
T 04,
T 04
(T 04,
T 04
(T 04,
T 04...

Frocess Narme

£ clusime exe
£ clusie exe
£ clusime exe
5 chuore e
& chuoe exe
£ cluoime exe
£ clusioe exe
£ cluoime exe
5 chuoe e
£ chuoe exe
£ clusioe exe
£ cluoime exe
£ chuorme exe
£ chuoe e
& chuore exe
£ clusime exe
£ clugime exe
5 chuore e
£ chuore e
£ clusime exe
£ clugime exe
£ clusie exe
£ clumime exe
& chuoe e
£ chuoe exe
£ clugime exe
£ cluoime exe
& chuore e
£ chuoe exe
& chuore exe
£ clusioe exe
£ clumime exe

£ cluome exe

FID N
2% Bk CreateFile

Fath
W indeones\Syste G Zirentf.dll

2606 B QueryStandaudnd... CWindows\Systerd Zimestf 411
206 B CreateFileMapping O \Windowrs'Systerd Zirestf dll
206 B QuenyStandaudlnd. . CAWindows\Systernd Zirestf 41l
2606 B CreateFileMapping O Windows\Systerad Zirestf 41l

2% @ RegOpenKey
2% @ RegOpenKey
% ] FegClos=Key
% @ RegOpenKey
2% @ RegOpenkey
2% @ RegClosKey
2% @ RegOpenkey
% @ RegOpenkey
2% @ FegCloszKey
2% @ RegOpenkey
2% @ FegOpenKey
2% @ RegClosKey

HELM S yste i woe dContolSe oty
HELM S yste v woe ndConduolety ontoo Wy
HELM W yste i woe dContiol 8oty ontol Wy,
HELM W yste i woe dContiolSe ool Wy
HELM & yste i woe dContiolSe ool Wy
HELM S ysterntCwoe dContiolSe oty
HELM S ysternCwoe dContiolSe i ontoe Wy
HELN e v e dClontiolSe tiContoelCx.
HELM W ysteriCwoe dContiolSe ool Wy
HELM S yste i woe dContiolSetyontol Wy
HELM S ysternCwoe dContiolSetyontoe Wy
HELM S ysternCwoe dContolSe i ontoe Wy

206 b QueryStandaudlnd... CWindavwesSystend Zrmestf 41l
2606 Bk, CuzateFileMapping € Windmws Syster Zmestf 41l
206 B, Querytandandlnd .. ¢ WindavwsSysten Zrventf.dll
2606 [Bh, CueateFileMapping € WindawsSystend Zrventf.dll

% B\ ReadFile
% B\ ReadFile
2% B ReadFile
2% Bk ReadFile
2% B ReadFile
% B\ ReadFile
% B\ ReadFile
2% B, ReadFile
2% B ReadFile
% B\ ReadFile
2% [ ReadFile

AW indows\Systernd Zirectf.dll
CAWindows\Systernd Airectf.dll
W Indoes\Syste G Zirentf.dll
W indenes\Syste il Zirentf.dll
W ind s\ yste G Zirentf.dll
AW indows\Systerrd Zirectf.dll
CAWindows S ysternd Airvectf.dll
W indeones\S el Zirestf.All
W Ind s\ yste G Zirectf.dll
W indeones\S e Airentf.dll
W indowes\Systemd irestf. ALl
CAWindows\Systernd Zirectf.dll

Fesult

SUCCESS
SUCCESS
LOCEED WIT...
SUCCESS
SUCCESS
REFARSE

CBUCCESS

SUCCESS
REFARSE
SUCCESS
SUCCESS
REFAREE
BUCCESS
SUCCESS
REFARSE
SUCCESS
SUCCES:
SUCCESS
FILE LOCKED WIT...
SUCCESS
SUCCESS
BUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
BUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
BUCCES:
SUCCESS

Detail -

Desied Access: Genenc Read, Dispoaition: €
Allocationtize: 1,069,056, EndCOfFile: 1,067,
Syme Type: Syme TypeCreatelechon, PageFuo
Alecahontize: 1,068 056, EndOfFile: 1,067,
Syme Type: Syme TypeOthex

Desived Access: Read

Desied Access: Read

Desited Access: Read
Desived Access: Read

Desived Access: Read
Desited Access: Read

Desived Access: Read
Desived Access: Read

Allecationiize: 1,069 056, EndOfFile: 1,067,
Syme Type: Syme TypeCreatelecton, PageFuo
Allecatoniize: 1,069,056, EndOfFile: 1,067,
Syme Type: Syme TypeOthex

Offset: 3208, Length: 3288, 100 Flags: No
Offzet: 65 536, Length: 32, %8, [0 Flags: No
Offzet: 9,304, Length: 3298, 100 Flags: No
Offset: 131,072, Length: 3288, 100 Flags: N
Offzet: 163,240, Length: 3288, 10 Flags: N
Offset: 196600, Length: 3298, 100 Flags: N
Offset: 223 5%, Length: 3298, 10 Flags: N
Offset: 262,144, Length: 3298, 100 Flags: N
Offset: 254,912, Length: 3288, 10 Flags: N

Offset: 327,620, Length: 3298, 100 Flags: ND

Offset: 360,448, Length: 3288, 100 Flags: N

<

Offset: 393,216, Length: 32368, IO Flaga: N 7
»
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[ 04...
[ 04...
[ ..
[T 04...
[ 04...
[T ..
[T 04...
[T 04...
[ 04...
[T ...
[ 04...
[T 04...
[ 4.
[ 04...
[ 04...
[ 04...
[T 04...
[ 04...
[ 04...
[T ...
[ 04...
[T 04...
[ 04...
[ 04...
[T 04...
[ 04...
[T ..
[T 04...
[ 04...
[ ...
[T ...
[T 04...
[T 04...

P

£ c}
£ ch
£ c}
£ c}
£ ch
£ cl
£ ch
£ c}
£ c}
£ c}
£ c}
£ cl
£ ch
£ c}
£ c}
£ cl
£ c}
£ c}
£ cl
£ cl
£ c}
£ ch
£ ch
£ c}
£ c}
£ cl
£ ch
£ c}
£ ol
£ cl
£ c}
£ ch
£ c}

Only show processes still running at end of current trace
Timelines cover displayed events only

<

Showing 29,7

Fiocess Descaphon Irrege Path Lafe Tirre Cornpeny O #
i
=) K| Systern (4) Systern
W ses.exe (52) Windows TERSER ... C\Windows'Systeim. . Micucenft Corpostion NT &
B osessexe (GO0 FARRGRSEE...  CMWidows'eysterm... Micreenft Copoeation NT &
W omss.exe (348) FAEREIRSEE... ¢ Widows'eysterm... Mciceoft Composation WT 2
B E] wandrat.exe (356) Windeows SMENFER ... CMWindows'eysterm... Micucenft Compogation NT &
) W services.exe (444) BRREBITHIGSRE...  C\Windowsheysterm. . Miciceoft Coupoustion. NT 2
[£) | vehest exe (556) Windows Sepdces . CA\Windowsheystern... _ Miciceoft Composation NT &
W wndpivse exe (1404) W Fuoader Host CAWindowsheystern... _ Miciceoft Compogation NT 2
COM Sunogate CMWindows'eysteim. . Miciceoft Corpogation NT &
: DllHeet.exe (336) COM Suncgate CAWindowsheystern... Miciceoft Compogation NT 2
) svehast exe (636) Windows Services ... C:\Windowsksystem... Micicsoft Compeustion NT 8
() | svehost.exe (724) Windows Serdces . COAWindows\Systerm. . Mficvcenft Copoestion NT &
E] AUDIODG EXE (Z7%2) Windews fudio Dev.. C\Windowssystern. . Micucenft Compogation NT &
[5) W vchost.exe (F0) Windows Serdces . CAWindows\System. . Mficcenft Compopstion NT &
& 1 Dvrrnesee (1836) HEBEEES CAWindows'eystern... I Miciceoft Composation cuFY T
< | 1 ] » < i — »
Description:
Company:
Path: Idle
Command:
User:
PID: 0 Started: 2017/6/23 T 04:25:14
[GoToEvent] [ Indude Process ] [ Indude Subtree ] Close

ihon: ¢
- 1,067,
oz Fin
- 1,067,

- 1,067,

ry
g

- 1,067,

Fhada
=555

FEERGaE4

Vi e

« [




File Edit Event

Filter Tools Optig

EEHABE| T A B

T 04
T 4.
(T 04
T 04,
T 04
(o 04,
T 04
T 04
T 04,
T 04
(T 04
T 04
(T 4.
T 04,
T 04,
T 04
T 04,
(T 04
T 04,
(T 04
(o 04
T 04,
T 04,
(T 04,
T 04
(T 4.
(T 04
T 04,
T 04
(T 04,
T 04
(T 04,
T 04...

£ clusime exe
£ clusie exe
£ clusime exe
5 chuore e
& chuoe exe
£ cluoime exe
£ clusioe exe
£ cluoime exe
5 chuoe e
£ chuoe exe
£ clusioe exe
£ cluoime exe
£ chuorme exe
£ chuoe e
& chuore exe
£ clusime exe
£ clugime exe
5 chuore e
£ chuore e
£ clusime exe
£ clugime exe
£ clusie exe
£ clumime exe
& chuoe e
£ chuoe exe
£ clugime exe
£ cluoime exe
& chuore e
£ chuoe exe
& chuore exe
£ clusioe exe
£ clumime exe

£ cluome exe

Tire ... Fuocess Name

FID'  Opeyaticd
2% Bk CreateFile

Fath
W indeones\Syste G Zirentf.dll

2606 B QueryStandaudnd... CWindows\Systerd Zimestf 411
206 B CreateFileMapping O \Windowrs'Systerd Zirestf dll
206 B QuenyStandaudlnd. . CAWindows\Systernd Zirestf 41l
2606 B CreateFileMapping O Windows\Systerad Zirestf 41l

2% @ RegOpenKey
2% @ RegOpenKey
% ] FegClos=Key
% @ RegOpenKey
2% @ RegOpenkey
2% @ RegClosKey
2% @ RegOpenkey
% @ RegOpenkey
2% @ FegCloszKey
2% @ RegOpenkey
2% @ FegOpenKey
2% @ RegClosKey

HELM S yste i woe dContolSe oty
HELM S yste v woe ndConduolety ontoo Wy
HELM W yste i woe dContiol 8oty ontol Wy,
HELM W yste i woe dContiolSe ool Wy
HELM & yste i woe dContiolSe ool Wy
HELM S ysterntCwoe dContiolSe oty
HELM S ysternCwoe dContiolSe i ontoe Wy
HELN e v e dClontiolSe tiContoelCx.
HELM W ysteriCwoe dContiolSe ool Wy
HELM S yste i woe dContiolSetyontol Wy
HELM S ysternCwoe dContiolSetyontoe Wy
HELM S ysternCwoe dContolSe i ontoe Wy

206 b QueryStandaudlnd... CWindavwesSystend Zrmestf 41l
2606 Bk, CuzateFileMapping € Windmws Syster Zmestf 41l
206 B, Querytandandlnd .. ¢ WindavwsSysten Zrventf.dll
2606 [Bh, CueateFileMapping € WindawsSystend Zrventf.dll

% B\ ReadFile
% B\ ReadFile
2% B ReadFile
2% Bk ReadFile
2% B ReadFile
% B\ ReadFile
% B\ ReadFile
2% B, ReadFile
2% B ReadFile
% B\ ReadFile
2% [ ReadFile

AW indows\Systernd Zirectf.dll
CAWindows\Systernd Airectf.dll
W Indoes\Syste G Zirentf.dll
W indenes\Syste il Zirentf.dll
W ind s\ yste G Zirentf.dll
AW indows\Systerrd Zirectf.dll
CAWindows S ysternd Airvectf.dll
W indeones\S el Zirestf.All
W Ind s\ yste G Zirectf.dll
W indeones\S e Airentf.dll
W indowes\Systemd irestf. ALl
CAWindows\Systernd Zirectf.dll

Fesult

SUCCESS
SUCCESS
LOCEED WIT...
SUCCESS
SUCCESS
REFARSE

CBUCCESS

SUCCESS
REFARSE
SUCCESS
SUCCESS
REFAREE
BUCCESS
SUCCESS
REFARSE
SUCCESS
SUCCES:
SUCCESS
FILE LOCKED WIT...
SUCCESS
SUCCESS
BUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
BUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
BUCCES:
SUCCESS

Detail -

Desied Access: Genenc Read, Dispoaition: €
Allocationtize: 1,069,056, EndCOfFile: 1,067,
Syme Type: Syme TypeCreatelechon, PageFuo
Alecahontize: 1,068 056, EndOfFile: 1,067,
Syme Type: Syme TypeOthex

Desived Access: Read

Desied Access: Read

Desited Access: Read
Desived Access: Read

Desived Access: Read
Desited Access: Read

Desived Access: Read
Desived Access: Read

Allecationiize: 1,069 056, EndOfFile: 1,067,
Syme Type: Syme TypeCreatelecton, PageFuo
Allecatoniize: 1,069,056, EndOfFile: 1,067,
Syme Type: Syme TypeOthex

Offset: 3208, Length: 3288, 100 Flags: No
Offzet: 65 536, Length: 32, %8, [0 Flags: No
Offzet: 9,304, Length: 3298, 100 Flags: No
Offset: 131,072, Length: 3288, 100 Flags: N
Offzet: 163,240, Length: 3288, 10 Flags: N
Offset: 196600, Length: 3298, 100 Flags: N
Offset: 223 5%, Length: 3298, 10 Flags: N
Offset: 262,144, Length: 3298, 100 Flags: N
Offset: 254,912, Length: 3288, 10 Flags: N

Offset: 327,620, Length: 3298, 100 Flags: ND

Offset: 360,448, Length: 3288, 100 Flags: N

<

Offset: 393,216, Length: 32368, IO Flaga: N 7
»




File Edit Event

Filter

Tools Options

FHIREBE|TAS B

Trne ..

T 04
T 4.
(T 04
T 04,
T 04
(o 04,
T 04
T 04
T 04,
T 04
(T 04
T 04
(T 4.
T 04,
T 04,
T 04
T 04,
(T 04
T 04,
(T 04
(o 04
T 04,
[T 4.
(T 04,
T 04
(T 4.
(T 04
T 04,
T 04
(T 04,
T 04
(T 04,
[T 4.

Frocess Narme

£ clusime exe
£ clusie exe
£ clusime exe
5 chuore e
& chuoe exe
£ cluoime exe
£ clusioe exe
£ cluoime exe
5 chuoe e
£ chuoe exe
£ clusioe exe
£ cluoime exe
£ clumime exe
£ chuoe e
& chuore exe
£ clusime exe
£ clugime exe
5 chuore e
£ chuore e
£ clusime exe
£ clugime exe
£ clusie exe
£ clumime exe
& chuoe e
£ clusime exe
£ clugime exe
£ cluoime exe
& chuore e
£ chuoe exe
& chuore exe
£ clusioe exe
£ clumime exe
£ cluome exe

FID'  Opexation
2% Bk CreateFile

Lih
AW indowsSysterd Zirectf.dll

2606 B QueryStandaudnd... CWindows\Systerd Zimestf 411
206 B CreateFileMapping O \Windowrs'Systerd Zirestf dll
206 B QuenyStandaudlnd. . CAWindows\Systernd Zirestf 41l
2606 B CreateFileMapping O Windows\Systerad Zirestf 41l

2% @ RegOpenKey
2% @ RegOpenKey
% ] FegClos=Key
% @ RegOpenKey
2% @ RegOpenkey
2% @ RegClosKey
2% @ RegOpenkey
% @ RegOpenkey
2% @ FegCloszKey
2% @ RegOpenkey
2% @ FegOpenKey
2% @ RegClosKey

HELM S yste i woe dContolSe oty
HELM S yste v woe ndConduolety ontoo Wy
HELM W yste i woe dContiol 8oty ontol Wy,
HELM W yste i woe dContiolSe ool Wy
HELM & yste i woe dContiolSe ool Wy
HELM S ysterntCwoe dContiolSe oty
HELM S ysternCwoe dContiolSe i ontoe Wy
HELN e v e dClontiolSe tiContoelCx.
HELM W ysteriCwoe dContiolSe ool Wy
HELM S yste i woe dContiolSetyontol Wy
HELM S ysternCwoe dContiolSetyontoe Wy
HELM S ystembChume ntContoole W antuol V.

2606 B QuenyStandaudInd. . CAWindows\Systerd Dientf 41l
206 Bk CreateFileMapping C\Windows'Syste s Zirestf A1l
2606 B Queryitandaudlnd.. CWindows\Systerd Zirestf 41l
2606 B CreateFilaMapping O Windows\Systerd Zimestf 411

% B\ ReadFile
% B\ ReadFile
2% Bk ReadFile
2% Bk ReadFile
2% B ReadFile
2% B ReadFile
% B\ ReadFile
2% Bk ReadFile
2% B ReadFile
% B\ ReadFile
2% [ ReadFile

CAWindows\Systermd Airrectf.dll
CAWindows\Systernd Airectf.dll
CAWindows\Systend Airrectf.dll
W indenes\Syste il Zirentf.dll
CAWindowestSyste s Arrectf.dll
C AN indmSysterrd AmestLdll
CAWindows S ysternd Airvectf.dll
W indeones\S el Zirestf.All
W Ind s\ yste G Zirectf.dll
CAWindoweshSyste s Arrectf.dll
W indowes\Systemd irestf. ALl
CAWindows\Systernd Zirectf.dll

Fesult

SUCCESS
SUCCESS
LOCEED WIT...
SUCCESS
SUCCESS
REFARSE

CBUCCESS

SUCCESS
REFARSE
SUCCESS
SUCCESS
REFAREE
SUCCESS
SUCCESS
REFARSE
SUCCESS
SUCCES:
SUCCESS
FILE LOCKED WIT...
SUCCESS
SUCCESS
BUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
BUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
BUCCES:
SUCCESS

Detail -

Desied Access: Genenc Read, Dispoaition: €
Allocationtize: 1,069,056, EndCOfFile: 1,067,
Syme Type: Syme TypeCreatelechon, PageFuo
Alecahontize: 1,068 056, EndOfFile: 1,067,
Syme Type: Syme TypeOthex

Desived Access: Read

Desied Access: Read

Desited Access: Read
Desived Access: Read

Desived Access: Read
Desited Access: Read

Desived Access: Read
Desived Access: Read

Allecationiize: 1,069 056, EndOfFile: 1,067,
Syme Type: Syme TypeCreatelecton, PageFuo
Allecatoniize: 1,069,056, EndOfFile: 1,067,
Syme Type: Syme TypeOthex

Offset: 3208, Length: 3288, 100 Flags: No
Offzet: 65 536, Length: 32, %8, [0 Flags: No
Offzet: 9,304, Length: 3298, 100 Flags: No
Offset: 131,072, Length: 3288, 100 Flags: N
Offzet: 163,240, Length: 3288, 10 Flags: N
Offset: 196600, Length: 3298, 100 Flags: N
Offset: 223 5%, Length: 3298, 10 Flags: N
Offset: 262,144, Length: 3298, 100 Flags: N
Offset: 254,912, Length: 3288, 10 Flags: N
Offset: 327,620, Length: 32%8, 100 Flags: N‘:]
Offset: 360,448, Length: 3208, 10 Flags: N

<

Offeet: 393,216, Lengfh: 32,768, IO Flags: N 7
T

Bk % File/ Registry: Bk Z Fileds £ &/
B 4 48 42 X P Registry Key




PRI

1A LYV &% E eS| EBIENNS S

Frocess Nare FID'  Opexation Fath Result
& chuoime exe 2% B Cloe=File Tz e\ b ppDatat Local Low SUCCESS
£ cluoime exe 2% B CreateFile T zers e\ b ppDatatLocal Lo SUCCES
= SUCCESE
SUCCESE
 NAME NOT FOL ) A > I N\ N ;{— . ;{— >
& < Events to save: STICCESS v] LA ILI'?J‘ ﬁﬁ' %‘ ék aF 77 é/J ?Eﬁﬁ% ’fﬁ% ¥, 2] LA ’fa F & 71:
- ] . REFARSE .
€1  Omewns e gy 4% X (PML, CSV, XML)
g ¢ (@) Events displayed using current filter ‘;IggggT FoU ? ?
[ Keos
& Also indude profiling events SUCCESS
& R . REFARSE
& () Highlighted events " STICCRSS
& ¢l Format: . NANME NOT FOL
g . () Native Process Monitor Format (PML) ‘gggggg
g c @ Comma-Separated Values (CSV) . BUCCESS
c — - L RUCCESS
- () Extensible Markup Language (XML) STICCES
g c [ ]indude stack traces (will increase file size) gggggg
[ — I. . .
®- [ |Resolve stack symbols (will be slow) IR
B | SUCCESS
& e . . STCCESS
e path: C:\Users\au\Downloads\ProcessMonitor\Logfile.CSV E] | STCCESS
ol SUCCESE
o [ ok [ cancel || SuCCES
B SUCCESS
S IN— S - — SUCCRS
& cluoime exe 2% B QuenySecwdtyFile CWseusheu\bppData\Locallow SUCCES
& cluoime exe 2% B Clos=File Tz eu\dppDataDocal Lo SUCCES

I N U, oo Bl o~ Jiien AATT_LL AN Ao AT LT LD __alse T ANAT AT TNT




Ry ]

| Logfile - £5%F =N F=E S
BEFR HFEE B0 wEN J|EH)

"Time of Day","Proceszz Name","PID","Operation”,"Path","Result"”, "Detail” E
A 04:32:20.0099204"  "chrome.exe", "2696"  "CreateFile","C:\Windowz\Prefetch\CHROME .EXE-D999E (B4 | |
T 04:32:20.0112166", "chrome.exe","2696", "Reglpenkey", "HELH \Software'\Hicrozoft\Windows NT'\Curr
" 04:32:20.0112317", "chrome.exe","2696" , "RegluervValue", "HELM\SOFTVARE\MICROSOFT AW INDOWS NTAC
T 04:32:20.0112400", "chrome.exe", "2696" , "Reglpenkev" , "HELH \Syeten\CurrentControlSetiControlis
"TA 04:32:20.0112478", "chrome.exe","2696", "Reglpenkey", "HELH \Syaten'\CurrentControlSet i Controlis
" 04:32:20.0112549" "chrome.exe","2696", "RegQueryValue", "HELH \Syaten'\CurrentControlSetiContro
T 04:32:20.0112615", "chrome.exe", "2696" , "ReeC logekey" , "HELH \SyateniCuorrentControlSetiControlt,
" 04:32:20.0113939" "chrome.exe","2696", "CreateFile","C:\Progran Files {(%86)\Google'\Chrome'dp
" 04:32:20.0114210", "chrome.exe","2696", "ReadFile","C:\Frogramn Filez (x86)\Google'\Chrome'lppl
" 04:32:20.0123020", "chrome. exe","2696", "ReadFile","C:\Progran Filez (x86)\Google\Chrome'\lppl
" 04:32:20.0238090" "chrome.exe", "2696" "ReadFile","C:\Progran Filez (%860 \Google\Chrome'dppl
T 04:32:20.0322698", "chrome.exe","2696", "Reglpenkey", "HELH \Syaten'\CurrentControlSetiControlis
T 04:32:20.0322819", "chrome.exe", "2696", "Reglpenkey", "HELH \Syaten\CurrentControlSet i Controlis
T 04:32:20.0322945"  "chrome.exe","2696", "Reglpenkev" , "HELK \Syeten\CurrentControlSetiControlis
"TA 04:32:20.0323006", "chrome.exe", "2696", "Reglpenkey", "HELH \Syaten'\CurrentControlSet i ControliS
" 04:32:20.0350042" "chrome.exe","2696", "Reglpenkey", "HELH \Software‘\Policies'\Hicrozoft ' Window
A 04:32:20.0350175", "chrome. exe", "2696" , "ReglueryValue", "HELHA\SOFTWARE \Policies \HicrozoftiWin
" 04:32:20.0350249" "chrome.exe", "2696"  "ReeClozeKey" , "HELM\SOFTWARE \Policiez'\Hicrozoft\Windo
" 04:32:20.0350350", "chrome.exe", "2696", "Reglpenkey", "HECU \Software\Policies'\Hicrozoft ' Window
" 04:32:20.0350507", "chrome.exe", "2696", "ReadFile", " "C:\FProgramn Filez (x86)\Google\Chrome'\lppl
" 04:32:20.0359206", "chrome. exe", "2696", "ReadFile","C:\Programn Files (x86)\Google\Chrome\bppl
T 04:32:20.0400370", "chrome.exe","2696", "CreateFile","C:\Progran Files (%86)\Google'\Chrome'dp
" 04:32:20.0401434"  "chrome.exe","2696", "CreateFile","C:\Progran Filez (%861 \Google'Chrome'dp
T 04:32:20.0401943"  "chrome.exe","2696", "QuervBazicInformationFile","C:\Programn Files (x86)\G
T 04:32:20.0402009", "chrome.exe","2696","ClogeFile","C:\Progran Files (%86)\Google'\Chrone'\hpp
" 04:32:20.0402445"  "chrome.exe","2696", "CreateFile","C:\Progran Filez (#86)\Google'Chrome'dp
T 04:32:20.0402572", "chrome.exe","2696", "CreateFiledapping”,"C:'Program Files (x86)%Google\Ch
" 04:32:20.0402634" "chrome.exe", "2696" "QueryStandardInformationFile","C:\Programn Files (x86 [
T 04:32:20.0402705", "chrome.exe","2696", "ReadFile","C:\FProgramn Filez (x86)\Google\Chrome'lppl




Noriben

Nori-Ben = seaweed lunchbox
Simplest "box" to make

Cheap

Minimal ingredients




Noriben

*Simple Malware Anlysis Sandbox:

* Wrapper for Microsoft SysInternals Process Monitor(ProcMon)

*Build a Sandbox VM with just:
> Noriben.py
> Procmin.exe

Optional:
o Extra Procmon binary filter
> YARA signature files
° Virustotal API Key
> Add new filter to the script



Goal of Noriben

*Quick malware analysis results
*Flexibility for open-ended runs(manually stopped analysis)
*Allow for user interaction
*Analysis of
* GUI apps
* Command line args

* Malware requiring debugging(Z-flag, code/men altering)
* Long sleeps(hours, days)




Noriben focus on:

*Processes, File activaity, Registry Activity, Network Activity

*Log high level API calls while filtering out known noise
o Thumbnail creation

o Prefetch creation

o Explorer registry key(MRUs)

> RecentDocs

o Malware analysis tools (CaptureBat, IDA, FakeNet)
o VMWare tools

o Java updater



Strat Noriben

Open "CMD" with administration

Run path/to/python.exe path/to/noriben.py




Compare with cuckoo sandbox
[ CwdoSmdbr ] Nebe

Spend time(sample/sec) time-out 120s 140s 230s
Simulate human activity Yes(just random move mouse) No
Memory dump Plugin(volatility) No
Static Analysis(Strings, PE header, ...) Yes No
Interface Web and console Just console
Network Analysis Use wireshark catch package and analysis Just analysis windows api
Report Json and use web present Just CSV
Portable Slightly complicated Very easy to use

Analysis range Only Malware and process spawned by Malware Whole systems




