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CoinMinerBZEBIEEARKBEN(/I)

(MALWARE-CNC Win.Trojan.CoinMiner outbound connection)
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CoinMinerBZ2iZiIe RBiEI(2/3)

(MALWARE-CNC Win.Trojan.CoinMiner outbound connection)
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CoinMiner=2&
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(MALWARE-CNC Win.Trojan.CoinMiner outbound connection)
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v https://downloads.malwarebytes.com/file/mb3/

NASOC-2018-006-MR

v https://security.symantec.com/nbrt/npe.aspx?&NUCLANG=zh-tw
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WidgiToolbar EEEREHF 71 (1/4)

(MALWARE-CNC User-Agent known malicious user-agent string - WidgiToolbar)

Ml \eeshark - Follow TCP Sream (tepstream eq 1) request_1523523831 - 0

POST /cgi/api.cgi/ping/30 HTTP/1.1
Accept- Encoding gzip,deflate

Content-Length: 1215
Connection: Keep-Alive
Cache-Control: no-cache

<Orq><auth><cev>272< feev><Fevr272¢ [favr<pmev>272< [pmev><cnid>302398¢< /cnid><isn>3010296309A64A3180B6EAGBOBC 7438E</
isn><cid>547b1aa8fedbd503acce37956d17d@48</cid><cid2>9784c3%092¢212aF fdf69de160a69d76</cid2><ct>30</ct><dlid>1833¢/
dlid><1ngid>1028</Ingid><wv>6. 3¢ /wv><brw><ie>11.08.9600.18953¢/iex<Fff>¢/Ff><gc>65.08.3325.181¢/gc><edger</edge><dbrw>Chromed/
dbrw></brw></auth>

<ping><av>1,11</av><source_of ping>far</source_of ping><s>PGRicnceQ2hyb211PCokYn)3P xpZXY+MTEUMCASH AL JEAOTUZP(IpZXY+PG11c2U
+QmluZawy

aWVzZT48akVvPnkBL211b248aWVec 248121 18HM+PCInd j48L 27nd 48 1nZ 22T48L 21nc 20+ PCIn

bz48L27abz487n70¢ 2431 2T ndHM+PGd jd JA2NSAwL JMzMUUMT gxPCINY3Y+PGd jc2U+R2IVI2x]
PCInY3N1PxnY2B+bjwvZ2NvPjxnY3RzP jwvZ2N8c 2487 2NzcGB+PGVpZDSnbWNvZ21vbidi YaSt

Y ) rbaxkZW1 rYatuYXBvbHBk I TwvZR1kP i x1cmws aHRBcDOVL 21121 § LaVhbaN3 ZX] zLalvbSOn

bv8/Y2F8ZWdvcnk9d2ViJmF tcDt2PTIxZHVmYW1n032Z1cn09bXVz ahMaYWIn03Ee3N1YX T 1aFR]

HEE:IEEASOCEE



WidgiToolbar B =ERSH 731 (2/4)

(MALWARE-CNC User-Agent known malicious user-agent string - WidgiToolbar)

> A 373 B F 2 5 i1 F]% 5% PDFcreator (- #&
PDFi# $ #7 3% ) 97

Widgi Toolbar creates the following file(s):

# File Name Size MD5 Detection
Count

1 %PROGRAMFILESY%)\pdfforge Toolbar\WidgiT 650,752 0369affb46aa2071d04a3fb361ee5bd0 7,546
oolbarlIE.dll

2 %PROGRAMFILES%!\pdfforge Toolbar\SearchS 992,256 2ba55d793667eacal4437277dd472b29 4,432
ettings.exe

3 %PROGRAMFILES%)\pdfforge Toolbar\SearchS 1,114,112 e3b00dc3e381c3e02fc34256d12168¢2 2,624
ettings.dll

4 %PROGRAMFILESY%\PDFCreator Toolbar\v3.0. 757,760 a9289dcc914ed8a96e6e91d9cd2babdb 128
0.0\PDFCreator_Toolbar.dll

5 %PROGRAMFILES%)\pdfforge Toolbar\IE\1.1.2 20 a9a2ecd63b89704922764fc242a87053 27
\pdfforgeToolbarIE.dll

6 %PROGRAMFILES%)\pdfforge Toolbar\FF\chro 69,832 7d2561803908cd8a4al3098fc8499¢93 26
me\TBM4A23.tmp

7 %WINDIR%\TEMP\pdfforgeToolbar.exe 4,493,608 07fa90568290c3ae84db3787747940bf 8

8 %ALLUSERSPROFILE%\Application Data\pdffo 2
rge Toolbar

9 %ALLUSERSPROFILE%\pdfforge Toolbar 1

tHE:dEEASOCEEE



WidgiToolbar BE=ERSH 71 (3/4)

(MALWARE-CNC User-Agent known malicious user-agent string - WidgiToolbar)

_PDFcreator %™ " ¥ % %R
rﬁf; f‘/{i{ BRI H RS
kg o Flm g Ao

ERRIEEE
BEF S|EE BRN) ENEEA) FHEBEH)
----- Environment || igal
»- ) EUDC
Identities
Keyboard Layout
..... Metwark
: Printers

Il

i
|mf
il

ab) (FHR4E) REG_SZ

4. Software
oo b 7-Zip
----- AppDatalow
: Classes
Clients
Google
Microsoft
PDF Architect 6
4. pdfforge
4., PDFCreator
a- Settings

m

- ApplicationF
Applications
4 - | ConversionP

$ &AL EASOCR -0




WidgiToolbar B2 ERSH 517 (4/4)

LA T At oo s s gt s G Toomen
>iERE
R FAB LM ALY T @R A
%ﬂ“ﬁ”f‘ﬂ?UTwﬁ,\ﬁiﬁ%%%ﬁﬁ
¥ =

v’ https://downloads.malwarebytes.com/file/mb3/

v" https://security.symantec.com/nbrt/npe.aspx?&NUCLANG=zh-tw
>0 B 53

v' https://www.enigmasoftware.com/widgitoolbar-removal/

tHE:dEEASOCEEE
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Test EEEHREH21(1/2)

(MALWARE-CNC User-Agent known malicious user agent - test )

>

P+ A B % %A L Notepad.exe

M iireshark - Follow TCP Stream (tcp.stream eq 60) - request_1524022369 - O >

tHE:dEEASOCEEE

GET / HTTPR Al
User-Ageny: test
Host: www.baidu.com

Cache-Control: no-cache

Cookie: BAIDUID=BAA7597177F18B2AFACF92BD3BF949B6:FG=1; BIDUPSID=BA67597177F18B2AFACF92BD3BF949B6;
PSTM=1523578448; H PS5 PS5ID=1464 21188 18559 22@875; BDSVRTM=8; BD HOME=8

SHAZ256: 2b5064dcf918207d31537e41c1b43b6cac2b62f9d343005¢1180dde8e21790d9

File name: Notepad.exe :
b
Detection ratio: 40/ 41 ‘r 1 1

Analysis date: 2011-04-27 18:54:54 UTC ( 6 years, 11 months ago ) View latest

10




Test BEREXRFSHTM(2/2)

(MALWARE-CNC User-Agent known malicious user agent - test )
+ =X
»IE R
A AN
> 1p B 5

v https://baike.baidu.com/item/Notepad.exe/10684198 ( /4 H &4

k) -
v’ https://www.virustotal.com/en/file/2b5064dcf918207d31537e41c1b43b6cac?
b62f9d343005¢1180dde8e21790d9/analysis/1303930494/

tHE:dEEASOCEEE
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DDoSIWEELARYZR 5

2018FDDoS I YA

B A7 :Gbits

network flood IPv4 UDP

network flood IPv4 UDP-FRAG

network flood IPv4 TCP-FIN-ACK

DOSS-DNS-Ref-L4-Above-3000

DOSS-UDP-flood-80-Req

network flood IPv4 TCP-SYN-ACK

network flood IPv4 ICMP

ICMP-BlackNurse-Attack

940.72
259.22
B w6
29.45
11.43
9.62
6.25
3.63
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