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WPA2 MZ#HEIRREE, ABERUBWI-Fi LEEGE EXBBEEE
https://blog trendmicro.com tw » ==/ E# » WiFi «

2017T=108198 - &35 Wi-Fi BEEEENEEEWPA2? EBEE£EBEERE  EEOESEWI-F &2E
SEETIFEY "TREFHTFEDE | (Key Reinstallation AttaCK « E#EKRACK) « E—EZE# 5 WPA2
MEEEEENEsRENE - KRACK EEE "TERTEENERERS ) B3E  IHEdRE
AEEEH @AY AITES 87

[Wi-FiIZERERE] BFAWPA2R EHEMEREHEEEAZE(11/6E. ..
hitps:/iwww._ithome.com tw/news/117532 ~
2017108173 - https:/support.apple com/en-us/HT208222WPA2 F AR « EEEWI-FimEE
LEHESER TR - Google - HRITEREHE - 88 - FRALZEBIEERFESLESE
HEEHR  FREXLTREEEN  SESRLEF FRHEEEEE c EERAEFEE -
2017M1/26 12:00.
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EE » F:aEAndroidF# - i05EE » SWindowsZEs - LinuxZS BalE0EEE « EZEEEWPA2
MEERAEEIWI-FIEEE  AYUEEESHEBELNER - US=EREEHEFENWPAZIIEE

T EREETSERMERRED -

[Wi-FillZ R EEE] WPA2ED AEZ = ? lITKRACKSIIE[EE| iThome
hitps:/fwww._ithome.com tw/news/M117583 -
2M7E10R20E - EEHENERABEEWPALBLEEE  FREARBEEERT MEELERES
BlEAWI-FiR » BU{RESHORXERR  LERERARANE - Bt AERESFAFRINE
LAPEEAREERER  SEEEEEENEROBERE -

I;wymﬂu&ﬁﬁﬁﬁ%} wpggzﬁi;ftfﬁfﬁf@:?hmu@ﬁﬂ » B EFRBEWI-Fi ...
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Wi-Fiff BWPA2IIZEEBE AR - Android BFBEBRRE | B
https://www_bnext.com tw/article/46565/wifi-found-vulnerability-on-wpa2 ~

20175108170 - AASEEANESABWI-FIERIERE » REERWPA2INZESESMAE
HoEETHEE - GZIWE - AppleZ AT BHEAFRTCEEERR

[WPA2%E ] ML T EFEF0OSEANdroidiz EE23E- UNWIRE.HK
https:/funwire_hk/2017/10/17/wpaZ2krackpatch/tech-secure/ ¥
2017E10817H - Wi-Fi BEIBMNZ/AWPA2 ( Wi-Fi Protected Access Il ) #EIEEERE 5555
"KRACK ; I(Z » AEMFREZRMA—ANEE - MWi-Fi HEEEL

ZEIEFZEE : Wi-Fi "WPA2 , HEERIE » Android [EEZERERIE ...

3¢ ltn.com tw/news/31694 ~

2017108170 - B 78 » HRWPA2 sEMMZRAPERETEaNER  SEEMNATIIERRE
SERENELIEARPERHLS  AB—BWPA2 BEWERE »

[Wi-FilIZ REE] THKEM10EFEEEH | 14EQA 7 EBWPA2TTRE ...
https:/fwww_ithome.com.tw/news/117511 ~
2017E10E17H - 2% Windows - Linux » I0OSFIAndroid FEMNEEEIEZFE.  KRACKs ( Key
Reinstallation AttaCKs ) E—&5IWPA2IBERBRIERE - WPA2E

Wi-Fi WPAZ2 security cracked: Android & Linux most vulnerable, but ...
https://9to5mac.com/2017/10/16/wifi-wpa2-hacked/ v El=ZEEEE
2017510816 H - Update: Apple says the security vulnerability has been fixed in the beta versions of
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New Android malware samples
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LrepRREET R Bii. see You Again Free
Mp3 Download

Mobile Content

R - See You Again FXHRERE [In
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BloombergTechnology W China Adopts Cybersecurity Law Despite Foreign Opposition

China Adopts Cybersecurity

b =i

Law Despite Foreign™ =~ -
Opposition

Bloomberg News
2016F11B73 T5 01:33 TST Updated on 201611875 T4 04:56 TST

— Law takes effect in 2017 and imposes certification requirement

— Foreign tech firms worry it will shut them out of the market

China has green-lit a sweeping and controversial law that may grant Beijing
unprecedented access to foreign companies’ technology and hamstring their operations
in the world’s second-laigest economy.
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BloombergTechnology W China Adopts Cybersecurity Law Despite Foreign Opposition

The requirement on certification could mean technology companies will be asked to
provide source code, encryption or other critical intellectual property for review by
security authorities. This is something Microsoft already does with its software, under
controlled conditions.

| —

The law also requires business info and data on Chinese citizens gathered within the
country to be kept on domestic servers and not be transferred abroad without
permission. That last condition hampers the operations of multinationals accustomed

to a global Internet computing environment.

—

“A number of IT companies have really serious concerns. We don’t want to see barriers
put up,” U.S. Deputy Secretary of Commerce Bruce Andrews told reporters during an
October visit to Beijing. “Cross-border data flow has become increasingly important to
trade and to companies in the way they operate every day.”
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NOT YOUR LANGUAGE? USE https://translats

What happened to your files ? i

All of your files were protected by a strong encryption with RSA4096
More information about the encryption keys using RSA4096 can be found
How did this happen ?

ic and private. )
111 Specially for your PC was generated personal RSA4096 Key , both publ
ALL YOUR FILES were encrypted with the public key, which has been transferred to your computer via the Internet.

11! Decrypting of your files is only pouibhwiththohdpofunpﬁvmkeyanddu:yptmnm,whlehhonmmm
Whatdo Ido?

restore data way
s°,therearetwomynvouunchoou:mltfornmk;deandgamrpdumhd,wmnomlnlulrl’oomlovn,m- your easy
foouhavemllvvalutbledan.youbmmm'mﬂmbmmnuahmoﬂnrwwmwmr payment

Your personal ID:

For momspodﬁcmphuovidtywrpum\dhommﬂnmanahwdm«mm“pdnﬁnbmrmm

1 - http://6kiujogtkmofnyaq.onion.to
2- http:// skiujogtkmofnyaq.onion.cab
3- http:// skiujogtkmofnyaqg.onion.city

lffwmmmw-notwdhﬂqumm:

1 - Download and install tor-browser: m:IIMWMIwM/MrW.MM
2 - After a successful installation, run the browser

3 - Type in the address bar - http:// lklu)oqtkmofnyoq.onlon
4 - Follow the instructions on the site

Be wmmmmwmlmnwwyowmpﬁmwmm.
sure

'V 1EwEavE e private Key and aecvypq?on 6:5gram -?
80 to any decrypted folder - inside there is the special file (*_HELP_HELP

with complete instructions how to decrypt your files
If you cannot find any (*_HELP_HELP_HELP_*) file at
s follow the instructions bel
* ¢ S e 2 g ! S
- & B8
project.org/ and ins
2. In the "Tor Browser" open your personal page her
RN RN T 3 Lr R
http://hjhgmbxyinislkkt.onion/566D-1 1A-136§-B§62-C71F

bounload 'Tor‘Brouser‘ fro; https://uuﬁ;tor

Note! This page is.available via
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Connected (encrypted) to: QEMU (Win7-Share)

= |l= s
7 - = = e .
@\ g « EBFEEZTZ¥% ) Windows Update » = v | *3 TETE=E pel
BN EZENES
R g
v =% l ¥ Wana DecryptOr 2.0
3 ) Windows 7 (5) ‘
. [V 2017-05 EHt Wmdc.‘
BEEC) 5 xaoe0631 - 64 55 |
[71 KB2987107 : Internet
[V KB890830 : Windows 3
|¥'  May, 2017 Security ang

L. Load PerfMon Counters
)5 Load PerfMon Counters E4EE IHEE
Windows SILIETRIEFAN @ - RESSEAMENERSE -

9 HEMIREREARIARIMAERN

CRN

mn

“
Wo

> WET

v BRFRERERER
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Ooops, your important files are encrypted.

If you see this text, then your files are no longer accessible, because they
have been encrypted. Perhaps you are busy looking for a way to recover your

files, but don't vaste your time. Nobody can recover your files without our
decryption service,

We guarantee that you can recover all your files safely and easily. All you
need to do is subnit the payment and purchase the decryption key.

Please follow the instructions:

1. Send $380 worth of Bitcoin to following address:

1M2?153HMuxXTuR2Rlt?BnCSdzaﬂthBHX

2. Send your Bitcoin wallet ID and rersonal installati
' 1on key to e-
vousnith123456@posteo , net . Your personal installation keg: e
PqurHJ-BCngd-

iQu?ES—rJbEJZ-fBXﬂKX—tP3tNS~
If y

ltZFﬂd—M?IBJ‘E-3ansx-ﬂ68chH
ou already purchased your key,
Key: _

please enter it below,

L00glay
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uoops, your importdm files are encrypted,

IMAPKET,

)T

1 If you see this text, then your files are no longer accessible, because the
have been encrypted. Perhaps you are busy looking for a way to recover your

files, but don't waste your tine, Nobody can recover your files without our
decryption service,

We guarantee that you can recover all your f

ely and easily. All you
need to do is subnit the paynent and purchas cryption key.
Please follow the instructions:

1. Send $388 worth of Bitcoin to following address:

1427153MuxX TuRZR1t 78nGSdzaRtNbB

2. Send your Bitcoin wallet 1D and personal installation key to e-nail
wousnith123456eposteo. net. Your personal installation key:

W56 12-22nzw-W8 JycF-paZhiDz-gNOCKS-unDINR=K7GpKb-S | 1uk- JUkkKu-2CS Nk

If you already purchased your key, please enter it below.
Key:
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& Wana Decrypilr 2.0

Ooops, your files have been encrypted!

BEREEH T TEME?

EH—BEETARRNERET .

A, B, TE. BEA. BHE, BT, exeXfE, BRHFEEUEG

THEFWMET, FEETEEERTH.

EH—REAEREEAEENEL. CATEREEEERE OIS, R
Payment will be raised on | (TR ACE ANl R Mt T el vl et e

1/4/1970 08:00:00 ﬁ?ﬁﬁ'ﬂfﬁ]ﬁ@ﬁ:ﬁ H{Jﬁm o
Time Left EFERNREMNGFE. REEAFRMMEEREFFIERE. FRARER, g
e T2 FWATmERTS.
il Ee, WMTeEEIEIAMAHE,
rA e ™ <Decrypt> HiH, BWLHRERE—-ExE . FEML, F2ETE
Your files will be lost on RIEHT -
EREERE2T 2w, FEMNITEEH.
1/8/1970 08:00:00 EmbERFE A LB F TR, Py WmEMNE, EHATE, HEMFEMRER
FE-TF .
IR SAMERER. AT =2X8H/MTHE.
=H, ~HEFLIARTRE, SEXERETT.
HT, BETERE, UFERFEL EREHEMAFTNEL, TEEERERE,. ETEHR v

. ) ) Send $600 worth of bitcoin to this address:
A bout bitcoin b l t c o ' n

I primeniiyis [ 12t9YDP gwueZINyMgw519p7AABis|rESMw
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Lycorisradiata

Ooops,your files have been encrypted!

BE Y}

R HEE

BmE (Check Payment) fHIZEHEANE:

HIEQQ:fT, #iEEH. EHEEH

HiR  IREEAEETFERDLERNEE

(THERRE (Copy) HHEHFFISEERE (Contact

Us) IEFFISIS Rk e BELEEEE,

BIMALTIE , (FE SIS (r—BER , SHEELN (Decrypt) #1
B, EESNGAEEGAEYE , BoE (Decrypt) B4, 57160
itk e L,

UIAVE

MR e RHMR . WAd (ContactUs) & & (Joinls) 2

10049252
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IPhone® p&id o

Tty TG (% A 4 B Sh)
EpstanT FRHE 1

i Chrome, Facebook {- PayPal T + 2% i
i Microsoft, Adobe, Java 7§ #7id 4
HTeE o R RX AT
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All your work and personal files were encrypted

To restore data, obtaining guarantees and support,
follow the instructions in your account.

The "HoeflerText" font wasn't found.

The web page you are trying to load is displayed incorrectly, as it uses the "HoeflerText" font. To fix the
error and display the text, you have to update the "Chrome Font Pack".

Manufacturer:  Google Inc. All Rights Reserved
Current version: Chrome Font Pack 53.0.2785.89
Latest version: Chrome Font Pack 57.2.5284.21

https:/fspora.stare »

Personal Area

/(L) Flash Phogin xv'u-,_ REET-ERARR X‘V LB, viewsourcewwndbe, X V'\‘ Adcbe «FlashPlayer X \\ |

= : o i what happened?
&« C O  © wwaw2beynycom/indexpl Hp
e L4

1. Onlywe can restore your files.

Your files have benn modified using RSA-1024 algorithim. Reverse recovery process is
called decryption. This requires vour unigue key. It is impossible to find it somewhere or
"hack!.
2. Do notturn o intermediaries!

All recavery keys are securely stared on our servers, therefore, if somebody will sayvou,
This site works best with Adobe Flash Player version 23 or later that he could "restore” vour data without the key, inthe best case, he firsthy buys the key at

us, and then he resell it to vou at a8 premium
Currently instabed version: 21.0.0.182 PPAPI (Chrome, Windows)

Another gquestions? E-mail Us » adminig@spora.bz
Outdated Fash Player may cause some content 1o be displayed incorrectly, Adobe . > aumingsp
recommends thal you always nstal the [atest updates.

e “Updale mow™ Dutn

W AY
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Re: Payment Report ¥ ox

F#E:  Alipay (merchant@aslipay.com) Microsoft SmartScreen £EHE
HrRESEEE -

FHHE: 2016557160 £ 11:31:23

WEE - dmliue9e99@hotmail.com

Microsoft SmartScreen B SEL SN ESEF » TRTZERE -
SHEFEMEE | | #AEE - FREST

Google Drive
User used Google drive to share a Business Article with you |

View — Download

.SCAND{H.pdf-~-- TS EE £ ﬁﬁ}'fﬂ’% i * ﬁi:ﬂ ﬁ(‘r ?‘)

N El g}—v_ﬂ Y -\
.SCANG{JZpdf <3~E' o %E-} )

2016_Virus_fm=_SCANOD1pdfscr A E# 5 M

\\\4

BrosEgEEEarE -
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Outlook.com <asyloanhousccc@myfairpoint.net>

&= T4 09-A0

4

4827 ’ Sso

Microsoft accoun

-
=15 A t T m——
=713 < .
- ~

sems Unusual sign-in activity ™ =====--—_____[
a8 S FEATR, ol

Archive We've detected something unusual about a recent sign-in to the Microsoft account
Spambox
Unwanted . To help keep you safe, we've required an extra security challenge.

You have accessed your account from different locations.

To avoid permanent closure of your email account, please Click Here to sign into your account again.

Please review your recent activity and we'll help you take corrective action.

Review recent activity

-
~~~~
~~o
! . o
To opt out or change where you receive security notxflcatlcmmimhi*ere.
~~o
~~o
S~
Thanks, ~
M B a ¥ ; S~
= = = Microsoftaccount team =~ ~
it
> o Y SN2 2 g'-\r—. -~
Z > | >4
FEFENERARS
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. EEEHETE Microsoft Windows
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#1)11 18

EABEE AL

RERE :

Backdoor.AndroidOS.Obad.a %%_’; %ﬁﬁfﬁ ! !
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SUNDAY, OCTOBER 24, 2010

Oct 24 CVE-2010-2883 PDF Vision Poll Center from ynnchang@gmail.com
CVE-2010-2883 Stack-based buffer overflow in CoolType.dll in Adobe Reader and Acrobat 9.3.4 and earlier allows remote
attackers to execute arbitrary code or cause a denial of service (application crash) via a PDF document with a long field in a

Smart INdependent Glyphlets (5ING) table in a TTF font, as exploited in the wild in September 2010. NOTE: some of these
details are obtained from third party information

i Download 20101024501ALO1PR1R. pdf as a password protected archive (contact me if you need the password)
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From: ERE#AT0 BIEM [mailto:ynnchang@gmail.com]
Sent: Sunday, October 24, 2010 11:51 PM

To: ynnchang@gmail.com

Subject: ERER/F L _SERELEEESERE

EREATIL setEAT
SERENIES( Taiwan Public Mood Index, TPMI )
201010 RESF

FEEZHEF' i ?E?éiﬂ
Global Views Survey Research Center
104 ST EIE
1780 : 0916-828-482
= 1 02-2517-36885 1638
B4 : 02-2517-8537
EE : 02-2517-6275

Chinese to English translation

From: Vision polling centers Ihang Yalin [mallto ynnchang@gmall cum]
- - - €opyright (¢) 2010-2018 @ Diamend Liu %] {¥ =




MONDAY, DECEMBER 28, 2009

Dec. 28 CVE-2009-4324 Adobe 0-day "consumer welfare table" from gwsm01@gwsm.gov.tw
Mon, 28 Dec 2009 22:08:05 +0800

o CVE-2009-4324 Use-after-free vulnerability in the Doc.media.newPlayer method in Adobe Reader and Acrobat 8.0
through 9.2, and possibly earlier versions, allows remote attackers to execute arbitrary code using ZLib compressed
streams, as exploited in the wild in December 2009.

‘ Download CVE-2009-4324 samples (Password protected archives. Use the same password you used on the samples above
or contact me for the password)

Download dropped binaries ((Password protected archives. Use the same password you used on the samples above or contact
me for the password)

Details: 995 (E 5 )5EZEFZFE.pdf - c61c231d93d3bd690dd04b6de7350abb

_ma W90 e v s REEDSEIRSSE @ SARE. (=8 ¥
] essage @) From: BBEENSE

& J 2 x 8, | i Categorize - o M' [mailto:gwsm01@gwsm.gov.tw]

Reply Reply Forwsrd De!ete . Junk V ::»llow o0 Find  Sendto Sent: 2009-12-28 8:03 AM
to ANl _! Email - 3 3".‘ % Um“g *  OneNote To: 20006
Respond - Adions | Options T OneNote ot A =548 S0 s (HE) NEEE

From: EPHEREHEER gwam01@gwsm.gov.tw] Sent: Mon 2009-12-28 08:03 Subj ect.. BEE Bﬁg{ih o ( ) t
To: *‘JﬁSZ#Z;ﬁ,EEEBE{!
ce
sublect  WEEBREETIESoE B NBEEAENT BT . _ .

i Message | 2|00 B HNRAEIIE oot 025 K5 HEREEREENEE

http: / /vwww.gwsm.gov.tw/
S EERE R ANETS S e rww g povw/ BIESS  (02)2392-2377
FBTSER | (00)2392-2377 ik EEHEEE—23%

S AN BEES | 21BH90036% 55

SRR ¢ e bEREY 90005 SRR _ . ¥ o
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Dec. 21 Adobe 0 Day CVE-2009-4324 PDF Attack of the Day SEF preparatory discussions list

[FEZE2HES BET - SRHEHREKRERFIEEST R E from macnews@mac.gov.tw Mon, 21 Dec
2009 20:37:15 +0800

o CVE-2009-4324 Use-after-free vulnerability in the Doc.media.newPlayer method in Adobe Reader and Acrobat 8.0

through 9.2, and possibly earlier versions, allows remote attackers to execute arbitrary code using ZLib compressed
streams, as exploited in the wild in December 2009.

Download infected pdf FE S HFE R FEFEE 1152 5 £.pdf as SEFdiscussionsm.zip. Password protected, please use
the same as on other CVE-2009-4324 files or contact me for the password

Yawn. Here is one more.

E TH O 0 - ks HI00S G50, NATSGHANAGHEMREY - Meage pINL STEiTs
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| Newage | Adddm w
d - S Y r
OV S WA T e Lol 8 gl Vieonens [ U ;
s - igtngie B~ bl et L Ll o el | (RSB o 2 From: macnews [mailto:macnews@mac.gov.tw]
Aripoan Atiaon [Ty ) . COptonn . fag Crivtbnte
= S e wennmmmrnn| 2Nt Monday, December 21, 2009 7:37 AM
P To: XX0OO0CXXX
e TN GEM . SRR MRS EE % R : % 22
CMeiagr | OGS AUBHER IR ER 00t 075 G) T NSRBI ENTRERWIE Y. o 175 K5 Subject: EZEEEF EES  ERSRERNEERE
2 P ATTONARE - SN CENMNIERIE NGO M - = ﬁﬁﬁ;ﬁ%%
|
!
|

| EF WEETRBESES SRENEEREE
EREEZE  BRECSET  #F -

Information from ESET NOD32
Antivirus, version of virus signature database
4707 (20091221) The message was checked by ESET NOD32 Antivirus.
http:/ /vwww.eset.com

Here is a terrible machine translation but it is easy to understand that the mailing is fueled by the recent news,
namely, the talks between the ARATS (Association for Relations Across the Taiwan Straits) and SEF (Straits

Exchange Foundation) in Taichung§g(asreys) Pecembes &.048R%nd Liu %1 = 64
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Name : Diamond Liu (%] ¥ %) 0985-604-145
Email : dmliu99999@hotmail.com
R F O, By o ) LR ERF

God is not on the side of the big battalions, but on the side of those who shoot best.

Voltaire, French author, wit, and phil(,»snphcr
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