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Windows Server 2008 R2 for x64-based Systems Service Pack 1

Windows Server 2008 R2 for x64-based Systems Service Pack 1 (Server Core installation)

\Windows Server 2012

Windows Server 2012 (Server Core installation)

\Windows Server 2012 R2

Windows Server 2012 R2 (Server Core installation)

\Windows Server 2016

Windows Server 2016 (Server Core installation)

Windows Server 2019

Windows Server 2019 (Server Core installation)

Windows Server, version 1903 (Server Core installation)

Windows Server, version 1909 (Server Core installation)

Windows Server, version 2004 (Server Core installation)
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o AES-CFB8 BE AZEME FlnEZMClient challenge £2
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Security Updates

To determine the support life cycle for your software version or edition, see the Microsoft Support Lifecy

L S S N N

Windows Server 2008 R2 for x64-based Systems Service Pack 1 29 Monthly Rollup Elevation of Privilege Critical 4565524

Security Only

Server 2008 R2 for x64-based Systems Service Pack 1 (Server Care installation) 4571729 Monthly Rollup Elevation of Privilege Critical 4565524

4571719 Secur

Only

Windows Server 2012

Monthly Rollup Elevation of Privilege Critical

Security Only

Server 2012 (Server Core installation) Monthly Rollup Elevation of Privilege Critical

Security Only

Windows Server 2012 R2 Monthly Rollup Elevation of Privilege Critical 4565541
4571723 Security Only

Server 2012 R2 (Server Core installation) Monthly Rollup Elevation of Privilege Critical 4565541
Security Only

Server 2016 4571694 Security Update Elevation of Privilege Critical 4565511

Server 2016 (Ser nstallation) 4571694 Security Update Elevation of Privilege Critical 4565511

Server 2019 4565349 Security Update Elevation of Privilege Critical 4558998

Server 2019 (Server Core installation) 4565349 Security Update Elevation of Privilege Critical 4558998

Server, version 1903 (Server Core installation) 4365351 Security Update Elevation of Privilege Critical 4565483

Server, version 1900 (Server Core installation) 4365351 Security Update Elevation of Privilege Critical 4565483

Server, version 2004 {Server installation) Security Update Elevation of Privilege Critical 4565503

FF &R https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-
2020-1472


https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1472
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RelevantKnowledge is part of an online market research community consisting of over 2 million
members worldwide. In exchange for the benefits you receive as a member of our online
community, you agree to have your Internet browsing and purchasing activity monitored and used
for market research purposes. Your registration with Relevantknowledge confirms your consent on
behalf of yourself and all other users of this device, including minors, and that you are autherized to
provide this consent. RelevantKnowledge does not deliver any advertizements to you as a result of
your membership in cur online research community. If you have any questions, please contact us
through our support form.

To further help us with our research efforts, please answer the following
questions:

What is your age? Select One ﬂ
What is your gender? Select One j

Submit and Close

About RelevantkKnowledge Contact Us Privacy Polic
Terms of Service Discontinue Membership
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MALWARE-OTHER Trackware relevantknowledge runtime detection

63.20.242.146
1202437 120.100.21.54 163.21.45.253

65.151.152.59

40.119.96.51
140.129.38.113 140.129.31.202
140.126.148.201

66.119.41.96

65.151.152.44
65.151.152.60
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ﬁ! Setup - Cute Screen Recorder Free Version - X
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Relevantinowledge

RelevantKnowledge is part of an online market research community with over 2 million
members worldwide. Your participation in the Relevantknowledge panel is voluntary.
RelevantKnowledge is a Comscore brand, provided by TMRG Inc., a Comscore
company.

Yes, I want to participate, subject to the Terms of Service, which I accept. I explicitly
consent on my behalf and on behalf of all other users of this device, induding minars,

{i) to me downloading software on the device to collect the information described R.E.‘I"I’I ove lCD n
below and to Relevantknowledge accessing that collected information and (i) to .
Relevantknowledge processing web browsing and purchasing behavior (which may Uninsta ”
include content of webpages visited), app usage, video streaming, and other online J !
device activities to analyse users' preferences, interests and behaviour for market
research purposes. I understand that Comscore will share this information with
third-parties to show how people use their devices and the Internet.

See our Privacy Policy for more information about how your personal data will be
handled, your rights and how to withdraw consent. Questions? Relevantknowledge
fComscore, Inc. 11950 Democracy Drive, Reston, VA 20190 U.5.,

privacy @tmrginc.com

RelevantKnowledge

Dedine Accept
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® HKEY_ CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\MenuOrder \Start
Menu\Programs\RelevantKnowledge

® HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run "RelevantKnowledge"

® HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\RunOnce "OSSProxy" rlvknlg.exe

® HKEY_CURRENT_USER\Software\Microsoft\Windows\ShellNoRoam\MUICache Data
"RelevantKnowledge"

® HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\ {d08d9f98-1c78-
4704-87e6-368b0023d831}

® HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Services\SharedAccess\Parameters\
FirewallPolicy\StandardProfile\AuthorizedApplications\List "c:\program
files\relevantknowledge\rivknlg.exe:*:Enabled:rlvknlg.exe"
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rivknlg64.exe - rlvknlg.exe - rlservice.exe

& WmiPrvSE.exe 1492

B cmd.exe 3632 wl006 00 186K Windows &S ERIEET,

B crmd.exe L} 3688 wl006 oo 18K Windows SSERIEET,

[z rlvknlg 64 exe 3720 wl006 00 32K Relevant-Knowledge

[m=]5hellExpenenceHo.. 3824 wilUE oo 16 K Windows shell Experience Host

5] SearchUl.exe 3938 wl006 00 16 K Search and Cortana application

m knlg.exe 4068 w008 00 1484 K Relevant-Knowledge
swchost.exe 1216 LOCAL SE_.. 00 0K Windows Services FIZ=BERIEEE

[m5]svchost.exe 12482 METWOR... oo 020K Windows Services BI= B EEEE

[8=]rlservice exe 1308 SYSTEM 00 140K Relevant-Knowledge |

[0z svchost exe 1404 LOCAL SE... oo 0K ‘Windows Services IE=EEEEE

METWOR... 05 4264 K WM Provider Host
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1. #€netstat A TCPHISERI1TA - n2IREERERPID

4068 rlvknlg.exe € &RIIMEBIPE1I80 ~ 443 PORT
ZEErMicrosoft AzureE IR IRFSIP

2. WELSTBEANBTTolEEIR - HAEHEN
securestudies.comZDomain name 1 28§ H35°K

M Wireshark - Follow UDP Stream (udp:stream eq 15) - Ethemnet0 (not broadca. - GET /oss/images/RKicon.ico HTTP/]_. 1
b p-content Accept: */*

Bccept-Language:

p-content
securestudies.com................

*_panel-aws-

3-ns LY 2bB3hAGN %P, - ns 2rfbMxcWGOb2

K-055Proxy: OS5Proxy 1.3.338.328 (Build 338.328 Win32 en-us)(Apr 9 2820 18:44:54)
production.comscore.akadns.net..9.......... V1.9l = :
9. Content-Type: application/x-www-form-urlencoded
{r;.::'rg..w ......... .a9-128. 1.1, . X-B: Rele\"antKno"'lEdge
La7-131.W WL X_M: 14?698416

K-H: 53786135

User-Agent: O55Froxy 1.3.338.328 (Bulld 338.328 Win32 en-us){fpr 9 2828 18:44:54)
Host: rules.securestudies.com

Cache-Control: no-cache
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1. FEEL TA/EEH Bl 45 rivknlg64.exe ~ rlvknlg.exe - rlservice.exeZs i
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2. 1%EC:\Program Files (x86)\ Relevantknowledge H §%

3. RFAGEE B s => T Aregedit #E A G [Edm iE g iR T 1S

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\MenuOrder\Start
Menu\Programs\RelevantKnowledge
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run
"RelevantKnowledge"
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\RunOnce"OSSProxy"
rlvknlg.exe

HKEY_CURRENT_USER\Software\Microsoft\Windows\ShellINoRoam\MUICache Data
"RelevantKnowledge"
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\{d08d9f98-1c78-
4704-87e6-368b0023d831}
HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Services\SharedAccess\Parameters\
FirewallPolicy\StandardProfile\AuthorizedApplications\List"c:\program
files\relevantknowledge\rivknlg.exe:*:Enabled:rlvknlg.exe"
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