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Hidden Injection Flaws Found in BIG-IP Load
|==| Balancers

By Kevin Townsend on August 09, 2019

Share @ W Twest O HEO
in|

In May 2019 (updated in June), F5 issued a security advisory about a potential injection
issue in the Tool Command Language (TCL) as used with its BIG-IP load balancers. Load
balancers are essential to ensure consistent web services in high volume circumstances,
and BIG-IP is popular with banks, governments and large corporations.

o
B reoco- v i by '
1,000 - 500 L

- 100 - 559
-

Stark Technology Inc.

FERHZ D BRRAT




. F¥ =1

° H ¥ 2K ?E»’&_,f‘: B »s?é,é}%&é:}i,{d‘f :
El
g4 '

Stark Technology Inc.
5 EE BB BRAT



TR AL LR ERE R AR HWORD H

I ??Oﬁﬁfﬂﬁm%%’%’gQQ%&%
E\“ ﬂko% %E.'}' )

VLR R B TITE o A BEAE 0 F
t ¥ 4p ki - RPC-DCOM -~ IIS -~ |E33 2ki%

%

Crily N = B 4 P& X
Ren™ Ve 70
LEERE
ARG o RET R AR GEL 2R G o S
GFTR > W L EN AR TR E SRS AN F o
PR Ao - R R ARG
A B AR o B H L4 A

'&n

ﬂd\

25 E Tt hak - ek ¥

@mﬁ?ﬁ%éﬁﬁﬁﬁ

-\ o

4

R e A AR ol AERP A B s A A 3T R
LEREFERTE D o

N

N

ﬂ}

Stark Technology Inc.
5 EE BB BRAT



=5
Phs

BEENANEBEENE X
BiT-RBRoE - BAE-EBEE
ARELEEE - Bi832,0008
WHER FRMaEEAS
BEEFEMGEE  AEIE
H-EREXLMONERE - W
BRREAOERETREE  EWA
ARBREERIAHDERE

Stark Technology Inc.
5 EE BB BRAT




Stark Technology Inc.
5 EE BB BRAT




wEE KED RO BFERE FEE I8
Ia 4BSITEW | KasperskyidBR -

e

& @l ) @ v gameapps hkiindes phpdordine/10717-201 5-06-12-17-38-20

ABHTEENE | Kaspersky#i B35 i AR !
g7 H 13 20145
GEX(z] &10
BT A FIERE S el s - ERESEHEW - Bl EHEH - EREIEE
AR Kaspersly iR BE R v BRI HC A TR ER -

Stark Technology Inc.

FERHZ D BRRAT




KMPlaye

/> KMPlayerEE hRFA T * DR R{s | BEESHi(E | iThome online
@3' I,ﬂ' it dthome e j g (% Iﬁf}ougle
BEE BHE HRO FHEFW TED HBED
CHARE 7 MRS ST | |5 -6 - = - BEO- RRRQ- 7
e N
KMPlayerB AR E®E 5 » AP HAL
TR (S0 2013-08-12
i 167 m Q+1 ) 8 + 2
EMPMEDIARE R EMPlayerZ i ¥R 3L - SEHRNEEFERIFGEERS - #7H20H
HIHSHZFHEEMAHP o 5B - P DhEWEERS - BFS5I3E
EMMEDIAE #5534 -
AlbumArt
@ vioeo
i
| 2R [¥a - | R105% - 4

Stark Technology Inc.

FERHZ D BRRAT




¢

=
“||||I||.‘

K™

L %RKMPIayer
- R AT "L#

< KMPlayer
PR AT

Stark Technology Inc.
5 EE BB BRAT




1 E g i 3 AR
fs F® A2 31 ~ 5 AR '%3"‘”3% S IR x%B"FI FL F 7oL @%J ~ P4

A5 AL

He BB R B Je PR B A T R R 2
38R 1 B Fh L3Rk B &
g et APRiFS B¢ Figs

(333

dapEAzs Y WA G BRI BT
G Z AR EEREEITITF MR BN FENRE > T EMAIL®
L7 te _\ 9z N Tl Ex 2 3L
TAX 3 ZFop VST

Stark Technology Inc.
s;iﬁiﬂ%ﬂﬁﬁﬁﬁmﬂﬁl




File Edit Wiew History Bookmarks Tools Help

| 9 anmsnesEmns . x |+

< B www.appledaily com tw/realtim C

m

MBI EEATY EAREYEEES

Stark Technology Inc.
5 EE FEREROBRAT



S 3 " | '/,
g4t 3% e

File Edit View History Bookmarks Tools Help

[ smmsssEnttec. x | +

6. & www.ithome.comiw/news/97241 & O, Hacker Team > ﬂ’ B 9 3 # = =
iThome 7 ==78 clo #if =8 =6 F@EEms- WNe 33 Q= E

HPiR B2 E IRFEAYHacking TeamB Ot #8 7

Hacking Team &= EHEAT - 1% - HRESSERE RTINS AAIsZEAE
FEELEEENE  BEEERE A hHacking Teampg400GBEBZES « WWAE
HTwitterigss -

m

G 5= g#mAThomenSE [IEER 20| (8417

X/ BB | 2015-07-07 B OpEﬂSTaCk
]I'iackl!'!gTearn{ About us The Solutian Customaer Policy Careers Contacts L Ta [Wan 20‘]

August 115 Tl

Mark Collier

nwm Total control over your t‘al‘gets. OpenStack Foundation COC
n smn“ Log everything you need. Always. AEFHREBRAWNEE R
Anywhere they are.
agent

iTheme (

BRIMEE iThome B HH

'Jl:h:u RELEASE
N P e
sPEnsERAnSERaBuNeEsnens  SIFSETES
I openstack Day FHATIHackina Toam# A EELBTHEE A £ . & E

4 | 11 | r

Stark Technology Inc.

FERHZ D BRRAT




|

\n
<~
J

% B
i > 5

¢
)’é ;\F

LY 3

%%ﬁ
JE P Fe i B
-Ef - *ﬂ?ﬁ j\/};?
¥ 4

o s

RPN R T
~ % B Ex Listen Port

- AR P ALIE

TP T &
i B~ % A5
]

Stark Technology Inc.
5 EE BB BRAT

AR E £ 2

| RPNE S
0 1 A Y
L ETFFE R KR
A FA) Ay
AR FR

e =k Rk T
EREF

A B PR AR~ B E
E’l ‘é?i? \ Rootkit

L PE‘“LL SRR
%%?%%ﬁ
i) B~ % 7
441 B

/__‘_ Ve oA 'En.
s IF A Ex

N ;F:.Zj.é



A worm that exploited an operating system
vulnerability in machines running windows 2000
and Windows NT.

The worm created a backdoor into the computer's

operating system, allowing a remote user to access *

and control the machine. It initiated a distributed
denial of service (DDoS) attack on the White
House, meaning that all the computers infected
with Code Red tried to contact the web servers at
the White House at the same time, overloading the
machines.
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SQL Slammer : % %5k i3 & 5 pk

.@ Sapphire/Slammer Worm

* was the fastest computer worm in history
— doubled in size every 8.5 seconds

— infected more than 90 percent of vulnerable ~75K
hosts within 10 minutes.

C5 450/650 Lecture 16: Malicious Codes
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WannaCry Ransomware
Attack distribution by country - top 20
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— & -4t 48 (Spyware)
— & R %5+ (Malicious Mobile Code)
— £ 4. 37 2 (Phishing Attack)
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o R FIRAREY
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— MR IRE
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® R E oy IW i H

— 9 pFid 2 (Instant Messaging)
— P2Pi% 4 (Peer-to-peer file sharing)

2 >
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— SERRPE PR TA R
— pIRERL 5 %7 5 (Employee Hacking)
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_j{ w5 How the coffee-machine tc ® -\\L+

& (08  https/fwww.reddit. comrr,-‘talesffnmtethmp Dr*fcommerlsfﬁm'yﬂl",-‘hm, the_ cc*feemach §¥ |Q |.‘~'-_=.5r'.-:.-‘1 | ﬂ’ B & 4+ @ - =
(f—-!edd" TFTS comments Want to join? Log in or sign up in seconds. | English :
El
) How the caffee machine took down a factories control room ecifizlesfromtecheupport) | AT Q |
submitted 2 days 2go * by C10H15N1
I made a throwaway account for this because with the posts on my normal account people this post was submitted on 22 Jul 2017
could easily figure out which company I work for. 413 points (98% upvoted)

I'm a Chemical Engineer, who also has a degree in C5. I work for a company that has
multiple petrochemical factories in Europe making chemicals.

shortlink:

https://redd.it/ 60vyﬂh|

All the factories have a local control room, with multiple operators who are there to make

sure the factory is doing what the computer tells its doing. All the factories are also username || password
monitored remotely from a central control room. Whej a factory trips an alarm, it means
that one of the sensors is reporting a value that is outside the operating window. 9 out of [] remember me  resst password login

the 10 times, the control system will automatically solve these issues.

common alarms for example are:

Issue Reason Solution _ Adwas %
inappropriate

Low pressure in the pipe . . )
. g P a client started using more Increase production
line Seen this ad

; multiple times
a client stopped/lowered the
High pressure in the pipe pped/

: amount they take from the pipe Lower Production
line , Ad covered
line
content
Increase or Lower the
Temperature in part xxx Incoming product has a flow of incoming o
< - : : Mot interested
of the factory is high/low lower/higher purity irodust: in this ad

So most of the times these operators, mute the alarm, and if the situation will get worse,

thao slarm willl aa AFF sAasin TF it Aaote hottar thoa roimboar Aan tha crraan tirene Arcan aaain
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Right now we wlllstart 15 minutes attackjon one of your IPs (202.39.34.23).

It will not be hard, we will not crash it at the moment to try to minimize eventual
damage, which we want to avoid at this moment. It's just to prove that this is

not a hoax. Check your logs!
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— 33 2Lx7 ¥ (Exploitation)
— 7 /iy 42 (Resource Depletion)
s IR BAR Y K
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BB ogees | BEee | MEER | 4TEE | BEDE B SR TE|Q
T EHEO I —EMATERE. PEADREE TR

| EEERERSEESEERE 0 BEECCEBIOP(LIT HOPIRS R A
I EIT

T ) FiT BRI RE R0  fE—E—EATRIE TEE T ) TR RN — g i —
T Rt AR EERTESR T R J
: FT‘%HE‘ 7 RN ERIZH TR ) 7
DI ) B R RIS R EEEL . J % J
B A g
/7D ° A T
/5 B REEE » —ffE EMU storage E#E > OB crash..........
I 1/511:30 » eagemmrEEiz ) 13:00 » FErEl iy ...
I, T
L%
> =
E b =
HiL pixe-?facebook.com U | _’I_I
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Cwarrrmiand
Line!

¥ - BF & :
-

crontab 2k Z_
*1 *** * reboot

Disk |/ 0O utilization Network 1/0 (Kb/s)
100 % ’ A00
\
50 04 / 200 = l‘"l,l IIIII'*.,
_!_,..-' _—_—'_—h“"ﬁ-______f l". l"'I.I
o ——— o b
10:15 10:20 10:25 10:15 10:20 10:25

sda? _ sdab All Received _
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™=l m.mH)-> HACK E De= (" . 7o) -7%

stackoverflowin/stack the al

ked: Please send 0.05 Bitcoin to 1Dg3 ttwnDVGCEDERFgb4s1UANCTNIHYLVH
Hacked:
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* UL P R MK A
o BB B A% PRIX A fX
— 4 B /j" 42 (Bandwidth Depletion)
— + #: & (Disrupt connection)
» ATH P RO RIEAR 5

— 33 2Lx7 ¥ (Exploitation)

— 7 /iy 42 (Resource Depletion)
s IR BAR Y K
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BRI -

ERRFFESH THRBR

FEiCloudflare 5451 @ WEE
#2783 300 Gb A9 DDos
e RERHKEE - -HE
REALDEDSEER  AFXT
EIE622HFIRE |

FEEE 2014/06/20 10:54am facebook status

HKIX Switching Statistics

"Daily’ Graph (5 Minute Average)
JWG!'................................................
300 G £

00 G

Bits per Second

100 G
Thu 00:00 Thy 12:00 Fri 00:00 Fri 13:00
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Ourtirn Klodua | o 4 L

gy Thic boinat with 145507 camorasievr (1- 1.5 Tbps* 2016598 l :5 prs

30Mbps per IP) Is able D send >1.5Tbps

DDeS, Type: tq:u'nr:h. teplack+psh, teplayr. .F ﬂ 4 E -.lﬂ‘“
AH_ ML o OVHEBTRLHETLE

1 OelrvpKlaba ! D

Last days. wa got lot of huga DDoS. Ham
fhe list of "bigger that 1003bps” only. You DDoSHIE - U?Hﬁ“ s |
el Octave Klabai8H - K& 500Gbps

simultanecus DCobB are closa to 1Tbps |

.:I‘I'-_':Il-lu' |l||’\l 1-"'“-“ IiIHF IF I T “" bt 1 4-5!“IP!'DDESH

SECE .’?","!"'!H RO ¥ SEPHBEEN 1~ t
G 30Mpbs - BERERE

#i81.5Tbps - BB Gbps

RERERED26R -

2015 2016
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© R L RRAR T > - ™ Stateless(v iz § KiR)
— SYN Flood
— ACK/RST Flood
— UDP/ICMP Flood
— Fragment Packet Attack
— Any packet flooding (ip/tcp/udp/icmp!/.. )

- byn/aCK/rst/connection I
¥ 3 > % (Amplification) st # : 2 % 52 ¥ g7
— Fraggle, Smurf, DrDoS, DNS/NTP Amplificationattack

o

° é'ﬁ:ﬁé-) %I{‘? }f@:}ﬁzﬁﬂd ﬁ\b@‘} Ei\‘l@,‘rgg‘ ~ =
B kAL BRI G
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/”L'E‘ '%‘ tl lu

P 4 E R Akamai ~ Nexusguard
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* UL P R MK A
o BB PR JRARERE
— 34 B /j 4= (Bandwidth Depletion)
— + #: & (Disrupt connection)
» FTH P RO PRI AR 5

— 33 2Lx7 ¥ (Exploitation)

— 7 /iy 42 (Resource Depletion)
s IR BAR Y K
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* NetCut
* (Wireless) De-authentication

71 I|
1 1 1 L
1 1 I I [] [T} I T
I I [ || [ i |, |
N/OFF Physical Address Protected by Netcut Defender -
I

o

Find B

=

'w 21 B2 B2 B2 B2 B2 B2 B2 B B B B B D

éShare NetCut T 'b' " "llig\ -
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Jammer
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{EAY T DDoSTEE R g K it

WRARES : FPEREAEREHEERRE DDoS | EE - AL S ECREE R ARTEZERFTC
e A R AR AR AR RS -

8 BlackNurse

A low-volume ping attack




e ix =~ & SYN ]Lrs ’
PR 1 Session Table@%ﬁl}%L fi2
SYN RCVD » m s+ B<X 318 5

e N E [#iX X]>[Timeouti# F]» ¥ &
PF»ZZ"‘ B SRR R A
7 3% 5
— SYN Proxy / Server
e 4y <= Table
» 477 timeout

— SYN Cookie
— RFC 4987
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2L ! {
:f - ~:: % :
i ¥ - SRR
[ " S & ¥ y a
I i 5 oy L B e o)
1 e ER (e M 1 e W, 2o

Client Server Client Server

pcb S
W= ; %

N
) +ACK Session Table !
SO
YN
ACK ‘
st
2] 2 g:_ 3, S PR -
i+ §iE2TCPa s SYN Flooding

3 p 2% # %3 A SYN RECV
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* SYN 3t#
— IP + TCP Header length = 46 bytes
— Ethernet Frame size = 64 bytes
— B VEF (TRF 4 b overhead—TL =% & = 84 bytes

» 1Mbps “#f 557 % 11 1560 pps SYN

—100Mbps => 156 OOO pps SYN
SRR 2 S N A
— 3500Mbps = > 780,190 pps SYN

° 4:?%1!%)}’-'%-71‘&/2. 3&);

/.,

o — MU %% # o New Session/s * #Ri> 7 3
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y Ol

2]

R
— 100 Mbps
« ~ 156,000 pps
— 1000 Mbps
+ ~ 1,560,000 pps
— 10Gbps !?

o 1212121217
T AR 38 20 AT
bR

- CPU

— NIC

S

— Linux

— UNIX-based
— Windows
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"l =

st /4 / » / ’Ir} I .:';: “ g
'3‘;': 'g 'L E J;’jI L AL N\
4 2 _ i * Bk

o PIER B
— On Linux 2.6 kernel
— Intel chip NIC
— — = Thinkpad X220

o 2% 1,000,000 pps
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| i { T ..-.
i c} e TH T > .
BER R
: g S e o 0 S
FEER g S D s
- o -3 . LN ~J - L -_.ID ~

« TCP SYN Flooding Attacks and Common
Mitigations
— Filtering
— Increasing Backlog
— Reducing SYN-RECEIVED Timer
— Recycling the Oldest Half-Open TCB
— SYN Cache
— SYN Cookies
— Hybrid Approaches
— Firewalls and Proxies

Stark Technology Inc.
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 http://www. packetstormsecurlty org/

« Before WinXP sp1

— hping
— HGod

o After WInXP sp1
— Usmg WinPcap

s I I WIS N

— tfin/ttn2k

— juno.c

— synk4.c

— netflood.cpp
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L
Q

O

Q

e CAWINDO WS eystern 3 2vimd exe

HUG DoS Tool UBA.51
Welcome to httpt-swuw.cnhonker.com

[Uzage:=1
hgod <Target?> <StartPort[-EndPort]iPortl. Port2. . Port3d...>» [Optionl
{Target> Flooding Host IPiHostname.
<StartPort> Flooding Host Port. Port Hum must <1806.

[Dption:=1]
—a:AttackTime The Timet(minute> of Attack. Set B for Always. Defaunlt i= @.
—h:Pack=zi=e The Si=ze of Packet. for UDPAICMP-IGHMF Mode. Default iz 1868.
Set A to Random.
—d:Delay Delay of Send Packet. for UDPAICHMP-IGHMP Mode. Default iz 10ms.
—1:Speed Your Metwork Link Speed<{?M>. Default isz 108HM.
Set B to no Restrict Mode. Set 1WA to Horror Mode.
—m:Mode Attack Mode. Use SYHA-DrDoSsUDPAICMPAIGMP. Default iz SYM.
—n MHum Only for SYWNASDyDoS Mode,. Change SourcelP,. Set Hum to 1-65535.
—pi:SourcePort Set SourcePort,. Default iz Random. DeDoS Mode mast he =zet.
—g i8ourcel P Set SourcelP, Default iz Random. Dr»DofS Mode maszt he set.
—t :iThread The Threadsz Mum for Flooding, Max is 18H, Default iz 5.

Z5>"A

Stark Technology Inc.
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I}
f
i
[}
|

DDoS 1 &

I

 Fiie(E) Functions() Setting(D) Help(t)

T =] = @ L] = > ey fal 1=
Online PC DoDos permit DDOS  ShellDDOS Tran View Update IP Setting BuildServer  HomePage Exit
Common WEE Atack: Speical Attack: Combine Attack: Mew Attack:
[071]5YM Food  [02HICMP Flood [07}NoCache Get Flood  [10JC0 Game Attack 135 N+UDF Food [16]Fn_Wait1 Attack
[DJJUDP Flood  [4JUDP Small Size  [DBJCCT Aftack Mutation  [11]Route Aftack [T4JICMP+TCF Foaod [17]Fn_Wait2 Attack

[D5]TCP Flood  [DBITCP Mut-Connect [0SJHTTP GET Mothing  [12]Smart Auto Attack  [15]JUDP +TCP Connect [1B]Established Attack
Use Selected PCs{Task0)

Target:  http:/Awww target comy/show.aspfid=123 [T New connect PCs auto attac
Pot: 80 Atack Type: (03 (@Thvead 10 55 MNumio0 [ Speed: 50 ] [ Use Selected PCsto Attack [
Auto Select PCs{Task1-8)

TWE:Eﬂ?“___n Thread: 10 ';' MNum: 100 ‘::_' Speed B0 _f:. Target www target1.com Piart: | 50 @
T:.'pe:.ﬁﬂ. -ﬂ-.Thread: 10 :'E: Mum: 100 '=:I Speed 50 '_‘—f—_. Target  www target? com Por: 80 Altack @
Type: | 03 HThread: 0 '::' Mum: 10 ::f_:_—‘, Speed 50 Ii:' Target www target 3 com Port: |80 @
T}rpe:ii:-}a ﬁl:Thread: 10 ’-E_“ Mum: . 100 ii—: Speed 50 :—1, Target www targetd com Port: 80 Attack E
Circle CC Mtack({Task5)

Wildcard Ud:  hitp://www target . com./showlist asp %id=1386296905 Change Param: 11 - 132 Attack
Port: 80 Thread: 10 =] Num: 100 =] SendSpeed: 50 2} [T Usc Selected PCsto Atack (RSN

Mote: Use wildcard "id’ to replace the number in URL you want to change by step So bots can cinculation wisit these URLs.
Target should be IP,.DMNS and URL.CC Atack&Circle CC need URL as target.

Stark Technology Inc.
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|_.-.ﬁ' OuTian-NB

outian@uTian-NB[~] $ .Jicpfld

Usage: .ftcpfld [-h] [-c count] [-d delay] [-F Flags] [-p DSTPORT] [-5 SRCADDR] [-v OI1]
[-z size] DSTADDR

Options:
-¢ count send number of count packets
-d delay interrupt after sending delay packet
-F Flags specify tcp flags [uaprsi]
-h show this help
-n numbers of process
-p DSTPORT specify destinatien pert in tcp header , default is 80
-s SRCADDR specify scource address in ip header ( 0 = random ) , default is O
-y display packets per second
-w
-z s1ze packet size in bytes ( content will be random generated ) , default 1s O

Author - OuTian <outi1an®mail .cutian.nei>
outian@uTian-NB[~] $ B

Stark Technology Inc.
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IT]
= 00

Active Internet connectlons (servers and established)
Proto Becv-{) Send-Q) Local Address

.0.0:-3306
.168.147.
.168.147.
.168.147.
.168.147.
.168.147.
.168.147.
.168.147.
.168.147.
.168.147.
.168.147.
.168.147.
.168.147.
.168.147.
.168.147.
.168.147.
.168.147.
.168.147.
.168.147.
.168.147.

== = e e [ e e et e e e e e e e e e e

0
0
0
1]
1]
1]
1]
1]
0
0
0
0
0
0
0
0
1]
1]
1]
0

130:-80
130:-80
130:-80
130:-80
130:-80
130:-80
130:-80
130:-80
130:-80
130:-80
130-80
130:-80
130:-80
130:-80
130:-80
130:-80
130:-80
130:80
130:80

Forelgn Addzress
0.0.0.0:*
24.96.203.20:-84390
151.3.115.246-43190
16.34.67.178-7744
200.3.105.137-51444
177.186.62.46-17202
123.76.200.146-53794
174.233.75.236:-30221
59.183.237.112-42075
69.41.16.109:-24219
119.51.91.151:-28644
167.188.6.1-54848
109.22.170.117:-57552
208.187.191.200:-55479
72.219.71.145:-:45773
17.183.127.93:-9103
212.208.248.70:-14531
126.78.214 . 56-21647
74.76.146.207:-39207
158.113.80.142-37985
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_.-I i ey
I - e 3
/ i 4 . e
4 R = e = €
y - =13
f - : R
f 1 B e el i 7
d o - St - =l

s BE RRFEXE éﬁACK/RSTiﬂ‘é’

* Firewall ~ Proxy ~ L4 ~ &t =@ 2§ » &%
% K~ £ 2_Session Table E A F i
P w & RST (2 Drop 4t ¢ )

¢ F FErTE —

— RGN AL TR
— i Outboundﬂfﬁ E’y%‘a i

o jiup _

— Stateful 3 & (5)4cfr V&) € 2 4&Drop4te
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UDP/ICMP ,»i= ﬂ ood.

o Bt Rikhy i+ £ aUDP/ICMP3t#

o 5 Horr¥ AR5\ A% W 4t & shoverheadii
TCP5 > txite xR AN F 5 &
gl

o TP eh— @® PR RE

o ]I_g_a%—% ;E —

— 1. Firewall & ACLiF# i i 41 ¢
— M IPSyEas b F 2 2 4t e
- % T.QOS*14|PPS
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_ +> 7 E L 1t
fe 37 kKt 55

@ Fdh TUDP#GRI SR v2.1

—HRUDPTE R (4] PR AR P =1hE g e

O (i)

®E
]

TR BRI TR A A LR e Diets

R DPTY i (5 k) MEETCERR 8% «-iEH

e Linux

— pktgen (kernel module)
— Scapy

o http://www.secdev.org/projects/scap

Stark Technology Inc.
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—Li}%d ’}_LF %J:? g
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AR
o ¥ % e 2 F F 5H ;N & (Distributed
Reflection DoS, DrDoS) : ¢ &% 2:3 X 2
FIP:Z g 3fe > Bd B g v BIfFF
Brz=xEF

— Fraggle

— Smurf

— DrDoS

— DNS/NTP Amplification Attack

Stark Technology Inc.
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F raggj'e AN

s Bag KB wiE udp ¥t 2 Broadcast

Address

— port 7 (echo)

— port 19 (chargen)

ZREETE B ER€ v BUDPit e 1 2t

FpAE o B R R

— P w Firewall 7 # 3 #

— Internet + 7 #icRouter’s ¢ 7 3 % p & % Broadcast
Addressz_ i+ # (no ip directed-broadcast)

— B B 3% UDP JR7x

Stark Technology Inc.
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o Big Kk > %% icmp echo-requestit e %
Broadcast Address

o LR ATH B EE-€ v Bicmp echo-reply#t
¢ 3T P R @ ERALE

AR —

— p o Firewall ¥ 7 ##

— Internet + % #icRouter ¢ # # 7% p & % Broadcast
Addressz_i#t# (no ip directed-broadcast)

— B wWindows ¢ :z 3 7 w & ICMP Broadcast it ¢

— Linux i %8s ¥ 2 v |
(net.ipv4.icmp_echo_ignore_broadcasts)

|~
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Reflection Reflaction B Z‘,BL»'N * R
Z o 5% K 5 IR e v
LRy KD et o

Do o o (A BAImm

ng‘g‘@%@)@ BGP 1794

be
T

0 ¥
<
W =
“‘."" ‘-63 ‘EN‘

e
(£
&
3 4 . \
(D
0
R éf@ M- i

e $ 38
O
2\
T

|m§
L
20
m -
=0
3
|m§.,
T 5
20
m -
= o
3
Ha




r i -
P y ' ] .
r.r 4 5 E i - . Y 3 i
i i - e~ 1 ;
(- ERREERER T,
S muli I 7 Ry ) L
/ : : N o Sy,
\ \ %, . g By T T
7 R T R e e T s B e e \

AttaCkeE
ICMP_ECHO_REQ

Source: Target
Destination: 10.1.1.255

EEe A~

ICMP_ECHO_REPLY
Source: 10.1.1." 4 #
Destination: Target
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Root Servers
_com Namespace
b 4
cn f:g;’s e
?’ o e ns.alibaba.com.cn
-~
5@9' e-\{n-:ﬁ\ 5_4“259'?*?5\&. (Compromised DNS Server
Step 3 + Step 4 ® W with TXT record)

Question: where can | Answer: | don't know but .com

1
1
find the IP Address of | answer s
big.alibaba.com.cn? | ' -

! i

! 1

1

: v

Open DNS Servers

Mot authoritative for
big alibaba.com.cn

ns.bjtu.edu.cn User's Primary DNS Servers
(Recursion Allowed)

Primary DNS Server of
big alibaba.com.cn

Victim's Server
Step 2
Question: what is the IP
Address of
big.alibaba.com.cn?
Flease reply to

www7_mir gov.cn www7 mir gov.cn

(Ii%%%)
pcb.bjtu.edy.
(ERTERE)

Sends signal to
activate Bots

Attacker

Stark Technology Inc.
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B

ﬁ Capturing from [EEEEEE (port 53)  [Wireshark 1108 (v1.10.8-2-g52a5244 from master-1.10)]
Fle Edit Wew Go Capture Analyze  Statistics Telephony Tools Internals  Help

0@ 4 m DRE LNespTL QB dEmiE B

Filter: Expression.. Clear Apply Save

Ma. Time Source Destination Protocol Length Info <>
1 0. 00000000 172, 25,1598, F2.25. DMS : andard guery 000 ,3\/‘] 7.7 '$

2 0.00033800 172, 25,108, 172.25.108, 202 andard guery respon
3 0.00092400172.25.198, 202 172.25.1088.133 DNS andard guery 0xgooz
554 4

AR small. com. cn
4 0.00343700172.25.1958.155 172.25.198. 207 oM

4| m

[+ Frame 1: 87 bytes on wire (696 bits), 87 bytes captured (696 bits) on interface O
# Ethernet II, src: vmware_c8:dc:ga (00:0C:29:¢8:dc:6a), Dst: vmware el:62:8a (00:0c:29:el:62:84)
# Internet Protocol wversion 4, src: 172.25.198.202 (172.25.198.202), Dst: 172.25.198.133 (172.25.198.133)
[+ User Datagram Protocol, Sr< Port: 54086 (540953, Dst Port: domain (530
= Domain Mame System (guery)
[Response Ih: 2]
Transaction ID: Ox000L1
H Flags: 0x0100 standard query

ouestions: 1
1 m 3

0000 00 0 29 el B2 Ba 00 0c 29 <8 dc 6a 08 00 45 00 T TR O -
0010 00 4% 0a 3d 00 00 80 11 00 00 ac 19 < ca ac 19 B
0020 <& B85 d3 S0 00 35 00 35 e5 ¢% 00 Ol 01 00 00 01 T T |
Q030 00 00 00 00 Q0 00 03 31 35 33 03 531 39 38 02 32 ....... 33.1598.2

0040 33 03 31 37 32 07 69 ge 2d 61 a4 64 F2 04 el 72 5.172.4n -addr.ar
=1 [aTalatal [aTal Lot

[alal N it [Pl M1

andard guery response 0x0002 A 172.25.°

m

@) ﬁhﬁ&iﬁ&: =live capture in progress= File: ... | Packets: 4 ' Displayed: 4 {100.... | Profie: Default

Stark Technology Inc.
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« @ % DNS UDP fg I3 f@mﬁtj 512 bytes

- DNSSEC Z & 0 » B § & > F]M 3 & 4
* EDNSO > # UDP & F *U4% E 3]
4,096 bytes -

« i ¥ ¢ * TXT Record# » » 4] * query
ANY rz #




. 17225195133 - inlwa EiEE

4 Capturing from LSRR thost 172.25.198.135 and not arp)  [Wireshark 1.10.8 (1.1 0.8...

File Edit Wiew Go Capture Analyze Statistics Telephony Toels Internals Help
COAE I BEXZ Ae¢sDTL Qe e @Emx%

Expression.. Clear Apply Save

elelely Oc 29 el 62 8a 00 0c 29 be 9d o]4] T <
Qolo 2b 24 44 01 72 80 11 2b <c ac 19 N
Qozo 85 49 d4a 4b 4¢c 4d 4e 4f 50 51 56 . IJELMK CQPORSTUY
Qo300 58 55 5a <0 OQc 00 10 Q0 01 00 e WA Z. ..
Q040 31 32 32 35 34 35 36 37 38 39 44 L1223456 FELS0ABCD
Q050 4 47 48 49 43 4bh 4¢c 41 40 4f G4 FFGHT 1Kl MMOPORST

Frarne (1085 bytes) | Reassembled IPwd (4007 bytes)

e |"’_?]° LAZ: <live capture in progress= File: .. | F... | Profile: Default




; global options: +cmd
; Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 31697
; flogs: qr rd ra; QUERY: 1, ANSWER: 11, AUTHORITY: @, ADDITIONAL: @

33 QUESTION SECTION:
;wradish.com. ANY

33 ANSWER SECTION:

wradish. com. 3053 ns19.domaincontrol.com. dns.jomax.net. 2014042218 28800 7200 604800 600

wradish.com, 33 A 50.63.202.55

wradish. com, 3053 MX @ smtp.secureserver.net,

wradish.com. 3053 MX 10 mailstorel.secureserver.net.

wradish.com. 3053 NS ns19.domaincontrol.com.

wradish.com. 3053 NS ns2@.domaincontrol. com.

wradish.com, 3053 TXT "test test teststtest test teststtest test teststtest test teststtest test teststtest test teststtest test teststtest test teststt
est test teststtest test teststtest test teststtest test teststtest test teststtest test teststtest test teststtest test tests" "ttest test teststtest test teststtest test testst
test test teststtest test teststtest test teststtest test teststtest test teststtest test test test teststtest test teststtest test teststtest test teststtest test teststtest tes
t teststtest test teststtest" " test teststtest test teststtest test teststtest test teststtest test teststtest test teststtest test teststtest test teststtest test teststtest te
st teststtest test teststtest test teststtest test teststtest test teststtest test teststtest test teststtes" "t test teststtest test test test teststtest test teststtest test te
ststtest test teststtest test teststtest test teststtest test teststtest test teststtest test teststtest test teststtest test teststtest test teststtest test teststtest test test
sttest tes" "t te"

wradish.com. 3@53 IN XT "asdfasdfasdfasdf asdfasdfasdfasdf asdfasdfasdfasdf asdfasdfasdfasdf asdfasdfasdfasdf asdfasdfasdfasdf asdfasdfasdfasdf asdfasdfas
dfasdf asdfasdfasdfasdf asdfasdfasdfasdf asdfasdfasdfasdf asdfasdfasdfasdf asdfasdfasdfasdf asdfosdfosdfosdf asdfasdfasdfasdf " "asdfasdfasdfasdf asdfasdfasdfasdf asdfasdfasdfasd
f asdfasdfasdfasdf asdfasdfasdfasdf asdfosdfosdfasdf asdfasdfasdfasdf asdfosdfasdfasdf asdfasdfasdfasdf asdfasdfasdfasdf"

wradish.com, 3053 IN TXT "tttttttttttttyyyyyyyy tttttttttttttyyyyyyyy tttttttttttttyyyyyyyy tttttttttttttyyyyyyyy tttttttttttttyyyyyyyy tttttttttttttyyyyyy
yy ttttttttttttbtyyyyyyyy tttttttttttttyyyyyyyy tetttttttttttyyyyyyyy tetttttttttttyyyyyyyy tetttetttttttyyyyyyyy tettbtttttttt” “yyyyyyyy tettttttttttbywyyyyyy tetttttttttttyvyyy
yyy tttttttttttttyyyyyyyy tttttttttttttyyyyyyyy tttttttttttttyyyyyyyy tttttttttttttyyyyyyyy tttttttttitttyyyyyyyy tttttttttttttyyyyyyyy ttttttettttityyyyyyyy tttttttttttttyyyyyyy
y tttttttttttttyyyyyyyy tttt” "tttttttttyyyyyyyy tttttttttttttyyyyyyyy tttttttttttttyyyyyyyy"

wradish. com, 3053 IN TXT "hkhkhaksdfhasdhfasdfhal sdfhkhkhaksdfhasdhfasdfhalsdfhkhkhoksdfhasdhfasdfhal sdfhkhkhaksdfhasdhfasdfhal sdfhkhkhaksdfhasdhfasdfhalsd
fhkhkhaksdfhasdhfasdfhal sdfhkhkhaksdfhasdhfasdfhal sdfhkhkhaksdfhasdhfasdfhalsdfhkhkhaksdfhasdhfasdfhal sdfhkhkhaksdfhasdhfasdfh" "alsdfhkhkhaksdfhasdhfasdfhalsdfhkhkhaksdfhasdhfas
dfhalsdfhkhkhaksdfhasdhfasdfhal sdfhkhkhaksdfhasdhfasdfhal sdfhkhkhaksdfhasdhfasdfhal sdfhkhkhaksdfhasdhfasdfhal sdfhkhkhaksdfhasdhfasdfhal sdfhkhkhaksdfhasdhfasdfhal sdfhkhkhaoksdfhasd
hfasdfhalsdfhkhkhaksdfhasdhf" "asdfhalsdfhkhkhaksdfhasdhfasdfhalsdfhkhkhaksdfhasdhfasdfhalsdfhkhkhaksdfhasdhfasdfhalsdfhkhkhaksdfhasdhfasdfhalsdfhkhkhaksdfhasdhfasdfhalsdfhkhkhak
sdfhasdhfasdfhal sdfhkhkhaksdfhasdhfasdfhal sdfhkhkhaksdfhasdhfasdfhal sdfhkhkhaksdfhasdhfasdfhalsdfhkhkhaksdfh" "asdhfasdfhal sdfhkhkhaksdfhasdhfasdfhalsdfhkhkhaksdfhasdhfasdfhalsdf
hkhkhaksdfhasdhfasdfhal sdfhkhkhaksdfhasdhfasdfhal sdfhkhkhaksdfhasdhfasdfhal sdfhkhkhaksdfhasdhfasdfhal sdfhkhkhaksdfhasdhfasdfhal sdfhkhkhaksdfhasdhfasdfhal sdfhkhkhaksdfhasdhfasdfha
1sdf"

wradish. com, 3053 IN T "asdfasfwerwer234234234 asdfasfwerwer234234234 asdfasfwerwer234234234 asdfosfwerwer234234234 asdfasfwerwer234234234 asdfasfwerwer2
34234234 asdfasfwerwer234234234 asdfasfwerwer234234234 asdfasfwerwer234234234 asdfasfwerwer234234234 asdfasfwerwer234234234 as" "dfasfwerwer234234234 asdfasfwerwer234234234 asdfa
sfwerwer234234234 asdfasfwerwer234234234 asdfasfwerwer234234234 asdfasfwerwer234234234 asdfasfwerwer234234234 asdfasfwerwer234234234 asdfasfwerwer234234234 asdfasfwerwer234234234

»; Query time: 22 msec

»; SERVER: 8.8.8.8#53(8.8.8.8)

»3 WHEN: Tue Nov 25 12:03:35 2014
13 MSG SIZE rcvd: 3798

1-167-189-114 :: ~ »
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Open Resolvi

/2 Open Resolver Project - Windows Internet Explorer

_(a]
m - I'\ hitp /fopenresolverproject org! j |E| |E| |£| I Google |P 'l

BRE HHED HA0 HHEFW IED HE®
L EMRE L

% Open Resolver Project ﬁ . 7

Open Resolver Project

Open Resolvers pose a significant threat to the global network infrastructure by answering recursive queries for
hosts outside of its domain. They are utilized in DNS Amplification attacks and pose a similar threat as those
from Smurf attacks commaonly seen in the late 1990s.

We have collected a list of 32 million resolvers that respond to queries in some fashion. 28 million of these pose
a significant threat (as of 27-0CT-2013). Detailed History and Breakdown

Check my IP space

Search my IP space (eqg: 192.0.2.0/24 - searches "larger" than /22 will be rejected): |1 18.169.4.144 -

ipvd-heatmap of 20130519 data heatmap archive

What can | do? If you are in the security community:

If you operate a DNS server, please check the Please contact dns-scan /at/ puck nether net for

setfings. access to raw data.

Recursive servers should be restricted to your Additional Information

enterprise or customer IP ranges to prevent abuse.

Directions on securina BIND and Microsoft Informacdes em Portuoués =l

Stark Technology Inc.

FERHZ D BRRAT




DrDOS # °

O0g:44:26.741649 1P x.¥X.X.x.123 > x.x.%x.x.80: NTPv2, Reserved, length 440
06:44:26.741678 IP x.x.x.x.123 > Xx.x.x.X.80: NTPwv2, Beserved, length 440
Og:44:26.741738 IP x.¥X.X.x%x.123 > x.x.%x.x.80: NTIPvZ, Reserved, length 440
06:44:26.741751 TP x.x.x.x.123 > Xx.x.x.X.80: NTPwv2, Beserved, length 440
Og:44:26.741763 IP x.¥X.X.x%x.123 > x.x.%x.x.80: NTPvZ, Reserved, length 440

Figure 19: Traffic snippet of an NTP attack that targeted a security company

SJC LON HKG DCA
Peak bits per second (bps) 35.00 Gbps 80.00 Gbps 26.00 Gbps 55.00 Gbps
Peak packets per second 9.00 Mpps 19.00 Mpps 7.00 Mpps 15.00 Mpps
(Pps)

Figure 20: Attack metrics from each of four scrubbing center location for the attack against a security company

Stark Technology Inc.
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DrDOS UDP -

=S
i

T B

Protocol Bandwidth Amplification Factor Vulnerable Command
OMNS 28 to 54 see: TA13-088A [4]
MNTP 5569 see: TA14-013A [5]
SHMPv2 6.3 GetBulk request
MetBIOS 33 Mame resolution
S50P 30.8 SEARCH reguest
CharGEN 358.8 Character generation request
QOTD 140.3 Quote reguest
BitTorrent 38 File search
Kad 16.3 Peer list exchange
CQuake Metwork Protocol 63.9 Server info exchange
Steam Protocol 55 Server info exchange

https://www.us-cert.gov/ncas/alerts/TA14-017A
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How to Exploit BitToment for-=

€& | @ thehackemnews.com/ 201 S0Bbitiorrent-dos-atisck himl cllaus A+ AS

(@) Disable- K Cookiss - C35- [ Forms- () Imsges & Information- (0] Miscellsneons 7 Qutline- & Resizer € Tools- [0 View Source- || Optinns o €

How to Exploit BitTorrent for Large-Scale DoS L
Attacks

Suqday, August 16, 2015 & Mohit Kumar

Q1 | 122 m 1594 W Tweet 477 [ Share - 30 25?3
£\

BitTorrent
-y i\. =h E’ %&b FR
(50~1 201%)
Ampliﬁers

BitTorrent Can Be Exploited for DoS Attacks

Aflaw discovered in several widely used BitTorrent applications, including uTerrent, Vuze and Mainline,

could be used to carry out a devastating distributed denial of service (DDoS) attack that makes it very easy

K

for a single undetectable hacker to bring down large sites.
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* UL P R MK A
o BB PR JRARERE
— 4 B /j" 42 (Bandwidth Depletion)
— + #: & (Disrupt connection)
» TH P ARG PRIEAR 5
— 33 2Lx7 ¥ (Exploitation)
— 7 /iy 42 (Resource Depletion)
s IR BAR Y K

Stark Technology Inc.
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e J* W 7 e RENTCP £t » % P &
¥ 24+ erbugm Crash
|

o B @ Firewall ¢ ¥ fF# -~ i 23] Server-s
F XA
o« BRI 4

— Windows 3.1 ~ 95 -~ NT
— Linux kernel < 2.0.32 ~ 2.1.63

Stark Technology Inc.
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Teardrop -
Teardrop Attack

M=1 |[Fragment Offset=1400

Q) ! M=1 means More fragments are expected
FO=1400 means this packel’s data are to
be inserted starting at the 1400 byte
position

M=0 [Fragment Offset=1300

=0 means no more fragments are expected
FO=1300 means this packet's data are to be
inserted starting at the 1300 byte position
which overlaps the previous fragment's
position

Stark Technology Inc.
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File Edit WView 0Oo Caplure Analyze Jiefbishics Telephony Tools Help
o @ | BlaceonFi[oBaacn DB %

* Expresmon.. Clear Apply

| Sonrce | Destination |Pro1]:ncol| Infa |ﬂ
) 12, 2 1.° ragmented IF protocol (proto=ICMP Oxi] ]
2 0.000017 192 168.16.2 163.55.1.1 IF Fragmented IF protocol (proto=ICMP Ox01, off= 148G ID=5d33)
3 0.000025 192,168.16.2 168.95.1.1 IP Fragmented IP protocol (proto=ICMP Ox01, off=2960, ID=3d83) +|

[+ Frame 1 (1514 bwtes on wire, 1514 bytes captured)
# Ethernet II, sr¢: 00:17:31:5e:d3:ae (00:17:31:5%e:cd3:ae), Dst: 00:0C:20:14:12:c9 (00:0C:29:14:12:£9)
= Internet Protocol, Src: 192.168.16.2 (192.168.16.270, Dst: 168.95.1.1 (168.95.1.1)
version: 4
Header length: 20 bytes
#H Differentiated Services Field: 0x00 (DSCP Ox00: Default; ECH: Ox007
Total Length: 1500
Identification: Ox5d83 (239390
= Flags: 0Ox01 ¢More Fragments)
0.. = Reserved bit: Not sSet
L0 Con't fragment: Mot Set

Fragment offset: O
Time to Tive: &4
Protocol: ICMP (Ox0L)
Header checksum: 0x7d%3
Source: 192.168.146.2 (192.168.16.2)
Destination: 168.95.1.1 (1&68.%95.1.1)

F Data (1480 bytes)

O| Frame (fmmj, 1514 h:-,rtex | Packets: 55 Dizplayed: 55 Marked: O rofile: Defanlt &

Stark Technology Inc.
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oy L TR
R

/ BNt A
Land/ / RN
S i‘_ =

* & i Source/Destination IP & & B {48 o
TCP SYN 4t+ w%ﬁ%ﬂ%"] dErp Aw R
M %yzCrash

=
&

2
|

E]
.
2

‘3“;‘!‘;‘

° /
/
/

4 e
1y

— AIX 3

— FreeBSD 2.2.5
— IRIX 5.3

— NetBSD 1.3

— SunOS 414

Stark fechno.‘og}r Inc‘ ‘
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¥ - L_ = =i
EREE T b s
i * N Sl

* XL kA 65535 bytes Z_ ping %t &

o %:iF ZrouterpF 5 d ATAZIEMTU 5 3 AR s7
3] B iR

c B PR BGLe £ o d 0 AE
T H - #e enk B3] > A E 3%k Crash

¢ % 1997-1998 & B » #73 OS¢ © 2

« p @ Firewall ¥ # 4F#& ~ g :23]Server
= B 5K

2
-
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GET/HTTP/1.0

Host: default
Accept-Encoding: gzip
Range: bytes=0-,5-0

. % IR E ¥ i 206 Partial Content »

/Jq Z‘\ ”? );l; ”, é.‘ll’ 56 EJ:,
« & Patch iz PR E v & 200 OK
o JF kARG S FR{LE

Stark Technology Inc.
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o ITH 3 X
— http://www.hackersgarage.com/apache-Kkiller-
denial-of-service-flaw-in-apache-
webserver.html
o [F I XG4
— http://marc.info/?l=apache-httpd-
dev&m=131418828705324 &w=2
« P Apache F * ¢ g 338 2 { #7232
2.2.21
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TERIISEEREHTTP.sysPE L I

ng?ﬁ.u ‘ﬁ= SANSmiﬁgii
AEE
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IS HTTP.sys

_L.

I EERSERI Y ulnerability Summary for CVE-2015-1635

National Cyber Awareness System

government o "

repository of Original release date: 04/14/2015
standards Last revised: 04/15/2015

based Source: US-CERT/NIST
vulnerability

management Overview

data, Thisdata . ... o Microsoft Windows 7 SP1, Windows Server 2008 R2 SP1, Windows 8,

enables Windows 8.1, and Windows Server 2012 Gold and R2 allows remote attackers to
automation of  execute arbitrary code via crafted HTTP requests, aka "HTTP.sys Remote Code
vulnerability Execution Vulnerability.”

management,

security Impact

measurement,

: CVSS Severity (version 2.0):
and compliance
(e.g. FISMA). CVSS v2 Basi

mpacsws: 201412 — 7% I T 3 3F

Status
Exploitability

":gt;ﬁ'gi"“ CVSS Versiol (-—J'— —/& ﬁ ’i - - )
2015/05 — fcdr s * %

~
2T

L




MS15-034 /CVE-2015-1635%

. [ s T :
{4

« ¢-¥Microsoft 1IS 7.5 64 bitsﬁﬂpngﬁ‘;ﬁ AT
Ranget&zg (& » € 33 = % svad Jf

3

° ?@ /,}|J
— Range: bytes=24688-18446744073709551615
— =5 e lFE ~ 42949672961]18446744073709551615
FFenfics 4R € & 1% > v P 2/32~2764-1
— &P 5 64 bits % Ji¥fpngsrhandlerit * 7 32bitsix A& e
A2 50
— 5 Ao Hszes
2014/12 — i /Citrixz IR
2015/05 — pcdicsd # & > { A7
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* UL P R MK A
o BB PR JRARERE
— 4 B /j" 42 (Bandwidth Depletion)
— + #: & (Disrupt connection)
» ATH P RO RIEAR 5
— 33 2L17 # (Exploitation)
— 7 /iy 42 (Resource Depletion)
s IR BAR Y K
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f Y f 3 5

¥ * . i ; -

r! " J 1 i - " -

¥ SRR _ ;

) SRk
Z k 7 é& E’ A 6 4 b
/ % N & L g ~
»” ‘P FO TS A\ .

I A
— TCP Connect Flood
— Zombie Connection

— SSL Flood
—HTTP Flood

— Application Flood
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LR H A %ﬁ-ﬂ’] FEF P F IR AR
@R f e B RIS R
— Firewall/IPS — 24| PR 3%z Connection Per Second
— 4g-& timeout pF &
— T EINAAE ICPS2. KR e TR
— Mgy dF 2 Proxy/L4 3k A A s
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| 68
|68 .
| 68 .
| .
|68 .
| .
| 58

2.1648.
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Lad Lad

' . .
e Bl s e It

e S e S
A0 AT IO i |

L LS

BLISHED
SE_WAIT

B WALT

- WALl

. WAIT

. WAL

- WAIT
O5E WALT (B

Ny R T ey T TRy
40 48 3 d L4 41 & 4
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e
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DNS Query Floc

o Pit ¥ X BDNSHH S E K LB TR 4 ae
y B3 S PR TR LT

Attacker Victim

>

*Bot 01 Windows XP O B 192168301 - BESEES

EdWindows T{FERS
EEFR EWEO) WEE) HBEH
mRES | EREE | BE O | @Ron| ez
C:~ddos»dnsapl .exe —time 3B@ -dns dnslist.txt —packet 1HHBBA
Attack started? —CPU{ERE — —CPU {EFE2ERER

Attack time 3¥WW seconds

m

- BRI iR

-Eﬂﬁ?fﬁﬂ& (ME) A
. 4085 RIS 14076
— =i T?lHSErj 567 EITHE 480
,,,,,,, i : oE 687 EIIEEE a1
— = | FEMH 127 | | fFErFE 2£:01:03:31
SREr e | EE (mE |mp Hol 188 0ME) £20] (MB) 3406 /8189
[ il iLELTE
T HELR g " ~
E . 1 2} FAE 51 EFERSR. |

PEBRE TELL BRI

[EEEET A |CPU {EFEE: 64% (R 039

EH&';_'!! 1
-

echnoloegy Inc.
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— SSL Flood

— HTTP Flood

— DNS Flood

— LOGIN/DB_QUERY Flood
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GET with unended request

— ex: Slowloris

POST with unreached body
— ex: OWASP HTTP Post Tool

HTTP Flood
CCic#
— Proxy
— iframe

Stark Technology Inc
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Slow HTT E‘ GET\

e — B ¥ 2ETHTTP Get Request® & % i &§ 7 4k (7
“ 5 CRLF[\r\n] - #\v]’u‘"' @E S 2CRLFzZ # » PIRE €
%Rﬁ“ Request & & EL EFsg g R

o BPIREIDF K TFE i ﬂ:n#,ﬁ/\ ABE TR REARG A
fﬁ‘ ¢ %72 8 g 2 (IDLE Timeout) © i%iE % %ri IHTTP
Get RequestsiHeader » ¥ 7 % d1:@ 4§ & 2 CRLF » I+
i RPR R g AR o

o ITHEV FFF i S BThread » 2 Thread:d %4 pF 2
L x;armHeaderp\ FRAFRR FAPIREDT H
A o BB R A HC S Yk AP (]d-Apache sMax
Clients ) > PIRE- & T F iF gl A % & il 4

—

&2 e JL AT B 0 T g 2 DOS -
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Slow HTTP PO!

« — B ¥ A SHTTP POST Request® ¢ 1 *
Content-Lengthz 2 % POST e~ #k

« Web ServeraClientk &% % #rg 2 thf B w
EFEFEF BT
— (1)1 #]POST data£ & £ Content-lengthz £ @ & » &
— (2)4 p+

o 12> HTTP: %14 » 0¥ IIPOSTE: ~ it #* @4
’ﬁ%%E'Wﬁm“?@ﬁ%
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OWASP HTTP P

] [ ey
y o=
i s y _ Sy
i . b R
E -. d _= n '_c-
iy " Bl o, B

POST /post.aspx HTTP/1.1

Accept: text/html, */*

Accept-Language: en-US

User-Agent: Mozilla/5.0 (Windows NT 6.3; Win64; x64)

AppleWebKit/537.36 (KHTML, like Gecko) Chrome/37.0.2049.0
Safari/537.36

Accept-Encoding: gzip, deflate
Host: 192.168.37.14
Connection: Close

(FAd(FAHA=(FAa(F72) ... ...

Stark Technology Inc.
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« https://www.owasp.org/index.php/OWASP_HTTP_Post_Tool

Attack type

URL
Proxy

-Test type and destination

Sln:rw headers |‘F

http://targethost/test.htm

-General parameters

Connections
Connection rate
Timeout (s)

User agent

400

al

100.0

[ ] Random

Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.1
[] Diagnostics

-Attack-specific parameters
[] Use POST (instead of GET)

PROACTIVE RISK

Run attack Quit

Stark Technology Inc.
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« A B2 I KR P ARA Uy i HTTP
Request
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[ B RS Evernote]ADDoS ¥ B2 8F HEHF | iThome - Windows Internet Explozer

(SiT = Igl ittt ithome com. eS8 580 j |§| |E| |E| I Foogle |}J v|
#BEO FEE HH0 FsEW IBD HED
BARE L

& SR EAEvemot{BDDoSTEE R E HERS |

iThome #: =573 co #iT 2& 5@ ImEs- #WEe  H-

i gt AEvernote IDDOS i RHLE |-k |

H g Eim eI AR FEEvenolEiBE S NS Z DDoSINEE - B TR EEEE - EXEREET
EER - BB EHREE HERR

=7l BERE | 20140612 BR &+ 1

50,
. ASUS Solution Da
: H 6/27 @) mxgiz
B AT EERGE

HHRBHTIERXTEREN R
TR - i - BEERTE Y TE

. evernote

We're actively working to neutralize a
denial of service attack. You may
experience problems accessing your
Evernote while we resolve this.

- @E © #JiE & W I

52 66 2HOLANMA W

FrAHE

| o
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Default Max C

« IS

Optional uint attribute.

. Specifies the maximum number of connections for a site. Use this setting to limit the number of
maxConnections

simultaneous client connections.

I The default value is 4294967295,

« Apache

MaxClients Directive

Description: Maximum number of connections that will be processed simultaneously
Syntax: MaxClients number

Default: See usage for details

Context: server config

Status: MPM

Module: beos, leader, prefork, threadpool, worker

The Maxclients directive sets the limit on the number of simultaneous requests that will be served. Any connection attempts over the Maxclients limit will normally

be queued, up to a number based on the ListenBacklog directive. Once a child process is freed at the end of a different request, the connection will then be
serviced.

aepaadbiaarcd servers (i.e.

value is 256,

For threaded and hybrid servers (2.g. beos OF worker) MaxClients restricts the total number of threads that will be available to serve clients. The default value for

beos is 50. For hybrid MPMs the default value is 16 (ServerLimit) multiplied by the value of 25 (ThreadsPerchild). Therefore, to increase MaxClient= to a value
that requires more than 16 processes, you must also raise ServerLimit.

. prefork), MaxClients translates into the maximum number of child processes that will be launched to serve requests. The default
D increase i, you must also raise ServerLimit.
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* ab (Apache Benchmark)
— http://httpd.apache.org/

* JMeter
— http://jakarta.apache.org/jmeter/
« Siege
— http://www.joedog.org/siege/
* Microsoft Web Application Stress Tool

— http://www.microsoft.com/technet/archive/itsolutions/i
ntranet/downloads/webstres.mspx

* .... Many tools
— http://www.softwareqatest.com/gatweb1.html
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Low Orbit Iorp’(;‘.

Low Orhit Ion Cannon | When harpoons, air strikes and nukes fails | 1 .0.7.0

1. Select your target 2. Ready?

URL Lock on

IMMA CHARGIN MAH LAZER

P 168.95.1.1 Lock on

68.95.

Selected target

3. Attack options
Timeout i TCP / UDP message

5001 A cat is fine too. Desudesudesu~

0 B wait for reply

== faster Speed slower=>

Attack status

P 'aE 0 ﬁm| idle Connecting Requesting Downloading Downloaded Requested Failed

Stark Technology Inc.
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« HTTP GET?s #* 4 » ‘{%%ﬁt B FE "E

ek W

B 1101 [ 21,003 | Truth s on the side of the oppres:ed.

HiGH ORBIT
ION CANNON

. it A

= -l' g

-
__I__ = el

1N GEOSYNCHOMOUS ORBIT

Sitatuis

HIGH OREIT I CANRON
STAHDING BY

FIRE TEH LAZER!
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THREADS

.

OouTPUT TARGETS

0 bytes




JS LOIC

e

Step 1. Select your target: Step 2. Ready?

URL:
http: //www.paypal.com/ IMMA CHARGING MAH LAZER
For current target see: http:/fanonops.net/

Optional. Options
Reguests per second:
Append message:

‘We need your help in support of wikileaks leave this page firing as long as you can. Don't worry if requests show as failed.
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[1] 127.0.0.1:8080/we.bugthe x
€« C [} 127.0.0.1:8080/wo.bug?host=data;text/htmi,1 &% ’ K| @ -

chck-click
Hey, Super -1 5795025324377303: Mario!

<3 Erements #_) Resources @ Network |‘__’; Sources a'ﬁmhe & Profiles Qﬁmdts |Em1 [

@ »Unsafe JavaScript attempt to access frame with URL http://127.8.8.1:8888/wo. bug?host=data:text/html,1l from frame
with URL data:text/html,1. The frame requesting access has a protocol of '', the frame being accessed has a
protocel of "http'. Protocols must match.

© ¢ Unszafe JavaScript attempt to access frame with URL http://127.8.8.1:8888/wo.bughost=data:text/html,1 from frame
with URL data:text/html,l. The frame requesting access has a protocol of "', the frame being accessed has a
protocel of "http". Protecols must match.

»Unsafe JavaScript attempt to access frame with URL b 7 L1 host= :text /htm from frame
with URL data:text/html,l. The frame requesting access has a protocol of "', the frame belng accessed has a
pratocol of "http'. Protocols must match.

o Unsate ]avaSCript attempt to access frame with UBL http://127.8.8.1:8088/wo. bug?hostedata:text/html, 1 from frame
with URL data:text/html,l. The frame requesting access has a protocol of '', the frame being accessed has a
protocel of 'http'. Protocols must match,

(2]

e Unsafe JavaScript attempt to access frame with URL http://127.8.8.1:80808/wo.buglhost=data:text/html.1 from frame
with URL data:itext/html,l. The frame requesting access has a protocol of "', the frame being accessed has a
protocel of "http'. Protecols must match.

Fl

B = Q O <topframe>¥ <page context> v @D | errors  Warnings  Logs o: ¥
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Alice |E’|

Dave

.

- =5

Mine Tor nodes and 4 users / Tor nodes

A: Alice connects to Bob - B: Bob connects to Dave
J: Jane connects to Alice - D: Dave connects to Jane
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TOR’s Hamm

S e L R O R H Y e T
torshammer — -bash — B0 x24

= ;

MocBook :torshammer 4ird python torshammer .py

* Tor 's Hammer

¥ Slow POST DoS Testing Tool
* entropy [at] phiral.net

¥ Anon-ymized via Tor

* We are Legion.

JLorshammer .py -t <target= [-r <threods: -p <port= -T -h]
-t |--torget .:Hn:n.:.t.r iame | TPz

-t |--threads =Mumber of threadsz= Defoultz to ZE6
—-p|-—port <eb Server Port: Defoults to 8@

-Tl--tor Enoble anonymizing through tor on 127.8.0.1:9F
-h|--help Shows thiz help

Eq. .Jtorshammer.py -t 192.1658.1.108 -r 256

MacBook :torshammer Aird

AFLCAT M LT LTy
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Handshake
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SSL Renegotla}!- n Klo

e SSL{zik A~ 57 K
— SSLizértiik (SSL Record Protocol) : v 47 @Gt
& (4cTCP) 2.1 » 5 F ARt ik - B - R I3 A

~ 7oA

— SSL# =+ 3% (SSL Handshake Protocol) : v & > ASSlLisér
Pk oo ot AR RO BB LT AR YRR
‘7_‘4 ‘T;‘r“g J,:‘: %}ﬁ%;‘é’- N Q%ﬁ%f@%%i o

* @i {7negotiationiEie g ¢ o0 ¢ 45 s SLCPUGF R >
A gL F MR Eren %%%-Web Server:g {7 SSL
negotiation > i p & % SLCPUB £ @ & /2 4% I IRF* o

. %/I;IJT L:k

http://www.thc.org/thc-ssl-dos/thc-ssl-dos-1.4.tar.gz
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EiE View UK Content You are here: Home [ Mews [ Google cloud platform used for botnet control

E View US Content

e Mo Preference
inf'?securfty'

News

ForeScout CounterACT™

Cumpl% Network
Visibility and Control.
Any Device. Anywhere.

Google cloud platform used for
botnet control

News

10 Movember 2005
Blog

Botnet controllers have been using cloud based
Virtual Conference

systems such as the Google cloud platform as

Webinars command and control nodes for infected PCs,

o

ForeScout

Downloads/ White said a researcher at Arbor Networks.

Papers

Arboor's manager of security research lose Nazario

Events & Training found that AppEngine, a cloud based application
platform operated by Google, has been used as a botnet to relay
commands to infected computers.

Company Directory

Share

Application Security Arbor found @ malware sample over the weekend that accessed

appspot.com, the demain used by the Google cloud based AppEngine,
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DDoS IRCICLqu!

Terminal

E [uln] t.

Broot (1]
Broot nil::k
[Pwi Imer
Broot Tr
Broot

oot

oot

oot

Broot

oot

|

- Ill"rl'-l & reque:

= Ih=4r|-:||=- fr 1|-'r|l:|1l1 name, nick

. all accounts connected,., .

+y mzn. by root

ined #hitlbee

mode, #l:llt

silver_chai has

shitlbes
B-oot Builmer

+y lintux | by root
joined #bitlbee

+lintux ! [+msn

I Irssi: #hitlbee: Total of 9 nick

normal

22440] [Builmer] [2:#bitlbesi+nst)]
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— + #: & (Disrupt connection)
» ATH P RO RIEAR 5
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Figure 21. Hacking methods by percent of breaches within Hacking
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Payout ratio 75%
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Tox - Viruses

Summary

Tox, how to create your ransomware in 3 steps

May 26, 2015 By Pierluigi Paganini
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Ransomware Overview
Ransomware | Unidentified Detection Prevention Infographics Download Sources and Contributors
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@;.i arstechnica comsecurity 20160 bie name-sies it ED € || Q4 bigname sit sl %@ 3 A& ©

Your personal files are encrypted!

our files have been safely encrypted on this PC: photos, videos, documents, efc,
Click "Show encrypted files" Button to view a complete list of encrypted files,
and you can personally verify this.

Encryption was produced using a unique public key RSA-2048 generated
for this computer. To decrypt files you need to obtain the private key. LATEST FEATURE STOR

The only copy of the private key, which will allowe you to decrypt your files,
is located on a secret server in the Internet; the server will eliminate the key
Your private key will be after a time period specified in this windaw.

destroyed on: Once this has been done, nobody will ever be able to restore files...
In order to decrypt the files press button to open your personal page

3/10/2015 File decryption site | and follow the instruction.

. , in case of "File decryption button" malfunction use one of our gates:
Time left: 95:30:42 http://34r6hq26q2h4jkz].2kjb8.net FEATURE STORY 14 PAGES)

https://3drohg26g2hdjkzj.tor2web.fi How a form
Use your Bitcoin address to enter the site: b h
15¥ 2TmHr=imRExINUttwb9alU4DifyDpWKM ecame the

Click to copy address to clipboard indust[’y’s w
if both button and reserve gate not cpening, plesse fallow the steps:

Torm Wheeler tells Ar

Angler}% ,%. e and wireless ir

B 51 YpFdE ~ BBC ~ MSN ~ AOL




https://blog.malwarebytes.com/cybercrime/2016/06/neutrino-exploit-kit-
fills-in-for-angler-ek-in-recent-malvertising-campaigns/
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™ Neutrino Exploit Kit Fills Tn F-- %

€ ) ® @ | htpsihlog mabvarsbytes comieybercrine 201 606 entino-exploi  E1 | € || Q 163 | @8 3 A ©

® 06/09/2016: Rogue subdomain goss offline

e 04/10/2016: Blog post about this incident is puklished

Malvertising flow: %J

o Publisher (Yahoo Taiwan): tw yahoo.com

* Yahoo ads: s yimgfom/rg/darla/2-2-9/html fr-sf-fl kit

* Fraudulent ertiser: watch.pnwpgal Jcom/www/delivery/spcis. php?redacted)

s Open reglrect: p.rithub. com/cm farward=http /fhiapitlarealizel Jtop/blackness

utrino EK landing: uivsefs. tlarealizel Jtop/almost/ 16056 20/unhappy-career-health
* Neutrino Flash Exploit (CVE-2016-4117): hiapitlarealize[ Jtop/1977/11/19
oy F‘L ~ 2 ——
% #Yahoo+ &7 |
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"H i Fi 22569 i & 21.0.0.182 PPAPI { Chrome > Windows) » & HIiY
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This sita waorks best with Adobe Flash Player version 23 or later
Currenlly instabed version: 21.0.0.182 PRAPI (Cheeme, Windows]

Cuanidabed Flash Plager min Castse some conter] (0 be displayed incamecily, Adobe
reteanmensds Mal you 3days FrSial the Ries updates.,
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ThunderCrypt 44
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Deadline:
20LI/0S mze & & (install_flash_player_ax.exe.exe) 2 —SEIGERTF #1170k » 1H5H
fime left BEETFU{ETEZE( -Exeﬁ-d“ﬁ':} .

92:4 ! !
. Dw i
Receivec m ’ m ! . J' m

0 BTC install_flash_play anstall_flach_play risCralogdll Lalup. e Syte el
L A ] A

You haw

0.4861 +* insiall Hash _player ax.exe — [FiFAdobeZ?dEtE

* sefup.exe FaEiET. (UPKE3)
¢ System.dll — DLLE

e nsDialogs.dll —— BETEIZERE

Also we can up to 3 MiB for free as a proof that decryption is possible.

. Stark Techno;ogy Inc.
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ThunderCrypt

my monthly income only 400dollar... you really

i wanna do this on me? :(
Seo More e
thundercrypt@tuta.io TRy
o qw Details @

‘~n't. Frankly speaking, our
9 3l
N34 400% £
2 vz . | of
i 31300% £... K&

22,
2 ~ 1A, o . we've
SPENG e switched ThunderCrypt to decryption mode
g for your computer. Therefore, as soon as our
server establishes connection with your
o e computer, the decryption should start
automatically. If it doesn’t, let us know.

FFFEe

e BELE

PETY i Wl el B e e wwr wtd SO0

Stark Technology Inc.

FERHZ D BRRAT




ThunderCrypt

Yes, the screenshot with our message 1s genuine. It was all just
accident. On the third day since the beginning of the bampaign. we
a lot of encrypted computers, but no one paid us. And all that we gc
In our 1nbox were just a few messages asking for a lower price.

We thought that people in Taiwan must have set up some backups for

their data or something like that. So, we decrypted tiles for ftree for

those poor souls, who wrote the messages, and decided to give up the
campalign. But soon we discovered a bug 1n our software, because of
which our ransom note cnuld not be displayed on most computers even
though encryption stage was over.
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ThunderCrypt % IR 2 8 Wl

Shortly after we became aware of this, we developed a patch that was
deployed quite quickly thanks to our auto-upgrade system. That
radically changed the state of affairs.

Stark Technology Inc.
!!:;ii%%;Sﬁﬁﬁiﬂiiﬂﬁﬁa¥§ﬂiikﬁﬂ




ThunderC rypir;f’f %

e Nk R e, . sl b om dLUd 0 i A e e

Deadline:
2017/05/05 04:44:13

[ime left:

11:59:48

Received:

0 BTC

You have to pay:
0.145 BTC

Good afternoond
We have encrypteg

To see the list of encrypted file

b not
18eDQ - Nipe SHEPE G

You have ordered free demo decryption. Your file is ready,

Stark Technology Inc.
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Deadline: Good evening

VLT RS ER We have encrypted all your personal files!

Time left:

06:06:10

way to decrypt youwr 1

Received:
0 BTC Transf guire e left) to the B 255 below, » ef ad just Tor your payment. If

| f r tically. It usually takes about 30 minutes for a transact
You have to pay:

0.02 BTC

WARNING. Anfivirus software may remove this pr but it can't decrypl y nporarily disabl
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=EAHE—ITIE ? )
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First Mac-targeting ransomware hits

Transmission users, researchers say

Rogue copy of BitTorrent client results in keRanger install, which demands 1 bitcain
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WannaCryp
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WannaCrypt /% & .
 https://github.com/gentilkiwi/wanadecrypt/releas

eS
0.2

gentilkiwi released this 2 hours ago

® Can decrypt the user privatekey (and files) if malware privatekey (!) and user encrypted privatekey
are provided

® Multiple files support

Password: infected

Downloads

@ wanadecrypt.zip o
£) source code (zip)

) Source code (tar.gz)
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ﬂ—\ Hackers holding websites to oo+ % B Atelier Wini:

Hackers holding websites to ransom by
switching their encryption keys

Websites taken offline in new attack, which sees hackers change codes to permanently lock
owners out unless they pay a ransom

B Ransomware has moved to the web targeting businesses with encyption attacks. Photograph: LISphotography /
Alarmy/Alamy

Samuel Gibbs
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@. & s vy mismsoftoomien-vsiiovnloatiletls: | G || O EMET download > | i | B9 3 A4 O

B
Enhanced Mitigation Experience Toolkit (EMET) 5.5

ranaiage .

A toolkit for deploying and configuring security mitigation technologies

@ Details

@ System Requirements

@ Install Instructions

o Related Resources {b

Product sites Downloads
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Malwarebytes
ANTI-RANSOMWARE @ 7))

@ Quarantine

S Dashboard Quarantine Exdusions

These threats have been guarantined by your Malwarebytes Anti-Ransomware. They do not pose a threat when quarantined. You may restore
or delete these threats. Threats deleted from guarantine will be permanently removed from your computer.

Threat Mame Date Type Location

Malware.Ransom.Agent.Generic 01/27/16 11:44:52.899 File C:\Program Files (x86 )\Skype\Phone\Skype.exe

Malware.Ransom.Agent.Generic 01/27/16 11:45:08.842 Fle C:\Program Files (x86 )\Skype\Phone\SKYPE.EXE

[»]

Delete Al
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TSP EE T
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RTHEBREEZEF~

R bat SRR RFET

LT P copy B o EATERR. bat BT R
FEHCRERSC A Tpg R 1 bt FER)

set a=1
AL
tirmeout / 3

if MOT EXIST "CALJPG" set a=2
if MOT EXIST "C:A.pdf" set a=2
if MOT EXIST "C:A.xls" set a=2
if MOT EXIST "C:AT txt" set a=2
if MOT EXIST "C:A.doc” set a=2
if MOT EXIST "C:A.bmp" set a=2

if MOT EXIST "DALJPG" set a=2
if MOT EXIST "D pdf" set a=2
if MOT EXIST "D xls” set a=2
if MOT EXIST "D:A txt" set a=2
if MOT EXIST "D .doc” set a=2
if MOT EXIST "D .bmp" set a=2

if ¥%oa% == 1 goto AAA
shutdown. exe -5 -f-t 0
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— http://esupport.trendmicro.com/solution/zh-
TW/1114221.aspx

BEWmETE N T 5 T R A a1
CryptXXX Vi, V2, V3* | (RIGE 4T ).crypt
TeslaCrypt VI#* {RhaiE F-E18) .ECC
TeslaCrypt V2** | (RIAERLWIVW R CCCH, ZZZ & AAATE ABC JF XYZ
TeslaCrypt V3 (it 22 08).XXX 8 TTT 28 MP3 & MICRO
TestaCrypt V4 BERAEL e

SNSLocker {F 458 2 218 ) RSNSLocked

AutoL ocky {FiaE X478 Llocky
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* https://noransom.kaspersky.com/

L3 .
@ Ransornware decryptor | Kaspersky Lab - Mozilla Firefox E’
File Edit View History Bookmarks Tools Help
J-"/ WL Ransomware decryptor | .. % "-k+

B L E e e Ml htips://noransom kaspersky.co c | Q, Search ﬂ’ B & 3 =

@) Disable~ & Cookies~ # €55 [ Formse (& Images- @ Information- Miscellaneous™ " Outliner & Resizer & Toals~ View Source~ |1

-

m

KASPERKY?S

RANSOMWARE DECRYPTOR

Are you a ransomware victim? The National High Tech Crime Unit (NHTCU) of the Netherlands’
police, the Netherlands’ National Prosecutors Office and Kaspersky Lab, have been working
together to fight the CoinVault and Bitcryptor ransomware campaigns. During our joint

investigation we have obtained data that can help you to decrypt the files being held hostage

on your PC. We are now able to share a new decryption application that will automatically

decrypt all files for Coinvault and Bitcryptor victims. For more information please see this
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How Tor works: 4 L

ﬁrM

Alice

T y

Dave Bob
-
J} —

Nine Tor nodes and 4 users / Tor nodes
A: Alice connects to Bob - B: Bob connects to Dave
J: Jane connects to Alice - D: Dave connects to Jane

. 4% P2PyE A @ik
2010267 » ¢ RE 5 450 2 7 444
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Top Applications

Risk Application Sessions Bytes
1 |[EM | web-browsing 300 oo 2,276,906 [
> M | facebook-base 123 [ 698,545 [
3 [ | facebook-chat 46 [ 209,000 0O
4 | M |drs 26 0 10,454 |
5 | M | myspace-base 24 [ 605,456 [
& htp 21 [ 3,870 |
7 [ | rryspace-mail 1z 1 208,662 0
o | |flash 10 | 368,366 [
o | L4 | myspace-im a | 34,895 |
10 | 24 | photobucket 4 | 38,730 |
11 myspace-video 4 | 6,214 |
12 M |rtmpe z | 10,786 |
il 4 W 2 | 16,702 |
14 http-audio z | 12,402 |
15 google-analytics 2 | 2334 |
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paloalio

3% Logout

Dashboard

nEREENE Last Hour

!_ facebook IZI: .7 ?é% fé );"
=

application Information ! ,
Mame: facehook [ %

Related: facebook-chat, facebook

Description:  all the facebook related : —'_J . j B?}' :K
Additional Information:  facebook  Google ahe - F ,I \ ace OO - r‘.
s
—H 1 % & _ facebook
Risk = Application Sessions wrica
1 |EH |facehook-base | S04r [ 45,735,003 [
2 | 58] | facehook-chat 421 O 4,911,969 @
S |[EM | facebook-apps 44 1 1,945,120 0
4 | facebook-rail 11 1 se9,180 |

Top Sources

Source address Source Hosk N3 Source User Bytes Sessions
110154233 & engr33.net2.bigedu.| pancadernolphillip biurnste 1,158,885 [ 1|80 O
2 10.154.1.27 & engr27 . niet 1, higedu.| pancadernoellen.cook g22,648 171 [0
2 10,154,12,80 & engrag.net 12, biged pancadenolginger. poppe 2,360,286 O 140 [0
4 10.154.14.61 B engr61.netl4 biged pancaderno’ natalie.ullrich 621,420 [ 140 [
S 10.154.12.21 B | engr21.net12.biged pancaderna’shaven.skilton 453,449 | 108 [0 .
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%} Edit Custom Data Pattern - SEIHZE
https:fcaldemo paloaltonetworks comsespieditDlpDatabiec tPattern. espfmod e=ed it&zron=0Songpattem @] Hsheal

Pattern Name |Cnnﬁdential Secret Garde 9 New Data Pattern - S BHZE EI
Regular HELE hittpe:#eaid emn. paloalionetworks comsespfed itDpDatalbizct espfmod e=new Saretom To=ed itD]p @ iRsEgan
Expression "

Name Iiﬁ-'ﬁ‘?ﬁ 3

Description I

Weight |1 [0 - 255)

Patterns

Pattern Weight

Credit Card Mumber

|htl1:us:."."|:82demu.pa]nalb:unﬁtwDrks.cnnﬁespfeditDlpDat&Oh]ec Social Security Number

Social Security Mumber
(without dash)

Confidential Secret Garden

R

(- 255}

Lo

|htl'p$:."."|:32demu.palnalh:unﬂhmrks.cu:um."esp."editDlpDaﬁaObject.esp'?m:ude=nﬂw&rehx @ =R I

Hiil—
B

Stark Technology Inc.

FERHZ D BRRAT




Stark Technology Inc.
5 EE BB EERDBRAT




Configure TMI. Application Firewall Frofile
General J "'. Setings \". Learning "'.I
Mame | Block: | Log | Stat | Learn | Check Type
Start URL Cammon
Deny URL Cormmon
Cookie Consistency Camman
Butfer Owerflovw Cammon
)= —_— /I. Credit Card L Fl F Comma
A // " 1= A:HJ E ! Safe Ohject Comman
Vo— VAN N ML Formeat ML
XML Denial of Service WML
. I— J— v Y oOH 9 XML Cross-Site Scripting F F KN ML
| /‘ f =, =, ‘g *ML SGL Injection F H FE ML
- | J | WML Atachment XML
ek Services Interoperability ML
; - > ,, ML Meszage Walidation ML
7B il
L] Moty
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