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Targeted Ransomware Attack Hits Taiwanese Organizations

Posted on: May 6, 2020 at 5:00 am Posted in: Malware Author: Trend Micro
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APSolut

[12) Reports

DefensePro (1 Devices) 1 Devices 0 Devices
Current Status Total Inbound Traffic Inbound Statistics
/1 UNDERATTACK 22476 20316 22446

- B Bits Bits/Sec
g 1.94M
OEdon M Received ' Dropped 44.17
Traffic Bandwidth 558 pps [iABBERG] Outbound Connections Rate
Received [T] Dropped
— e — - - - ) 1
T | i T V| §
; V | ! 7
& §
£
8
Protection Policies
site Device Policy Name Policy Status
Default DP-60 ASOC_200217.3.1 A
Default DP-60 ASOC_200217.2.1 A
Default DP-60 Global Policy A

Copyright © Radware Ltd. 2018 All Rights Reserved

S H B @ B @

Bits/Sec
Packets/Sec

Connections/Sec

Connections per Second

Total Inbound Traffic

5.02 Gbps

1.83 Gbps

3.14 Mbps

Bandwidth per Policy
W Asoc_o21e

N AS0C_0219.

I Asoc_2002

[ AS0C_2002
More.

Concurrent Connections

Attack Rate Drop Rate
5.02 Gbps 5.02 Gbps
1.8Gbps 1.8 Gbps
3.14 Mbps 3.14 Mbps

~
Traffic Composition
[ RS
uop
iomp
1oMP
More
Concurrent Connections
Attack Categories
~
Behavioral DoS
DoS
DoS
ACL
v
— 0937
A\ 7z ) X
4 2020/2/21 %'
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aa Ports

@ 175.183.80.178 175-183-80-178.adsl.dynamic.seed.net.tw |
===

City Mantou i= Services
Country Taiwan
I HTTR/1.1 481 Unauthorized
Organization Talwan Infrastructure Network Technologie e e ie o1iag a1 o
Cache-Control: no-cache,noc-store
ISP New Century InfoComm Tech. Co. Wili-Authenticate: Basic realm="DVR"
Content-Type: text/himl; charset=%s
Connection: close
Last Update 2020-03-14T00:03:25.712607
Hostnames 175-183-80-178.adsl.dynamic.seed.net.tw ,
HTTP/1.1 481 Unauthorized
server: mini_httpds1.19 19dec2ea3
A5 AS518049 Date: Sat, 14 Mar 2020 8@:09:83 GMT
Cache-Control: no-cache,no-store
Wikl-futhenticate: Basic realm="DVR"
Content-Type: text/html; charset=%s
Connection: close
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BESET ¢ uc-httpd 1.0.0 ~ FEEERSRHE

.825020
9 )

2020-02-27

2020-
4682 2020-02-27 07:11:23.20765 163.28.16.80 148.112.254.4 DNS
4683 2020-02-27 07:11:23.2087693 163.28.16.80 8.8.8.8 DNS
4684 2020-02-27 087:11:23.2087718 163.28.16.80 148.112.254.4 DNS

Ho. Time Source Destination Protocol Length  BourcePort DestinationPort  Info
4601 2020-02-27 87:09:58.503515 148.112.254.4 163.28.16.80 DNS 89 53 42228 Standard query
4602 2020-02-27 87:09:58.503559 148.112.254.4 163.28.16.80 DNS 168 53 42228 Standard query
4604 2020-02-27 87:09:58.505223 8.8.8.8 163.28.16.80 DNS 89 53 42228 Standard query
2820-82-27 .585816 16 € .8 ICMP Destination unr
20208-82-27 .588626 .28.16.88 Standard query
2820-82-27 - b ICMP Destination unr
4631 2020-02-27 .822996 - .112.254.4 Standard
4632 2020-02-27 07:108:22.823042 163.28.16.80 8.8.8.8 DNS 75 33559 53 Standard query
4633 2020-02-27 87:10:22.823069 163.28.16.80 149.112.254.4 DNS 75 33559 53 Standard query
4634 2820-02-27 07:18:22.823131 163.28.16.80 8.8.8.8 DNS 75 33559 53 Standard query
4635 2020-02-27 87:10:22.824036 148.112.254.4 163.28.16.80 DNS 139 53 33559 Standard query
4636 2020-02-27 87:10:22.824134 148.112.254.4 163.28.16.80 DNS 262 53 33559 Standard query
A638 2020-02-27 87:10:22.824989 8.8.8.8 163.28.16.80 DNS 139 53 33559 Standard query
4639 2020-82-27 07:160:22 8.8.8.8 .28.16.88 DNS 91 53 33559 Standard query

Destination unr
; Destination un
41536

73 53 Standard gquery
73 41536 53 Standard query
73 41536 53 Standard query

8x1998 A xmseculB®.net A 156.255.121.99

Bx1de8 AAMA xmsecul®B.net SOA monovm.mars.orderbox-dns.com
8x1998 A xmseculB®.net A 156.255.121.99

(Port unreachable)

response
response
response
eachable
response @x1lde8 AAAA xmsecul@@.net SOA monovm.mars.orderbox-dns.com
(Port unreachable)

Bxc9d4 A S54cq.zhaoyx.xyz

Bxc9d4 A 54cq.zhaoyx.xyz

BxceBd AAMA S54cq.zhaoyx.xyz

Bxce84 AAAA 54cq.zhaoyx.Xyz

response @xce84 AAAA 54cq.zhaoyx.xyz SOA nsl.myhostadmin.net

response @xc9d4 A 54cq.zhaoyx.xyz A 45.113.280.137 NS ns3.myhostadmin.
response @xce84 AAAA 54cq.zhaoyx.xyz SOA nsl.myhostadmin.net

response @xc9d4 A 54cq.zhaoyx.xyz A 45.113.2080.137
ble)

(Port unreact
able
Bx8d91 A
8x8d91 A www.duote.com
0x9291 AAAA wnw.duote.com

(Port unr

www . duote. com
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Windows




Windows 18RI 2 B

1. EENEEEINEYNEGIT A
. 2. teEEGAHEEFEprocess
3. mESIRESRERN

° #EE T H : Tcpview ~ Process Explore ~ WhatChanged




HIMNELR IR E

] 5 i windows AR NF L RE i AT netstat —ano —p tcp &
Eiz o atftepH I NEGIFIE -

-ano RN ITA EILHVHELR ~ Port ~ PID

-p 5 EHFHERTCP ~ UDP ~ TCPv6 »
UDPv6




Tcpview

| ah

File Options Process View Help
| b
I| EHa —
Puocess 7 FID Protocal Locsl Addwess Local ot Remote Adduess Femote Port State Sent Packets Sent Bytes Fewd Pacle ™
[Eystern Puocess] 0 P desktop12icdT.ssg5... 15500 172217.160.99 https TIME_WAIT
[Eystern Puooess] 0 P dektoplaeET segs... 15531 17221716067 https TIME_WAIT
6 chiomeexe 6256 P decktopl2cdT ssgh.. 14678 edge-starshv-Olpe... hitps ESTAELISHED 4 12
R —— 6256 P decktop12cdT ssg5... 14679 edze-staushv-Oldpe.. hitps ESTAELISHED 4 12
[ ! tirrinf189.1e100net  hitps E:TABLISHED 2 344
[ thin-f189. lel00net  hitps E:TABLISHED
& wi-gsteldntiedute hitp ESTAELISHED 3 7w
[ an-f5.1e htips
® tsalls0%n-f14.1e10... https | Properties for chrome.exe: 8836 =
G tralBe06-inf10. 110, https
G tealBe01-in-£227 1ol .. https
& wi-gateld ntuedutw hitp Google Chrome
G talBe0l-in-£228 lel... https @)
-] tealBeinf130.1e1... https Google LLC
G tealBs01-inf1. 1100, https A
¢ B 130 11 M Vergion:  84.00.4147 0083
G tealleliin i 1o 10 Migs | pa
G tsals0in 2. 1 100... hitps g
[ 17267161173 Ittps | C:\Program Files [(+86)4G oogle\Chiome‘\dpplication\chrome. exe |
G 104.31 69,115 httpe
G 17267020 httpe
G 58.70.201.35 b goo... https
G talB0B-in {10, 1210, https e
G teallsB-inf10. 110, https
] 104.26.4.108 g
G ip103-13219230.4... https
[ 104.27.167.4 https T THD LS I
G 58.70.200.35 bo goo... https ESTAELISHED
[ thinf157 lel00net  hitps E:TABLISHED
[ 17267.70.20 hitps E:TABLISHED
[ 104.28.13.210 hitps E:TABLISHED




* PROCESS &

/

* ffEslsvchost ~ csrss ~ wininit ZEHJLEER IR A LA
Windows\system32\ H&k NE(T

= THEEs _ o «

L= - D
BxR 2RO BREV |
= == == | =
AT G FERRRD () TR Rl [ | EEEE ¥ EEESSEEEs B = SHE pm
5_2.%‘ - PID w% EREEE CPU SEBE. UACER . =2 D HE EREEE  (PU £E. BEETZE UAC
= '*',ﬁﬁg' ) ag= SYSTEM o0 oK | [#Registry 104 me SYSTEM 00 624. Ci\Windows\system32\ntoskmlexe Fit
EsamzasEs 0 e SYSTEM 4 8K [Esvchostexe 84 mFs VSTEM 00 140 C\Windows\System32\svchost.exe Rt
[ System 4 E b SYSTEM 00 20K Esmss.exe | BEREL X P\Windows\System32\smss.exe T
[l Registry 104 ATE SYSTEM oo 616K FitF € chrome exe \Program Files [x86]\Google\Chrome\Applicationchrome.exe zE
[85] suchost exe 384 0TE SYSTEM 00 1,376 K FstE | [Elesrss.exe RS IEETETAED - \Windouws\System32\csrss exe Fa
[Elsmss.exe 416 ATF SYSTEM 00 256K FiE | [Elsvchostexe \Windows\System32\svchost exe Fit
€ chrome.exe 582 =WmiTe HmiE 00 25576K CFR | Esvehostexe | [ =i 0 =g ~| [AWindows\System32\svchost.exe it
[ csrss.exe 600 AFE SYSTEM 00 1,080K FrE | Evininitexe | | jo mRams \Windows\System32iuininit.exe Fi
[#Esvchostexe 608 HiTE LOCALSE.. 00 1440K FHE [Eesrss.exe OyoEAmTa \Windows\System32\csrss exe Fh
[l svchost.exe 628 0TE NETWOR. 00 15972K FHEF [Eservices.exe | | [ =40 {17248 \Windows\System32\services.exe g~
[®] wininit.exe 592 HTT SYSTEM 00 1,004 K FRE | [Ellsass.exe g EEsE \Windows\System32\/sass.exe Fit
[E csrss.exe 700 ;TR SYSTEM 00 1216K Fsts | [l svchostexe \Windows\System32\svehast.exe Fit
[services.exe 764 TP SYSTEM 00 4,564 K FHEF | Elwinlogon.ex \Windows\System32\winlogon.exe Fit
[ Isass.exe 788 TP SYSTEM 00 6,068 K FE € chrome exs \Program Files (xB6)\Google\Chrome\Application\chrome.exe B
[ svchost exe a8 mE= SYSTEM 00 2604K FHE [tineMediaPl | 2iezims \Users\§ R 8\ AppData\LocalLINE\Data\pluginiLineMediaPlayer,. =&
[ winlagon.exe 40 A= SYSTEM 00 1632k Fas %FomESNAC UAC =5 \Program Files\Fortinet\FartiClient\FortiESNAC.exe Fit
chrome.axe a4g s 00 16508K B | Esvchostexe | | it \Windows\System32\svehast.exe Fit
ELmeMadlaPIayer.axe 856 ?&: iz: 00 7120 ;g: [E] fontdrvhost. [ ZsishSEE - v \Windows\System32\fontdrvhost exe B
[ FortiESNAC.exe 952 mEe cyeTeM %0 3mak T | [Elsvchost exe \Windows\System32\svchost exe E
lsvchost exe o2 A SveTEM 00 0K Tz [Edwm.exe e \Wiindows\System32\dwm.exe B
[ fontdrvhost.exe 02  #ET UMFD-0 00 1,260K EfER [Elsvchostexe — AWindows\System32\svchost exe o
[lsvchost exe 008 mE veTEM 00 27516k Fam | V(Tﬂsvchust exe 1192 mFe LOCALSE.. 00  138.. C\Windows\Svstem32\svchostexe =
[l Awirn sva ANAR  #hiEH DNAA-1 0 71244k BUEE hd |
gHOFEERD) BEL
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Process Explore#B 15

| . . v
! Q Process Explorer « Sysinternals www sysintemals com [DESKTOR.L2KOCS N\ BB M) (Administrator) - o X
Gr Services Threads TCP, Envirs it
| Wl,.*m Perfi Perk £r 3 Sy m oS N; 0:]“'; V-cw] 9.vo\<e\$ Find  Usens Hﬂ;_o
B
Image Fle
Pacess
m Windows Servces ) TMBAIF

Versor:  10.0,18362,1

Budd Time: Sat Jan 11 06:26:24 1997

Pat

[ indows S ystem32igvchost.exs | Explere
Command ine:
{C1'WWndows \system 32'svchost.exe & RPCSS o
D ey

Cpndons sty

Autostart Locason:
(HAMSysten|CurentConyoset|Services WiprlserSendce 2| Explore

Parent:  servces.exe(775) f
User;  NT AUTHORITYWETWORK SERVICE
Started: L4 09:36:56 2020/7/22 Image: 64t Mfol ok
Comment: : B 1 ot
wsTota [ | st .
Data Execution Preventon (DEP) Status: Enabled (permanent) :
Address Space Load Randomaation:  Mgh-Entropy, Botiom-Up i ot <00t ARE IRAN 34 Wadows TIHETISRIR Manet Copontin
Control Flow Guard: Erabied ) PAVEgS e <ont DIBE 442Y M2 HD Autio Backpnod Procass Raalk Semiconduetox

< v msidosty om SH0K MoK 1902 Widows TIVNTRBEER Mewxd Copombon
Erterprise Context: A il

& b [ ot em 2452K 248K 1464 Wandows Services STEMUSHE | Mosioml Copombin

3] et 15,962K IARE 1504 Wadows Serrices IS . Mocoed Coponts J
o Cancel CPU Usage: 35.22% Commit Charge: 14.38% Processes: 202




%Y_( ! ';75 4{%% En\:l ﬁ_/axf

* NFIRZEREEIEG T B A regedit A S @’iﬁ%wﬂﬂﬁﬁﬁ%ﬁ

B SsiEEEs

% E [FJ ﬁ E (E] ﬁ ? m a Eg fﬁg [A) %!'EH (H] ‘indows\CurrentVersion\Run
Ef\HKEY_CURRENT_USER = o
HKEY_CLASSES_ROOT iﬂiiﬁ%‘ &) REG_S7 (EiEREE) 36| OneDrive REG_SZ

HKEY_CURRENT_USER
HKEY_LOCAL_MACHIME
HKEY_USERS
HKEY_CURREMNT_COMFIG

=H
(BHEFRETE)
"CAUsers\BIREE\AppDatatLocal\LINE\bin\LineLauncher.exe" --booting

"ChUsers\E| T2\ AppDatatLocal\MicrosoftyOneDrive\OneDrive.exe” /back...
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Linux 24 1H|&ZE F M 1%

MR B EA BT I NEGRIT B
B2 G B E M process i FH R E R
NSt | I ey vean S ol ==

L EREIEZ

AT e S

° HEE T E ¢ top ~ lynis




HIMNELR IR E

T Terminal #1AJES netstat —an -p —t B L AT cp LM EL
/%ﬂ:é 2 :~# netstat -an -t

Active Internet connections (servers and established)

Proto Recv-Q Send-Q Local Address Foreign Address State

tcp 0 0 0.0.0.0:22 8.8, B Bsx LISTEN

tcp 192.168.253.134: 117.18.237.29:80 ESTABLISHED
tcp 192.168.253.134: 172.217.160.68:443 ESTABLISHED
tcp 192.168.253.134: 172.217.160.78:443 ESTABLISHED
tcp 192.168.253.134: 216.58.200.35:443 ESTABLISHED
tcp 192.168.253.134: 210.61.248.195:80 ESTABLISHED
tcp 192.168.253.134: 216.58.200.46:443 ESTABLISHED
tcp 192.168.253.134: 216.58.200.227:80 ESTABLISHED
tcp 192.168.253.134: 172.217.160.66:443 ESTABLISHED
tcp 192.168.253.134: 172.217.27.130:443 ESTABLISHED
tcp 192.168.253.134: 172.217.24.2:443 ESTABLISHED
tcp 192.168.253.134: 172.217.24.10:443 ESTABLISHED
tcp 192.168.253.134: 99.84.238.26:443 ESTABLISHED
tcp 192.168.253.134: 172.217.160.67:80 ESTABLISHED
tcp 192.168.253.134: 34.211.106.52:443 ESTABLISHED
tcp 192.168.253.134: 216.58.200.35:443 ESTABLISHED
tcp 192.168.253.134: 210.61.248.210:443 ESTABLISHED
tcp 192.168.253.134: 13.35.34.78:443 ESTABLISHED
tcpb 22222 sy E LISTEN

[l NoloNoNoNoNoNoNoNoNoNoNoNoNoNoNol
[oloNoNoNoNoNoNoNoNoNoNoNoNoNoNoNo Mol

T S e e — e



PROCESS &

i AT ps aux | less BFHIEFEBAIT Zprocess * &fhA H
AZ U R T

7.\ ]y A top S HFEE g P FE B R process

root@kali: ~

File Edit View Search Terminal Help top - 15:29:03 up 3 days, 5:58, 1 user, load average: 0.01, 0.09, 0.06
%CPU %MEM ! STAT START COMMAND Tasks: 225 total, 1 running, 224 sleeping, 0 stopped, @ zombie
0. ? Ss Jule7 s /sbin/init 3.9 us, 0.7 sy, 0.0 ni, 95.2 id, .0 hi, 0.1 si, 0.0 st
S Jule7 [kthreadd] 1988.8 total, 120.9 free, 11 710.0 buff/cache
I< Jule7 [rcu_gp] 2045.0 total, 2034.7 free, . 5 639.4 avail Mem
Jule7 [rcu_par_gpl
Jule7 [kworker/0:0H-kblockd]
Jule7 [kworker/u64:0-events unbound]
Jule7 [mm_percpu_wq]
Jule7 [ksoftirqd/0]
Jule7 5 [rcu_sched]
Jule7 [rcu_bh]
Jule7 [migration/0]
Jule7 o [cpuhp/0@]
Jule7 [cpuhp/1]
Jule7 [migration/1]
Jule7 - [ksoftirqd/1]
Jule7 [kworker/1:0H-kblockd]
Jule7 [cpuhp/2]
Jule7 s [migration/2]
Jule7 [ksoftirqd/2]
Jule7 [kworker/2:0H-kblockd]
Jule7 - [cpuhp/3]
Jule7 l [migration/3]

-]
=]

TIME+ COMMAND
3803956 336300 2 g 3527 gnome-shell
292364 68740 g ¢ s12. Xorg
13284 3724 top
182332 7640 systemd
0 0 kthreadd
rcu_gp
rcu_par_gp
kworker/0:0H-kblockd
kworker/u64:0-events_unbound
mm_percpu_wq
ksoftirqd/e
rcu_sched
rcu_bh
migration/@
cpuhp/0
cpuhp/1
migration/1

0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0
0.0

COOOOOOODOODO DO
COPPOOOOOORO D AN

0.
0.
0.
0.
0.
0.
0.
0.
0.
0.
0.
0.
0.
0.
0.

T T S - - e —



ENIRE =

O £ A

/\/\

* BERE /etc

cron.d ~ cron.daily ~ cron.hourly ~ cron.weekly

< H k&

cron.monthlyZF & 28

crontab X2 G EEEE TI/EFHE

R R R R

of the other
SHELL=/bin/sh
j PATH=/usr /local/sbin: /us
dom mon dow user
root
5 6 = - root
rt /etc/cron daily )
1 6 7 root
'rt /etc/cron.weekly )
6 1 * root
rt /etc/cron.monthly )

pes

# m h
17 * * *

/etc/cron.

d. These files also have us
crontabs do.

name fields,

r/local/bin:/sbin:/bin: /usr/sbin: /usr/bin

cd / && run-parts -
test

-report /etc/cron.hourly

-X Jusr/sbin/anacron || ( cd / && run-parts --repo

test -x Jusr/sbin/anacron || ( c¢d / && run-parts --repo

test -x Jusr/sbin/anacron || ( cd / && run-parts --repo
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 Lynis £ CISOfy B4ty T A2
« AL ETAET ¢

Lo 7EEME
2. HEhEZ
3. JmiER
4. BEHE
5. MEE®
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\\/

27

(IEESED

AIX
FreeBSD
HP-UX
Linux
macOS
NetBSD
NixOS
OpenBSD

Solaris




HO

a8 E RPA

s 11 Fgit clone 55 H HE T R A

- : Cd:I:.IYﬂls FEZE H 5%

* FIHTESHEH TR chmod +x ./lynis



https://github.com/CISOfy/lynis

AT

* Lynis ff FIFRGE - $THFEE4E T root ERAMERAU S i e %
AR -

* H{TIE< * sudo ./lynis audit system

© FERxoTEL

HE AR R 2 S S e

Tests performed FrRa-ILHHIETE H e
Plugins enabled #MEFEFELHEE




/\‘ =
/ X

o faMlER S E A /var/log/lynislog FEAE N HYlynis.log ~ lynis-report.dat
® &L\$§%% EE;?%%V\L' F}Rﬁ % . H:ls:r@ubuntu:/usr/sbm/lynrs

2.0-2|libxshmfencel:amd64,1.3-1|libxslt1.1:amd64,1.1.29-5ubuntu®.2|libxss1:amd6
4,1:1.2.2-1|1libxt6:amd64,1:1.1.5-1]libxtables12:amd64,1.6.1-2ubuntu2|libxtst6:a

PS I N E‘ . md64,2:1.2.3-1|libxvi:amd64,2:1.0.11-1|libxvmc1:amd64,2:1.0.10-1|libxxf86dgal:a
A | md64,2:1.1.4-1|libxxf86vm1:amd64,1:1.1.4-1|libyajl2:amd64,2.1.0-2build1|libyaml

; | //?\ AN lynls_report_con \' erter -0-2:amd64,0.1.7-2ubuntu3|libyaml-libyaml-perl,0.69+repack-1|libyelp0:amd64,3.2
6.0-1ubuntu2|libzeitgeist-2.0-0:amd64,1.0-0.1ubuntul|libzstd1:amd64,1.3.3+dfsg-

2ubuntul.1|light-themes,16.10+18.04.20181005-0ubuntul|lintian,2.5.81ubuntul|1lin
ux-base,4.5ubuntul.2|linux-firmware,1.173.19|linux-generic-hwe-18.04,5.4.0.42.4

//\‘ 6~18.04.35|linux-headers-4.18.0-15,4.18.0-15.16~18.04.1|linux-headers-4.18.0-15
. % -generic,4.18.0-15.16~18.04.1|linux-headers-5.3.0-62,5.3.0-62.56~18.04.1| linux-
/AN eaders-5.3.0-62-generic,5.3.0-62.56~18.04.1|linux-headers-5.4.0-42-generic,5.4

.0-42.46~18.04.1|linux-headers-generic-hwe-18.04,5.4.0.42.46~18.04.35| linux-hwe
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apt install htmldoc
cpan install HTML:HTMILDoc

apt install libxml-writer-perl
apt install libarchive-zip-perl
capn install Excel::Writer: XI.SX
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lynis Asset Report

created by lynis_report

host finding:
hardening index:
warnings (3):

Test ID

suggestions (48):

Test ID
ACCT-962
ACCT-962

AUTH-92.

AUTH-9230
AUTH-9230
AUTH-9262

AUTH-¢
AUTH-¢

urity Info | boot infc

Auditor: [Not Sp

Description Details | Solution
iptables module(s) loaded, but no rules ac NA
Your profile contains one or more old-style configuration entries NA

Reboot of system is most likely needed NA text:reboot

Description

Enable process accounting

Enable sysstat to collect accounting (no results)
Enable auditd to collect audit information

Check PAM configuration, add rounds if applicable and expire passwords to encrypt
with new values

Configure maximum encryption algorithm rounds in /etc/login.defs
Configure minimum encryption algorithm rounds in /etc/login.defs

| a PAM module for password strength testing like pam_cracklib or
swdqc

possible set expire dates for all password protected accounts
Configure maximum password age in /etc

Details

Solution




