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TOTAL RESULTS

98,419

TOP COUNTRIES

Search Engine for the

- Y e o R 4 £l : L ""c"\,l._\ i{;
Internet of Things Wl - -
: S 4
United States 19,462
Korea, Republic of 18,875
Germany 7.661
France 4,264
Taiwan 4171

7L %R https://beta.shodan.io/
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data.®.opts.screenshot.data 93/4AAQSkZ JRgABAQEAZABKAAD/ 2wBDAAZGBgcGBQgHBwWe I COgKDBONDASLDBKSEWSUHRoFHhOS
Remote Desktop Protocol RAAMIR+1b37yr 7k jUsq7Ga5kbU/5+v8AIUSGRTNWPAPiNGMiYj4L2101/15d7 Ix7Ny7Zul1VeXL
\x03\x00\x00\x13\x0e\xd0\x00\x00\x124\x00\x02\x01\x08\x00\x02 \x00\x00\x00 PAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAN

FAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAN
PAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAN
[ 42fm3czBwK ¢DEVRFAGNRe7SmiZ335F007U938fDr4bRHNYrqnuy7eKtUR36ZYWHS4QAAAAAAAAA
hXU+GrdmvOnGrt3apoivHrgmIq232nmppmI21Z7vCVNE7xu@1iqKozDKamaZxIATUAAAAAAAAAAN
FbfacK6LT52tqvB8AkTRV+hUrvg/pxfp@/izer/k265/QrX4ZXte0Pd2vTIFonWg8mIgWldebet3l

jquXcr4P+T2zbtVdnm1RTRE7RO1yvrV8I5tvZDRUEANNVOTsSzNO9u1V2tzp+DT16+2do97a0May
Y31mXZ3rINFFfOudU+kRvhK4y1rOxdT@3RIIvBAYSNGY5qopidognlp74npafexfKTmu4+i4en|
F+Yj+T62Xhrh7Ay71GVrGpYViGid4x5yKIrue3rdGPtajYuldXx9R02/i40WezxZucvY3Iqjk7Gy
BAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAPG3PLdoN
Rg@Y967GTRaq7PeiiqY jn22+tGywodowkezsZ0130m+iegTd3uekTZmN5n17Ts+bn+13d/j408
96L1fNy7/Vomru92yKlexmoafqdnKu2qrtgnmpuUUlcszTVINNWO+edzs1ir0IxzWpxmM8nzYwes]
BAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAADVAH ]
FoPmfI/K9P8Az13+7YcnBv41FFdygzcoqabeezVMxFW2+@80RPAE+HhLN29Xm+cq5Nem/ TP+tW/ 6]
RAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
BAAAAAABTTTNC7UxVL7rx7tunmgtzFPmpN2iKtMzGe jWmxdqom5FM6Y88T j8sYC7IAADadt9unmAf
I 7mf jPAP2powLGTf7Gmb1+7Nddzkp7omZmZ2jef saxoWozpGvY0OfG+119TXVt407/Sj3xvDF6XM3
FE/VULUNdVYVE+qYeNpdWp6Nj49rTr1iiKulFG8R13j65830ntap23j5B2VEbz7 ffzapmelXs0zk3:

15ia52qymLcb@484U/AnCOVPXFIrInUNMy6LFNym/Ri5PPXamazi0aJiPHp@36tJ@jhjN1fDu5s)
BAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAFhia7 qeDZ7HHY 66L FhT0@xHs371eM7tm3dp@3KYmP!

hWae7nLFpuiax159jUMPWIP jUL89pRMahRF+aq46xMb783WYmPaqrog6toep5c4uoXbWRNygm9oXal
TTOTrq6puTqudmWb1rIybly3ev+k3Kap6VXNtuafXtMs2LxBq2F1U50Pm3al tNiMeJ6TE24 jak7]

4 ¢ J/orH

data.0.opts.screenshot.labels ['windows', 'login', 'desktop']

e Wir}dc;v;/s'Embedded data.0.opts.screenshot.mime image/jpeg
tandar

data.0.port 3389
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Banner Specification

Dashboard

The banner is the main type of information that Shodan provides through the REST and Streaming API. This document outlines the various properties that
are always present and which ones are optional.

€ API DOCUMENTATION Properties

Requirements
Introduction

Clients

REST API Documentation

Streaming APl Documentation

€ EXPLOITS API DOCUMENTATION
Introduction
REST API Documentation

I APPENDIX
Banner Specification

Exploit Specification

74 %k : https://developer.shodan.io/api/banner-specification

asn
data

ip

ip_str

ipvé

port
timestamp

hostnames

domains

location
location.area_code
location.city
location.country_code
location.country_code3
location.country_name
location.dma_code

location.latitude
location.longitude

[String] The autonomous system number (ex. "AS4837").

[String] Contains the banner information for the service.

[Integer] The IP address of the host as an integer.

[String] The IP address of the host as a string.

[String] The IPv6 address of the host as a string. If this is present then the "ip" and "ip_str" fields wont be.
[Integer] The port number that the service is operating on.

[String] The timestamp for when the banner was fetched from the device in the UTC timezone. Example:
"2014-01-15T05:49:56.283713"

[String[]] An array of strings containing all of the hostnames that have been assigned to the IP address for
this device.

[String[1] An array of strings containing the top-level domains for the hostnames of the device. Thisis a
utility property in case you want to filter by TLD instead of subdomain. It is smart enough to handle global
TLDs with several dots in the domain (ex. "co.uk")

[Object] An object containing all of the location information for the device.

[Integer]The area code for the device's location. Only available for the US.

[String] The name of the city where the device is located.

[String] The 2-letter country code for the device lacation.

[String] The 3-letter country code for the device location.

[String] The name of the country where the device is located.

[Integer] The designated market area code for the area where the device is located. Only available for the
Us.

[Double] The latitude for the geolocation of the device.

[Double] The longitude for the geolocation of the device.
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Sample Banner
"ip": 1664807582,
i "domains™: [
"timestamp”: "2814-@1-16T@S:37:48.881917", «spcglobal.net”
"hostnames™: [ ]
p )

99-46-189-78.1ightspeed.tukrga.sbcglobal. net "ip_str": "99.46.189.78",

) "os": null,
"org": "AT&T U-verse”,

"guid": "16648875082:75a821e2-7e89-11=3-8A30-5A5AERE0E030",
"data": "NTPYMOOC. 0K, XK. Xxo = 75464n68.94 ,157.2:123n68.94.156.17:123",

"opts: {
Traw™: UWRST N8N\ xB3% 2080, 08 3 Y BB HN B3, k@B B B Y 0B 4 00 a8\ 88 \ \ee \ \xea \ \ x e
340880, 4 20BE0, \ 0800, h0Be A @10 W k@ e\ e M\ xBe . Ve bd N\ B8\ k@8 e\ @1\ W 1dz B W0 2 0R0 Y\ 28 \ e e

:?nr:":"123, ) 3088, Y @80\ 088, @B, eBd @By, @@, BB, B8, \aeden, \ xaen, \ @, \ e e, \ x@B, \xBa%, \ k@8, \ x28 \ xBe \ x28Y \ xae
isp"™: "AT&T U-verse”, NAREEN 80\ 0880 W BB BB B8 0B8N BB BB BN\ B8\ xeBen, \ B BBy xBB \ xB8Y \ xR\ x@eh \ x28h \ x88g
"asn“=_"ﬂ5?@13“J 3 \0@8%, \ 880, \ X881\ \ X8 \ xB8Y \ X0, \xBBY\ \ X0\ \ B8\ \XBBXD"\ \x9d\ \XBZC . \\xbdNY \x88% \x8en, \ X881, \x811, \x88{ \ \x0
"location™: { 4% 0B\ @80\ B8N\ xE B W BB @B\ BB\ BB\ 00 N\ B BN BN 08 B8 Y B B\ B, \ B\ ke, \ e
"E?uﬂtFF_CDdE3"= "usan, VAXBE L XB8 \xB8Y B8, B8, B8, \ B8, 388, \ 388 \30B8', \x88%, \ 88" \ 88\ \x88\, | x88\ \ X838\, \x80' \ x80' \ x80\ \ x00

feityT: “Atlantat, L0887\ X80, 88 | XBBG | XBB'Y \XBBY\ xR0 \xBE \ XY, \ @8 \BBY | @D, \ B8 \ xBEYDM, \xOc e . \\xbdNY \x@8Y \ %2
“postal_code”: 383287, BY V@B B \XBB{ \ \ B4 x84 |38, \ XA, \ B8, \ DD, BB, \ B2, \ B8 | kB8, 088 \ X0}, 008", \ XD\, \ %08\ xBE", \ x28

“longltude: -84.3972, VAxBEL\xB8Y \ BB\ xBB BB \ kBB \ B8 \ 088" L BB \xBEN \x BB \x@B\ \xB8' kB8 \xBB\ \xBB\ \xB8' \ %88\ \Xx BB\ \x08
“country_code®: "UST, V\XBB\x88Y, \ XY\ X2B\ | x08"

"latitude”: 33.93350008000001, “ntp": {

"country_name": "United States”,

"more”: false
"area_code™: 484, ¥

"dma_code™: 524,

"region_code”: null

T
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(1)Shodan’e 7 &=

& Download Data

Use export credits to download results at a rate of 1 export credit = 10,000 results

You have 20 credits available which means you can download up to 200,000 results.

Number of records: 0,000

File type: JSON v

Close Export Data

(2)CLMi: = 3¢

asoc@masker: ~

asoc@master:~$ shodan parse -h
Usage: shodan parse [OPTIONS] <filenames=

Extract information out of compressed JSON files.

-- C --no-color

--fields TEXT List of properties to output.

-f, --filters TEXT Filter the results for specific values using key:value
VERN -

-0, --filename TEXT save the filtered results in the given file (append if
file exists).

--separator TEXT The separator between the properties of the search
results.

-h, --help Show this message and exit.

asoc@master:~%
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Shodan Developers Monitor View All...

’. SHODAN _ o} Explore Pricing Enterprise Access lew to Shoda Login or Register

The search engine for Webcams

Shodan is the world's first search engine for Internet-connected devices.

Getting Started

Xplore the Internet of Things See the Big Picture

Use Shodan to discover which of your devices are connected to the Internet, Websites are just one part of the Internet. There are power plants, Smart TVs,
where they are located and who is using them. refrigerators and much more that can be found with Shodan!
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... SHODAN | Account Register

Login with Shodan

Usermame

Password

Login with

G Google

¥ Twitter
B  Windows Live

El Facebook

% 2% i
O 17 :
o] L) 8l i1shodani® /& i#1Ti%% , & B o/l # AShodan Maps§lShodan ExploitsI) & v
BT AR p
o] # shodan i & #|Metasplot. Mattegof0Nmap¥ T B . v
Bl & &R http://lwww.ifuun.com/a20173221436011/
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net HFH Jp Linip = ¥ & £ ¥ K (CIDR) net:210.XXX.XXX.XXX/24
port P& Jp L 3R port:80

country FOF 4g TR T country:tw

city FoFH 4g Tos B

i city:taipei

org HOH 3 Tehm B o org:google

isp HF Jp LehispF F isp:hinet
hostname MH Jy el L hostname:noip
version PF Jg TPl R & version:4.2

geo WE L e 2 E (TR SR) geo0:25,121
product WF Jp LT E SRS L product:windows
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1. 351P : Google DNS(net:8.8.8.8) ~ (p 2 )5 ek < (net:140.xxx.xxx.xxx/16)...
2. d5portsh : igxd L G (port:3389) ~ ONIVFE: 2% (port:3702) ~ £° 4 4% PR 7%(port:9100). ..
3. Fproduct : ZE b1 B (Tomcat) ~ 525 # PR B(NAS) ~ g2 8 (webcam). ..
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#% SHODAN

% Exploits % Maps ® Share Search

& Download Results o

TOTAL New Service: Keep t
1 21_
HiNet
B Tohvan
#% SHODAN Q ®% SHODAN

# Exploits ¥ Maps

No results found
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OIOF M T T AR
OIPF MAET L{SH % A BPEE
¥ sHooan

’. SHODAN country:tw product:windows

¥ Exploits *% Maps W Share Search *% Exploits *% Maps W Share Search
TOTAL RESULTS TOTAL RESULTS
> i )|
TOP COUNTRIES TOP COUNTRIES
Taiwan 348 Taiwan 848
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»0OS:Ubuntu 18.04 LTS

>CPU 1 core © Date&Time
»Memory: 2GB % Users
>HD ZOGB % Default Applications
»Python’x = : 3.6.9 Ubuntu 18.04.4 LTS

Device name | user-shodan-vm \

Memory 1.9GiB
Processor Intel® Xeon(R) CPU E5-1603 v4 @ 2.80GHz
Graphics SVGA3D; build: RELEASE; LLVM,;
GNOME 3.28.2
OS type 64-bit
Virtualization VMware
Disk 21.0GB

| Check for updatesr J




% #Shodan £

oL % Zpython pipg L& i » 2 {2 * pip% & Shodan
» sudo apt install python3-pip
» sudo pip3 install shodan

shodan: The official Python library and CLI for Shodan

Shodan is a search engine for Internet-connected devices. Google lets you search for websites, Shodan lets you search
for devices. This library provides developers easy access to all of the data stored in Shodan in order to automate tasks
and integrate into existing tools.

Features

e Search Shodan

e Fast/ bulk IP lookups

e Streaming APl support for real-time consumption of Shodan firehose
* Network alerts (aka private firehose)

* Manage Email Notifications

e Exploit search API fully implemented

o Bulk data downloads

» Command-line interface

744 %k https://github.com/achillean/shodan-python
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»shodan <i§ £ > -h

oo

asoc@ubunktu: ~

asoc@ubuntu:~% shodan
Usage: shodan [OPTIONS] COMMAND [ARGS]...

Options:
-h, --help

Commands:
alert
convert
count
data
domain
download
honeyscore
host
info
init
myip
org
parse
radar
scan
search
stats
stream

asoc@ubuntu:~

show this message and exit.

Manage the network alerts for your account

Convert the given input data file into a different format.
Returns the number of results for a search

Bulk data access to Shodan

View all available information for a domain

Download search results and save them in a compressed JSON...

Check whether the IP is a honeypot or not.

View all available information for an IP address
Shows general information about your account
Initialize the Shodan command-1line

Print your external IP address

Manage your organization's access to Shodan
Extract information out of compressed JSON files.
Real-Time Map of some results as Shodan finds them.
Scan an IP/ netblock using Shodan.

Search the sShodan database

Provide summary information about a search query
Stream data in real-time.

N |




CLI; £ 3 (1/2)

CLIt3 4 (% *)
in % ¥ A
init A7 e i kA (api key & »)
info BT P i RS enT Bt i dy BT 3R
myip BT B owm g * enlP
host iy~ & 539 0IP > 3 REom ZIP A0 A (nmap g 4 {2 chg %)
count APt v B h S icd
download ﬁi;r] r» BB RAEOTRET R IR )
convert B~ & g cothh o B S @ g
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m (2/2)

CLIt 4 (i21s)

ip % it
alert (F 2 & o % ¢ B #*3) FIWP bR S el Y2
honeyscore #i » & %29 0lP > w @2 IPhoneypot( 5 #8) 2] 14 #ic
stream (£ &2 %33 € B #") ‘"rifl%e‘t«;?:r Shodan## 45 3| e EH (2 F 4 7)
scan (F 2 & [ 7 € A #°Y) #° 7 ¥ 49 Bhdc 0 R Shodan2 45 #i > PIP S e X
parse f247 $ 5 R 5 5nISON 732 (7 47 %% B 7 P #LKey i)
search g r P w B APt
stats gfgg EHAE R i BT
org(F =4 &£ ¥ ¢ A" ¥ 32 e S $R ehshodantk 55
domain (§ £ # 1 % € B {3 4 Faﬁi%, » ghDomain - 7] 4197 3 pt Domain® nIP3E s (F & 7= 5 T 2hiK)
radar (Z E % £ % € B #*7) f'r’lff’f_LLE.Shodan%?al—“;IL (@ ZRYEa)
data (Z E £ ¥ € B #) + ¥ 33 B~Shodan 7 #*
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CLI%E Ty Zp? -1
® %3

A ”FI,‘\ %}‘:i'.
~ p & enShodantk 5L

>$§l »~ shodan init<p = api key>
c h7 P R

Hﬁl ~ . shodan count <#=% B 43 >

=4
73
%

asoc@ubuntu: ~ asoc@ubuntu: ~

File Edit View Search Terminal Help

asoc@ubuntu:~5 shodan init K INENEGEGEGEGEGEGEGEGEGEGEEEE R

File Edit View Search Terminal Help
asoc@ubuntu:~$ shodan count net:210 /16
. - 10829
asoc@ubuntu:

debunte:-~5 | asoc@ubuntu:~$ J




CLIFk 1% 55 hp? -2

o i\l ;FT\ kil
>ﬁi§l » 1 shodan download [4% % ¢ #] <d&& B4t =5 >

asoc@ubuntu: ~
asoc@ubuntu: ~
Pl EdIt 7t = e ol Hel File Edit View Search Terminal Help
= b st S asoc@ubuntu:~S shodan download test net:210 /16
asoc@ubuntu:~$ shodan download test net:210 | /16 Search query: net:210 NN /16
Search query: net:210 I /16 Total number of results: 10829
Total number of results: 10829 Query credits left: 21
Query credits left: 21 Output file: test.json.gz

CULPUE 18 teSt'jSO“‘gio\ SRR [RRURBHBBURBRBHRBRBURARBRERERAHBRBURR -] 99% 00:00:00
% . .

asoc@ubuntu:~$ l




CLIk e 505 P -3

Ok TR R
>~ + shodan convert [ 7 & FL] <& A4 e 58>
>3 2R e 2 csv R F xIsx 2 58

asoc@ubuntu: ~ asoc@ubuntu: ~

File Edit View Search Terminal Help File Edit View Search Terminal Help

asocgubuntu:~3 shodan C?nvett_'h . . asoc@ubuntu: shodan convert test.json.gz csv
Usage: shodan convert [OPTIONS] <input file> <output formats -

Convert the given input data file into a different format. The following asoc@ubuntu: shodan convert test.json.gz xlsx
file formats are supported: _
asoc@ubuntu: shodan convert test.json.gz kml
kml, csv, geo.json, images, xlsx
asoc@ubuntu: shodan convert test.json.gz geo.json
Example: shodan convert data.json.gz kml
e asoc@ubuntu: shodan convert test.json.gz image
Options: i
-h, --help 5Show this message and exit.

asoc@ubuntu:~$ [ asoc@ubuntu:
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O T FAL 1 P MR ALR ¥ R
CSVAE ML
1 |data 17 [timestamp
2 |hostnames 18 |transport
3 |ip 19 |product
Xlsx k& AR 4 ?p_str 20 |version
1 P 10 [City 5 |ipv6 21 |vulns
2 lport 11 |os 6 lorg 22 [ssl.cipher.version
3 [Timestamp 12 |ASN 7 |isp 23 |[ssl.cipher.bits
4 Data 13  |[Transport 8 |location.country _code 24 [ssl.cipher.name
5 Hostnames 14 |Product 9 [location.city 25 [ssl.alpn
6 Organization 15  |Version 10 (location.country_name 26 |ssl.versions
7__|ISP 16 |Web Server 11 [location.latitude 27 |ssl.cert.serial
8  |Country 17 |Website Title 12 |location.longitude 28 |ssl.cert.fingerprint.shal
) Country ISO Code 13 |os 29 |ssl.cert.fingerprint.sha256
14 Jjasn 30 [html
15 |port 31 (title
16 ([tags
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OCVE-2019-71923|CVE-2019-71954_d B T & B =2 £~ 7 IR T W FFQNAPRLF
QNAP*> 2 £ 117 % # { Ar4h 47 S L IR F

®% £ &> % ik > HITCON ZeroDay:id 8T 5§ 133 % B = «7QNAPNASTH M iFkF 5 H 7
2 & G ENH Ak SR

HTE A mERE ATEA | Dz o o
HEB{Y QNAP NASTEBCVE-2019-7192~CVE-2019-71955R
BT
NG|
5
(FZhas
3 \ Laks
| zD-2020-00479 e 20200626 | ERTERARRE
HLEAT QNAP NASTEECVE-2019-7192-CVE-2019-7195%58 phantom o
(s
| ZD-2020-00478 {&4@ch 2020/06/26 LastUpteisl 2020 0028
ELBE{T7 QNAP NASTFACVE-2019-7192~CVE-2019-7195%3%: B prenom S
| zp-2020-00408 BiEth 2020106122 B8
EE{T QNAP NASTFECVE-2019-7192-CVE-2019-7195%i%iR B vontom -
-
| zD-2020-00407 BEh 2020/06/22 .
a8 EFHRERR
ELE{ QNAP NASTFACVE-2019-7192~CVE-2019-7195%i8 phantom
| zp-2020-00471 EHich 2020/06/24
FLB{Y QNAP NASTFACVE-2019-7192~CVE-2019-7195%iR E phantom 459
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®CVE-2019-71925|CVE-2019-7195 » izw B CVSSh "% =4 ¥ 2 £ + (9.8)
O RN TELR X 0 F A AR A2k * a7 sPre-Auth Root RCEsz #

I CVE%w55t 5 5yl ER A \ \ .
QTS CVE-2019-7193  [{EEREABEEA * AsTBEEE B oA 2T AMEEPHPRE NS » (EHUEER (session)
CVE-2019-7192  [{(EECHEEH © CERE{HESCEEA HERE 5 (0 Bese B AT 58 HPhoto Station EAVAER S

Photo Station gggg;i;‘ (FE o BT © SR B (session) A0S A SR TR i E
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1. QTS# 4

* 4.4.1z_= (build 20190918)
* 4.3.62 % (build 20190919)

2. Photo Stationsx ~
5211 z_ =

5.4.9 z_=

5.7.10 z_ =»

6.0.3 2_ =
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1. QTS:
o QTS 4.4.1 : build 20190918( 7 )4 {& 4w »
© QTS 4.3.6 : build 20190919( 7 )4 {& 5w »

2. Photo Station :
> QTS 4.4.1 : Photo Station 6.0.3( 2 )/ {& 5x »
> QTS 4.3.4~ QTS 4.4.0 : Photo Station 5.7.10( 5 )4 {4 5% &
c QTS 4.3.0 ~ QTS 4.3.3 : Photo Station 5.4.9(7 )14 1 5= &
o QTS 4.2.6 : Photo Station 5.2.11( 7 )4 {$ 5 &
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% Exploits ¥ Maps *% Images ® Shar

def is vulnerable version date(version date): TOTALRESULTS New
o 333,571

version, date = version date v 2.80.2

if version.startswith('6."): TOP COUNTRIES MEOZW

return is_version_smaller(version, '6.0.3") Added on

e d Bl Portu

if version.startswith('5.7'):

return is _version_smaller{version, '5.7.10")
if version.startswith('5.4"'):

return is _version_smaller(version, '5.4.9")

if version.startswith('5.2'):

return is_version_smaller(version, '5.2.11") United States
return is_date_earlier_than(date, '20190918") Germany
except Exception: Italy
pass Taiwan

86.24

Ifbn-idf1-1

return False United Kingdom 19,441







% RE TR KR

1. Flaticon : https://www.flaticon.com/

2. Freepik : http://www.freepik.com



https://www.flaticon.com/
http://www.freepik.com/?__hstc=57440181.a2663c554abddfa068d79afe038c84cd.1595408025783.1595408025783.1595408025783.1&__hssc=57440181.6.1595408025784&__hsfp=1922698282

Shodan %

1. John Matherly (2017), Complete Guide to Shodan: Collect. Analyze. Visualize. Make Internet
Intelligence Work for You, Leanpub. (Shodanf = & + %)

Shodanf = %=zt © https://cli.shodan.io/

2

banner 7 #L P 22 &= 5  https://developer.shodan.io/api/banner-specification
Shodan ¢ A 7z p - http://www.ifuun.com/a20173221436011/
Shodan-=% % (Github) : https://github.com/achillean/shodan-python
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https://cli.shodan.io/
https://developer.shodan.io/api/banner-specification
http://www.ifuun.com/a20173221436011/
https://github.com/achillean/shodan-python
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1. iThome#g ¥ : https://www.ithome.com.tw/news/137748
2. HITCONZ:d 3£ : https://zeroday.hitcon.org/vulnerability/ZD-2020-00480

3. RASKIE AT F (S %A F 2 ) ¢ https://medium.com/bugbountywriteup/gnap-pre-
auth-root-rce-affecting-450k-devices-on-the-internet-d55488d28a05

4. CVE-2019-7192z.p © https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-7192

5. CVE-2019-7193#Lp : https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-7193

6. CVE-2019-7194:.p : https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-7194

7. CVE-2019-7195% . : https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-7195

8. ONAPZ 4 &k M : hitps://lwww.gnap.com/zh-tw/security-advisory/nas-201911-25



https://www.ithome.com.tw/news/137748
https://zeroday.hitcon.org/vulnerability/ZD-2020-00480
https://medium.com/bugbountywriteup/qnap-pre-auth-root-rce-affecting-450k-devices-on-the-internet-d55488d28a05
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-7192
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-7193
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-7194
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-7195
https://www.qnap.com/zh-tw/security-advisory/nas-201911-25
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